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Abst r act

Thi s docunment defines a YANG data nodel for the structured
specification of BGP comunities. The nodel provides operators with
a way to publish their locally defined BGP communities in a

st andardi zed fornmat.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 January 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

| SPs use BGP comunities to add information to their prefix
announcerents or to let customers influence routing behavi our inside
the network of the ISP. Each ISP defines for itself which BGP
communities to support and how the structure of these commnities
should be interpreted. This docunment provides a YANE RFC7950] nodul e
for describing the structure and neaning of BGP communities[ RFC1997],
Ext ended BGP communi ti es[ RFC4360] and Large BGP conmuniti es[ RFC3092] .
| SPs can use this standardized format to publish their conmunity
definitions. Section 3 elaborates on further advantages of using
such a standardi zed format.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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The neaning of the synbols in tree diagranms are defined in [ RFC8340].
3. Rationale

| SPs nmay define various BGP comunities that have | ocal significance
within their network. These conmmunities could be used to add

m scel | aneous information to a prefix announcenent. For example, a
community "64501: 1: 528" may signify that the AS with ASN 64501 is
originating a prefix froma point of presence in The Netherlands (I SO
3166-1 code 528). Comunities could be used to allow custonmers of an
ISP to control the routing behavior of their prefixes inside the ISP
For exanple, a comunity "64501: 4: 64498" attached to a prefix
advertised to AS64501 by a custonmer may be interpreted by AS64501 to
mean that this prefix must not be propagated to AS64498.

For both use cases it is necessary for the ISP to communi cate the
meani ng of their locally defined communities to others. Currently
this is typically done by publishing a list of comunities on a web
page, or as a remark inside an "autnum object in the Internet
Routing Registry. This makes it cunbersonme to determ ne whether and
where an | SP publishes comunity information. The |ack of a well -
defined structure nmakes it hard to create a standardi zed publi shing
mechani sm and to develop tools for automatically parsing community
informati on and eventually triggering configuration actions.

The purpose of the YANG nodel defined in this docunment is to provide
a standardi zed format for publishing cormmunity definitions. These
definitions help applications to interpret the structure and purpose
of BGP communities. For exanple, |ooking glasses may use the
publ i shed definitions to parse communities seen in BGP announcenents
and display their meaning. Another potential use case is in
generating routing policy configurations based on comunity
definitions published by an upstream ASN. This could be achi eved
automatically using external tooling to generate router
configurations, or inside a router’s comand-line interface by
inmporting the definitions and providing the CLI-user with avail able
choi ces for manual configuration

Thi s docunent only describes a data nodel for the publishing format

of community definitions. The publishing |ocation and publishing
mechani sm used are outside the scope of this specification. The data
nmodel does not nake any assunption about the protocol used to
publish/retrieve formatted data follow ng the nodel

4. Tree view

The foll owi ng tree diagram provi des an overvi ew of the "ietf-bgp-
communi ti es" data nodel
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nodul e:
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BGP Communi

i etf-bgp-conmunities
+--ro0 bgp-communities

+--ro serial? ui nt 32
+--ro uri? inet:uri
+--ro description? string
+--ro contact-url? inet:uri

+--ro contact* [enunil -address]

+--ro enmnil - address
+--ro name?
+--ro rol e?
+--ro0 organi zation?

+--ro0 organi zational -unit?

| +--ro0 asn4?
+--ro | ocal -admin
+--ro format?
+--ro field* [name]
+--r0 name
+--ro length?
+--ro pattern
+--ro description?

ty YANG

i net:emil -address
string
string
string
string

i net: as- nunber

| ocal - adm n-f or nat

fiel d-nane

uint8
field-pattern
field-description

I

|

I

I

I

+--ro regul ar* [nane]

| +--ro name comruni ty- nane

| +--ro category? communi ty- cat egory

| +--ro description? conmuni ty-description
| +--ro global-admn t wo- oct et - as- nunber

| +--ro local-admn

| +--ro format? | ocal - admi n- f or mat

| +--ro field* [name]

| +--ro0 name fiel d-nane

| +--ro |l ength? uint8

| +--ro0 pattern field-pattern

| +--ro description? field-description
+--ro extended* [nane]

| +--ro name comruni t y- nane

| +--ro category? communi ty- cat egory
| +--ro description? conmuni ty-description
| +--ro type uint8

| +--ro subtype uint8

| +--ro (gl obal -admnin)

| | +--:(asn)

| | | +--ro asn? t wo- oct et - as- nunber

| | +--:(asn4)

I

I

I

I

|

I

I

I

+

ro large* [name]

+--r0 name

+--ro category?

+--ro description?
+--ro gl obal -adm n
+--ro local -data-part-1

comruni t y- nane
communi ty- cat egory
conmuni ty-description
i net: as-nunber
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| +--ro format? | ocal - admi n- f or mat

| +--ro field* [name]

| +--ro0 name fiel d-nane

| +--ro |l ength? uint8

| +--ro0 pattern field-pattern
I

+--ro description? field-description
+--ro local -data-part-2

+--ro format? | ocal - admi n-f or mat
+--ro field* [name]
+--r0 nane fiel d- nane
+--ro length? uint8
+--ro0 pattern field-pattern

+--ro description? field-description
5.  YANG Mbdul e

This section contains the conplete YANG nodul e defined in this
docunent .

Several elements in this nodul e use data types from
[I-D.ietf-netnod-rfc6991-bis]. These data types are represented with
the prefix "inet".

<CODE BEG NS> file "ietf-bgp-communiti es@025-07-04. yang"

modul e ietf-bgp-communities {
yang-version 1.1;
namespace
"urn:ietf:parans: xm:ns:yang:ietf-bgp-communities”;
prefix bgp-comm

inmport ietf-inet-types {
prefix inet;
ref erence
"draft-ietf-netnod-rfc6991-bis-18: Commobn YANG Data Types";

}

organi zati on
"I ETF GROW Wor ki ng Group";

cont act
"WG Web: <https://datatracker.ietf.org/wy/ grow >
WG List: <mailto:grow@etf.org>

Aut hor : Martin Pels
<mai |t o: mpel s@i pe. net >";
description
"Thi s nodul e describes a structure for BG Comrmunities
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Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC YYYY; see
the RFC itself for full |egal notices

The key words ' MUST', 'MJUST NOT', 'REQUIRED , ’'SHALL', ' SHALL
NOT’, *SHOULD , ’'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

/1 RFC-EDI TOR: pl ease update YYYY with this RFC ID

revision 2025-07-04 {
description
"Initial revision.";
reference
"RFC YYYY: A YANG Data Model for BGP Communities
RFC- EDI TOR: pl ease update YYYY with this RFC I D";

}
typedef two-octet-as-nunber {
type uint 16;
description
"This type represents autonompous system nunbers, which
i dentify an Autononpbus System (AS)
Aut ononobus system nunbers were originally limted to 16
bits. BGP extensions have enl arged the autononobus system
nunber space to 32 bits. The two-octet-as-nunber type uses
an uint1l6 base type for use cases where the enlarged nunber
space i s not supported.”;
ref erence
"RFC 1930: Guidelines for creation, selection, and
regi stration of an Autononous System (AS)";
}

typedef comunity-nane {

type string {
length "1..255";
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pattern '[Ms]+;

description
"This type restricts values for the name of a BGP comunity.";
ref erence
"RFC YYYY: A YANG Data Model for BGP Communities
RFC- EDI TOR: pl ease update YYYY with this RFC I D

}

typedef comunity-category {
type enuneration {
enum i nformati onal {
val ue 0;
description
"I nformational conmunity”;
}

enum action {
val ue 1;
description
"Action community";
}

}

description
"This type restricts values for the category of a BGP
community.";

ref erence
"RFC 8195: Use of BGP Large Communities”;

}

typedef comunity-description {
type string {
Il ength "1..65535";
}
description
"This type restricts values for the description of a BGP
community.";
ref erence
"RFC YYYY: A YANG Data Mbydel for BGP Conmunities
RFC- EDI TOR: pl ease update YYYY with this RFC I D";

}

typedef | ocal -adm n-format {
type enuneration {
enum deci mal {
val ue O;
description
"Deci mal nunber string";
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enum bi nary {
val ue 1;
description
"Bit string";
}

}
description
"This type defines the format options for a BGP comunity
Local Adninistrator/Local Data field encoding”;
reference
"RFC YYYY: A YANG Data Mddel for BGP Communities

RFC- EDI TOR: pl ease update YYYY with this RFC I D';
}

typedef field-nane {
type string {

Il ength "1..255";

pattern '[Ms]+;

description

"This type restricts values for the nane | eaf of a BGP
community Local Administrator/Local Data field.";
reference
"RFC YYYY: A YANG Data Model for BGP Communities
RFC- EDI TOR: pl ease update YYYY with this RFC I D
}

typedef field-pattern {
type string {
| ength "1..4095";
pattern '[-0-9.,*?27$+| () {I\[\]]+
}
description
"This type restricts values for the pattern |l eaf of a BGP
community Local Administrator/Local Data field. Patterns
are described as PCSI X Ext ended Regul ar Expressions";
reference
"I EEE 1003. 2-1992: Information Technol ogy - Portable
Operating SystemInterface (POSIX) - Part 2: Shell and
Uilities (Vol. 1)";
}

typedef field-description {
type string {
length "1..65535";
pattern *(\*) [ ([**]+)";
}

description
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"This type restricts values for the description |leaf of a BG?
community Local Administrator/Local Data field. The string
containing a single asterisk **’ indicates that the val ue of
the field should be used as description.";

reference

"RFC YYYY: A YANG Data Model for BGP Communities

RFC- EDI TOR: pl ease update YYYY with this RFC I D

}

groupi ng | ocal -adm n-fields {
description
"A group of subfields inside the Local Administrator/Loca
Data section of a BG Community";
list field {
key "nane";
or der ed- by user;
description
"Ordered list of fields with their neanings";
| eaf nane {
type fiel d- nane;
description
"The name of the field";

}
| eaf length {

type uint8;
description
"Length of the field. |If local-admn-format is ’decinmal’,
this is a nunber of digits. In case |local-adm n-format is
"binary’, it is a nunber of bits.

Parsers use the field length to determ ne how many
decimals or bits fromthe Local Adm nistrator part of the

community are used by this field. |If this leaf is not
defined, the length is assuned to be the maxi num al | owed
length of the entire field list. 1In this case the field

list MUST NOT contain nore than one el ement.";

| eaf pattern {
type field-pattern;
mandat ory true;
description
"Used by parsers to match on the content of the field.
This could be a single value or a regul ar expression
pattern matching nultiple values.";

| eaf description {

type fiel d-description;
description
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"A text description of the field pattern. This description
can be used to provide meaning to specific values for a
field.";
}
}
}

cont ai ner bgp-comunities {
config fal se;
description
"A comunity set";
| eaf serial {
type uint32;
must "bool ean(.)";
description
"Versi on nunber of the conmmunity set. This value waps and
shoul d be conpared using sequence space arithnetic.
Publ i shing inplementations are free to decide how to
generate this value. One exanple nethod is to use the
YYYYMVDDnn syntax as commonly used inside the DNS.";
ref erence
"RFC 1912: Common DNS Operational and Configuration Errors”;

leaf uri {
type inet:uri;
description
"Publication point for the community set";
}

| eaf description {

type string {
I ength "1..65535";
}

description
"A description for the community set”;
}

| eaf contact-url {
type inet:uri;
description
"A reference to a webpage wi th maintai ner contact
i nformation";
}
list contact {
key "emmil - address";
description
"Alist of contacts for the conmunity set maintainer(s)”;
| eaf emmil-address {
type inet:enunil-address;
description
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"Mai nt ai ner contact e-nmmil address”;

}

| eaf nane {

type string {
|l ength "1..255";
}

description
"Mai nt ai ner contact nane";

| eaf role {

type string {
Il ength "1..255";
}

description
"Mai nt ai ner contact role";

}

| eaf organization {

type string {
Il ength "1..255";

}
description
"Mai ntai ner contact organization";

}

| eaf organizational -unit {

type string {
Il ength "1..255";

}

description
"Mai ntai ner contact organizational unit";

}

}

list regular {
key "nane";

or der ed- by user;
description
"Alist of objects describing RFC 1997 BGP Communities";
| eaf nane {
type comunity- name;
description
"Comuni ty nane";

| eaf category {
type communi ty-cat egory;
description
"Category of the commnity"”;
}
| eaf description {
type comunity-description;
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description
"Description for the community";

| eaf gl obal -admn {
type two-oct et -as-nunber;
mandat ory true;
description
"d obal Administrator field";
}

container |ocal-admn {
description
"Local Adninistrator Field";
| eaf format {
type | ocal -adm n-format;
default "decinmal";
description
"Format used for parsing Local Adm nistrator subfields";

uses | ocal -adnm n-fields;
}
ref erence
"RFC 1997: BGP Communities Attribute";

list extended {
key "nane";
or der ed- by user;
description
"A list of objects describing RFC 4360 Extended BGP
Conmunities. Two-COctet and Four-COctet AS Specific
communities are supported by this nodel.";
| eaf nane {
type comunity- name;
description
"Comuni ty nane";
}

| eaf category {
type conmunity-category;
description
"Category of the commnity"”;

| eaf description {
type comunity-description;
description
"Description for the community";

}
| eaf type {

type uint8 {
range "O0| 2| 64| 66";
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mandat ory true;
description
"Hi gh-order Type of the comunity. Supported values are 0O
(0x00) for Transitive Two-Cctet AS-Specific Extended
Conmunities, 2 (0x02) for Transitive Four-Cctet
AS- Speci fi ¢ Extended Comunities, 64 (0x40) for
Non- Transiti ve Two-Cctet AS-Specific Extended Communities
and 66 (0x42) for Non-Transitive Four-QCctet AS-Specific
Ext ended Comunities.";

}
| eaf subtype {
type uint8;
mandat ory true;
description
"Low- order Sub-Type of the comunity";
}
choi ce gl obal -adnin {
mandat ory true;
description
"d obal Administrator Field";
case asn {
| eaf asn {
type two-oct et -as-nunber;
must "../type = 0 or ../type
description
"Two- Cct et AS";
}

}

case asn4d {
| eaf asn4d {
type inet:as-nunber;
must "../type = 2 or ../type
description
"Four-Cctet AS';
}

}
}
contai ner |ocal-admn {
description
"Local Administrator Field";
| eaf format {
type | ocal -adm n-format;
default "decimal";
description
"Format used for parsing Local Adm nistrator subfields"”;

64",

66",

uses | ocal -adnm n-fields;
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}

ref erence
"RFC 4360: BGP Extended Conmunities Attribute"”;

list large {
key "nane";
order ed- by user;
description
"Alist of objects describing RFC 8092 Large BGP
Comuni ti es";
| eaf nane {
type comunity- nane;
description
"Comuni ty name";

| eaf category {
type conmunity-category;
description
"Category of the community"
}
| eaf description {
type community-description;
description
"Description for the comunity";

| eaf gl obal -admin {
type inet:as-nunber;
mandat ory true;
description
"d obal Admi nistrator field";
}
contai ner |ocal -data-part-1 {
description
"Local Data Part 1 Field";
| eaf format {
type | ocal -adm n-format;
default "decimal";
description
"Format used for parsing Local Data Part 1 subfields";

uses | ocal -adnin-fiel ds;
}
contai ner |ocal -data-part-2 {
description
"Local Data Part 2 Field";
| eaf format {
type | ocal -adm n-fornmat;
default "decimal";
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6

6

6

1.

2

description
"Format used for parsing Local Data Part 2 subfields";

uses | ocal -adm n-fi el ds;
}
ref erence
"RFC 8092: BGP Large Communities Attribute";
}

}
}
<CODE ENDS>

Oper ati onal gui delines
Publ i shi ng gui del i nes

Qperators SHOULD only publish BGP conmunity definitions for networks
they control. This may include comunities where the G oba
Administrator field contains a private ASN, if this community has a
| ocal meaning inside the network of the publisher.

When publishing comunity definitions with overlapping field
patterns, these definitions MJUST be ordered fromnost to | east
preferred. This ensures parsers can performdetermnistic nmatching
(see Section 6.2). For exanple, a definition for a single comunity
"64500: 123" needs to be specified before a definition that matches a
covering range of comrunities "64500: *".

Par si ng gui del i nes

A published BGP comunity definition can be used by parsers to

di splay information about a received comunity. |f a received
community matches multiple published cormunity definitions, the first
mat ching definition in the published order takes precedence.

Parsers that use published community definitions frommultiple
operators SHOULD NOT attenpt to match received communiti es where the
G obal Administrator field contains a private ASN, unl ess they have
some nmethod to determ ne which published definition is the

aut horitative one.

By default, communities are conpared using the decinmal representation
of the fields. |If "format" for a Local Adm nistrator or Local Data
Part is set to "binary", the fields in the received comunity are
converted to strings of zeros and ones before conparison

See Section 9.2 for security considerati ons when parsing conmunity
definitions.
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7. 1 ANA considerations
7.1. YANG Namespace Registration

Thi s docunent registers the followi ng XML nanespace URN in the "I ETF
XM. Registry", following the format defined in [ RFC3688]:

URI: urn:ietf:parans: xm:ns:yang:ietf-bgp-communities
Regi strant Contact: The |ESG
XM.: N A, the requested URI is an XM. nanespace

7.2. YANG Modul e Regi stration

Thi s docunent registers the follow ng YANG nodule in the "YANG Mdul e
Nanes" registry [ RFC6020]:

Nane: ietf-bgp-comunities

Mai nt ai ned by | ANA? N

Nanmespace: urn:ietf:parans: xm:ns:yang:ietf-bgp-communities
Prefix: bgp-comm

Ref erence: RFC YYYY

RFC- EDI TOR: pl ease update YYYY with this RFC ID

7.3. YANG SID All ocation

Thi s docunent registers the following entry in the "I ETF YANG SI D'
registry [ RFC9595]:

SID range entry point: TBD

SI D range size: 100

YANG nodul e nane: ietf-bgp-comunities

Ref erence: RFC YYYY

RFC- EDI TOR: pl ease update YYYY with this RFC I D

8. Inplenentation status

RFC- EDI TOR Pl ease renpve this section and the acconpanying
ref erence(s) before publication

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
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8.

8.

1.

2

be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and working groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".

Publ i shing i npl enent ati ons

The foll owi ng networks are known to publish BGP comunity definitions
according to this specification.

[ el el Lt o}
| ASN | Publication URI | YANG nodel
| | | revision |
| 197000 | as197000.json (https://ww*- | 2025-07-04
| | static.ripe.net/dynamc/draft-ietf-grow | |
| | yang-bgp-conmuniti es/as197000. ) son) | |
S NN - +
| 25152 | as25152.json (https://www | 2025-07-04
| | static.ripe.net/dynamc/draft-ietf-grow | |
| | yang-bgp-conmmuniti es/as25152.j son) | |
S SRR T R +
Tabl e 1: Publishing inplenmentations
Par ser inpl ementations
The foll owi ng known parser inplenentations exist.

| Nare | YANG nodel |

| | revision |

[} s —p——_————————————————————(————_————_ _lppp—p—p——_—(———— L

| NLNOG Looking d ass | 2025-07-04

| (https://github.com NLNOG | g.ring.nlnog.net/) | |

NN - +

Tabl e 2: Parser inplenentations
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9. Security considerations
9.1. Publishing considerations

This section is nodeled after the tenplate described in Section 3.7
of [I-D.ietf-netnod-rfc8407bis].

The "ietf-bgp-comunities" YANG nodul e defines a data nmodel that is
designed to be accessed via YANG based managenent protocols, such as
NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These YANG based
managenment protocols (1) have to use a secure transport |ayer (e.qg.
SSH [ RFC4252], TLS [RFCB446], and QU C [ RFC9000]) and (2) have to use
mut ual aut henti cati on.

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are no data nodes defined in this YANG nodul e that are
writabl e/ creat abl e/ del et abl e.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. Specifically,
the follow ng subtrees and data nodes have particul ar sensitivities/
vul nerabilities:

* bgp-conmuni ti es/ contact/enmil -address
* bgp-conmuni ti es/ contact/ nane

Di sclosing this informati on may be misused, e.g., for tracking and
data correlation. Publishers MIUST NOT popul ate these elenments with
Personally ldentifiable Information (PIl). For exanple, these

el ements nay be set with infornmation that refers to generic contact
i nformati on, not pointing to specific individuals.

9.2. Parsing considerations

The YANG nodul e described in this docunment nay be used to specify BGP
community definitions in different serialization formats, such as
XM., JSON or CBOR.  Applications that parse these community
definitions SHOULD reject objects that do not conformto the YANG
model .  Furthernore, parsers SHOULD check that the sum of the
specified Local Adm nistrator or Local Data Part field lengths in
each community definition does not exceed the local part size of the
specified community type. For exanple, a Regular BGP conmunity
definition with format "decimal" containing a field of length 4 and a

Pel s Expires 5 January 2026 [ Page 18]



I nternet-Draft BGP Community YANG July 2025

10.

field of length 2 would be illegal, as the Local Administrator field
has a maxi num | ength of 65535 (5 digits).

The "bgp-comunities/contact-url" element may contain a link to an
untrusted webpage. Parsers MAY opt to render the URL as plain text
rather than a clickable Iink, to prevent inadvertent exposure of
informati on by users of the rendered output.

Several elements with the "string" data type may be used to display
information in a web page or application. Parsers should take care
that the appropriate escaping is perfornmed to protect agai nst cross-
site scripting attacks.
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Appendi x A, JSON Exanpl es
Thi s section shows exanpl e use cases for the YANG nodul e defined in
this docunment, using JSON encodi ng (see [ RFC7951]). The exanples
contain long lines that may be fol ded, as described in [ RFC8792].

A 1. RFCB195 Sel ective NO EXPORT definition

A JSON definition for the exanple Large BGP comunity described in
[ RFC8195], Section 4.1.1 |ooks as foll ows.
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

"ietf-bgp-conmunities: bgp-communities": {
"serial": 2023080101,
"uri": "http://exanpl e.net/peering/ comunities",
"description": "BG Conmunity exanple for ASN Based Sel ective \
NO_EXPORT",
"contact": [
{
"emai | - address": "noc@xanpl e. net",
"nanme": "Exanpl e.net contact",
"role": "Adm nistrative contact",
"organi zation": "Example.net",
"organi zational -unit": "NOC'
}
1,
"large": [
{
"name": " RFC8195- NOEXPORT- ASN",
"category": "action",
"description": "Do not export route to ASN',
"gl obal -adnmi n": 64497,
"l ocal -data-part-1": {
"field": [
{ _
"name": "Function",
"pattern": "4",
"description": "ASN No-Export"
}
]

"l ocal -data-part-2": {
“field": [
{
"name": "ASN',
"pattern": ".*",
"description": "*"
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A.2. RFC4384 Data Collection definition

A JSON definition for the exanpl e Regul ar and Extended BGP
comunities described in [ RFC4384], Section 4 |ooks as foll ows.

=============== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

i etf-bgp-comunities:bgp-comunities”: {
"serial": 2023080101,

"uri": "http://exanpl e.net/peering/ comunities",
"description": "BG Comunity exanple for Data Collection",
"contact-url": "https://exanple.net/contact",

"regular": [

"name": "RFC4384- REGULAR- ORI G N- OC/ FJ",

"description": "A national route over a terrestrial link \
fromthe Fiji Islands",

"gl obal -adm n": 10876,

"l ocal -adnmi n": {

"format": "binary",
"field": [
{ .
"nanme": "Region",
"l ength": 5,

"pattern”: "00010",
"description": "OC'

b,
{
"nanme": "Satellite",
"l ength": 1,
"pattern": "0",
"description": "*"
b,
{
"name": "Country",
"l ength": 10,
"pattern": "0011110010",
"description": "FJ"
}
]
}
}
"extended": [
{

"nanme": "RFC4384- EXTENDED- ORI G N- OC/ FJ",
"description": "A national route over a terrestrial link \
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fromthe Fiji Islands",
"type": O,
"subtype": 8,
"asn": 10876,
"l ocal -adm n": {
"format": "binary"
"field": [
{
"nanme": "Reserved",
"l ength": 16,
"pattern”: "0000000000000000"
H
{ _
"name": "Region",
"l ength": 5,
"pattern": "00010",
"description": "OC'
H
{
"name": "Satellite",
"l ength": 1,
"pattern": "0",
"description": "*"
H
{
"name": "Country"
"l ength": 10,
"pattern": "0011110010",
"description": "FJ"
}
]
}
}
]
}
}
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