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Abst r act

The Border Gateway Protocol (BGP) is the protocol is a critica
component in the Internet to exchange routing infornmation between
network domains. Due to this central nature, it is an accepted best
practice to ensure basic security properties for BG and BGP speaking
routers. Wile these general principles are outlined in BCP194, it
does not provide a list of technical and inplenentation options for
securing BGP.

Thi s docunent |ists available options for securing BGP, serving as a
cont enpor ary, non-exhaustive, repository of options and nethods. The
docunent explicitly does not make val ue statenents on the efficacy of
i ndi vi dual techni ques, not does it mandate or prescribe the use of
specific technique or inplenentations.

Qperators are advised to carefully consider whether the listed

met hods are applicable for their use-case to ensure best current
practices are followed in terns of which security properties need to
be ensured when operating BGP speakers. Furthernore, the listed
options in this docunment may change over tine, and should not be used
as a tineless ground-truth of applicable or sufficient methods.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 COctober 2026

Fi ebig Expires 5 Cctober 2026 [ Page 1]



I nternet-Draft BGP SECOPTS April 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . 4
1.1. Requirenents Language . 4
2. Scope of the Document . . . 4
3. Protection of the BGP Speaker . 5
3.1. BGP Network Layer Protection . 5
3.2. BGP Speaker Managenent Interface Protect|on . 6
4. Protection of the BGP Sessions . . 6
4.1. Protection of TCP Sessions Used by BGP . 6
4.1.1. Integrity Verification and Authentication . 6
4.1.2. Defending Agai nst PMIUD Rel ated Attacks . 8
4.2. BGP TTL Security (GISM e 8
5. Static Prefix Filtering . 9
5.1. Speci al - Purpose Preflxes . . 9
5.1.1. | Pv4d Special - Purpose Preflxes . 9
5.1.2. |1 Pv6 Special -Purpose Prefixes . 9
5.2. Unallocated Prefixes . . e e e 9
5.2.1. 1ANA-Allocated Prefix F|Iters e K¢
5.3. Prefixes That Are Too (Lh)SpeC|f|c . e e . . . . . . ... 20
5.4. The Default Route . . . . N
54.1. IpPv4 . . . . . . . . . . . .. ... ... ... 1
5.4.2. 1Pv6 . . e N
6. Dynamc Prefix Fllterlng . .12
6.1. Prefix Filters OeMedfromIMeHwtF%uungf%@stnes
(IRRs) . . . T 4
6.1.1. Route ijects e
6.1.2. AS-SETs . . . e e e . . .. .. . ... 13
6.1.3. Recursively Cbnputlng Fllters .o . . . . . . . 13
6.2. SIDR - Secure Inter-Domain Routing: RPKI and ASPA . . . . 14
6.2.1. Route Origin Validation (ROV) . . . . 15
6.2.2. Autononous System Provider Authorlzat|on (ASPA) . . . 16
6.2.3. Running an RPKI Validator . . . . . . 16
6.3. Inbound Filtering Prefixes Belonglng to the Local AS A 4

Fi ebig Expires 5 Cctober 2026 [ Page 2]



I nternet-Draft BGP SECOPTS April 2026

6.4. Inbound Filtering Prefixes Belonging to Downstreans . . . 17
6.5. CQutbound Filtering Prefixes Based on Learned-From. . . . 17
6.5.1. Qutbound Filtering Prefixes Using BG® Roles . . . . . 18
6.5.2. CQutbound Filtering Using Large Conmunities . . . . . 19
6.6. | XP LAN Prefixes . . . A
6.6.1. | XP LAN Prefix F|Iter|ng . .. . . . . 20
6.6.2. Prefixes on Routers Connected to an IXP .. . . . . 20
6.6.3. PMIUD and the Loose uRPF Problem . . . .. . . . . 20
7. Filtering and C eaning Based on G her BGP Aspects e ... 2
7.1. BGP Route Flap Danmpening . . . . . . . 2. |
7.2. Maximum Prefixes . . 2 |
7.2.1. Maximum Prefixes on a Slngle Se53|on e e e s .22
7.2.2. Continuously Mnitoring Prefix Limts . . . . . . . . 22
7.3. AS PATH Handling . . . . . . . . . . . . . . . . . . .. 23
7.3.1. AS PATH Filtering . . . . . . . . . . . . . . . . . . 23
7.3.2. AS_PATH Mani pulation . . . . . . . . . . . . . . . . 24
7.4. Next-Hop Filtering . . . . . . . . . . . . . . . . . . . 25
7.5. BGP Community Scrubbing . . . e e . . .. ... . 26
7.5.1. Inbound BGP Community Scrubblng .
7.5.2. Qutbound BGP Conmunity Scrubblng e e . . ... . . 28
7.6. Handling BGP Attributes . . . 24
7.6.1. BGP Attribute Scrubbing . . . e e e e oo 29
7.6.2. BGP Attribute Header Cbrrectlon e e e e o029
7.7. Preventing MED Gscilation . . . . . . . . . . . . 30
7.8. Behavior when Connecting via an IXP . e . . . . . . . . 30
7.8.1. Not Setting a Hi gher LOCAL_PREF for NLRI received via
an I XP . . . < 0]
7.8.2. Honoring GSHUT on an IXP T )
8. Prefix Filtering Recommendations . . < ) !
8.1. Prefix Filter Inplenmentation Cbn3|derat|ons B N
8.1.1. Inplicit Policies and Default Behavior . . . . . . . 32
8.1.2. Oder of Prefixfilters . . .. 32
8.1.3. Ensuring Consistency when Changlng Preflellters .. 34
8.1.4. Ensuring ldenmpotency for Prefixfilter Changes . . . . 35
8.1.5. Ruleset Size Considerations . . . . . . . . . . . . . 35
8.1.6. Ruleset Generation Failure . . .. . . . . . . 36
8.2. Prefix Filtering Recommendations in FuII Routing
Networks . . . < 1)
8.2.1. Filters mnth Internet Peers e e . . . ... . . ... 36
8.2.2. Filters with Custoners . . < 1)
8.2.3. Filters with LpstreantPrOV|ders N
8.3. Prefix Filtering Recomendations for Leaf Networks . . . 42
8.3.1. Inbound Filtering . . . . . . . . . . . . . . . . . . 43
8.3.2. CQutbound Filtering . . e e . . . . . . . . 43
8.4. Prefix Filtering Reconnendatlons for Mutual Transit . . . 43
8.5. Prefix Filtering Reconmendations for iB&GP. . . . . . . . 43
9. |ANA Considerations . . . . . . . . . . . . . . . . . . ... 44
10. Security Considerations . . . . . . . . . . . . . . . . . . . 45

Fi ebig Expires 5 Cctober 2026 [ Page 3]



I nternet-Draft BGP SECOPTS April 2026

11. References . . . . . . . . . . . . . . . . . . . . . . . .. 45
11.1. Normati ve References . . . . . . . . . . . . . . . . . . 45
11.2. Informmtive References . . . . . . . . . . . . . . . . . 47

Acknowl edgenents . . . . . . . . . . . . . . . . . . . ... .. b2

Author’s Address . . . . . . . . . . . . . . . . . . . . . . . . b3

1. Introduction

The Border Gateway Protocol (BGP), specified in [ RFC4271], is the
protocol used in the Internet to exchange routing infornmation between
networ k domai ns. BGP does not directly include nmechani snms that
control whether the routes exchanged conformto the various

gui delines defined by the Internet comunity. Besides, BGP itself,
by its design, does not have any direct way to protect itself against
possi bl e security-related threats. This docunent intends to serve as
a snapshot of currently avail able nmethods for ensuring BGP security.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Scope of the Docunent

The nmethods listed in this document are intended for BGP sessions
carrying generic Internet routing information within the DFZ. It
specifically does not cover security mechanics for other uses of BGP
e.g., when using BGP for NLRI exchange in a data-center context.

Thi s docunent is a non-exhaustive and non-authoritative repository of
avai l abl e tools, nethods, and techniques. Wen consulting this
docunent, operators should consider that available tools and

mechani snms, as well as the described circunstances and consi derations
may change over tine.

The docunent does not nmake specific recomendations for the use of
speci fic nechani sns, inplenentations, or configurations. |[nstead,
operators are advised to carefully weigh the inplications of |isted
met hods and to apply their own judgenent to assess whether these
met hods are appropriate for their network to ensure BGP security
properties.
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3. Protection of the BGP Speaker

The BGP speaker needs to be protected fromexternal attenpts to
subvert the BGP session. Furthernore, access to nmanagenment services
of the BGP speaker should be linmted to neighbors, as these services
usual Iy share resources with the control plane and, e.g., autonated
attacks on managenent ports may inpact the BGP speaker’s ability to
execute BGP rel ated tasks.

3.1. BGP Network Layer Protection

To protect a BGP speaker on the network |ayer, the ability to connect
to TCP port 179 on the local device should be restricted to known
addresses that are pernmitted to become a BGP nei ghbor. Experience
has shown that the natural protection TCP should offer is not always
sufficient, as it is sonetines run in control-plane software. In the
absence of ACLs, it is possible to attack a BGP speaker by sinply
sendi ng a hi gh volume of connection requests to it. This protection
SHOULD be i npl enented by using an Access Control List (ACL) to limt
access to TCP port 179 to authorized hosts.

If supported, an ACL specific to the control plane of the router
SHOULD be used (receive-ACL, control-plane policing, etc.), to avoid
configuration of data-plane filters for packets transiting through
the router (and therefore not reaching the control plane). |If the
hardware cannot do that, interface ACLs can be used to bl ock packets
addressed to the local router.

Sone routers automatically program such an ACL upon BGP
configuration. On other devices, this ACL shoul d be configured and
mai nt ai ned manual |y or using scripts.

In addition to strict filtering, rate-limting MAY be configured for
accepted BGP traffic. Rate-limting BG traffic consists in
permitting only a certain quantity of bits per second (or packets per
second) of BGP traffic to the control plane. This protects the BGP
router control plane in case the anmount of BGP traffic surpasses

pl atform capabilities.

Furthernore, it is possible to use non-gloablly reachabl e addresses
for BGP session links. Options include using |Pvd routes with an

| Pv6 next hop in | Pv4d sessions (see [ RFC9229]), using prefixes not
advertised in the GRT ([TBD]), using unnumnbered BGP/Li nk-Loca
addresses (al so using [ RFC9229]), or using [ RFC1918] addresses for

| Pv4 sessions. Even though routing based network | ayer protection
MAY be inplenmented, it SHOULD only be done in addition to deploying
ACLs. |If any of these approaches is utilized, it MJST be ensured
that the BGP speaker originates Path MIU Di scovery rel ated packets
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(see [RFC1191] for |Pv4 and [ RFC3201] for IPv6e) froma globally
reachabl e address, to ensure that Reverse Path Filtering of externa
parties does not interfere with PMIUD di scovery for transiting
traffic.

3.2. BGP Speaker Managenment Interface Protection

Usual | y, a BGP speaker’s managenent interface is also reachable in-
band, i.e., via the default routing domain / VRF (Virtual Routing
Fabric) of the control plane. To nake it easier to separate BGP and
managenent rel ated control plane traffic, managenent traffic SHOULD
be exclusively handl ed via dedi cated out-of-band managenent. This
net wor k SHOULD be protected from unaut horized connections by ACLs not
handl ed on the BGP speaker itself to ensure that the control plane
cannot be overl oaded by attacks on the managenent interfaces of the
BGP speaker.

Pl ease note that, in general, filtering and rate-linmting of control-
pl ane traffic is a wider topic than "just for BG". For further
recomendati ons on how to protect the router’s control plane, see

[ RFC6192] )

4. Protection of the BGP Sessions

Current security issues of TCP-based protocols (therefore including
BGP) have been documented in [RFC6952]. The foll owi ng subsections
list the major points raised in this docunent and give the best
practices related to TCP session protection for BGP operation

4.1. Protection of TCP Sessions Used by BGP

Attacks on TCP sessions used by BGP (aka BGP sessions), for exanple,
sendi ng spoofed TCP RST packets, could bring down a BGP session
Fol | owi ng a successful ARP spoofing attack (or other sinmlar man-in-
the-m ddl e attack), the attacker m ght even be able to inject packets
into the TCP stream (routing attacks).

BGP sessions can be secured with a variety of nechanisns.
4.1.1. Integrity Verification and Authentication

MD5 protection of the TCP session header, described in [RFC5925], was
the first avail able mechanismto protect the integrity of a BGP
session. It has been obsoleted by the TCP Authentication Option
(TCP- AO, [ RFC5925]), which offers stronger protection. VWhile MD5 is
still the nobst used mechanismdue to its availability in vendors

equi pnent, TCP- AO SHOULD be preferred when inpl enented by both sides
of a session.
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Optionally, if TCP-AO is not supported, while both sides of the BGP
session can support a stronger authentication algorithmthan M5,
such as SHA-1 or SHA-256, using the stronger method SHOULD be
considered. Aside fromthat, using keychai n-based cryptographi c keys
i fecycl e managenent, as suggested in [ RFC6518] is highly
RECOMVENDED.

Additionally, IPsec could also be used for session protection. At
the time of publication, there has been no w de-spread adoption of
using | Psec for BGP sessions, and further analysis is required to
define guidelines.

The drawback of TCP session protection is additional configuration
and management overhead for the nmaintenance of authentication
information (for exanple, MD5 passwords). In either case, protection
of TCP sessions used by BGP SHOULD be enabl ed when BGP sessions are
establ i shed over shared networks where the risk of spoofing is high
(like I XPs). COperators are also RECOWENDED to consider the trade-
of fs and apply BGP session protection on all other external BGP
sessions as well.

Aside of this, nost vendors use sinple, reverse-decryptable password
hash al gorithmto store shared secrets keys for BGP (and ot her
routing protocols) in devices' configuration files. Wile this
practice sinplifies password managenent tasks, since the passwords
can always easily be deciphered, it carries the risk of leaking this
information if a configuration is shared, e.g., with a vendor for a
support case, or if the device is deconm ssioned and | ater resold

wi t hout havi ng been wi ped. Hence, if a device offers nore secure
storage nmechani sms for secrets, these SHOULD be used

Furt hernmore, operators SHOULD bl ock spoofed packets (packets with a
source | P address not belonging to their |IP address space) at al
edges of their network (see [RFC2827] and [RFC3704] ). This protects
the TCP session used by Internal BGP (i BGP) from attackers outside
the Autononmous System Similarly, the considerations for using non
gl obal | y reachabl e addresses for |inks handling BGP sessions from
Section 3.1 apply accordingly.

Furthernore, as an additional security neasure, iBGP sessions SHOULD

al so be protected using the authentication nechani sns di scussed
above.
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4.

4.

1.

2

2. Defending Agai nst PMIUD Rel at ed Attacks

In 2018 an attack on BGP was described in the literature which clains
to enable BGP route injection without Layer 2 adjacency by |everaging
PMIUD, see ([FENG 22]). The attack |everages packet fragnentation to
bypass standard TCP protection nmechani snms, so routes can be injected
into an established BGP session. Wile the attack would be mitigated
by the integrity nechani sns suggested in Section 4.1.1, operators
SHOULD additionally take precautions to defend agai nst these attacks,
especially if authentication nmechanisnms are not in use. To nmitigate
this attack, BGP speakers should not allow packet fragnentation on
the control plane for BGP traffic between thenselves and their

nei ghbors. This is feasible, as even on nulti-hop sessions, the path
MIU shoul d be known to the operators, meaning that it can be
statically and consistently configured for both speakers involved in
a session to prevent the need for fragnmentation. Hence, operators
SHOULD ensure that fragnentation is neither allowed nor necessary for
BGP packets between two BCGP speakers. |If this is not possible, a
strict lower linmt for the MU SHOULD be configured. This is usually
done for TCP packets like those for a BGP session using MSS (Maxi mum
Segnment Size) clanping. Gven that |1 Pv6 requires an MIU of at |east
1280b [ RFC8200], and to keep cl anpi ng consi stent between | Pv4 and

| Pv6, an MU of 1280b, i.e., an MSS of 1240b for |Pv4 and 1220b for

I Pv6, is the RECOWENDED mini num Please note that a too | ow M5S may
negatively inpact BGP convergence due to | ow TCP perfornmance,
especially on high-latency |ong-haul 1inks.

BGP TTL Security (GTSM

BGP sessions can be made harder to spoof with the Generalized TTL
Security Mechanisns (GISM aka TTL security), defined in [ RFC5082].

I nstead of sending TCP packets with TTL value of 1, the BGP speakers
send the TCP packets with TTL val ue of 255, and the receiver checks
that the TTL value equals 255. Since it's inpossible to send an IP
packet with TTL of 255 to an I P host that is not directly connected,
BGP TTL security effectively prevents all spoofing attacks coning
fromthird parties not directly connected to the same subnet as the
BGP- speaking routers. Operators SHOULD i npl ement TTL security on
directly connected BGP nei ghbors.

GISM coul d al so be applied to nulti-hop BGP session as well. To
achieve this, TTL needs to be configured with a proper val ue
dependi ng on the di stance between BGP speakers (using the principle
descri bed above). Nevertheless, it is not as effective because
anyone inside the TTL di aneter could spoof the TTL.

Li ke MD5 protection, TTL security has to be configured on both ends
of a BGP session.
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5. Static Prefix Filtering

The main aspect of securing BGP resides in controlling the prefixes
that are received and adverti sed on the BGP session. Prefixes
exchanged between BGP nei ghbors are controlled with inbound and
outbound filters that can match on well-known/statically typed IP
prefixes (as described in this section), a conbination of Prefix and
AS paths (see ), BGP roles as (see Section 6.5.1), or any other
attributes of a BGP prefix (for exanple, BGP comunities, as
described in Section 6.5.2).

This section lists the nost conmmonly used static prefix filters. W
define static prefixes as prefixes that are published via an
authoritative list which changes, on average, not nore frequently
than every 12 nonths. W will utilize these definitions of static
prefixes in Section 8 to clarify where and how these filters should
be appli ed.

5.1. Speci al - Purpose Prefixes
5.1.1. 1 Pv4 Special - Purpose Prefixes

The | ANA | Pv4 Speci al - Purpose Address Registry [I ANAv4Spec] nmi ntains
the list of |Pv4d special-purpose prefixes and their routing scope,
and it SHOULD be used for prefix-filter configuration. Prefixes with
val ue "Fal se" in colum "d obal" SHOULD be di scarded on Internet BGP
sessions (eBGP).

5.1.2. | Pv6 Special - Purpose Prefixes

The | ANA | Pv6 Speci al - Purpose Address Registry [|I ANAv6Spec] rmmi ntains
the list of |1 Pv6 special-purpose prefixes and their routing scope,
and it SHOULD be used for prefix-filter configuration. Only prefixes
with value "Fal se" in colum "d obal" SHOULD be di scarded on Internet
BGP sessions.

5.2. Unal |l ocated Prefixes

| ANA allocates prefixes to RIRs that in turn allocate prefixes to
LIRs (Local Internet Registries). Wiile it is in general sensible to
not accept routing table prefixes that are not allocated by | ANA and/
or RIRs, it is inportant to understand that filtering unallocated
prefixes requires constant updates, as prefixes are continually

al l ocated. Therefore, automation of such prefix filters is key for
the success of this approach. Operators SHOULD NOT consi der
solutions described in this section if they are not capable of

mai ntai ni ng updated prefix filters: the damage woul d probably be
worse than the intended security policy. In this section we focus on
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| P address space allocated to RIRs by I ANA. Allocations by RIRs are
generally nmore dynam c. Therefore, we will discuss using RIR | eve
data in Section 6.1.

5.2.1. 1ANA-Allocated Prefix Filters

| ANA has allocated all the |IPv4 avail abl e space. Therefore, there is
no reason why operators woul d keep checking that prefixes they
recei ve from BGP nei ghbors are in the | ANA-all ocated | Pv4 address
space [ ANAv4Reg]. No specific filters need to be put in place by
operators who want to nake sure that |Pv4 prefixes they receive in
BGP updat es have been all ocated by | ANA

For 1 Pv6, given the size of the address space, it can be seen as w se
to accept only prefixes derived fromthose allocated by | ANA
Qperators can dynamcally build this list fromthe | ANA- allocated

| Pv6 space [| ANAvV6Reg]. As | ANA keeps allocating prefixes to RIRs,
the aforenmentioned |ist should be checked regul arly agai nst changes,
and if they occur, prefix filters should be conputed and pushed on
networ k devices. The list could also be pulled directly by routers
when they inplenment such mechanisnms. As there is delay between the
time an RIR receives a new prefix and the nonent it starts allocating
portions of it toits LIRs, there is no need for doing this step

qui ckly and frequently. However, operators SHOULD ensure that all

I Pv6 prefix filters are updated within a maxi mum of one nonth after
any change in the list of |IPv6 prefixes allocated by | ANA

If the process in place (whether manual or autonatic) cannot
guarantee that the list is updated regularly, then it’'s better not to
configure any filters based on allocated networks. The |Pv4

experi ence has shown that many network operators inplemented filters
for prefixes not allocated by I ANA but did not update themon a
regul ar basis. This created problens for the |atest allocations, and
required extra work for RIRs that had to "de-bogoni ze" the newy

al |l ocated prefixes. (See [RIPE-351] for information on de-
bogoni zi ng.)

5.3. Prefixes That Are Too (Un) Specific

Most ISPs will not accept advertisenents beyond a certain | evel of
specificity (and in return, they do not announce prefixes they
consider to be too specific). That acceptable specificity is decided
for each session between two BGP nei ghbors. Sone ISP communities
have tried to docunent acceptable specificity. This docunent does
not nmake any judgenment on what the best approach is, it just notes
that there are existing practices on the Internet and recommends that
the reader refer to them As an exanple, the RIPE conmunity has
docunented that, at the tine of witing of this docunment, |Pv4
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prefixes longer than /24 and | Pv6 prefixes |longer than /48 are
general Iy neither announced nor accepted in the Internet [RI PE-399]
[ RI PE-532]. These values may change in the future.

Sone operators MAY choose to allow custoners to additionally announce
nmore specifics than comonly used on the Internet (see Section 5.3).
This can be to allow custonmers nore fine-grained traffic steering in
case of multiple BGP sessions between the AS and its custoner in
multiple locations, and/or to sub-del egate | Pv4 address space smaller
than a /24 fromthe AS allocation to the custoner.

In that case, the operators SHOULD add a specific accept rule for

t hese exact prefixes before Rule 11. Routes of this type SHOULD be
annotated in away that ensures they are not re-exported to other

nei ghbors (see Section 6.5.2). Furthernore, in case of using nore
specifics for traffic steering, the customer SHOULD al so announce at
| east the covering /24 to ensure gl obal reachability of the prefix
and prevent issues with uRPF (see also [RFC8704] and Section 6.6.3).

Simlar to too specific routes, nost 1SPs will not accept

adverti senents beyond a certain | evel of aggregation. The genera

gui deline here are the | east specific allocations commonly handed out
by RIRs to LIRs. At the nonment, the largest allocations for IPv4 are
continuous /8. For IPv6, one /13 allocation exists, followed by
several LIRs holding /19. Several operators currently limt the
smal l est prefix size for I1Pv6 to /16. This docunent does not make
any judgenent on what the best approach is, it just notes that there
are existing practices on the Internet and recommends that the reader
refer to them These values nmay change in the future.

5.4. The Default Route

5.4.1. |Pv4
Typically, the 0.0.0.0/0 prefix is not intended to be accepted or
advertised except in specific custoner/provider configurations;
general filtering outside of these is RECOMVENDED.

5.4.2. |1Pv6
Typically, the ::/0 prefix is not intended to be accepted or

advertised except in specific custoner/provider configurations;
general filtering outside of these is RECOMVENDED.
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6. Dynamic Prefix Filtering

In this section, we discuss dynamc prefix filters, i.e., filters
that deci de whether a prefix should be im or exported or not based
on frequently changi ng paraneters and external resources.

6.1. Prefix Filters Created fromlInternet Routing Registries (IRRs)

A nore precise check can be perforned when one would |Iike to make
sure that received prefixes are being originated or transited by

Aut ononobus Systens (ASes) entitled to do so. |t has been observed in
the past that an AS could easily advertise soneone else’'s prefix (or
nmore specific prefixes) and create black holes or security threats.
To partially mtigate this risk, adm nistrators would need to make
sure BGP advertisenments correspond to information |located in the
existing registries.

An Internet Routing Registry (IRR) is a database containing Internet
routing information, described using Routing Policy Specification
Language objects as described in [ RFC4012]. OQOperators are given
privileges to describe routing policies of their own networks in the
IRR, and that information is published, usually publicly. A mpjority
of Regional Internet Registries do also operate an IRR and can
control whether registered routes conformto the prefixes that are
all ocated or directly assigned. However, it should be noted that the
list of such prefixes is not necessarily a conplete list, and as such
the list of routes in an IRRis not the sane as the set of RIR

al | ocated prefixes. Furthernore, especially IRRs not operated by
RIRs regularly list conflicting information, see Section 6.1

6.1.1. Route (bjects

The corner stone of |IRR based information are ROUTE (I Pv4) and ROUTE6
(I Pv6) objects. These docunent, for a given prefix, the AS/ ASes
allowed to originate the prefix. Note that for a given prefix also
nmore specific objects may exist. However, technically, the senmantic
of a ROUTE/ ROUTE6 object is that of an exact match.

Operators SHOULD create ROUTE/ ROUTE6 objects for all prefixes they do
or do plan to originate.
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6.1.2. AS-SETs

An AS-SET is an object that contains AS nunbers or other AS-SETs.
The purpose of AS-SETs is creating a recursively queryable structure
docunenting the cone of an AS. An operator nmay create an AS-SET
defining all AS nunbers of its custonmers. A transit provider night
create an AS-SET listing the AS nunbers or AS-SETS of those ASes it
provi des upstreamto. 1In turn, these ASes descri be the AS nunbers/
AS- SETS of their customers, etc. Using recursion, it is possible to
retrieve froman AS-SET the conplete list of AS nunbers that the

nei ghbor is likely to announce. For each of these AS nunbers, it is
al so easy to look in the corresponding IRR for all associated
prefixes.

Pl ease note that different IRR may provide conflicting data,
especially on AS-SETs. Recently, an attack was observed where a
mal i ci ous party created an enpty AS-SET for a large transit provider
(see [NLNOG-22]). As it was created in an R R database often taking
precedent over other |IRR sources, several ASes inported this enpty
AS- SET, and hence filtered all prefixes advertised by this transit
provider. To mitigate this issue, hierarchical AS-SETs reside in the
IRR of the RIR and explicitly list the ASN to which they pertain,
e.g., AS65536: AS-EXAMPLE. Additionally, the IRR source may al so be
ref erenced: RIPE: : AS65536: AS- EXAMPLE

Operators SHOULD create a hierarchical AS-SET representing their
cone. |If AS-SETs are included in another AS-SET, they SHOULD be
hi er ar chi cal .

6.1.3. Recursively Conputing Filters

Usi ng AS- SETs and ROUTE/ ROUTE6 objects, it is possible to use the IRR
information to build, for a given neighbor AS, a list of prefixes the
nei ghbor is authorized to originated or transited. This can be done
relatively easily using scripts and existing tools capabl e of
retrieving this information fromthe registries. This approach is
exactly the sane for both | Pv4 and | Pv6.

The macro-algorithmfor the script is as follows. For the nei ghbor
that is considered, the distant operator has provided the AS and may
be able to provide a hierarchically naned AS-SET obj ect (aka AS-
MACRO). Wth these two mechani snms, a script can build, for a given
nei ghbor, that lists allowed prefixes and the AS nunber from which
they should be originated. ©One could decide not to use the origin
information and only build nonolithic prefix filters from fetched
data conbi ning prefixes a neighbor is authorized to transit and
ori gi nate.
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As prefixes, AS nunbers, and AS-SETs nay not all be under the same
RIR authority, it is difficult to choose for each object the
appropriate IRRto poll. Some |IRRs have been created and are not
restricted to a given region or authoritative RIR  They allow R Rs
to publish information contained in their IRRin a conmmon place.
They al so nmake it possible for any subscriber (probably under
contract) to publish information too. When doing requests inside
such an IRR, it is possible to specify the source of information in
order to have the nost reliable data. One could check a popular IRR
contai ni ng many sources (such as RADb [ RADb], the Routing Assets
Dat abase) and only select as sources sone desired RIRs and trusted
maj or | SPs (Internet Service Providers).

As objects in IRRs may frequently vary over time, it is inportant
that prefix filters computed using this nmechani smare refreshed
regularly. Refreshing the filters on a daily basis SHOULD be

consi dered because routing changes nust sonetimes be done in an
energency and registries nmay be updated at the very |last nonent.

Note that this approach significantly increases the conplexity of the
router configurations, as it can quickly add tens of thousands of
configuration lines for sonme inportant neighbors, e.g., large peers
or downstreans. To manage this conplexity, operators could use, for
exanpl e, bgpg4 [bgpqg4], a set of tools nmaking it possible to sinplify
the creation of automated filter configuration frompolicies stored
in an I RR

6.2. SIDR - Secure Inter-Domain Routing: RPKI and ASPA

SIDR (Secure Inter-Donmain Routing), described in [ RFC6480], has been
designed to secure Internet advertisenents. Even though technically
incorrect, as it is only the name of an inportant component, the use
of techniques entailed in SIDRis commonly referred to as RPKI
(Resource Public Key Infrastructure).

There are basically two services that SIDR offers

* (Oigin validation, described in [RFC6811], seeks to nake sure that
attributes associated with routes are correct, see Section 6.2.1
(The major point is the validation of the AS nunmber originating a
given route.) Oigin validation is now operational (Internet
registries, protocols, inplenentations on sone routers), and in
theory it can be inplemented knowi ng that the nunmber of signed
resources is still lowat the time of witing this docunent.

* Path validation provided by BGPsec [ RFC7/353] seeks to mmke sure
that no one announces fake/wong BGP paths that would attract
traffic for a given destination; see [ RFC7132]. Even though the
wor k on BGPsec has been concluded, adoption is still |imted.
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I nstead, the use of ASPA (Autononmpus System Provider

Aut hori zation) [I-D.ietf-sidrops-aspa-verification] objects, see
al so Section 6.2.2, is likely to be nore relevant within the
context of BGP. Even though the draft on ASPA has not been
finalized, first adoption of ASPA can be observed, and first

i mpl ementations started to support it, follow ng the devel opnent
of [I-D.ietf-sidrops-aspa-verification], see [ OQpenBGd] and
[rpki-client].

I mpl enenting SIDR nechanisns is expected to solve many of the BGP
routing security problens in the long term but it nay take time for
depl oynents to be nade and objects to becone signed. Also, note that
the SIDR infrastructure is conplenmenting (not replacing) the security
best practices listed in this document. Therefore, operators SHOULD
i mpl ement any SI DR proposed nechani sm (for exanple, route origin
validation) on top of the other existing nmechanisnms even if they
coul d soneti nes appear to be targeting the sanme goal .

6.2.1. Route Origin Validation (ROV)

If route origin validation is inplemented, the reader SHOULD refer to
the rules described in [RFC7115]. |In short, each external route
received on a router SHOULD be checked agai nst the Resource Public
Key Infrastructure (RPKI) data set:

* |f a corresponding ROA (Route Oigin Authorization) is found and
is valid, then the prefix SHOULD be accept ed.

* |f the ROAis found and is INVALID, then the prefix SHOULD be
di scar ded

* |If a ROAis not found, then the prefix SHOULD be accepted, but the
correspondi ng route SHOULD be given a | ow preference.

In addition to this, operators SHOULD sign their routing objects so
their routes can be validated by other networks running origin
validation. Please note that, when signing routing objects,
operators SHOULD strive to create mnimally covering ROAs for their
i nt ended announcenents, see [ RFC7115] and [RFC9319], to reduce the
attack surface of forged-origin hijacks and attenpts to exhaust
routers’ route processing capacity in terns of nmenory and CPU
[KIRIN-22]. For exanple, if an operator received a /29 allocation
and intends to announce it in a deaggregation of /32, the
correspondi ng ROA should cover the /29 with a | ongest allowed prefix
of /32, instead of signing for a deaggregation up until /48.
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6.

6.

2.

2.

One shoul d understand that the RPKI mnodel brings new, interesting
chal  enges. The paper "On the R sk of M sbehaving RPKI Authorities"
[ hot RPKI] expl ains how the RPKI nodel can inpact the Internet if
authorities don't behave as they are supposed to. Further analysis
is certainly required on RPKI, which carries part of BGP security.

2. Autononous System Provi der Authorization (ASPA)

I f autononous system provider authorization is inplenented, the
reader SHOULD refer to the rules described in
[I-D.ietf-sidrops-aspa-verification]. 1In short, each external route
received on a router SHOULD be checked agai nst the ASPA record found
in the Resource Public Key Infrastructure (RPKI) based on the

relati onship to the nei ghbor.

In [I-D.ietf-sidrops-aspa-verification], see follow ng sections based
on the nei ghbor relationship:

* Section 6.1 for routes received fromcustoner, |ateral peer, by an
RS froman RS-client, or by an RS-client froman RS

* Section 6.2 for routes received froman upstreamor nutual -transit
nei ghbor.

ASPA val idation can result in one of three outconmes, VALID, |NVALID,
and UNKNOW.

* |f aroute’s AS PATH is evaluated as VALID, then the prefix SHOULD
be accept ed.

* |If aroute’s AS PATH is evaluated as INVALID, then the prefix
SHOULD be di scarded, and the event | ogged.

* |f aroute’'s AS PATH is eval uated as UNKNOMAN, then the prefix
SHOULD be accepted, and the event | ogged. The corresponding route
MAY be given a | ow preference.

3. Running an RPKI Vali dator

A key conponent of RPKI ROV is a validator that collates ROAs from
the RIR TAs and distributes this information to routes (via the RTR
protocol, or others per operator preference). Operators SHOULD run
their own validator and SHOULD NOT outsource the collection and
validation of ROAs to a third party.
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6.3. Inbound Filtering Prefixes Belonging to the Local AS

A network SHOULD filter its own prefixes on BGP sessions with all its
nei ghbors (inbound direction). This prevents local traffic (froma

| ocal source to a local destination) fromleaking over an externa
BGP session, in case soneone else is announcing the prefix over the
Internet. This also protects the infrastructure that may directly
suffer if the backbone's prefix is suddenly preferred over the

I nternet.

In sone cases, for exanple, nultihom ng scenarios, such filters
SHOULD NOT be applied, as this would break the desired redundancy.

6.4. Inbound Filtering Prefixes Bel onging to Downstreans

Filtering prefixes belonging to nmulti-homed downstreans on sessions
with other ASes is NOT RECOWENDED. This practice may lead to

bl ackholing of traffic if the filter is sem-statically configured,
i.e., not renoved upon wthdrawal of the specific prefix by a
downstream Downstreans may choose to not advertise prefixes to an
upstream for a variety of reasons, including traffic engi neering and
Deni al - of - Servi ce attack response. |Instead, operators SHOULD assign
downstreans’ prefixes |earned from other neighbors a |ower priority
than those routes directly | earned fromdownstreanms. This can be
done, e.g., by adding additional path prepends or using |loca
preference settings. Please note, though, that using |oca
preferences for this purpose may lead to a situation where a
downstreamis unable to performtraffic engineering apart from
withdrawing a route towards its upstreamin case of, e.g., a
congested link in a multi-homed setup.

Even though filtering prefixes belonging to single-homed downstreans
on sessions with other ASes carries |less risk of imediate negative
inmpact, it is crucial that operators coordinate closely with their
downstreamif such practices are applied. Oherwise, if a downstream
becones nulti-honmed connectivity issues may appear. Hence, assum ng
that other appropriate filters are in place ensuring, e.g., validity
of the announcing AS and the AS-PATH, see Section 8.2, not filtering
prefixes originated by downstreans on sessions with other ASes solely
based on the prefix is NOT RECOMVENDED.

6.5. CQutbound Filtering Prefixes Based on Learned- Fr om

TODO. Make nore general about annotating routes, also include BGP
nei ghbor rol es.
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Prefi xes | earned from BGP nei ghbors nmay technically conformto static
metrics and filter types discussed above. For exanple, when |earning
prefixes from peers and/or upstreamns which have been originally
announced by downstreans of an AS, it is crucial to not |eak these
routes to upstreans and peers in case they are preferred over those

| earned directly froma downstream This may occur, for example, if
a downstream uses path prepending with an upstream while the
upstream has a peering session with another AS which is also an
upstream of said downstream Wth the route advertised by the peer
bei ng shorter, the AS may export the learned route via the peer if:

* The outbound filter only checks whether a prefix is in a prefix
list.

* The outbound filter only checks whether a prefix is in a prefix
list and has been originated by the downstream AS.

To counteract this issue, outbound filtering should consider the
source type, i.e., relationship to the nei ghbor fromwhoma route was
originally |earned.

6.5.1. CQutbound Filtering Prefixes Using BGP Rol es

To ensure that no prefixes |leak via AS rel ati onships (routes | earned
frompeers or upstreans to other peers or upstreans), [RFC9234]

i ntroduces BGP roles and the BGP Only to Custoner (OTC) attribute.
The OIC attribute forms a tandem wi th ASPA, see Section 6.2.2.
Qperators SHOULD configure appropriate roles according to Section 3
of [RFC9234] to enable prefix filtering based on BGP rel ati onshi ps.
Furthernore, for prefixes inported fromupstreans, the OIC attribute
SHOULD be set and eval uated according to [ RFC9234], Section 5

6.5.1.1. Route I|nport

When OTC is being used, and a route is received, it should be handl ed
as foll ows:

* |f OICis set, and it is received froma custonmer or RS-Client, it
is a routel eak and MJUST be di scarded.

* |f OTCis set, and it is received froma peer and its value is not
equal to the peer’s AS nunber, it is a routel eak and MJST be
di scar ded

* |f OTCis not set, and it is received froman upstream a peer, or
an RS, it MJST be set to the AS nunber of the renpte AS.
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5.1.2. Route Export

* \When advertising a route to a custoner, peer, or (as a
Rout eserver) to an RS-Client, the OIC attribute MJST be set if it
is not already present.

* Routes that have the OIC attribute set MJUST NOT be exported to
upstreans, peers, Or routeservers.

5.2. CQutbound Filtering Using Large-Comrmunities

Despite a fall-back nmechani sm being i npl enented to support one-sided
BGP rol es, they nmust be supported by both neighbors in a BGP session
to be fully effective. To conpletely cover an AS, all neighbors
shoul d utilize BGP roles on their sessions. Hence, if at |east one
nei ghbor does not yet utilize BGP roles, or if the operator cannot
depl oy BGP roles and/or use the OTC attribute on their own
infrastructure, operators SHOULD additionally utilize BGP |arge-
communities to annotate where they | earned prefixes and filter
accordingly on sessions where they re-announce these prefixes, see

[ RFC8195]. \VWhile technically possible, standard BGP conmunities (see
[ RFC1997]) SHOULD NOT be used for this purpose due to the preval ence
of 32bit ASNs which can only be represented in |arge-comunities (see
[ RFC8092] ).

Operators SHOULD designate a | arge community namespace for each

nei ghbor rel ationship, for exanple, OPERATOR _ASN: 100: NEl GHBOR_ASN f or
upstreans, OPERATOR _ASN: 101: NEI GHBOR_ASN for peers,
OPERATOR_ASN: 102: NEI GHBOR_ASN for downstreans, etc. These

conmmuni ties SHOULD cover all relationships docunented in Section 3 of
[ RFC9234]. Additionally, if operators all ow downstreans to announce
more specifics than generally accepted in the GRT (see [CCR-22]),
they shoul d dedicate a | arge-comunity list to that purpose as well,
to ensure they can effectively prevent re-announcenents of these
prefixes.

For information on how these annotations SHOULD be included in filter
sets, please see Section 8.

6. | XP LAN Prefixes
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6.6.1. |IXP LAN Prefix Filtering

Wthin the | XP community, nost | XPs prefer the I XP LAN prefix to not
be advertised to the GRT ([TBD]). While sone | XPs may opt to
advertise the I XP LAN prefix, e.g., with the route server’s ASN,
operators present on an | XP MJST respect the choice of the I XP
regardi ng the advertisenent state of the | XP LAN prefix.

Furthernmore, e.g., the RI PE regi on now reached consensus on reducing
the initial I XP allocation size for 1Pv4 (see [RI PE-804]) above their
own limts on maxi mum prefix |l engths acceptable in the GRT (see

[ RIPE-399] and [RIPE-532]). Wen a network is present on an | XP and
has sessions with other | XP nenbers over a commopn subnet (1 XP LAN
prefix), it SHOULD NOT accept exact nmatches or nore-specific prefixes
for the I XP LAN prefix fromany of its external BGP nei ghbors
Accepting these routes may create a black hole for connectivity to
the I XP LAN. To reduce the risk of accidental route | eaks of | XP LAN
prefixes for which the corresponding | XP opted to not have themin
the CRT, operators MAY choose to use "BGP next-hop-self" on all
routes learned on that I XP to not be required to distribute the I XP
LAN Prefix within their 1GP. Furthernore, | XPs may opt to create
ROAs indicating ASO as the only valid origin ASif they want to
prevent their prefixes from being announced on the Internet.

If the | XP LAN prefix is accepted at all, it SHOULD only be accepted
fromthe ASes that the | XP authorizes to announce it -- this wll
usual Iy be automatically achieved by filtering announcenents using
RPKI and/or | RR dat abase.

6.6.2. Prefixes on Routers Connected to an | XP

It is suggested (see also [ APNICTRN-17]), that operators dedicate
routers for connections to an | XP that SHOULD only carry routes from
the ASes cone, and not a full-table or default-route. This reduces
the chance of accidental route | eaks and prevents other | XP nenbers
frompointing default routes via the | XP LAN to such a router
Al'ternative, MAY use a separate routing context (e.g. VRF) for IXP
peerings, which only containins routes formthe |ocal AS cone.

6. 6. 3. PMIuD and the Loose uRPF Probl em

Oiginally, in order to have PMIUD working in the presence of |oose
URPF, it would be necessary that all the networks that may source
traffic that could flow through the | XP have a route for the I XP LAN
prefix. This relates to "packet too big" |ICMP nmessages sent by I XP
menbers’ routers potentially being sourced using an address of the

I XP LAN prefix. In the presence of |oose uRPF, this | CVWP packet is
dropped if there is no route for the I XP LAN prefix or a |less
specific route covering the | XP LAN prefix.
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Hence, similar to considerations in Section 3 regarding non globally
routable transit networks, |XP nmenbers SHOULD ensure that "packet too
bi g" 1 CVP nessages sent by their routers have a source address in I[P
address space advertised to the GRT, e.g., the router’s | oopback
address. Note that this issue causes service interruption in case of
| ost "packet too big" nessages, but nmay al so reduce debuggability in,
e.g., traceroutes. |If they decide to inplenent this behavior for al

| CMP nessages, operators SHOULD ensure that this address is only used
for 1 CVP messages egressing via the interface connected to the I XP
LAN. Oherwi se, readability of traceroutes will be significantly
reduced, as the specific interface a packet passed through is no

| onger visible in traceroutes.

7. Filtering and C eani ng Based on O her BGP Aspects
7.1. BGP Route Flap Danpening

The BGP route flap danmpeni ng mechani sm nmakes it possible to give
penalties to routes each tinme they change in the BGP routing table

[ RFC2439]. Initially, this mechanismwas created to protect the
entire Internet frommultiple events that inpact a single network.

St udi es have shown that inplenentations of BGP route flap danpening
coul d cause nore harmthan benefit; therefore, in the past, the R PE
community has reconmended agai nst using BGP route flap danpening
[RIPE-378]. Later, studies were conducted to propose new route flap
dampeni ng thresholds in order to make the solution "usable"; see

[ RFC7196] and [RIPE-580] (in which RIPE reviewed its
recomendations). Follow ng | ETF and RI PE recommendati ons and usi ng
BGP route flap danmpening with the adjusted configured thresholds is
RECOMVENDED.

7.2. Maxi mum Pref i xes

A spike in the nunber of received and inported prefixes can be a
threat to the availability of a BGP speaker. Furthernore, a
significant increase in the nunber of prefixes received froma

nei ghbor mnight indicate a misconfiguration, e.g., a failure in
outbound filtering for the advertising neighbor, or a failure in

i nbound filtering in the ingesting neighbor. Finally, it is
important to limt the overall GRT growth given theoretical attacks
utilizing deaggregation of |Pv6 prefixes to globally exhaust routers
menory and CPU capacity (see [KIRIN-22]), the nunber of prefixes
accepted to be originated by a neighboring AS across all BGP sessions
shoul d be linited.
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7.2.1. Maximum Prefixes on a Single Session

It is RECOVWENDED to configure a limt on the nunber of routes to be
accepted froma neighbor. The following rules are generally
RECOMVENDED:

* For peers, it is RECOWENDED to have a linmit |ower than the nunber
of routes in the Internet. This will shut down the BGP session if
the nei ghbor suddenly advertises the full table. Operators can
al so configure different limts for each neighbor to which they
have a peering relationshipt, according to the nunber of routes
they are supposed to advertise, plus some headroomto permt
growt h. However, please note that these linits nmay change over
time. Hence, it is RECOWENDED that both nei ghbors clearly
communi cate the nunmber of prefixes they expect to announce to each
other and agree on a way to automatically update this infornmation
in the future. At the tine of witing, ([PeeringDB]) is a combn
source for progranmatically obtaining suggested prefix limts for
nei ghbors. In the absence of communicated prefix lints, the
nunber of expected prefixes can be inferred fromthe AS-SET, see
Section 6.1.2. It is RECOMVENDED to include additional headroom
of 20% when utilizing an inferred prefix limt.

* Fromupstreans that provide full routing, it is RECOMWENDED to
have a linmit higher than the nunber of routes in the Internet. A
limt is still useful in order to protect the network (and in
particular, the routers’ nenory) if too many routes are sent by
the upstream The Iimt should be chosen according to the nunber
of routes that can actually be handl ed by routers.

It is inmportant to regularly reviewthe linits that are configured as
the Internet can quickly change over tine. Some vendors propose
mechani sms to have two threshol ds: while the higher nunber specified
will shut down the session, the first threshold will only trigger a

| og and can be used to passively adjust linmts based on observations
made on the network.

7.2.2. Continuously Mnitoring Prefix Lints

When enforcing limts on the nunber of prefixes sent by nei ghbors,

i ncludi ng upstreans, an operator nay | ose connectivity to one or
multiple peers if, e.g., the GRT or the nunber of routes in the
peer’s cone suddenly increases. Such a sudden growh night occur due
to organic effects, but could also be triggered by a malicious actor.

For exanple, with RPKI allow ng operators to sign ROAs specifying a

m ni mum and maxi num prefix length (contrary to ROUTE/ ROUTE6 objects),
researchers noted that this allows deaggregation attacks
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([KIRIN-22]). By configuring a ROA that cover an, e.g., /32, one can
effectively authorize an AS to announce 65536 uni que prefixes.
Leveragi ng the by now |l arge availability of free and/or cheap
opportunities to obtain I Pv6 upstream a malicious party could

| everage this to cause significant Internet wide route churn and GRT
grow h. By constantly advertising and w thdraw ng prefixes, churn
exceeding the size of the IPv6 fulltable at the tine of witing
(around 200k prefixes) could be created by constantly announci ng and
wi t hdrawi ng prefixes to upstream ASes at various PoPs.

It is therefore RECOWENDED that operators inplenment continuous
monitoring of all prefix limts configured on BGP sessions. That
nmoni toring SHOULD i nclude verifying configured prefix linits against
publ i shed i nformati on on suggested prefix limts by neighbors, if
avail able. Furthernore, the nonitoring SHOULD notify operators of
sudden changes in the nunber of received prefixes, as well as of
limts being gradual|ly approached over tine.

7.3. AS_PATH Handl i ng

This section discusses filtering AS PATHs, as well as recomendati ons
for AS _PATH mani pul ati on, and which practices to avoid there.

7.3.1. AS_PATH Filtering

This section lists the RECOVWENDED practi ces when processi ng BGP
AS PATHs in addition the considerations from Section 6.

* (Operators SHOULD should follow Section 6.1 to only accept 2-byte
or 4-byte AS PATHs from customers contai ning ASNs bel onging to (or
authorized to transit through) the custoner. |f operators cannot
build and generate filtering expressions to inplenent this, they
SHOULD consi der accepting only path I engths relevant to the type
of customer they have (as in, if these custonmers are a |leaf or
have custoners of their own) and SHOULD try to di scourage
excessi ve prepending in such paths. This |oose policy SHOULD be
conmbined with filters for specific 2-byte or 4-byte AS PATHs that
must not be accepted if advertised by the customer, such as
upstreamtransit providers or peer ASNs.

* (Operators SHOULD NOT accept prefixes with private AS nunbers in
the AS PATH unl ess the prefixes are fromcustoners. |n any case,
operators SHOULD NOT re-export prefixes with AS PATHs cont ai ni ng
private AS numbers. An exception could occur when an upstreamis
of fering sonme particular service |ike black-hole origination based
on a private AS nunber: in that case, prefixes SHOULD be accepted.
Custonmers should be inforned by their upstreamin order to put in
pl ace ad hoc policy to use such services.
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* (Qperators SHOULD NOT accept prefixes when the first AS number in
the AS PATH is not the one of the neighbor unless the BGP session
is setup towards a BGP route server [RFC7947] (for exanple, on an
I XP) with transparent AS PATH handling. |In that case, this
verification needs to be deactivated, as the first AS nunber wl|
be the one of an | XP nenber, whereas the neighbor’s AS nunber will
be the one of the BGP route server

* (Operators SHOULD NOT advertise prefixes with a nonenmpty AS_PATH
unl ess they are either announcing prefixes fromthe GRT to
downstreans, or if the whole AS PATHis within their cone

* (Qperators SHOULD NOT advertise prefixes with upstream AS nunbers
in the AS PATH to any AS except to those to which they provide
upstreamtransit.

* Private AS nunbers are conventionally used in contexts that are
"private" and SHOULD NOT be used in advertisenments to BGP
nei ghbors that are not party to such private arrangenents, and
they SHOULD be stripped when received from BGP nei ghbors that are
not party to such private arrangenents. Additionally, operators
MAY decide to not accept prefixes with private AS nunbers in their
AS PATH at all.

* (Qperators SHOULD NOT accept their own AS number in the AS PATH by
overriding BG” s default behavior. Wen considering an exception,
the inpact (which may be severe on routing) should be eval uated
careful ly.

* Overly long AS_PATH, i.e., longer than 64 entries, may cause
i ssues for sone older routing hardware. Hence, operators SHOULD
NOT use excessive prependi ng when advertising prefixes. Excessive
prepending is defined as any prepending that |eads to an AS_PATH
exceeding 64 entries across the GRT. Additionally, it is
RECOMVENDED t hat operators filter any prefix advertised with an
AS PATH of nore than 64 entries.

7.3.2. AS_PATH Mani pul ati on

This section lists the RECOVWENDED practi ces when mani pul ati ng BGP
AS PATHs, to limt chances of accidentally producing AS PATHs t hat
woul d have to be filtered by nei ghbors according to Section 7.3.1

Sone BGP i npl ementati ons offer various advanced AS _PATH mani pul ati on
features, such as overriding or rewiting a part of the AS PATH  For
instance, a very comonly used nechanismis the so-called "AS

Override" feature, primarily intended for use in MPLS L3 VPNs, where
the customer’s AS nunber is overridden with the provider’'s AS nunber,
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to allow site-to-site comunicati on where both custoner sites use the
same AS nunber. Sone vendors went even further, offering a
possibility to fully rewite or even delete the AS PATH Attribute
fromincom ng or outgoing BGP Update nessages.

Furthernmore, AS _PATH filtering is an option when ASN renunbering is
done. Such an operation is conmon, and nechani sns exist to allow
snooth ASN migration [RFC7705]. The usual migration technique, |oca
to a router, consists of nmodifying the AS PATH so it is presented to
a neighbor with the previous ASN, as if no renunbering was done.
This makes it possible to change the ASN of a router without
reconfiguring all eBGP neighbors at the sanme tinme (as that operation
woul d require synchroni zation with all neighbors attached to that
router). During this renunbering operation, the rules described
above may be adj ust ed.

In principle, use of any AS PATH nodi fication nmechani sm except

AS PATH prepend in the public Internet SHOULD be avoi ded at all

Al so, as discussed already, AS PATH prepends SHOULD NOT be excessive.
Qperators are RECOMVENDED to not prepend nore than five times. The
"AS Override" feature MAY still be used in closed environnments, such
as VPNs not directly exchanging any NLRIs with the Internet. AS PATH
rewriting/del eting SHOULD be avoi ded. Especially the practice of
provi ding upstreamto custoners using a private ASN and then using
rewiting on either side is strongly NOT RECOMVENDED.

7.4. Next-Hop Filtering

When establishing sessions via a shared network, like an | XP, BGP can
advertise prefixes with a third-party next hop, thus directing
packets not to the nei ghbor announcing the prefix but sonmewhere el se.

This is a desirable property for BGP route-server setups [RFC7947],
where the route server will relay routing information but has neither
the capacity nor the desire to receive the actual data packets. So,
the BGP route server will announce prefixes with a next-hop setting
pointing to the router that originally announced the prefix to the
route server.

In direct sessions between ASes via an | XP LAN, this is undesirable,
as one of the neighbors could trick the other one into sending
packets into a black hole (unreachabl e next hop) or to an
unsuspecting third party who would then have to carry the traffic.
Especially for black-holing, the root cause of the problemis hard to
see without inspecting BGP prefixes at the receiving router of the

| XP.
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Therefore, an inbound route policy SHOULD be applied on direct
sessions via an | XP LAN in order to set the next hop for accepted
prefixes to the BGP neighbor’s I P address (belonging to the I XP LAN)
that sent the prefix (which is what "next-hop-self" would enforce on
t he sendi ng side).

This policy SHOULD NOT be used on sessions with route-servers or on
sessi ons where operators intentionally permt the other side to send
third-party next hops.

This policy also SHOULD be adjusted if the best practice of Renpte
Tri ggered Bl ack Holing (aka RTBH as described in [ RFC6666]) is

i mpl erented. In that case, operators would apply a well-known BGP
next hop for routes they want to filter (if an Internet threat is
observed fronmto this route, for example). This well-known next hop
will be statically routed to a null interface. 1In conbination with a
uni cast RPF check, this will discard traffic fromand toward this
prefix. BGP speakers can exchange information about black hol es

usi ng, for exanple, particular BGP comunities, see [ RFC6666].
Operators coul d propagate bl ack-hole information to their neighbors
usi ng an agreed-upon BGP comunity: when receiving a route with that
community, a configured policy could change the next hop in order to
create the black hole.

7.5. BGP Community Scrubbing

For BGP, BGP communities [RFC1997], extended BGP comunities

[ RFC4360], and BGP | arge-communities [ RFC8092] have been defined for
additional inband signaling. In the renainder of this section, we
use the term’ BGP communities’ to mean [ RFC1997] and [ RFC8092] BGP
communities alike, while we explicitly refer to [ RFC4360] as

" ext ended BGP comuni ties’

Conmunities are useful in iBG and eBGP alike. For exanple, BGP
communities are often used by operators to allow neighbors to signa
additional traffic engineering requirenents, e.g., asking an upstream
not to announce a specific NLRI to one of its neighbors. Simlarly,
BGP communities are essential for proper filtering of downstreans’
prefixes in the absence of ASPA/OTC. While usually nmore focused on
L2VPN and L3VPN scenarios, extended BGP communities nay also find
specific use when interacting with external neighbors, see, e.g.,

[ RFC4364], Inter-AS VPN Option B. Hence, while they should generally
shoul d not act transitively, operators SHOULD nevert hel ess ensure
that these communities do not accidentally |eak

However, as they may carry instructive information, externa

unaut hori zed nei ghbors should not be allowed to send NLRI with AS
specific BGP communities. Simlarly, internally used BGP comunities
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7

5

may reveal non-public information or cause disturbance in

m sconfi gured networks. The in- and outbound filtering rules for al
forns of BGP comunities in Section 7.5.1 and Section 7.5.2 are
RECOMVENDED

Additionally, please note the follow ng general recomendations for
conmuni ty scrubbi ng:

*  Networks adm nistrators SHOULD NOT renove other BGP comunities
applied on received routes (BGP comunities not renoved after
application of the previous statenent). |In particular, they
SHOULD keep original BGP conmunities when they apply a comunity.

* (Qperators SHOULD NOT renove the no-export community, as it is
usual 'y announced by their neighbor for a certain purpose.

*  Network operators SHOULD NOT renove RTBH rel ated BGP communities
if sent by the customer for a prefix of routable size.

* In case where BGP comunities / extended BGP conmunities / BGP
| arge-comunities specific to the own AS are not scrubbed, it is
strongly RECOWENDED to maintain a strict allowlist of

perm ssible BG communities, and still scrub those BGP communities
not contained in that list, even if these BGP comrunities are not
in use.

1. I nbound BGP Conmmunity Scrubbing

* (Operators SHOULD scrub inbound BGP comunities with their ASN in
the high-order bits, unless they have been docunented and
conmuni cated to neighbors to be used as a signaling mechanism |f
a received NLRI contains an excessive anmount of BGP communities,
i.e., nore than 100, operators MAY truncate the list of BGP
communities. Wen truncating BGP communities, operators SHOULD
prioritize retaining BGP comunities of their neighbors.

*  Extended BGP comunities (see [ RFC4360]) received from externa
nei ghbors SHOULD be scrubbed. However, there are operationa
circunstances where it MAY be reasonable to accept extended BGP
communi ties from nei ghbors, see, e.g., [RFC4364], Inter-AS VPN
Option B.
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*  \When known, BGP communities used to signal RPKI ROV state (see
Section 6.2.1) received from eBGP nei ghbors MJST be scrubbed.
This is done to prevent BGP update stornms in case a nei ghbor
| ooses the connection to its validator, changing the validation
state of previously valid NLRI, and thereby the applied comunity
for those NLRI, triggering an update nessage. For further details
on why BGP comunities MJUST NOT be used to signal RPKI ROV state,
pl ease see [I-D.ietf-sidrops-avoid-rpki-state-in-bgp].

7.5.2. Qutbound BGP Community Scrubbing

* (Operators SHOULD scrub outbound BGP communities with their ASN in
the high-order bits, unless their semantics have been docunented
and communi cated to nei ghbors. Even if the semantics of BGP
communi ti es has been docunented, operators SHOULD be m ndful of
the nunber of BGP communities they add to NLRI. Wen sending NLR
to nei ghbors, operators SHOULD linit the nunber of BGP comunities
they comunicate to the outside, i.e., not overload NLRI with an
excessive amount of BGP conmunities by outbound filtering all non-
externally useful BGP comunities they added for use within their
own network. Furthernore, when defining BGP comunities,
operators MJST be careful not to define redundant BGP communities
or using nultiple BG comunities to express properties that could
sensibly be represented with a single comunity.

*  Extended BGP comunities (see [ RFC4360]) SHOULD NOT be sent to
eBGP nei ghbors. However, there are operational circunstances
where it MAY be reasonable to send extended BGP communities to
nei ghbors, see, e.g., [RFC4364], Inter-AS VPN Option B

* (Qperators MJUST NOT use BGP conmunities to signal RPKI ROV state,
see [I-D.ietf-sidrops-avoid-rpki-state-in-bgp]. |If an operator is
still in a mgration phase discontinuing this practice, they MJST
scrub any such conmunity they use for signaling RPKI-ROV state
before sending NLRI to their external neighbors. This is done to
prevent the propagation of BGP update stornms in case one of their
BGP speakers | ooses the connection to its validator, changing the
validation state of previously valid NLRI, and thereby the applied
community for those NLRI, triggering an update nessage. For
further details on why BGP communities MJST NOT be used to signa
RPKI ROV state, please see
[1-D.ietf-sidrops-avoid-rpki-state-in-bgp].
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7.6. Handling BGP Attributes

VWhile there is a list of well-known and defined transitive BGP
attributes, operators sonetinmes accidentally or intentionally use
undocurented BGP attributes. Simlarly, newy introduced attributes
may not yet be known to a specific inplenentation

In general, unknown transitive BGP attributes SHOULD NOT be filtered.
However, sometinmes bugs may occur in inplenentations that require
filtering or correction of attributes on the border to protect BGP
speakers before a patch for the inplenentation is avail able.

Thi s section docunents practices for scrubbing and normalizi ng BGP
attribute related data in received NLRI.

7.6.1. BGP Attribute Scrubbing

Over the past years several instances of network disruptions due to
routers being unable to process specific BGP attributes were
encountered. As such, operators MAY opt to tenporarily scrub
specific BGP attributes known to cause service disruptions on their
infrastructure. Operators SHOULD NOT scrub unknown transitive
attributes in general

However, while being a very useful tool, BGP attribute scrubbing
features may cause undesired effects and sometines even | arge-scale
outages as well. Therefore, they MUST NOT be used as a pernmanent
solution, but only as a last-resort tenporary workaround.

Furt hernore, renoving nandatory BGP attri butes and optiona
attributes commonly used in the Internet, such as AS PATH
Conmunities, MED etc. may have a significant negative inpact beyond
an operator’s own AS. Hence, it is RECOVMENDED that such attributes
are never renoved when inporting NLRI.

When sending NLRI to external neighbors, operators SHOULD avoi d
sendi ng not yet standardized or only internally used attributes,
i.e., scrub attributes they added which are not in public use before
exporting NLRI.

7.6.2. BGP Attribute Header Correction

BGP attributes are stored within BG UPDATE nessages as a vector of
Type-Lengt h-Value (TLV) fields. The Attribute Type field contains a
set of control bits, such as the Optional Bit (set to 1 for Optional
Attributes and O for Well-Known), the Transitive Bit (specifying
whet her the attribute is Transitive, i.e., should be propagated
outside the local AS or, Non-Transitive, i.e., should not be
propagated outside the local AS) etc. Initially, [RFC4271] mandat ed
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that a BCGP speaker tears down a BGP session when receiving even a

si ngl e UPDATE nessage containing a nmal formed conbi nation of Attribute
TLV headers. However, [RFC7606] allows BGP i nplementers to
optionally add features providing self-correction of nalfornmed
attributes in a limted number of cases.

Qperators MAY use such, self-correcting mechanisns for BGP Attribute
TLV headers. However, they SHOULD consi der the operational inpact
such features have, SHOULD nonitor for cases where such self-
correction is necessary, and SHOULD foll ow up on such cases to ensure
that root-causes are identified and addressed.

7.7. Preventing MED Gscil ation

As docunented in [RFC3345], the use of BGP Route Reflection [ RFC4456]
and BGP Confederati on [ RFC5065] can |l ead to route oscilation,
especially in conjunction with the MILTI_EXIT DI SC (MED) attribute
(see [RFC4271]). |If BGP route oscilation occurs, routes nmay be

bl ackhol ed if danpening is inplenmented by nei ghbors, or individua
BGP speakers may becone overl oaded, further aggravating the

oscil ation issue.

Hence, operators SHOULD fanmiliarize thenselves with [ RFC7964], which
descri bes nmet hods and approaches to counteract MED rel ated route-
oscilation. Operators SHOULD carefully evaluate their network’s
requi renents and i nplement the practices docunmented in [RFC7964] as
appropri at e.

7.8. Behavior when Connecting via an | XP

| XPs are an essential aspect of the nodern Internet, and contribute
to keeping local traffic local. As such, IXP fabrics often handle a
significant amount of traffic, providing challenges for traffic

engi neering. Hence, this section docunents best practices when
connecting to an I XP that inflict on the reliability of the globa
routing ecosystem

7.8.1. Not Setting a Hi gher LOCAL_PREF for NLRI received via an | XP

Gven that traffic forwarded via an | XP can be nore cost-efficient
than sending that sane traffic via an upstream many operators set a
hi gher LOCAL_PREF for NLRI received via an I XP. This nmeans that al
traffic fromthe AS and all nmenbers of its cone routing via this AS
will preferentially be routed via these paths (see [RFC4271]),
effectively overriding the effect of AS PATH prependi ng, see al so
[1-D.ietf-grow as-pat h-prependi ng].
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As noted in [I-D.ietf-grow as-path-prepending], setting a higher
LOCAL_PREF on | XP |inks means that nei ghbors on the | XP can no | onger
use AS PATH prepending for, e.g., traffic engineering. More
crucially, it prevents operators fromdraining traffic flowing via an
| XP when necessary, e.g., prior to a schedul ed nai ntenance.
Especially when NLRI are exchanged via an RS, sinply term nating the
session is usually not possible w thout also inpacting other

nei ghbors.

Hence, operators SHOULD NOT set a higher |local preference for NLR
received via an | XP RS. Instead, other non-transitive nethods, e.g.,
setting a corresponding MED on inported routes, should be preferred.

If, when trying to drain traffic on an I XP link via AS_PATH
prepending of NLRI sent to the RS, an operator encounters an | XP
menber ignoring these prepends, they nmay be able to selectively

wi dt hdraw routes from bei ng announced to that nmenber by using
communi ties docunented by the I XP to prevent the RS from exporting
their NLRI to that specific | XP nenber.

7.8.2. Honoring GSHUT on an | XP

Graceful BGP Session Shutdown (GSHUT) as defined in [RFC8326] is a
formalized nmethod for draining traffic from sessions gracefully
before, e.g., maintenance. However, while AS PATH prependi ng does
not have to be supported by two nei ghbors, GSHUT requires al

nei ghbors to inplement it by inplementing a policy that assigns a
| ower LOCAL_PREF to NLRI matching the GRACEFUL_SHUTDOMN BGP
conmmuni ty.

GSHUT is a nore effective nmethod of traffic draining than, e.g.,

AS _PATH prependi ng. Hence, in general, GSHUT SHOULD be supported on
all eBGP sessions. However, as an | XP nenber, when ignoring the
previ ous reconmmendati on and setting a higher LOCAL PREF for sessions
via an | XP LAN, GSHUT MJST be support ed.

8. Prefix Filtering Reconmendati ons
8.1. Prefix Filter Inplenentation Considerations
Besi des the overall generation of prefix filters and to which

rel ati onshi ps these should be applied, the way how t hese can be
i mpl erent ed needs to be consi dered.
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8.1.1. Inplicit Policies and Default Behavior

Al nost all BGP inplenmentations have specific default behavior,

i ncl udi ng behavi or when reaching the end of a policy, behavior when
no policy is defined (even though [ RFC8212] now requires a default-
deny in the absence of policy), etc. However, default behavior and
mat chi ng characteristics may differ between vendors and

impl ementations. Inplicitly relying on vendor-specific default
behavi or can pose issues if a network operator mgrates from one
vendor to the other, or when operating a m xed-vendor environnent.
Furthernore, inplicit defaults may change, requiring intervention by
operators. Therefore, it is RECOMVENDED that operators create
explicit policy statements, even for behavi or covered by defaults.
Such a practice helps sinplifying automati on of router
configurations, and prevents incidents due to changing or differing
inmplicit defaults, especially when migrating between vendors and in
interoperability scenari os.

8.1.2. Oder of Prefixfilters

BGP is a policy-based routing protocol with inport/export policies
controlling advertisenments/acceptance of NLRI (see [ RFC4272] Sec.
9.1), and BGP sessions w thout policy being applied should default to
a deny-all stance (see [RFC8212]). The specific inplenentation of

i nport/export policies varies between vendors in ternms of complexity
and nam ng, from basic prefix-based / AS PATH based filters, to
complex IF-THEN-1i ke policy structures (typical names are: "route
maps", "route policies", "policy statenents").

I ndependent of the inplenentation, all BGP policies consist of one or
more rul e sets, that are executed in a sequence, one after another
The first rule set will scan the conplete content of Adj-RIBs-in or
Adj -RIBs-out; NLRIs permtted by a rule set will be passed to
subsequent rule sets, while denied prefixes are discarded.

Pol i ci es SHOULD avoi d conputationally expensive setups, or setups of
rules that apply conputation to NLRI that will subsequently be

di scarded. Hence, the nore prefixes a rule is likely to discard, the
earlier it SHOULD be eval uated.
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To further illustrate this, you can find an (inconplete) exanple for
a sinple inbound filter for a session with a neighbor in a peer

rel ati onship who has 60 prefixes in its cone creating additiona

| oad. We assune that, accidentally, an IPv4 fulltable of 1,000,000
entries is being sent. 2,500 NLRI contain unregistered/private AS
nunbers, 500 NLRI relate to bogon prefixes, and 5, 000 NLRI are RPKI
invalid, with none of the routes in the neigbor’'s cone falling in any
of these categories. The number of operations per line are given in
par ent heses.

* 1. Add comunity inported from peer (1,000, 000)

* 2. Add community inported in LOCATION (1, 000, 000)

* 3. Reject NLRI with private AS nunbers in the AS path (1, 000, 000)
* 4. Reject bogon prefixes (997, 500)

* 5. Reject RPKI invalid NLRI (997, 000)

* 6. Accept only prefixes in the neighbor’s cone (992, 000)

Inthis list, rules 1-5 will be executed for nbst NLRI seen fromthe

nei ghbor. In total, 5,986,500 operations are executed on the
received NLRI, even though ultimately only 60 prefixes should be
i mport ed.

Wi | e nost hardware inplenentations of BGP speakers shoul d be
sufficiently equi pped with resources to handl e such individua

spi kes, practice shows that operators can not always use BGP speakers
wi th an abundance of resources. Furthernore, even nore well equipped
platforns may suffer if multiple neighbors coordinate and utilize
this mechanic to induce load. Utimately, it is also desirable to
reduce unnecessary conputation independent of security

consi derati ons.

Hence, it is RECOMVENDED that operators structure rulesets in a way
that prioritized early decisions on the majority of routes. For the
exanpl e above, this would nmean, again noting the nunber of operations
per rule:

* 1. Reject prefixes not in the neighbor’s cone (1,000, 000)

* 2. Reject bogon prefixes (60)

* 3. Reject NLRI with private AS nunbers in the AS path (60)

* 4. Reject RPKI invalid NLR (60)
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* 5. Add community inported from peer (60)
* 6. Add community inported in LOCATI ON (60)

Overall, this reduces the nunber of operations for our hypothetica
full-table fromb5, 986, 500 operations to 1,000,300. Simlar effects
can occur when not filtering on, e.g., the OIC attribute first when
sendi ng prefixes to custoners.

8.1.3. Ensuring Consistency when Changing Prefixfilters
As discussed in Section 8.1.2, many BGP i npl enentati ons use a
sequential order for applying different prefix filters to ingested
routes. However, at the same time, several inplenentations do not
perform atom c operations when applying rules. This nmeans that,
especially on resource constraint BGP speakers or BGP speakers under
| oad consistency of a ruleset may be lost during a rul e-set update.

For exanple, consider the following sinplified export rule-set
towards a peer:

* 1. Reject prefixes | earned fromupstreans
* 2. Reject bogon prefixes

* 3. Reject RPKI invalid NLR

* 4. Accept all remining prefixes

If one now wants to swap the order of Rule 2 and 3, an inplenentation
appl ying rul e updates not atomically would proceed as foll ows:

* 1. Delete Rule 2, Reject bogon prefixes

* 2. Add Rule 2, Reject RPKI invalid NLR

* 3. Delete Rule 3, Reject RPKI invalid NLR
* 4. Add Rule 3, Reject bogon prefixes

During the tinefrane between the execution of Step 1 and 2, an NLR
for a bogon prefix would be passed by the filter. Wile,

technically, this timeframe should be negligibly snmall, a | oaded
control plane ny create unexpected overhead all owi ng prefixes that
should be filtered to pass. Simlarly, an error during the
application of a ruleset, making the application stop after the
execution of Step 1 may have a simlar effect if rule-set changes are
not atomic.
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Hence, it is RECOMVENDED t hat operators assess whether the
application of changes to rule-sets on their BGP speakers is atonic.
If it is not atom c, operators SHOULD take special care in drafting
rul e-set updates concerning inconsistent state that could be created
by a del ayed or inconplete update. If no atomicity is provided by
the BGP speaker, and the |oad-conditions are uncertain, operators
SHOULD consi der creating a new conplete rule-set with the desired
changes, and then changing the referenced rule-set for a given

nei ghbor instead of updating an existing rul e-set in-place.

Natural ly, after the new rul e-set has been activated, the old rule-
set shoul d be del et ed.

8.1.4. Ensuring ldenpotency for Prefixfilter Changes

As prefix filters are changed regularly, idenpotency is essentia
when issuing automat ed updates of prefix filters. Specifically,
prefix filters SHOULD NOT be generated on routers itself.

Instead, filter lists SHOULD be generated on dedi cated systens.
These systenms SHOULD ensure the idenpotency of changes to filters
applied to routers, i.e., they should only deploy a policy, if the
policy changed. This ensures no unnecessary regular load is placed
on the control plane of BGP speakers.

8.1.5. Ruleset Size Considerations

Sone BGP speaker inplenentations, and especially ol der BGP speakers,
are restrained in terms of the nunber of prefixes and rules they can
apply. A common reaction of operators in such cases is reducing the
number of filters applied on sessions. Even though it is NOT
RECOMVENDED to aggregate prefix lists for filtering, operators SHOULD
consi der aggressive aggregation of prefix filter lists to restrict
the perfixes accepted by neighbors if the alternative is not using
filters at all

Anot her approach that MAY be a suitable rul e-set creation approach
for downstreans and peers is offline validation. 1In that case, a
dedi cated systemregularly, e.g., every two hours, obtains the |ist
of prefixes advertised by a given peer or dowmstream That list is
then validated according to the applicable section bel ow
Subsequently, instead of using a full representation of the neighbors
cone, a condensed prefix list matching the aggregate of the exact
prefixes announced is generated and depl oyed to the BGP speaker
VWhile this increases the timefrane for newy added prefixes to be
accepted, and may be unsuitable for, e.g., DDoS defense services, it
can al so reduce the size of prefix lists significantly.
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8.1.6. Ruleset Generation Failure

As noted in Section 6.1.3, the creation and application of filter
rul es should be autonated to reduce the margin for error and

m sconfigurations. Nevertheless, the regeneration of filter rules
may fail.

Bef ore applying a generated rul eset, an operator should check it for
obvious errors and potentially require manual intervention to

renedi ate the issue. Exanples include a ruleset for a nei ghbor
suddenly significantly increasing or decreasing in size, or being

enpty.

In case of such a failure, each adm nistrator MAY deci de which
actions they will take. Options include re-using the previously
active rule set, or either accepting or rejecting all routes
depending on routing policy. Generally accepting all routes during
that time franme could break BGP routing security. However, rejecting
them mi ght re-route too nuch traffic towards upstreans, and could
cause nore harmthan accepting invalid prefixes. Simlarly, reusing
the previously active rule set may lead to prefixes being wongfully
accepted or rejected, despite on a snmaller scale than for a genera
accept or reject decision.

Hence, to still provide sufficient protection for an individual AS
experiencing issues with rule generation, and therefore deciding to
deviate to nore perm ssive inbound filters, it is strongly
RECOMVENDED t hat all BGP speakers in general enploy inbound and
outbound filtering as described in this docunent.

8.2. Prefix Filtering Recommendations in Full Routing Networks

For networks that have the full Internet BGP table, policies should
be applied on each BGP nei ghbor for received and advertised routes.
It is RECOVWENDED that each Autononbus System configures rules for
advertised and received routes at all its borders, as this wll
protect the network and its nei ghbors even in case of

m sconfiguration. The nost commonly used filtering policy is
proposed in this section and uses prefix filters defined in

Section 5, Section 6, and Section 7

8.2.1. Filters with Internet Peers
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8.2.1.1. Inbound Filtering
I nbound filtering on sessions with peers does not only ensure that an
operator does not ingest maliciously or wongfully advertised routes,
but al so serves as an additional safety net in case of unintentiona
m sconfigurations. For inbound filters with peers, the follow ng
rul es SHOULD be applied in the given order to limt resource use on
filter application (see Section 8.1).
The RECOMMENDED filters ensure advertisenents strictly conformto
what is declared in routing registries (Section 6.1). Warning is
given as registries are not always accurate (prefixes mssing, wong
information, etc.). This varies across the registries and regions of
the Internet. Hence, before applying this policy, the reader SHOULD
check the inpact on the filter and nake sure no prefixes are filtered
that should actually be accepted.

* 1. Al prefixes not in the neighbor’s cone based on |RR data
(Section 6.1)

* 2. Prefixes not allocated by I ANA (I Pv6 only) (Section 5.2.1)
* 3. RPKI invalid prefixes (Section 6.2.1)
* 4. Prefixes with an invalid AS path (ASPA) (Section 6.2.2)

* 5. Prefixes with an invalid AS path (longer than 64 entries)
(Section 7.3.1)

* 6. Prefixes with an invalid AS path (containing private or
reserved AS nunbers) (Section 7.3.1)

* 7. Prefixes belonging to the local AS (Section 6.3)

* 7.1. Optionally: Reprioritizing prefixes belonging to the |oca
AS cone instead of filtering them (Section 6.4)

* 8. Prefixes that are not globally routable (Section 5.1)

* 9. |IXP LAN prefixes of IXPs the local AS is connected to
(Section 6.6)

* 10. The default route (Section 5.4)
* 11. Routes not matching the neighbor’s next-hop (Section 7.4)

* 12. Routes that are too specific or too unspecific (Section 5.3)
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e that Rule 12 MAY be fornul ated as an acceptance rule, i.e.,
epting all prefixes that are between a /8 and a /24 for |Pv4 and
ween a /16 and a /48 for |Pv6.

itionally, Rule 11 MJUST NOT be set for sessions with | XP
teservers, while it SHOULD be set on direct sessions via | XP LANs
e Section 6.6).

BGP roles are used, the OIC attribute should be set according to

[ RFC9234] .

8.2.1.2. CQutbound Filtering
The configuration should ensure that only appropriate prefixes are
sent, i.e., prefixes a neighbour would not need to filter based on
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tion 8.2.1.1. These can be, for exanple, prefixes belonging to
h the network in question and its downstreans. This can be

i eved by using BGP communities, AS paths, or both.

o, it may be desirable to add the following filters before any
ther policy to avoid unwanted route announcenents due to bad
figuration:

1. Al prefixes not in the local AS cone based on | RR/ Internal
data (Section 6.1)

2. Al prefixes with the OIC attribute set eval uated according to
[ RFC9234] (Section 6.5.1)

3. Prefixes not allocated by I ANA (I Pv6 only) (Section 5.2.1)
4. RPKI invalid prefixes (Section 6.2.1)
5. Prefixes with an invalid AS path (ASPA) (Section 6.2.2)

6. Prefixes with an invalid AS path (longer than 64 entries)
(Section 7.3.1)

7. Prefixes with an invalid AS path (containing private or
reserved AS nunbers) (Section 7.3.1)

8. Prefixes that are not globally routable (Section 5.1)
9. The default route (Section 5.4)

11. Routes not intended for re-export (Section 6.5)
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* 12. Routes not listing the BGP speaker as the next-hop
(Section 7.4)

* 13. Routes that are too specific or too unspecific (Section 5.3)

If it is possible to list the prefixes to be advertised, then just
configuring the list of allowed prefixes and denying the rest is
technically sufficient. Nevertheless, to ensure robustness in case
of failure, especially for manually operated BGP speakers, it is
RECOMMVENDED t hat operators apply the full rul e-set.

Note that Rule 12 is technically not necessary for eBGP. However, in
some rare cases msconfigurations or inplenmentation errors may occur,
especially for sessions with a neighbor via an | XP LAN (directly or
indirectly), where the inplenentation on the BGP speaker night export
routes with a non-local next-hop. Wile Rule 12 could prevent

di sturbance in such cases, the likelihood of such events is
sufficiently low that operators MAY opt to not use Rule 12

8.2.2. Filters with Custoners

8.2.2.1. Inbound Filtering
From custoners, only custoner prefixes SHOULD be accepted, all others
SHOULD be di scarded. However, additionally, an operator should
ensure that prefixes announced by custoners al so conformto best
practices in ternms of other BGP aspects (AS path, |IRR conpliance,
RPKI etc.) Not doing so might |lead to intransparent failures when
the customer is able to export routes to the upstream but these are
then not ingested by the upstream s nei ghbors. Applying filtering
close to the source ensures better debugability for such issues.

* 1. Al prefixes not in the neighbor’s cone based on IRR data
(Section 6.1)

* 2. Prefixes not allocated by I ANA (1 Pv6 only) (Section 5.2.1)
* 3. RPKI invalid prefixes (Section 6.2.1)
* 4, Prefixes with an invalid AS path (ASPA) (Section 6.2.2)

* 5. Prefixes with an invalid AS path (longer than 64 entries)
(Section 7.3.1)

* 6. Prefixes with an invalid AS path (containing private or
reserved AS nunbers) (Section 7.3.1)

* 7. Prefixes belonging to the | ocal AS (Section 6.3)
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* 8. Prefixes that are not globally routable (Section 5.1)

* 9. |XP LAN prefixes of I XPs the local AS is connected to
(Section 6.6)

* 10. The default route (Section 5.4)
* 11. Routes not matching the neighbor’s next-hop (Section 7.4)
* 12. Routes that are too specific or too unspecific (Section 5.3)

Technically, the inbound policy with end custoners is pretty
straightforward: only custoner prefixes SHOULD be accepted, all

ot hers SHOULD be discarded. For smaller downstreans, the |ist of
accepted prefixes can be manual ly specified, after having verified
that they are valid. This validation can be done with the
appropriate | P address nmanagenent authorities. For |arger
downstreans, an approach as docunented in Section 8.1.5 MAY al so be
sui t abl e.

Additionally, Rule 11 MJST NOT be set in the rare case of an I XP
rout eserver providing upstream (see [ConmmunitylX]), while it SHOULD
be set when providing upstreamto a custoner with a direct session
via | XP LANs (see Section 7.4).

8.2.2.2. Qutbound Filtering
The outbound policy with custoners nay vary according to the routes
the customer wants to receive. 1In the sinplest possible scenario,
the customer may want to receive only the default route; this can be
done easily by applying a filter with the default route only.
In case the customer wants to receive the full routing table (if it
is multihomed or if it wants to have a view of the Internet table),
the following filters SHOULD be applied on the BGP session:
* 1. Prefixes not allocated by I ANA (1 Pv6 only) (Section 5.2.1)
* 2. RPKI invalid prefixes (Section 6.2.1)
* 3. Prefixes with an invalid AS path (ASPA) (Section 6.2.2)

* 4. Prefixes with an invalid AS path (longer than 64 entries)
(Section 7.3.1)

* 5. Prefixes with an invalid AS path (containing private or
reserved AS nunbers) (Section 7.3.1)
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* 6. Prefixes that are not globally routable (Section 5.1)
* 7. The default route (Section 5.4)
* 8. Routes not intended for re-export (Section 7.5)

* 9. Routes not listing the BGP speaker as the next-hop
(Section 7.4)

* 10. Routes that are too specific or too unspecific (Section 5.3)

In sone cases, the customer nmay desire to receive the default route
in addition to the full BGP table. This can be done by the provider
renoving the filter for the default route in Rule 7. As the default
route may not be present in the routing table, operators SHOULD only
originate it for neighbors that requested it.

Note that Rule 9 is technically not necessary for eBGP. However, in
some rare cases msconfigurations or inplenmentation errors may occur,
especially on sessions with a neighbor via an I XP LAN (directly or
indirectly), where the inplenentation on the BGP speaker night export
routes with a non-local next-hop. While Rule 9 could prevent
di sturbance in such cases, the likelihood of such events is
sufficiently low that operators MAY opt to not use Rule 9

8.2.3. Filters with Upstream Providers

8.2.3.1. Inbound Filtering
If the upstream provider is supposed to announce only the default
route, a sinple filter will be applied to accept only the default
prefix and not hing el se.

If the full routing table is desired fromthe upstream the prefix
filtering bel ow shoul d be appli ed:

* 1. Prefixes not allocated by I ANA (1 Pv6 only) (Section 5.2.1)
* 2. RPKI invalid prefixes (Section 6.2.1)
* 3. Prefixes with an invalid AS path (ASPA) (Section 6.2.2)

* 4. Prefixes with an invalid AS path (longer than 64 entries)
(Section 7.3.1)

* 5. Prefixes with an invalid AS path (containing private or
reserved AS nunbers) (Section 7.3.1)
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* 6. Prefixes belonging to the local AS (Section 6.3)

* 6.1. Optionally: Reprioritizing prefixes belonging to the |oca
AS cone instead of filtering them (Section 6.4)

* 7. Prefixes that are not globally routable (Section 5.1)

* 8. |IXP LAN prefixes of I XPs the local AS is connected to
(Section 6.6)

* 9. The default route (Section 5.4)
* 10. Routes not matching the neighbor’s next-hop (Section 7.4)
* 11. Routes that are too specific or too unspecific (Section 5.3)

Sonetinmes, the default route (in addition to the full BGP table) can
be desired froman upstreamprovider. 1In that case, Rule 9 MAY be
renoved

Additionally, Rule 10 MJUST NOT be set in the rare case of an I XP
rout eserver providing upstream (see [Communityl X]), while it SHOULD
be set when receiving upstreamon a direct session via | XP LANs (see
Section 7.4).

8.2.3.2. CQutbound Filtering

In general, at |east the sane outbound filters as applied for

Internet peers (Section 8.2.1.2) SHOULD be applied for upstreans.
However, different policies could be applied if a particular upstream
should not provide transit to all prefixes.

VWhen deciding to selectively announce prefixes to an upstream it is
important to be mindful of potential issues with uRPF in case of
asymetric traffic flows. In certain strict uRPF cases traffic for a
prefix may be bl ackholed if the outbound route to a destination
traverses one upstream while the prefix is only announced to anot her
upstream It is RECOMVENDED t hat operators do not inplenent strict
URPF sol ely based on visible or selected routes received froma peer

I nstead, either an approach simlar to the cone determination (see
Section 6.1), or |oose uRPF should be used (see [ RFC8704]).

8.3. Prefix Filtering Recommendations for Leaf Networks
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8.3.1. Inbound Filtering

The | eaf network will deploy the filters corresponding to the routes
it is requesting fromits upstream |If a default route is requested,
a sinple inbound filter can be applied to accept only the default
route (Section 5.4). |If the leaf network is not capable of listing
the prefixes because there are too many (for example, if it requires
the full Internet routing table), then it SHOULD follow the filter
recomrendations in Section 8.2.3.1

8.3.2. CQutbound Filtering

A leaf network will nost |ikely have a very straightforward policy:

it SHOULD only announce its local routes. For additional scrutiny,

it is also RECOWENDED t hat |eaf ASes follow the recomendations in
Section 8.2.3.2 to avoid announcing invalid routes to its upstream
provider, and for additional resillience if the network | ater becones
mul ti honed.

8.4. Prefix Filtering Recomrendations for Mitual Transit

If a nutual-transit relationship as defined in
[1-D.ietf-sidrops-aspa-verification] exists between two nei ghbors,
each nei ghbor SHOULD foll ow the recommendations in
[1-D.ietf-sidrops-aspa-verification]. Furthernore, it is RECOMVENDED
that both parties in a rmutual-transit relationship take additiona
precautions to ensure that they do not export routes the other

nei ghbor learned fromtheir own upstreans to peers and upstreans of
their owmn. This can be acconplished, e.g., via annotations of
inmported routes (see Section 6.5.2) differing based on a filter
representing the neighbor’s cone (see Section 6.1).

8.5. Prefix Filtering Recomendations for iBGP

Whi | e i BGP sessions should generally be trusted, it is good practice
to inplement basic filters on i BGP sessions carrying external NLR as
well. It is RECOVWENDED that other internal routing signalling is
handl ed by a dedicated I GP or via a dedicated VRF/ Routing Donmain (see
[ NSRC-17]) to reduce the likelihood of internal routes |eaking due to
m sconfigurations, with routes appropriately annotated to not be
exported (see Section 6.5). Doing so ensures that, e.g., localized

m sconfigurations, e.g., |leaked (internal) routes, remain |ocalized
to a region or PoP, instead of spreading throughout the whole AS and
to external neighbors, ideally limting their inpact.
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If the i BGP mesh/sessions via a route reflector (see [RFC4456]) of

BGP speakers connected to external neighbors only carries external

NLRI, the following filters are RECOVWENDED, the follow ng rules

shoul d be applied when inporting or exporting routes.

* 1. Prefixes not announced by the |ocal AS not carrying an
annotation (either via the OIC attribute evaluated according to
[ RFC9234], or a large comrunity as outlined in Section 6.5)

* 2. Prefixes not allocated by IANA (1 Pv6 only) (Section 5.2.1)

* 3. RPKI invalid prefixes (Section 6.2.1)

* 4. Prefixes with an invalid AS path (ASPA) (Section 6.2.2)

* 5. Prefixes with an invalid AS path (longer than 64 entries)
(Section 7.3.1)

* 6. Prefixes with an invalid AS path (containing private or
reserved AS nunbers) (Section 7.3.1)

* 7. Prefixes that are not globally routable (Section 5.1)
* 9. The default route (Section 5.4)
* 11. Routes that are too specific or too unspecific (Section 5.3)
Dependi ng on the local circunstances an operator MAY deviate from
this suggestion and refrain fromusing individual rules. For
example, if the AS ingests a default route fromat |east one
nei ghbor, Rule 9 should be omitted. Sinmilarly, when allow ng
downstreans to announce hyperspecifics (see Section 6.5.2), Rule 10
SHOULD be omitted.
Wil e an operator MAY opt to not use any of the suggested rules, it
is RECOWENDED that at least Rule 1 is applied to i BGP sessions to
ensure absent annotations do not propagate and cause route | eaks.

9. | ANA Consi derations

Thi s docunent does not require any | ANA acti ons.
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10.

11.

11.

Security Considerations

Thi s docunent is entirely about BGP operational security. The
docunent understands security not only as resilience against attacks,

but also in the context of safety, i.e., ensuring that systens renmain
operational and behave as expected even if individual conponents fail
or are mshandled. It depicts best practices that one shoul d adopt

to secure BGP infrastructure: protecting BGP routers and BGP
sessions, adopting consistent BGP prefix and AS path filters, and
configuring other options to secure the BGP network.

Thi s docunent does not aimto describe specific BGP inplenmentations,
their potential vulnerabilities, or ways they handle errors. It does
not detail how protection could be enforced agai nst attack techni ques
usi ng crafted packets.
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