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Abst ract

Problem definition for route | eaks and enuneration of types of route
| eaks are provided in RFC 7908. This docunment describes a new well -
known Large Comunity that provides a way for route-|leak prevention,
detection, and mtigation. The configuration process for this
Conmunity can be automated with the nethodol ogy for setting BGP roles
that is described in RFC 9234.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 29 August 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Sriram & Azi nov Expi res 29 August 2025 [ Page 1]



I nternet-Draft Rout e- Leak Detection and Mtigation February 2025

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction .
1.1. Requirenents Language
Peering Rel ati onshi ps
Conmunity vs Attribute
Down Only Comunity . . .
4.1. Route-Leak M tlgatlon
4.2. Only Marking .
| mpl enent ati on Cbn5|derat|ons
| ANA Consi derations .
Security Considerations
Ref er ences
8 1. Nornmtive References
8.2. Informative References
Acknowl edgenent s
Contributors
Aut hor s’ Addresses

Pwn

©No O
©OOMOOO~N~OTTADWWN

1. Introduction

RFC 7908 [ RFC7908] provides a definition of the route-leak problem
and enunerates several types of route |eaks. For this docunent, the
definition that is applied is that a route | eak occurs when a route
received froma transit provider or a |lateral peer is forwarded

(agai nst commonly used policy) to another transit provider or a

| ateral peer. The commonly used policy is that a route received from
a transit provider or a lateral peer MAY be forwarded only to

cust omer s.

Thi s docunent describes a solution for prevention, detection and
mtigation of route | eaks which is based on conveyi ng route-| eak
detection information in a transitive well-known BGP Large Conmunity
[ RFC8092]. The configuration process for the Large Comunity MJIST be
defined according to peering relations between |SPs. This process
can be automated with the methodol ogy for setting BGP roles that is
described in [ RFC9234].
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The techni ques described in this document can be increnentally
deployed. |If a pair of ISPs and/or |Internet Exchanges (1 Xes) depl oy
the proposed techni ques, then they would detect and mitigate any
route | eaks that occur in an AS path between them even when ot her
ASes in the path are not upgraded.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Peering Rel ationshi ps

As described in [ RFC9234], there are several commpn peering relations
bet ween eBGP nei ghbor s:

* Provider - sender is a transit provider of the neighbor;
* Customer - sender is a custoner of the neighbor;

* Route Server (RS) - sender is route server at an internet exchange

(1X)
* RS-client - sender is client of an RS at an I X
* Peer - sender and neighbor are lateral (non-transit) peers;

If aroute is received froma provider, peer, or RS-client, it MJST
follow the "down only’ rule, i.e., it MAY be advertised only to
custonmers. If aroute is sent to a custoner, peer, or RS-client, it
al so MUST follow the "down only rule at each subsequent AS in the AS
pat h.

A standardi zed transitive route-leak detection signal is needed that
wi |l prevent Autononous Systens (ASes) fromleaking and also informa
renote ISP (or AS) in the AS path that a received route violates the
"down only’ policy. This signal would facilitate a way to stop the
propagati on of |eaked prefixes.

To inprove reliability and cover for non-participating preceding
nei ghbor, the signal should be set on both receiver and sender sides.
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3.

Community vs Attribute

This section presents a brief discussion of the advantages and
di sadvant ages of communities and BGP path attributes for the purpose
of route-leak detection

A transitive path attribute is a native way to inplenment the route-

| eak detection signal. Based on the way BGP protocol works, the use
of a transitive attribute nmakes it nore certain that the route-|eak
detection signal would pass unaltered through non-participating
(i.e., not upgraded) BGP routers. The mmin disadvantage of this
approach is that the deploynent of a new BGP attribute requires a
software upgrade in the router OS which may del ay wi de adoption for
years.

On the other hand, BGP Communities do not require a router OS update.
The potential disadvantage of using a Community for the route-Ieak
detection signal is that it is nore likely to be dropped sonewhere
along the way in the AS path. Currently, the use of BG Communities
i s somewhat overl oaded. BGP Conmunities are already used for
nunerous applications: different types of route marking, route policy
control, blackholing, etc. It is observed that sone ASes seemto

pur poseful ly or accidentally renmove BGP Conmunities on receipt,
sonetinmes wel |l -known ones. Perhaps this issue may be mitigated with
strong policy guidance related to the handling of Communities.

Large Conmunities have nuch hi gher capacity, and therefore they are
likely to be | ess overloaded. Hence, Large Conmunity is proposed to
be used for route-leak detection. This docunment suggests reserving
<TBDl1> cl ass for the purpose of transitive well-known Large
Conmuni ti es that MJUST NOT be stripped on ingress or egress.

VWile it is not a part of this docunment, the route-|eak detection
signal described here can also be carried in a transitive BG Path
Attribute, and simlar prevention and nmitigation techniques as
descri bed here would apply (see [ RFC9234]).

Due to frequently occurring regional and global disruptions in
Internet connectivity, it is critical to nove forward with a solution
that is viable in the near term That solution would be route-|eak
detection using a well-known Large Comunity.

Down Only Comunity

This section specifies the semantics of route-leak detection
Conmmunity and its usage. This Conmunity is given the specific nane
Down Only (DO) Comunity. The DO Community is carried in a BGP Large
Comunity with a format as shown in Figure 1.

Sriram & Azi nov Expi res 29 August 2025 [ Page 4]



I nternet-Draft Rout e- Leak Detection and Mtigation February 2025

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| TBD1 (class for transitive well-known Large Communities) |
R e s T o T S R El ok i R e e S S e o o s
| TBD2 (subclass for DO |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| ASN |
B i s T T i i o S o T Ji I

Figure 1: Format of the DO Community using a BGP Large Conmmunity.

The authors studied different options for route-leak mtigation. The
mai n options considered are (1) drop detected route | eaks and (2)
deprioritize detected route | eaks. It can be denonstrated that the

| oose node that uses deprioritization is not safe. Traffic

Engi neering (TE) techniques which limt prefix visibility are quite
common. |t may happen that a nore specific TE prefix is sent only to
downstream ASes or to | X(es)/selected peers, and a control Conmunity
is used to restrict its propagation. |If such a nore specific prefix
is |leaked, deprioritization will not stop such a route | eak from
propagating. |In addition, propagation of |eaked prefixes based on
deprioritization may result in priority |loops |eading to BGP wedgies
[ RFC4264] or even persistent route oscillations.

So, the only truly safe way to inplenent route-leak mtigation is to
drop detected route | eaks. The ingress and egress policies
corresponding to 'drop detected route |eaks’ is described in

Section 4.1. This policy SHOULD be used as a default behavior.

Nevert hel ess, early adopters might want to deploy only the signaling
and perhaps use it only for diagnostics before applying any route-

|l eak mtigation policy. They are also encouraged to use slightly
limted marking, which is described in Section 4.2.

4.1. Route-Leak Mtigation

This section describes the eBGP ingress and egress policies that MJST
be used to performroute-leak prevention, detection and mtigation
using the DO Conmunity. It should be noted that a route may carry
nmore than one DO Comunities. Hence, in the rest of this docunent,
"a route with DO Community" means "a route with one or nore DO
Conmuni ti es”

The ingress policy MJST use the follow ng procedure:
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1. If aroute with DO Cormunity is received froma Custoner or RS-
client, then it is a route | eak and MJST be dropped. The
procedure halts.

2. If aroute with DO Community is received froma Peer (non-
transit) and at | east one DO value is not equal to the sending
nei ghbor’s ASN, then it is a route |l eak and MJUST be dropped. The
procedure halts.

3. If aroute is received froma Provider, Peer, or RS, then a DO
Conmunity MJST be added with a val ue equal to the sending
nei ghbor’s ASN.

The egress policy MJST use the foll ow ng procedure:

1. Aroute with DO Community (i.e., DO Conmunity was present or
added at ingress) MJST NOT be sent to a Provider, Peer, or RS.

2. If aroute is sent to a Custoner or Peer, then a DO Comunity
MJUST be added with value equal to the ASN of the sender.

The above procedures conprehensively provide route-leak prevention,
detection and mtigation. Policy consisting of these procedures
SHOULD be used as a default behavior.

4.2. Only Marking

Thi s section describes eBGP i ngress and egress marking policies that
MUST be used if an AS is not perfornming route-leak mtigation (i.e.,
not dropping detected route | eaks) as described in Section 4.1, but
wants to use the DO Community only for marking. The slightly linmited
DO marki ng (conpared to that in Section 4.1) described bel ow
guarantees that this DO marking will not Iimt the | eak detection
opportunities for subsequent ASes in the AS path.

The ingress policy MIST use the follow ng procedure:

1. If aroute with DO Cormmunity is received froma Custoner or RS-
client, then it is a route | eak. The procedure halts.

2. If aroute with DO Community is received froma Peer (non-
transit) and at | east one DO value is not equal to the sending
nei ghbor’s ASN, then it is a route | eak. The procedure halts.

3. If aroute is received froma Provider, Peer, or RS, then a DO

Conmunity MJST be added with val ue equal to the sending
nei ghbor’ s ASN.
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The egress policy MJST use the follow ng procedure:

1. If aroute is sent to a Customer or RS-client, then a DO
Conmuni ty MJST be added with value equal to the ASN of the
sender.

2. If aroute without DO Conmunity is sent to a Peer, then a DO

Conmunity MJST be added with val ue equal to the ASN of the
sender. Conversely, if a route with DO Cormunity (i.e., DO
Conmunity was present or added at ingress) is sent to a Peer,
then an additional DO Conmmunity MJST NOT be added.)

These above procedures specify setting the DO signals in a way that
can be used to evaluate the potential inpact of route-leak mtigation
policy before deploying strict dropping of detected route |eaks.

5. I nplenentati on Considerations

It was observed that the majority of BGP inplenentations do not
support negative match for comunities like a:b:!c. Further, it is
observed that a route received froma conpliant Peer (non-transit)
adhering to procedures fromeither Section 4.1 or Section 4.2 wll

al ways have a single DO Community with value equal to the peer’s ASN
Hence, it is suggested to replace the second rule fromthe ingress
policies (in Section 4.1 and Section 4.2) with the foll ow ng:

In Section 4.1: If aroute with DO Comrunity is received froma
Peer and a DO value is equal to the sending neighbor’s ASN, then
it is avalidroute, otherwise it is a route |eak and MJST be
dropped. The procedure halts.

In Section 4.2: If aroute with DO Comrunity is received froma
Peer and a DO value is equal to the sending neighbor’s ASN, then
it is avalidroute, otherwise it is a route |leak. The procedure
hal ts.

This rule is based on a weaker assunption that a peer that is doing
marking is also doing filtering (i.e., dropping detected |eaks).
That is why networks that do not follow the route-leak mtigation
policy in Section 4.1 MJST carefully follow marking rul es descri bed
in Section 4. 2.

6. | ANA Consi derations
I ANA is requested to reserve a G obal Adm nistrator |ID <TBD1> for
transitive well-known Large Community registry. [|1ANA is also

requested to register a subclass <TBD2> for DO Community in this
registry
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7.

8.
8.

8.

Security Considerations

In specific circunmstances in a state of partial adoption, route-I|eak
mtigation nmechanismcan result in Denial of Service (DoS) for the
victimprefix. Such a scenario nay happen only for a prefix that has
a single path fromthe originator to a Tier-1 ISP and only when the
prefix is not covered with a less specific prefix with multiple paths
to the Tier-1 I1SP. If, in such unreliable topology, a route leak is
i njected somewhere inside this single path, then it may be dropped by
upper tier providers in the path, thus limting prefix visibility.
Wil e such anomaly is unlikely to happen, such an issue should be
easy to debug, since it directly affects the sequence of originator’s
provi ders.

Wth the use of BGP Community, there is often a concern that the
Conmuni ty propagates beyond its intended perineter and causes harm
[streibelt]. However, that concern does not apply to the DO
Conmunity because it is a transitive Community that nust propagate as
far as the update goes.
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