GROW S. Romijn
I nternet-Draft Rel i abl y Coded
I ntended status: Standards Track J. Snijders
Expires: 19 Cctober 2026 BSD
E. Shryane

Rl PE NCC

S. Konst ant ar as

AMSB- | X

17 April 2026

Near Real Tine Mrroring (NRTM version 4
draft-ietf-grownrtmv4-11

Abstract

Thi s docunent specifies a one-way synchronization protocol for
Internet Routing Registry (IRR) records, called Near Real Tine
Mrroring version 4 (NRTMW4), in which files are distributed over
HTTPS. The protocol allows instances of |RR database servers to
mrror IRR records, specified in the Routing Policy Specification
Language (RPSL), between each other.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 19 Cctober 2026.
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1. Introduction

The Internet Routing Registry (IRR) consists of several IRR

Dat abases, each representing objects in the Routing Policy

Speci ficati on Language (RPSL) [ RFC2622]. About a dozen larger IRR
Dat abases are well known and wi dely used, operated by different
organi zati ons such as Regional Internet Registries and sone |arge
network operators. |RR objects serve many purposes, ranging from
manual research by operators to automated network configuration and
filtering.

Most of these well-known | RR Databases nmirror |IRR objects from sone
others, so that queries run against these instances provide a
conprehensive view. Sone parties also mirror |IRR Databases to
private I RR server instances, to reduce |atency when replying to
queries, analyze |IRR objects, or other purposes.

NRTM version 4 (NRTM/4) is a protocol for IRR mrroring, designed to
address issues in existing | RR Database mrroring protocols. In
NRTM/4, | RR Dat abases publish their records on an HITPS [ STDO7]
endpoint, with periodic Snapshot Files and regular Delta Files.
Signing allows integrity checks. By only generating files once and
publ i shing them over HTTPS, scalability is inproved. NRTM/4 borrows
sonme concepts fromthe RPKI Repository Delta Protocol [RFC8182], as
there are overl aps between the two protocols.

Rel i abl e and secure distribution of IRR data is inportant for globa
routing operations, as network operators depend on I RR objects for
route filtering and network configuration. Prior mrroring protocols
lack integrity verification, have no formal specification, and scale
poorly. NRTM/4 addresses these shortcom ngs by providing a fornmally
specified, scalable, and integrity-protected mrroring protocol. O
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earlier NRTM versions, none were formally specified, but NRTM/3
[ NRTM/3] was wi dely depl oyed. Sonme conpari sons are nade in
Section 11.

Overvi ew

In NRTM/4, a mirror server is an instance of |RR Database software
that has a database of |IRR objects and makes them avail able on an
HTTPS endpoint to allow mrroring by others. These objects can be
retrieved by mrror clients, which then load theminto their |ocal
storage. The | RR Database has a version, which the mrror server
starts at 1 and increnents every tine it nmakes a set of changes
avai | abl e.

Mrror Server

R +
| I RR Dat abase |
S S +
I
o e e e e oo oo o e e e e oo oo +
o | |
periodic | on change
I I I
v v %
S + S + S +
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| objects) | | (index) | | only) |
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I I I
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e >+ Mrror dient +<-------- +
initial | Local Database | updat e
+
Figure 1: NRTM/4 Protocol Overview

Publication consists of three different files:

* A single Update Notification File. This specifies the current
Dat abase version and | ocations of the Snapshot File and Delta
Files. It is signed to allow verification of the authenticity of
the Update Notification File.

* A single active Snapshot File.
objects at a particular version.
generates a new snapshot.

This contains all published IRR
The mirror server periodically
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* Zero or nore Delta Files. These contain the changes between two
dat abase versions.

The Update Notification File MIST be in the JSON Wb Si gnature

[ RFC7515] fornmat, where the payload is in JSON format [ RFC8259]. The
Snapshot File and Delta Files MJST be in the JSON Text Sequences

[ RFC7464] format, so that each object in large files can be parsed

i ndependently. Files MAY be compressed with GZI P [ RFC1952] .

Mrror clients initially retrieve the snall Update Notification File
and a Snapshot File, fromwhich they initialize their |ocal copy of
the Database. After that, mrror clients only retrieve the Update
Notification File periodically, typically every mnute, to determne
whet her there are any changes, and then retrieve only the rel evant
Delta Files, if any. This minimzes data transfer. Deltas have
sequenti al versions.

Mrror clients are configured with the URL of an Update Notification
File, nane of the | RR Database, and a public signing key. This
public key is used to verify the Update Notification File, which in
turn contains hashes of all the Snapshot and Delta Fil es.

Upon initialization, the mrror server generates a session identifier
(session_id) for the Database (Section 4.2). This allows long term
caching and is used by the client to determine that the Delta Files
continue to forma full set of changes allowi ng an update to the

| atest version. |If the mrror server |oses partial history, or the
mrror client starts mrroring froma different server, the
session_id change will force a full reload fromthe | atest Snapshot
File, ensuring there are no accidental mrroring gaps.

Mrror servers can use caching to reduce their load, particularly
because snapshots and deltas are imutable for a given session_id and
versi on nunber. These are also the largest files. Update
Notification Files may not be cached for |onger than one mnute, but
are fairly small.

Note that in NRTM/4, contiguous version nunbers are used for the

Dat abase version and Delta Files. This is different and unrelated to
the serial in NRTM/3. NRTM/3 serials refer to a single change to a
singl e object, whereas an NRTM/4 version refers to one delta,

possi bly containing nmultiple changes to multiple objects. NRTW3
serials can al so contain gaps, NRTM/4 versions do not.

3. Term nol ogy

| RR Database A logical collection of Internet Routing Registry
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objects represented in the Routing Policy Specification Language
(RPSL), is often terned an | RR Database. This does not inply any
particul ar storage technol ogy.

Snapshot File A file that reflects the conplete contents of the IRR
objects in an | RR Database, at a particular point in tine.

Delta File A file that contains all changes for exactly one
incremental update of the |IRR Database.

Update Notification File A file generated by the mrror server and
used by mirror clients to discover which changes exi st between the
state of the IRR nirror server and of the mirror client.

Mrror Server An instance of |RR Database software that has a
dat abase of I RR objects and makes them available for retrieval on
an HTTPS endpoint, to allow mirroring by others.

Mrror Client An instance of |IRR Database software that retrieves
I RR objects froma mrror server and |loads theminto its |oca
st or age.

Version A nonotonically increasing positive integer, scoped to a
session_id, that identifies a particular state of the IRR
Dat abase

4. Mrror Server Use
4.1. Key Configuration

When enabl i ng NRTM/4 publication for an | RR Database, the operator
MJST generate a JSON Wb Key [RFC7517] pair and configure the private
key in the mrror server. The operator then provides the
correspondi ng public key, the nane of the |IRR Database, and
publication URL of the Update Notification File to any operators of
mrror clients. The published public key MJST be encapsul at ed

foll owi ng Textual Encoding of Subject Public Key Info Section 13 of

[ RFC7468], sonetimes referred to as "PEM encodi ng". The process for
providing this is not in the scope of this protocol, but a typica
case is publication on the operator’s known website. Key rotation is
described in Section 9.6.

It is RECOVWENDED that inplenmentations provide easily accessible
tools for operators to generate new signing keys to enter into their
configuration and assist with key rotation. Al configuration
options SHOULD be clearly nanmed to indicate that they are private
keys, to reduce the risk of operator error causing accidenta
exposure.
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4.2. Snapshot Initialization

A mrror server MIST follow the initialization steps upon the first
export for an | RR Database by that mrror server, or if the server

| ost history and can not reliably produce a continuous set of deltas
froma previous state.

In other words, either the mirror server guarantees that clients
followi ng the deltas have a correct and conpl ete view, or nust
reinitialize, which will force clients to reinitialize as well.

Initialization consists of these actions:

* The mirror server MJST generate a new session_id. This MJST be a
Uni versally Unique ldentifier version 4 (UU Dv4) (Section 5.4 of
[ RFC9562]) and MUST be the sane across all client sessions. The
session_id is unique to the I RR Database, so an instance that
serves multiple | RR Dat abases, will create a separate session_id
for each.

* The server MJST generate a snapshot for version nunber one. This
may contain an enpty array of objects if the I RR Database is
currently enpty.

* The server MJST generate a new Update Notification File with the
new session_id, a reference to the new snapshot, and no deltas.

Note that a publication, and its associ ated session_ids and versions,
always relates to a single specific |IRR Database, even if multiple
dat abases are published fromone instance. For exanple, a mrror
server that serves two | RR Databases named EXAMPLE and EXAMPLE-
NONAUTH, will generate two Update Notification Files, referring to
two Snapshot Files, and two sets of Delta Files each with contiguous
versi on nunbers - all conpletely independent of each other, with
different session IDs, potentially at different tines. This applies
even if the sane I RR server instance produces both.

4.3. Publishing Updates
After creating the initialization files, the mrror server processes
updates by generating Delta Files and, periodically, a new Snapshot
File, and placing themon the HTTPS endpoi nt.

4.3.1. Delta Files

Changes to | RR objects MIST be recorded in Delta Files. One Delta
File can contain multiple changes.
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Updates are generated as foll ows:

* A mrror server MIST publish a Delta File approximately every
mnute, if there have been changes to IRR objects in that tine
frame.

* |If amrror server is lagging in production of Delta Files, such
as after an initialization or server downtine, it MJST generate
one larger "catch up" Delta File, rather than individual Delta
Files for every one-m nute w ndow.

* AnewDelta File MIST be generated with a new versi on, one greater
than the last Delta File version, or one greater than the | ast
Snapshot File version if there were no prior deltas at all

* The Delta File MJST include all changes that happened during the

time frane, in the order in which they occurred. |If nultiple
changes have occurred within the time frame that woul d cancel each
other out, like an addition and i medi ate del etion of the sane
object, the mrror server MIST still include all these changes.

* The URL where the Delta File is published MIST contain the session
I D and version nunber, so that the content at a given URL is
i mmut abl e and can be cached indefinitely by HTTP intermediaries.
It MJUST al so contain a random val ue that can not be predicted
bef ore publication, to counter negative caching issues.

* The Update Notification File MIST be updated to include the new
Delta File.

* References to Delta Files ol der than 24 hours SHOULD be renoved
fromthe Update Notification File. This limts the potentia
Il ength of the Delta chain that clients must process, where a
Snapshot refresh may be nore efficient, while also preventing
overly frequent Snapshot rel oads. However, a mirror server MJST
NOT renove references to Delta Files with a version higher than
the current Snapshot File version, as this would | eave clients
with no path fromthe snapshot to the current state. Refer also
to Section 9.5.

* Note that, as Delta Files always contain changes conpared to a
previous state, there can never be a Delta File with version 1.

Mrror servers with high object churn are RECOWENDED to generate new
Snapshot Files nore frequently than the required minimum to limt
the length of the delta chain that clients nust traverse on
initialization or after a gap. Long delta chains increase
initialization tine and resource consunption for mrror clients.
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4.3.2. Snapshot Files
Snapshot Files after initialization are generated as foll ows:

* |f there have been no changes to the I RR objects since the |ast
snapshot, the mirror server MJST NOT generate a new shapshot.

* The mirror server MJST generate a new Snhapshot File at |east once
per day, if there have been changes to the IRR objects. Mrror
servers should not generate new Snapshot Files nore than once per
hour, as snapshot generation can be resource-intensive.

* The version nunber of the new snapshot MUST be equal to the |ast
Delta File version at the tinme the server begins generating the
snapshot .

* The URL where the Snapshot File is published MUST contain the
session | D and version nunber, so that the content at a given URL
is immutable and can be cached indefinitely by HTTP

internmediaries. |t MJST also contain a random val ue that can not
be predicted before publication, to counter negative caching
i ssues.

* The Update Notification File MIST be updated to include the new
snapshot, if one was generated.

* Snapshot generation may take sone tine, and in that tinme newer
changes may occur that are not part of the snapshot in progress.
The mirror server MJST continue to produce Delta Files during this
wi ndow. This neans that the server may publish a Snapshot File
with a version nunber older than the npst recent Delta File at the
time of publication.

4.3.3. Update Notification File

The Update Notification File MJST be updated when a new Delta or
Snapshot File is published and, even if there have been no changes,
at least every 24 hours. The full format and validation rules are
specified in Section 6.

4.3.4. Publication Policy Restrictions

A mrror server MAY have a policy that restricts the publication of
certain IRR objects or attributes, or nodifies these before
publication. Typical scenarios for this include preventing the
distribution of certain personal data or password hashes, or

excl udi ng objects which do not neet validation rules |ike Resource
Public Key Infrastructure (RPKI) consistency. |If objects are
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nmodified, it is RECOWENDED that the mirror server nakes it evident
to humans readi ng the object text that the object was nodified, for
exanpl e, by adding remark lines or coments.

Mrror servers are RECOWENDED to renove password hashes fromthe
auth lines in mtner objects, as they have little use beyond the
authoritative server, and their publication may be a security risk.

If a mrror server has a policy that restricts or nodifies object
publication, this MJST be applied consistently to Snapshot Files and
Delta Files fromthe nonent the policy is enacted or nodified.

5. Mrror dient Use
5.1. dient Configuration

Mrror clients are configured with the nane of the |RR Database, the
URL of the Update Notification File, and the public key currently
used for signing the Update Notification File. Key rotation is
described in Section 9.6.

5.2. Update Notification File Retrieval

Mrror clients may retrieve the Update Notification File to check for
changes every mnute. Mrror clients MJUST NOT check nore than once
per m nute.

5.3. Initialization from Snapshot

Clients MUST initialize froma Snapshot File when initially
configured or if they are not able to update their |ocal data from
the provided Delta Files:

* The client MJST retrieve the Update Notification File.

* The client MUST verify that the source attribute in the Update
Notification File matches the configured | RR Dat abase nane.

* The client MIST retrieve the Snapshot File and | oad the objects
into its local storage.

* The mrror client MUST verify that the cal cul ated SHA-256 [ SHS]
hash of the Snapshot File matches the hash in the Update
Notification File that referenced it. |If the Snapshot File was
compressed with GZI P, the hash MUST match the conpressed data. As
the Update Notification File is signed, this hash verification
proves the integrity and authenticity for the Snapshot File. In
case of a msmatch of this hash, the file MJST be rejected.
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5

4.

The client MJUST record the session_id and version of the |oaded
Snapshot File.

If an Update Notification File or a Snapshot File has an invalid
syntax (e.g. mssing mandatory paraneters), the file MJST be
rejected. For validating the IRR objects contained in the files,
see Section 9.2.

Processing Delta Files
a mrror client has previously initialized froma snapshot:
The client MJUST retrieve the Update Notification File.

The client MJUST verify that the source attribute in the Update
Notification File matches the configured | RR Dat abase nane.

The client MJUST verify that the session_id natches the previously
known session_id. |If this does not match, the client MJST
reinitialize fromthe snapshot.

The client MJUST verify that the Update Notification File version
is the sane or higher than the client’s current nost recent
version. |f not, the Update Notification File MIST be rejected.
It is RECOWENDED for the client to distinguish between an Update
Notification File that is a single version older, and a much ol der
version, in any status nmessages. The former can occur fromtinme
to time in synchronization issues, the latter is nore likely a
faulty inplenmentation

The client MUST verify that the Update Notification File contains
one contiguous set of Delta File versions after the client’s
current nost recent version up to the latest version in the Update
Notification File. |If the Delta File versions are not contiguous,
the Update Notification File MIUST be rejected. |If the available
Delta File versions do not range fromthe client’s nost recent
version plus one, the client MIST reinitialize fromthe snapshot.

The mirror client MIUST verify that the hashes of each Delta and
Snapshot File have not changed conpared to the previous valid
Update Notification File for the sane file type and version. |If a
newer Update Notification File contains a different hash for a
specific file, this indicates a nisconfiguration in the server and
the client MJUST reject the Update Notification File.

The client MIUST retrieve all Delta Files for versions since the
client’s last known version, if there are any.
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* The mirror client MIUST verify that the cal cul ated SHA-256 hash of
each newy downl oaded Delta File matches the hash in the Update
Notification File that referenced it. |If the Delta File was
conpressed with GZI P, the hash MUST match the conpressed file. As
the Update Notification File is signed, this hash verification
proves the integrity and authenticity for the Delta File. In case
of a mismatch of this hash, the Delta File MJST be rejected.

* The client MJST process all changes in the Delta Files in order
| owest Delta File version nunmber first, and in the order of the
changes list inthe Delta File.

* The client MJST update its records of the nbst recent version to
the version of the Update Notification File.

* |f an Update Notification File or a Delta File has an invalid
syntax (including mssing mandatory paraneters), the file MJST be
rejected. For validating the IRR objects contained in the files,
see Section 9.2.

If the Update Notification File or one of the Delta Files is
rejected, the mirror client MJUST NOT process any newer Deltas than
those that are valid and have been successfully verified. |f sone
Delta Files are rejected, it MAY process the valid Delta Files, but
MUST NOT skip over any rejected Delta Files while doing so.
Additionally, the changes in a specific Delta File MJST be processed
either conpletely, or not at all, i.e., a Delta File nust never be
partially processed.

5.5. FError Recovery

VWhen a mirror client fails to retrieve any file due to a transient
error, such as a network failure or an HTTP 5xx response, the client
SHOULD retry before concluding the retrieval has failed. It is
RECOMVENDED t hat inpl enentati ons use a bounded exponential backof f
strategy, starting froma short initial interval (e.g., a few
seconds) up to a capped maxi muminterval (e.g., several mnutes),
with a bounded total retry duration. This prevents unnecessary
Snapshot inports on clients, and can prevent clients overwhelmng a
server on transient failures. Mrror clients SHOULD log retry and
recovery events including the reason to assist operators in

di agnosing mirroring failures.

If afileis rejected, the mirror client MIST NOT | oad any data from
it. If the error may be transient, the mrror client SHOULD retry.
After exhausting retries, if the required Delta Files remain

unavail able or are still rejected, the mrror client SHOULD
reinitialize fromthe Snapshot File to prevent using stale data. |If
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the Snapshot File itself cannot be retrieved or is rejected after
retries, as there is no further fallback, the client SHOULD al ert the
operator and stop until the issue is resolved.

6. Signature and Stal eness Verification

Every tine a mirror client retrieves a new version of the Update
Notification File, it MJST verify the included signature. The
signature MJST be valid for the configured public key for the
contents of the Update Notification File. |If the signature does not
match, the mirror client MJIST reject the Update Notification File,
unl ess a key rotation is in progress as described in Section 9.6.

A mrror client can use the generation timestanp in the Update
Notification File to check whether the file is stale, as the mrror
server must update this file at |east every 24 hours. |If the
generation tinmestanp is nore than 24 hours ago, the file is stale and
the mirror client SHOULD warn the operator in | og nessages or other
alerting, but MAY continue to process it otherw se.

7. Policy Restrictions

A mrror client MAY have a policy that restricts the processing of
objects to certain object classes, or other linmtations on which
objects it processes.

If amrror client has a policy that restricts object processing,
this MJST be applied consistently to Snapshot Files and Delta Files
fromthe nonent the policy is enacted or nodified.

Update Notification File
1. Purpose

The Update Notification File is generated by the mrror server and
used by mirror clients to di scover whether any changes exist between
the state of the IRRmrror server and of the mirror client. It also
describes the | ocation of the Snapshot File and increnental Delta
Files. Finally, the generation tinestanp can be used to detect
whether the file is stale.

The mirror server MJST generate a new Update Notification File every
time there are new deltas or snapshots and, even if there have been
no changes, at |east every 24 hours.
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6.2. Cache Concerns

A mrror server may use caching infrastructure to cache the Update
Notification File and reduce the | oad of HTTPS requests.

However, since this file is used by mirror clients to determ ne
whet her any updates are avail able, the nmirror server SHOULD ensure
that this file is not cached for |onger than one mnute. An
exception to this rule is that it is better to serve a stale Update
Notification File rather than no Update Notification File.

Mrror servers SHOULD set the HTTP Cache-Control response header on
the Update Notification File to no-cache or max-age=60, consistent
with the one-mnute caching limt. Mrror servers SHOULD set Cache-
Control : inmmutable on responses for Snapshot Files and Delta Files,
as these are immtable for a given session_id and version.

O herwise, clients and internediari es may unnecessarily refetch | arge
files. Mrror clients MAY use HTTP conditional requests (e.g., using
I f-None-Match with ETags or |f-Mdified-Since) when polling the
Update Notification File, to reduce bandw dth consunpti on when no
changes have occurr ed.

6.3. Payload Format and Validation

An exampl e payl oad of an Update Notification File is provided bel ow
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"nrtmversion": 4,
"timestanp": "2025-12-01T15: 00: 002",
"type": "notification",
"next _signing_key": "bnJO..bXY0",
"source": "EXAMPLE",
"session_id": "cal28382-78d9-41d1-8927-1ecef 15275be",
"version": 4,
"snapshot": {
"version": 3,
“url":
"cal28382- 78d9-41d1-8927- 1lecef 15275be/ nrt m snapshot . 3. 04759. j son. gz",
"hash": "9a..86"
},
"deltas": [
{
"version": 2,
url":
"cal28382- 78d9-41d1-8927- lecef 15275be/ nrt m del t a. 2. 784a2a6. j son",
"hash": "62..a2"

H
{
"version": 3,
“url":
"cal28382- 78d9-41d1-8927- 1lecef 15275be/ nrt m del t a. 3. Of 681f 0. j son",
"hash": "25..9a"
H
{

"version": 4,
“url":

"cal28382- 78d9-41d1-8927- 1lecef 15275be/ nrt m del t a. 4. d9c194a. j son",
"hash": "b4..13"

}
1,
"metadata": {}
}

Not e: hash and key values in this exanple are shortened because of
formatti ng.

In this example, the overall version is 4, the snapshot is at version
3, and deltas are listed for versions 2, 3, and 4. The deltas at
versions 2 and 3 predate the snapshot but are still within the
24-hour retention window. A new client would initialize fromthe
snapshot at version 3 and then apply only delta 4. An existing
client already at version 1 can instead apply deltas 2, 3, and 4
without reinitializing fromthe snapshot.
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The foll owing validation rules MJUST be observed when creating or
parsing Update Notification Files:

* The nrtmversion MIST be 4.

* The tinestanp MJUST be an [RFC3339] tinestanp with the time-offset
set to "Z".

* The type MJST be "notification"

* The optional field next_signing key is used for in-band key
rotation. |If present, it MJST be a JWK [ RFC7517] public key
encoded in PEM which matches the private key the nmirror server
will start using to sign the Update Notification File in the near
future. Key rotation is described in Section 9.6. |If there is no
next signing key, this key MJST be onitted.

* The source MJST be a valid I RR object nane [ RFC2622].

* The session_id attribute MJST be a UUI Dv4 (Section 5.4 of
[ RFC9562]) unique to this session for this source.

* The version MJST be an unsigned positive integer and be equal to
t he hi ghest version of the deltas and snapshot.

* The file MJST contain exactly one snapshot.
* The file MAY contain one or nore deltas.

* The deltas MJUST have a sequential contiguous set of version
nunbers.

* Each snapshot and delta el ement MJUST have a version, URL and hash
attribute. The URL nust be relative to the path of the Update
Notification File. For exanple, if the Update Notification File
exanpl e above is published on https://exanple.coninrtniupdate-
notification-file.json, the full URL for the referred snapshot is
https://exanpl e. conml nrt m cal28382- 78d9- 41d1- 8927- 1ecef 15275be/
nrt m snapshot . 2. 047595d0f ae972f bed0c51b4a41c7a349e0c47bb. j son. gz.
If the snapshot or delta file was conpressed with GZIP, the
filenanme MJUST end in ".gz", and the hash MJST nmatch the conpressed
dat a.
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* The hash attribute in snapshot and delta el enents MJST be the
hexadeci mal encodi ng of the SHA-256 hash of the referenced file.
This hash algorithmis fixed and i ndependent of the JW5 signing
al gorithmused for the Update Notification File, to verify the
integrity of the Snapshot and Delta Files. The mirror client MJST
verify this hash when the file is retrieved and reject the file if
t he hash does not match.

* The metadata key MAY be present, used for netadata produced by the
server to aid in tracing and debugging. This can contain
information like the nane of the host on which the file was
generated or the nane and version of the software used. Each
mrror server may choose which fields to include, or choose to not
i nclude any netadata. The mirror server SHOULD NOT cause
excessive size increases by adding extensive netadata in the
Update Notification File, as it is the nost frequently retrieved
file.

6.4. Encoding and signature

* The actual Update Notification File content is a JSON Wb
Si gnature [ RFC7515] using JW5 Conpact Serialization

* The JW5 Payload is the JSON [ RFC8259] serialization of the
structure described in the previous section

* The filenanme of the serialized data MJST be "update-notification-
file.jose".

* Mrror clients MJST inplenment ES256. Mrror servers MAY use ES256
or other digital signature algorithns fromthe | ANA JOSE
Al gorithns registry [I ANA jose]; the al gorithm MJUST NOT be "none",
a MAC algorithm or Deprecated or Prohibited. It is RECOMVENDED
to use ES256 or other Recommended or Recommended+ al gorithns. |If
a server uses an algorithmother than ES256, it is the server
operator’s responsibility to ensure their mrror clients support
that algorithm

7. Snapshot File
7.1. Purpose

The Snapshot File reflects the conplete and current contents of all
IRR objects in an | RR Database. Mrror clients MJST use this to
initialize their |local copy of the IRR Database. Snapshot Files are
not individually signed. Their integrity is verified by conparing
the cal cul at ed SHA-256 hash with the hash listed in the signed Update
Notification File (see Section 6.4).
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7.2. Cache Concerns

A snapshot reflects the content of the |IRR Database at a specific
point in tinme;, for that reason, it can be considered i nmutabl e data.
Snapshot Files are published at a URL that is unique to the specific
session and version. The URL al so contains a random val ue that can
not be predicted before publication, to counter negative caching

i ssues.

Because these files never change, they can be cached. However, as
snapshots are |arge and old snapshots will no | onger be referred by
newer Update Notification Files, it is RECOWENDED that a limted
cache interval is used.

7.3. File Format and Validation
Exanpl e Snapshot Fil e:

U 5E
"nrtmversion": 4,
"type": "snapshot™
"source": "EXAWVPLE",
"session_id": "cal28382-78d9-41d1-8927-1ecef 15275be",
"version": 3

}
B 45" obj ect": "route: 192.0.2.0/24\norigin: AS64500\ nsource: EXAMPLE"}
Ui 4E" obj ect”: “"route6: 2001:db8::/32\norigin: AS64500\ nsource: EXAMPLE"}

Note: IRR object texts in this exanple are shortened because of
formatting.

The file is in JSON Text Sequences [ RFC7464] format, and MJST contain
one or nmore records (it nust contain at |east the header). The first
record is the file header, and the follow ng validation rules MIST be
observed when creating or parsing a Snapshot File header

* The nrtmversion MJST be 4.

* The type MJST be "snapshot".

* The source MUST match the source in the Update Notification File.

* The session_id attribute MJST match the session_id in the Update
Notification File.

* The version MJST be an unsigned positive integer, matching the
Update Notification File entry for this snapshot.
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The remai ning records (zero or nore) MJST each contain a string
representation of an IRR object. The source attribute in the IRR
object texts MJUST match the source attribute of the Snapshot File.

8. Delta File
8.1. Purpose

A Delta File contains all changes for exactly one increnental update
of the IRR Database. It may include new, nodified and del eted
objects. Delta Files can contain multiple alterations to nultiple
objects. Delta Files are not individually signed. Their integrity
is verified by conparing the cal cul ated SHA-256 hash wi th the hash
listed in the signed Update Notification File (see Section 6.4).

8.2. Cache Concerns

Deltas reflect the difference in content of the |IRR Database from one
version to another; for that reason, it can be considered i mutable
data. Delta Files are published at a URL that is unique to the
specific session and version. The URL al so contains a random val ue
that can not be predicted before publication, to counter negative
cachi ng issues.

To avoid race conditions where a mrror client retrieves an Update
Notification File noments before it’s updated, mrror servers SHOULD
retain old Delta Files for at least 5 mnutes after a new Update
Notification File is published that no | onger contains these Delta
Files.

8.3. File Format and Validation

Example Delta File:
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i 5E
"nrtmversion": 4,
"type": "delta"
"source": "EXAWVPLE",
"session_id": "cal28382-78d9-41d1-8927-1ecef 15275be",
"version": 3

i 4
"action": "delete",
"obj ect _class": "person",
"primary_key": "PRSNL- EXAMPLE"
i 5E
"action": "delete",
"obj ect_class": "route",
"primary_key": "192.0. 2.0/ 24AS64500"
i 4E
"action": "add_nodify",

"object": "route6: 2001: db8::/32\norigin: AS64500\ nsource: EXAMPLE"
}

Note: IRR object texts in this exanple are shortened because of
formatting.

The file is in JSON Text Sequences [ RFC7464] format, and MJST contain
two or nore records (at |east the header and one change). The first
record is the file header, and the follow ng validation rules MIST be
observed when creating or parsing a Delta File header

* The nrtmuversion MJST be 4.

*  The type MJST be "delta”

* The source MUST match the source in the Update Notification File.

* The session_id attribute MJST match the session_id in the Update
Notification File.

* The version MJST be an unsigned positive integer, matching the
Update Notification File entry for this delta

The remai ni ng records (one or nore) MJST each contain a JSON object
representing a change, which MJST neet the follow ng rules:

* An action attribute, which is either "delete" for object
del etions, or "add nodify" for additions or nodifications.
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* |f action is "delete": an object_class attribute with the RPSL
obj ect class name, and a primary_key attribute with the primary
key, of the deleted object. For objects that are listed in
[ RFC2622] and [RFC4012] the primary key is the value of the RPSL
field defined as "class key". For object classes that define a
pair of attributes as class key, e.g. route, the values of the
i ndividual attributes are appended together w thout separators.
For any other objects, the primary key is the value of the RPSL
field with the same name as the object class nane. The primary
key and object class nane are not case-sensitive and therefore
mrror clients MIUST use case-insensitive natching against their
| ocal dat abase.

* |f action is "add_nodify": an object attribute with the RPSL text
of the new version of the object.

9. (Operational Considerations
9.1. Tinme

IRR clients and servers are RECOMMVENDED to use NTP [ RFC5905]
synchroni zation to avoid timng discrepancies.

9.2. |IRR Object Validation

Thr oughout the years, various inplenentations of |IRR servers have
taken liberties with the various RFCs regardi ng RPSL.

I npl enent ati ons have introduced di fferent new object classes,
attributes and validation rules. Current |IRR Databases al so contain
| egacy obj ects which were created under different validation rules.
In practice, there is no uniformy inplemented standard for RPSL, but
merely rough outlines partially docunented in different places.

This has the potential to create interoperability issues. Sone are
addressed by NRTM/4, |ike having a consistent character set when
mrroring data between inplenentati ons. However, sone issues can not
be addressed in this way, such as one inplenentation introducing a
new object class that is entirely unknown to another inplenmentation

A mrror client SHOULD be able to handl e unknown object classes and
objects that are invalid according to its own validation rules, which
may nean sinply discarding them w thout rejecting renaining objects
or preventing future updates.

It is RECOWENDED for mrror clients to | og these cases, particularly
those where an object was discarded due to violating validation
rules. These cases create an inconsistency between the | RR objects
of the server and client, and logs facilitate | ater analysis.
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It is recomrended for mirror clients to be flexible where possible
and reasonabl e when applying their own validation rules to IRR
objects retrieved frommrror servers. For exanple, a route object
with an origin attribute that is not a valid AS nunber can’t be
usefully interpreted. There is no way for an IRR server to correctly
parse and i ndex such an object. However, a route-set object whose
nane does not start with "RS-" [RFC2622], or an inetnumwi th an
unknown extra "org" attribute, still allows the mrror client to
interpret it unanbiguously even if it does not meet the mrror
client’s own validation rules for authoritative records.

9.3. Internmediate Mrror |nstances

An | RR Dat abase generally has a single authoritative source. |n some
cases, an instance run by a third party will function as a kind of
intermedi ate: both being a mirror client, mrroring I RR objects from
the authoritative source, and sinultaneously function as a mrror
server to yet another mirror client.

There are various operational reasons for such a setup, such as the
intermediate filtering certain records. Regardless of the reason,
the mirror client and server function of an IRR server nust be
treated as separate processes. In particular, this nmeans they MJST
have separate session IDs. The intermediate server MJST NOT
republish the sanme files it retrieved fromthe authoritative source
with the sane session |ID.

9.4. Reading fromLocal Files

In the typical use case for NRTM/4, a mirror client retrieves files
froman HTTPS endpoint. However, inplenentations MAY al so support
reading fromfiles on the local filesysteminstead, for when
operators want to use a different nmethod to retrieve or distribute
the files. Wen reading fromlocal files, mrror clients SHOULD
still follow all validation rules, including the validation of the
signature and hashes, to prevent corrupted or tanpered data from
bei ng | oaded.

9.5. Storage Consi derations

After publishing a new Update Notification File, and absent |oca
policy, a mrror server SHOULD renpve any Snapshot and Delta Files
that are no longer referenced, as unreferenced files consunme storage
unnecessarily. To avoid race conditions where a nmirror client
retrieves an Update Notification File noments before it is updated,
mrror servers SHOULD retain unreferenced files for at least 5

m nutes after a new Update Notification File is published.
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9. 6.

It

Public Key Rotation

is reconmended that the | RR Database operators rotate the signing

key on their mrror server with a frequency that is not disruptive to
operations but preserves the fanmliarity of the practices to
acconplish key rotation. Many organi zati ons have settled on annual
cycles. The next_signing_key field in the Update Notification File
supports in-band key rotation using the follow ng process:

*

The server operator generates a new key and configures this in the
mrror server inplenentation as the upcom ng new signing key.

The nmirror server MJST include this key in the next_signing_key
field in any Update Notification File generated while the new
signing key is configured. Hence, the new signing key will start
bei ng propagated to the mirror clients with the next publication
of the Notification File, which will take at nost 24 hours.
Mrror server inplenmentations MAY offer a nmethod to cause the
Update Notification File to be refreshed earlier, with the

new si gni ng_key included, and thus start the propagation earlier.

When mirror clients next retrieve the Update Notification File,
they MUST detect the next _signing key field, and store the key in
their configuration.

After allowing mrror clients tine to have seen the new Update
Notification File with the next_signing_key field, the mrror
server operator configures the new key as currently active key,
and renoves the old key. Any Update Notification File generated
after this point MJUST be signed with this new key, and will not
contain a next_signing_key field.

The RECOMMVENDED peri od between publication of the upcom ng key in
the next_signing_key field, and renoval of the old key, is one
week. This offers all active clients a reasonable chance to
follow the rotation process.

VWhen mirror clients retrieve an Update Notification File and find
that the signature does not match, they MJST attenpt to verify
agai nst a next_signing_key encountered in a previous (valid) file.
If the signature matches for this new key, the client MJST update
its configuration to use the new key for validation. After this,
the client MJUST NOT use the old key for validation at any tinme: a
mrror server can not switch back to an old key.
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9

9

10.

11.

If amrror client never retrieves an Update Notification file at any
point during the rotation process, it will no |onger be able to
verify the signature. |In that scenario manual recovery is required,
simlar to a first time configuration of a new mrror client.

7. Scalability

As NRTMs/4 uses HTTPS for all file retrieval, mirror servers can use
standard HTTP caching infrastructure, horizontal scaling, and CDN
integration to handle load. Caching considerations for each file
type are discussed in the respective Cache Concerns sections.

Delta Files are typically small, as they only contain changes since
the previous version. Snhapshot Files can be larger, but all files
may be conpressed with &ZIP to reduce storage and bandw dth
requirenents.

8. NRTM/3 Conpatibility

NRTM/4 is a new protocol that is not backwards conpatible with
NRTM/3. There is no migration path between the two protocols;
operators w shing to support both can run themin parallel

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

I RR obj ects serve nmany purposes, including autonated network
configuration and filtering. Manipulation of |IRR objects can
therefore have a significant security inpact. However, security in
exi sting protocols is nostly absent.

Bef ore NRTMv4, the npbst conmon protocols for | RR Database mrroring
are FTP for retrieving full snapshots, and NRTM version 3 for
retrieving later changes. There are no provisions for integrity or
authenticity, and there are various scenarios where mrroring my nhot
be reliable.

NRTM/4 requires integrity verification. The Update Notification File
is signed, and clients nust verify its signature. The signed Update
Notification File contains SHA-256 hashes of all Delta and Snhapshot
Files, which clients nust verify through cal cul ati ng and conpari ng
hashes on retrieval. Together, the signature and hash verification
forma chain of trust fromthe signing key to each individual file.
Additionally, the channel security offered by HTTPS further linits
security risks.
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12.

13.

By all owi ng publication on any HTTPS endpoint, NRTM/4 allows for

ext ensive scaling, and there are many existing techni ques and
services to protect against denial-of-service attacks. In contrast,
NRTM/3 required mrror clients to directly query the I RR server
instance with special WHO S queries. This scales poorly, and there
are no standard protections agai nst denial -of -service avail abl e.

Si nce Snhapshot and Delta Files may be conpressed with &ZIP, a

mal i ciously crafted conpressed file could expand to a nuch | arger
size than expected, potentially exhausting nenory or disk resources.
| mpl enent ati ons SHOULD enforce |limts on the deconpressed size of
files relative to the conpressed size or the expected data vol une for
the I RR Database. See also the security considerations of [RFC6713].

The HTTPS endpoi nt used for NRTM/4 MJUST be configured according to
the best practices in [BCP195]. Mrror clients MJST NOT use ot her
protocol s than HTTPS, such as HTTP or FTP.
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