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1.

I nt roducti on

The BGP Monitoring Protocol (BWMP) provides a nechani smfor nonitoring
BGP sessions. This docunent defines a YANG data nodel for BMP,
specified in two YANG nodul es, enabling operators to configure and
manage BMP sessions; control the data exported to nonitoring
stations; and collect statistics for each BMP session. The data
nmodel is designed to acconmmodate both sinple and advanced depl oynent
scenari os, supporting granular control over network instances, Rl Bs,
address families, and peers.

The data nodel defined in this docunent supports the base BWP
protocol defined in [RFC7854]. It also supports the Loc-RIB

ext ensi on defined in [ RFCO069], allow ng configuration and nonitoring
of BMP reporting for routes selected into the | ocal BGP speaker’s
Loc- RI B.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Routing I nformati on Bases, peers, nonitoring stations, and initiation
messages are defined in [ RFC7854].

Dat a Mbdel Description

Thi s document specifies two YANG nodul es. The main nodule, ietf-bnp,
configures and monitors the BGP Mnitoring Protocol (BMP) [RFC7854]
on the nmonitored router. A second auxiliary nodule, ietf-bnp-tcp-
dependenci es, provides extensions for configuring the TCP
configuration to BMP nonitoring stations if the BMP server supports
the groupings from|[RFC9643]. The nmain nodul e provi des paraneters
for configuring the session to BMP nonitoring stations; configuration
of BMP messages; provides operational nmetrics and enabl es resetting
of BMP monitoring sessions.

The main nodule is included in Appendix B. The full tree diagramis
avai l abl e in Appendix A. This section provides details and exanpl es
of each part of the main nodule. The secondary TCP extension nodul e
augnments the definition of TCP configuration for a nonitoring
station, and it is explained in section Section 3.1.2.
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The ietf-bnp YANG nodule is placed at the root of the YANG tree. At
its upper level, the module lists each nonitoring station. Every
monitoring station is identified by an ID, which is a string provided
by the operator. Figure 1 shows the high-level structure of the
nodul e.

modul e: ietf-bnp
+--rw bnp
+--rw nonitoring-stations
+--rw nonitoring-station* [id]

+-rwid string
+--rw description? string
+--rw connection
|
+--rw bnp-data
|
+--ro session-stats
| .

+--rw actions

Figure 1: Hi gh-level structure of the ietf-bnp nodule
3.1. Connection

The connection contai ner configures how the nonitored router connects
to a BMP nmonitoring station. This includes IP connectivity options,
TCP paraneters, and session tinng. Figure 2 shows the structure of
t he connection contai ner.

====—===—=—======= NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ===========—=====

modul e: ietf-bnp
+--rw bnp
+--rw nonitoring-stations
+--rw nonitoring-station* [id]
+--rw connection
+--rw (passive-or-active)
| +--:(active)
| | +--rwactive

| +--rw networ k-i nstance? -> 0\
/ ni : networ k-i nstances/ net wor k-i nstance/ nanme
| ] +--rw station-address i ne\
t:ip-address
| +--rw station-port i ne\

t: port - nunber
| ] +--rw (| ocal - endpoi nt)
| | +--:(nonitored-router-address)
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| | | +--rw nonitored-router-address? i ne\

| | +--:(nonitored-router-interface)
| | +--rw nmonitored-router-interface? if:\

| +--rw nonitored-router-port? i ne\

+--: (passive)
+--rw passive

+--rw networ k-i nst ance? -> 0\
/ ni : net wor k-i nst ances/ net wor k- i nst ance/ nane

+--rw st ation-address i ne\

+--rw station-port? i ne\

t: port-numnber

t:ip-address

+--rw (| ocal - endpoi nt)
| +--:(nonitored-router-address)
| | +--rw nonitored-router-address? i ne\

| +--:(nonitored-router-interface)

| | +--rw nonitored-router-interface? ifo\
i nterface-ref
| +--rw noni tored-router-port i ne\
t: port-nunber
+--rw dscp? i net:dscp
+--rw tcp-options
+--rw mu-di scovery? bool ean
+--rw bnp-tcp: nes? tcp: neS
+--rw bnp-tcp: keepal i ves! {keepal i ves-supported}?
|  +--rw bnp-tcp:idle-tinme? uintl6
| +--rw bnp-tcp: max- probes? uintl16

an

an

| +--rw bnp-tcp: probe-interval ? uint16

+--rw bnp-tcp: maxi mnum segnent - si ze? uint 16

+--rw bnp-tcp: secure-session! {tcp:authentication}?

+--rw (bnp-tcp: aut henticati on)

+--: (bnp-tcp: ao)
| +--rw bnp-tcp:send-id? uint8
| +--rw bnp-tcp:recv-id? uint8
| +--rw bnp-tcp:include-tcp-options? bool e\

| +--rw bnp-tcp: accept-key-m smatch? bool e\

| +--ro bnp-tcp:r-next-key-id? uint8
| +--rw bnp-tcp: ao-keychai n? key-c\

hai n: key- chai n-r ef

+--: (bnp-tcp: nd5)
+--rw bnp-tcp: nd5-keychai n? key-c\

hai n: key- chai n-r ef

Cardona, et al
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+--rwinitial-delay? ui nt 32
+--rw backof f
+--rw (backof f-options)?
+--:(sinpl e-exponential)
+--rw si npl e- exponenti al
+--rw initial-backoff? ui nt 32
+- - rw maxi num backof f ? ui nt 32

Figure 2: Structure of the connection container

The rest of the subsections describe each of the containers use to
configure each nonitoring-station.

3.1.1. |IP Connectivity

BMP all ows for active and passive connections between the router and
the BMP nonitoring station as described in Section 3.2 of [RFC7854].
In an active connection, the router establishes the TCP connection to
the monitoring station, while in a passive one, it is the nonitoring
station which initiates the connection. The ietf-bnp nodul e provides
options for both types of connection using a choice.

The foll owi ng subsections descri be each type of connection option,
with exanples of their configuration.

3.1.1.1. Active connection

For an active connection, the | P address and port of the nonitoring
station, together with the |ocal endpoint nmust be provided. The

| ocal endpoint can be a local IP address or a source interface. One
can optionally provide the |ocal port for establishing the
connection. |If the nmonitoring station is connected over a network-
instance instead of the global one, this one nust al so be specified.
An exanpl e of configuration is included in Figure 3.
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

<?xml version="1.0"7?>
<bnp xm ns="urn:ietf:parans: xnm :ns:yang:ietf-bnp">
<nmoni tori ng-stati ons>
<noni tori ng-stati on>
<id>1</id>
<connecti on>
<active>
<st ati on-address>192. 0. 2. 1</ st ati on- addr ess>
<stati on-port>57992</stati on-port>
<noni t or ed-r out er - addr ess>192. 0. 2. 2</ noni t or ed-r out er - addr\
ess>
</ active>
</ connecti on>
</ nonitoring-station>
</ noni tori ng-stations>
</ brmp>

Figure 3: Active connection exanple

Note in the exanple fromFigure 3 that there is no network instance
defined, so the connection is using the gl obal network instance.

3.1.1.2. Passive connection

In a passive connection, the IP of the nonitoring station, the |oca
endpoint, and the local port for the incom ng connection nust be
specified. |If the port of the nonitoring station is provided, it
must match the incom ng connection. |f the monitoring station is
connected through a network-instance instead of the gl obal one, this
one nust al so be specified.

An incoming connection not matching a valid entry MJUST be ignored by
the router.

Figure 4 includes an exanpl e of configuring a passive connection. In

this exanple, the network-instance where the connection is received
is specified.
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

<?xm version="1.0"?7>
<bnp xm ns="urn:ietf:parans: xnm :ns:yang:ietf-bnp">
<nmoni tori ng-stati ons>
<noni tori ng-stati on>
<id>nonitoring_station_two</id>
<connection>
<passi ve>
<net wor k- i nst ance>t est </ net wor k- i nst ance>
<st ation-address>192. 0. 2. 1</ stati on- addr ess>
<nmoni t or ed-r out er - addr ess>192. 0. 2. 2</ noni t or ed- r out er - addr\
ess>
<noni t or ed-r out er - por t >57993</ noni t or ed-r out er - port >
</ passi ve>
</ connecti on>
</ nonitoring-station>
</ noni tori ng-stations>
</ brmp>

Figure 4: Passive connection exanmpl e
3.1.2. TCP Options

The ietf-bnmp nodule, together with the ietf-bnp-tcp-dependencies
modul e, allows tuning various parameters of the TCP connection
supporting the BMP session

* The maxi num segnent size of the TCP connection. See Section 3.7.1
of [RFC9293].

* Enabling MIU discovery for the path. See Section 3.7.2 of
[ RFC9293] .

* For configuring TCP keepalives, the connection container uses the
t cp- conmon- groupi ng from [ RFC9643]. Note that the inplenmentation
must support nodul e ietf-bnp-tcp-dependencies in addition to the
mai n nmodul e to support these elenents. Please see Section 2.1.3.1
of [RFC9643] for the explanation of each of its paranmeters. The
devi ce MJUST have the feature "tcp-client-keepalives" enabled. See
al so Section 3.8.4 of [RFC9293]

* Session security. Provides options for authentication using the
TCP Aut hentication Option (TCP-AO [RFC5925] and MD5. This
feature al so requires support of the ietf-bnp-tcp-dependencies
nmodul e.

Figures 5 and 6 include exanples configuring the previous TCP
paraneters in the nodel
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

<?xm version="1.0"?>
<bnp xm ns="urn:ietf:parans: xnm :ns:yang:ietf-bnp">
<nmoni tori ng-stati ons>
<noni tori ng-stati on>
<id>1</id>
<connection>
<active>
<station-address>192.0. 2. 1</ st ati on- addr ess>
<stati on-port>57992</stati on-port>
<nmoni t or ed-r out er - addr ess>192. 0. 2. 2</ noni t or ed- r out er - addr\
ess>
</active>
<t cp-opti ons>
<keepal i ves xm ns="urn:ietf:paranms: xnm :ns:yang:ietf-bnp-tc\
p- dependenci es" >
<idle-tinme>15</idle-tinme>
<max- pr obes>3</ nax- pr obes>
<pr obe-i nt erval >30</ pr obe-i nt erval >
</ keepal i ves>
<mes xm ns="urn:ietf:parans: xnm :ns:yang:ietf-bnp-tcp-depen\
denci es" >1500</ nss>
<mt u- di scovery>t rue</ ntu-di scovery>
</tcp-options>
</ connecti on>
</ noni toring-station>
</ noni tori ng-stations>
</ bnmp>

Figure 5: Exanple of configuring basic TCP paraneters
=============== NOTE: '\’ |ine Wrapp| ng per RFC 8792 ================
<key-chai ns xm ns="urn:ietf:paranms: xn :ns:yang:ietf-key-chain">
<key- chai n>

<nane>bnp- key- chai n</ nane>
<descri pti on>An exanpl e of TCP-AO configuration for BMP</descr\

i ption>
<key>

<key-i d>55</ key-i d>

<crypt o-al gorithnmraes-cnac-prf-128</crypto-al gorithne

<lifetine>

<send-lifetinme>
<start-date-time>2023-01-01T0O0: 00: 00+00: 00</ start-date-t\

i me>

<end-dat e-ti me>2023-02-01T00: 00: 00+00: 00</ end-dat e-ti ne>
</send-lifetinme>
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<accept-lifetinme>
<start-date-tine>2023-01-01T00: 00: 00+00: 00</ start-date-t\

i me>
<end- dat e-ti me>2023-02- 01T00: 00: 00+00: 00</ end- dat e-ti me>
</accept-lifetine>
</lifetinme>
<key-string>
<keystring>teststring</keystring>
</ key-string>
<aut hentication xm ns="urn:ietf:parans: xm :ns:yang:ietf-tcp">
<keychai n>bnp- key- chai n</ keychai n>
<ao>
<send-i d>65</ send-i d>
<recv-id>87</recv-id>
</ ao>
</ aut hentication>
</ key>
<key>
<key-i d>56</ key-i d>
<crypto-al gorithmraes-cnac-prf-128</crypto-al gorithne
<lifetine>
<send-lifetime>
<start-date-time>2023-01-01T00: 00: 00+00: 00</start-date-t\
i me>
<end- dat e-ti ne>2023- 02- 01T0OO: 00: 00+00: 00</ end- dat e-ti me>
</send-lifetine>
<accept-lifetinme>
<start-date-time>2023-01-01T00: 00: 00+00: 00</start-date-t\
i me>

<end- dat e-ti me>2023-02- 01T00: 00: 00+00: 00</ end- dat e-ti me>
</ accept-lifetine>
</lifetime>
<aut hentication xm ns="urn:ietf:parans: xm:ns:yang:ietf-tcp">
<keychai n>bnp- key- chai n</ keychai n>
<ao>
<send-i d>65</ send-i d>
<recv-id>87</recv-id>
</ ao>
</ aut henti cati on>
</ key>
</ key- chai n>
</ key- chai ns>
<bnp xm ns="urn:ietf:parans: xm :ns:yang:ietf-bnp">
<moni t ori ng- st ati ons>
<nmoni t ori ng- st ati on>
<id>nonitoring station_one</id>
<connecti on>
<active>
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<station-address>192. 0. 2. 1</ st ati on- addr ess>
<station-port>57992</stati on-port>
<noni t or ed- r out er - addr ess>192. 0. 2. 2</ noni t or ed- r out er - ad\
dress>
</active>
<t cp-opti ons>
<secur e-session xm ns="urn:ietf:paramnms: xm : ns:yang:ietf-\
brp- t cp- dependenci es" >
<ao- keychai n>bnp- key- chai n</ ao- keychai n>
</ secur e-sessi on>
</tcp-options>
</ connecti on>
</ noni toring-station>
</ noni t ori ng-stati ons>
</ brmp>

Figure 6: Exanple of the Configuration of TCP session security.
3.1.3. Oher BMP connectivity options

The ietf-bnmp nodul e al so includes the follow ng options to configure
the connection to the BVMP nonitoring station

* Initial-delay: a value in seconds that the device nmust wait before
starting the connection to the station. An operator can use this
delay to |l et BGP converge before starting the BMP session

* Backoff tinme: Configuration of the backoff time strategy after
failing to connect to the nonitoring station. The nodul e incl udes
a basic exponential backoff with a default initial backoff of 30
seconds and a maxi num of 720 seconds, as suggested in Section 3.2
of [RFC7854].

The example in Figure 7 configures an initial-delay of 10, an
initial-backoff of 50 seconds and 600 of maxi mum backoff.
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

<?xm version="1.0"?7>
<bnp xm ns="urn:ietf:parans: xnm :ns:yang:ietf-bnp">
<nmoni tori ng-stati ons>
<noni tori ng-stati on>
<id>1</id>
<connection>
<active>
<st ati on-address>192. 0. 2. 1</ stati on- addr ess>
<stati on-port>57992</stati on-port>
<nmoni t or ed-r out er - addr ess>192. 0. 2. 2</ noni t or ed- r out er - addr\
ess>
</active>
<initial-delay>10</initial -del ay>
<backof f >
<si npl e- exponenti al >
<initial-backoff>50</initial-backoff>
<maxi mum backof f >600</ maxi mum backof f >
</ si npl e- exponenti al >
</ backof f >
</ connecti on>
</ noni toring-station>
</ noni tori ng-stations>
</ brmp>

Figure 7: Exanple of the initial-delay and sinple exponentia
backof f .

3.2. BM data
The bnp-data contai ner defines the configuration paraneters for the
data that the device sends to the nonitoring station using BWM

messages. See Section 4 of [RFC7854]. Figure 8 shows the structure
of the bnp-data container
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modul e: ietf-bnp
+--rw bnp
+--rw nonitoring-stations
+--rw nonitoring-station* [id]
+--rw bnp-data
+--rw initiation-nessage? string
+--rw statistics-report!
| +--rw statistics-interval ui nt 32
+--rw route-nonitoring
| +--rw network-instance-configuration
| +--rw networ k-i nstances
| | ..
| +--rw networ k-i nstance-sel ectors
| c.
+--rw route-mrroring!
Figure 8: Structure of the bnp-data container

The ietf-bnmp nodul e defines options for the initiation nmessage, the
statistics report, the route mrroring, and the route nonitoring.
The first three have sinple configuration options and are descri bed
next. Route nmonitoring is the nost conplex and is detailed in
Section 3.2.1.

* Initiation-nessage: Content for an information TLV type-0 for
identification of the device. See 4.3 and Section 4.4 of
[ RFC7854]

* Statistics-interval: The statistics report is enabled by the
presence of the statistics-report container. The statistics-
interval is mandatory if the statistics-report container exists
and defines the interval of the statistics report. See
Section 4.8 of [RFC7854].

* Route-mrroring: Route Mrroring nmessages serve as an exact
replica of the nessages received by the device. See Section 6 of
[ RFC7854]. Enabling route mirroring nessages towards a particul ar
BMP nonitoring station only requires the presence of the container
"route-mirroring" within the nmonitoring station container.

An exanpl e of configuring the previous options is included in
Figure 9
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

<?xm version="1.0"?7>
<bnp xm ns="urn:ietf:parans: xnm :ns:yang:ietf-bnp">
<nmoni tori ng-stati ons>
<noni tori ng-stati on>
<i d>nonitoring_station_one</id>
<connection>
<active>
<station-address>192.0. 2. 1</ st ati on- addr ess>
<stati on-port>57992</stati on-port>
<nmoni t or ed-r out er - addr ess>192. 0. 2. 2</ noni t or ed- r out er - addr\
ess>
</active>
</ connecti on>
<bnp- dat a>
<initiation-nessage>BMP devi ce supporting the BMP yang nodul \
e</initiation-nessage>
<statistics-report>
<statistics-interval >600</statistics-interval >
</statistics-report>
</ bnp- dat a>
</ noni toring-station>
</ noni tori ng-stations>
</ brmp>

Figure 9: Exanple of configuration of initiation-nessage and
statistics report interval

3.2.1. BMP route nonitoring

Rout e monitoring nmessages are used for synchronization of RIBs to the
monitoring station. See Section 5 of [RFC/854]. The Loc-RIB route
nmoni toring support in this data nodel follows the Loc-RI B extension
defined in [RFC9069]. Figure 10 shows the detailed structure of the
route-nmoni toring container

=============== NOTE: '\’ |ine \Nrapp| ng per RFC 8792 ================

nmodul e: ietf-bnp
+--rw bnp
+--rw nonitoring-stations
+--rw nonitoring-station* [id]
+--rw bnp-data
+--rw route-nonitoring
+--rw networ k-i nstance-configuration
+--rw networ k-i nstances
| +--rw network-instance* [id]
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| +--rwid -> /ni:network-i\
nst ances/ net wor k- i nst ance/ nane
| +--rw enabl ed? bool ean

| +--rw adj-rib-in-pre

| | +--rw address-fanmilies
| | +--rw address-fani | y* [id]
| |

| +--rw adj -ri b-in-post

| | +--rw address-famlies
| | +--rw address-fam | y* [id]
| |

| +--rwlocal-rib

| | +--rw address-fanmilies
| | +--rw address-fam | y* [id]
| |

| +--rw adj-rib-out-pre

| | +--rw address-fanmilies

| | +--rw address-fani | y* [id]
| |

| +--rw adj -ri b-out - post

| +--rw address-famlies

| +--rw address-fam | y* [id]
I

+--rw network-i nstance-sel ectors
+--rw network-instance-sel ector* [id]
+--rwid i dentityref
+--rw enabl ed? bool ean
+--rw adj-rib-in-pre
| +--rw address-fanmilies
| +--rw address-fam [ y* [id]
|
+--rw adj -rib-in-post
| +--rw address-famlies
| +--rw address-fam | y* [id]
|
+--rwlocal-rib
| +--rw address-fanmilies
| +--rw address-fam [ y* [id]
|
+--rw adj-rib-out-pre
| +--rw address-fanmilies
| +--rw address-fam [ y* [id]
|
+--rw adj -ri b- out - post
+--rw address-famlies
+--rw address-fam | y* [id]
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Fi gure 10: Structure of the route-npnitoring container

The foll owi ng requirenments guided the design of this part of the
i etf-bnmp nodul e:

* (Cperators might not want to receive all routes fromall RIBs in a
network device. For instance, sone devices contain a considerable
anount of data that mght overwhelmthe nonitoring station. In
these cases, operators mght want to only collect information from
an arbitrary subset of RIBs, address families, peers.

* (Operators mght want to configure the route nonitoring nessages
for different network instances differently. For exanple, they
nm ght want to receive different address families fromthe gl oba
network instance than in L3 VPN network instances.

* |In contrast to the previous points, some operators mght want a
sinmple configuration that covers nultiple cases (e.g. sane config
for all peers, or sanme config for all network instances). This
woul d not only rmake configurations | ook snmaller and conci se, but
wi Il reduce the need for reconfiguring devices when you add a new
peer or add a new network instance (which happens frequently on
some type of networks)

Based on the previous points, the ietf-bnmp nodule is designed to
flexibly control the data sent through the BMP route nonitoring
packets, yet it provides options to facilitate configurations for
simpl e cases, such as when the operator wants to receive all routes
froma RIB.

The route nonitoring configuration is divided in a four-part

hi erar chy:

*  Network Instance

* RIB Type (e.g. Adj-RIB-IN pre/post, |ocal RIB)
* Address Famly

Peers

Absence of the route nonitoring container will disable the route
moni toring messages to the nmonitoring station.

This section introduces these hierarchies before describing themin
detail .

The nunber of RIB types (e.g. Adj-RIB-INQOUT, |ocal RIB, etc) and
Address families is low, and their configuration should not change
frequently. Therefore, they are configured explicitly in the nodel
That is, the nodel does not provide a way of providing a default
configuration for these or configuring themin groups.
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On the other hand, Network instances and peers require greater
flexibility.

For network instances, the nodul e should configure not only the

"gl obal " network instance, but al so other network instances. Al so,
network i nstances can change frequently in networks wth custoner
connecting to Virtual Private Networks. To not force operators to
change configuration at every change, the nodul e provi des methods for
defining a "default” configuration for network instances. However,
to provide control over the configuration, each network instance can
be configured i ndependently, if needed.

A simlar situation applies to peers for the Adj-RI B-1N and Adj- Rl B-

QUT RIBs. The nodule includes a way of configuring a default for al

peers for sinple cases, but one can provide configuration for type of
peers, peergroups, or each peer individually.

The next |ist sumarizes the requirenments stated in the previous two
par agr aphs:

For network instances:

* The configuration should be sinple for cases where only the
"global" routing instance is enabl ed.

* The nodul e shoul d provi de ways of configuring all Network
i nstances (kind of a default config for any Network instance that
is configured in the device).

* The nodul e should provide a way of configuring network instances
i ndi vi dual l'y.

For peers:

* The nodul e shoul d provide ways of configuring all peers, kind of a
default. This would be the npbst conmpn case

* The nodul e shoul d provi de ways of configuring peergroups.

* The nodul e shoul d provide ways of configuring type of peers. For
i nstance, only send routes from eBGP peers.

* The nodul e shoul d provi de ways of configuring individual peers.
For instance, an operator mght apply a route-policy to filter
certain prefixes for a specific peer, or disable route nonitoring
messages for a peer that is noisy yet not inportant.

To further control the route nmonitoring data, the peer container
includes a route-policy option in which the operator can further
filter the data send to the BMP nonitoring station

Each of the four hierarchies is described in the follow ng sections.
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3.2.1.1. Network instances

The route nmonitoring configuration starts with the configuration of
network instances. A network instance can be configured
individually, or it can be configured if it matches any of the
selectors fromthe "bnmp-ni-types" identity. Each option is explained
next .

The ietf-bnmp nodule currently defines three bnp-ni-types identities:
"all-ni" which selects all network instances, "non-global-ni" which
sel ects all network instances except the global one, and "global -ni"
whi ch configures the global network instance when the device does not
offer an explicit name for it. The former can be used as a "default"
configuration for sinple cases.

Net wor k-i nstances are configured under the contai ner "bnp/route-
nmoni t ori ng/ net wor k- i nstance".

An enpty configuration disables route nmonitoring nessages for the
sel ected network-instances. Operators can also use the "enabl e" | eaf
to disable explicitly the routing nmessages for the network instance.

The route-nonitoring data for a network instance can be configured by
at nmost one el ement under the network-instance-configuration
container. There SHOULD be clear rules for which elenent to apply to
a network instance in case nultiple elenments can select it. The next
part of the section provides rules and exanpl es.

The rules for selecting which el ement configures a network instance
are presented next. Each point is evaluated only if the previous
poi nts do not hol d.

* |f the name of the network instance is referenced in "network-

i nstance- confi guration/ network-i nstances/ network-instance", the
networ k i nstance SHOULD be configured using this el enent.

* |If the selector 'global-ni’ under the "network-instance-
configuration/ network-instance-sel ectors" exist, the gl oba
networ k i nstance SHOULD be configured using this element. Note
that if a vendor has a name for the global network instance, the
previous step (i.e, network instance nanme) will take priority over
usi ng the gl obal -ni sel ector.

* |f the selector 'non-global-ni’ under the "network-instance-
configuration/ network-instance-sel ectors" exist, any non-gl oba
networ k i nstance shoul d be configured using its content.
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* Any Network |Instance not referenced by any rul e above SHOULD be
configured using the all-ni if one exists. |If it does not exist,
then the network instance is not configured (and therefore no
route nmonitoring nessages fromthe network instance are sent to
the nonitoring station).

Any extension of the bnp-ni-types SHOULD provi de expl anati ons of how
to deal with case in which nultiple elenments select the sane network
i nst ance.

The foll owi ng section provides exanpl es of configuring the network
instance level. For now, the discussion focuses on configuration
using the BMP container. To focus on the network instance
configuration, the configuration under each instance is masked using
"Configuration X'

Cardona, et al. Expi res 3 Decenber 2026 [ Page 19]



Internet-Draft BMP YANG Dat a Mbdel June 2026

====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

<?xml version="1.0"7?>
<bnp xm ns="urn:ietf:parans: xnm :ns:yang:ietf-bnp">
<nmoni tori ng-stati ons>
<noni tori ng-stati on>
<i d>nonitoring_station_one</id>
<connecti on>
<active>
<st ati on-address>192. 0. 2. 1</ st ati on- addr ess>
<stati on-port>57992</stati on-port>
<noni t or ed-r out er - addr ess>192. 0. 2. 2</ noni t or ed-r out er - addr\
ess>
</ active>
</ connecti on>
<bnp- dat a>
<rout e- noni tori ng>
<net wor k- i nst ance- confi gurati on>
<net wor k- i nst ance- sel ect or s>
<net wor k-i nst ance- sel ect or >
<id>all-ni</id>
<l-- Configuration A -->
</ net wor k- i nst ance- sel ect or >
<net wor k- i nst ance- sel ect or >
<i d>gl obal - ni </i d>
<l-- Configuration B -->
</ net wor k- i nst ance- sel ect or >
</ net wor k- i nst ance- sel ect or s>
<net wor k- i nst ances>
<net wor k- i nst ance>
<i d>net wor k- i nst ance-two</i d>
<l-- Configuration C -->
</ net wor k- i nst ance>
<net wor k- i nst ance>
<i d>net wor k- i nst ance- one</i d>
<enabl ed>f al se</ enabl ed>
</ net wor k- i nst ance>
</ net wor k- i nst ances>
</ net wor k- i nst ance- confi gurati on>
</route-nonitoring>
</ bnp- dat a>
</ noni toring-station>
</ noni tori ng-stations>
</ brmp>

Figure 11: Exanples of configuring the network instance |evel for
Rout e Monitori ng.
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In the exanple fromFigure 11, a "default" configuration
(Configuration A) is applied to any network instance w thout any
explicit configuration. The global network instance and networ k-

i nstance-two get Configuration B and Configuration C, respectively.
The network-instance-one instance container disables the route

moni toring nmessages for that network instance.

=============== NOTE: '\’ |ine \Nrapp| ng per RFC 8792 ================

<?xm version="1.0"?>
<bnp xm ns="urn:ietf:parans: xnm :ns:yang:ietf-bnp">
<noni tori ng-stati ons>
<moni t ori ng- stati on>
<i d>nonitoring_station_one</id>
<connection>
<active>
<st ation-address>192. 0. 2. 1</ stati on- addr ess>
<st ati on-port>57992</stati on-port>
<noni t or ed-r out er - addr ess>192. 0. 2. 2</ noni t or ed- r out er - addr\
ess>
</active>
</ connecti on>
<bnp- dat a>
<r out e- noni t ori ng>
<net wor k- i nst ance- confi gurati on>
<net wor k- i nst ance- sel ect or s>
<net wor k- i nst ance- sel ect or>
<id>all-ni</id>
<l-- Configuration D -->
</ net wor k- i nst ance- sel ect or >
</ networ k- i nst ance- sel ect or s>
</ net wor k- i nst ance- confi gurati on>
</ rout e-nonitoring>
</ bnp- dat a>
</ noni toring-station>
</ noni tori ng-stations>
</ brmp>

Figure 12: Example of configuring all network instances.

The exanmple in Figure 12 shows a "sinple" configuration. In this
case, all network instances would get "Configuration D'. Note that
‘“all-ni* would al so cover the gl obal instance.

Anot her sinple configuration would just involve configuring the

gl obal network instance. |In this case, information of non-gl oba
network i nstances woul d not be sent to the nonitoring station. This
is depicted in Figure 13
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

<?xm version="1.0"?7>
<bnp xm ns="urn:ietf:parans: xnm :ns:yang:ietf-bnp">
<nmoni tori ng-stati ons>
<noni tori ng-stati on>
<i d>nonitoring_station_one</id>
<connection>
<active>
<st ati on-address>192. 0. 2. 1</ stati on- addr ess>
<stati on-port>57992</stati on-port>
<nmoni t or ed-r out er - addr ess>192. 0. 2. 2</ noni t or ed- r out er - addr\
ess>
</active>
</ connecti on>
<bnp- dat a>
<rout e- noni tori ng>
<net wor k- i nst ance- confi gurati on>
<net wor k- i nst ance- sel ect or s>
<net wor k- i nst ance- sel ect or>
<i d>gl obal - ni </i d>
<l-- configuration E -->
</ net wor k- i nst ance- sel ect or >
</ net wor k- i nst ance- sel ect or s>
</ networ k-i nst ance- confi gurati on>
</ rout e-nmoni toring>
</ bnp- dat a>
</ nonitoring-station>
</ noni tori ng-stations>
</ brmp>

Figure 13: Exanple of configuring only the global network instance.

3.2.1.2. RIB Type

Each RIB type is configured explicitly in the nodule through a
container. The ietf-bnp nodule currently provides containers for
adj-rib-out-pre, adj-rib-out-post, adj-rib-in-post, adj-rib-in-pre
and | ocal -rib.

An enpty configuration or absence of a RIB-type container disables
route-nessages for it. Operators can also disable the route

moni tori ng nmessages for each RIB explicitly by marking the "enabl ed"
| eaf as Fal se. The next section provides an exanple of this,
together with the address famly configurations.
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3.2.1.3. Address famlies

Address famlies are configured explicitly within each RIB type using
alist. The key is of type ‘afi-safi-type’ w thout any further
constraint.

An enpty configuration or absence of an address family disables
route-messages for it. Operators can also disable the address-famly
route nonitoring nessages by marking the "enabl ed" | eaf as Fal se.

The next exanpl es show di fferent ways of configuring R B-Types and
Address families. As in the previous sections, the exanple masks
further configurations of address families with "Configuration X' to
focus on the covered parts.

=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

<?xm version="1.0"?>
<bnp xm ns="urn:ietf:parans: xm :ns:yang:ietf-bnp">
<moni t ori ng- st ati ons>
<nmoni t ori ng- st ati on>
<id>nonitoring station_one</id>
<connecti on>
<active>
<st ati on-address>192. 0. 2. 1</ stati on- addr ess>
<station-port>57992</stati on-port>
<noni t or ed- r out er - addr ess>192. 0. 2. 2</ noni t or ed- r out er - addr\
ess>
</active>
</ connecti on>
<bnp- dat a>
<rout e- noni t ori ng>
<net wor k- i nst ance- confi gurati on>
<net wor k- i nst ance- sel ect or s>
<net wor k- i nst ance- sel ect or >
<id>all-ni</id>
<adj -rib-in-pre>
<address-fam | i es>
<address-fam | y>
<i d>i pv6-uni cast </i d>
<l-- Configuration F -->
</ address-fam | y>
<address-fam | y>
<i d>i pv4-uni cast </i d>
<l-- Configuration G -->
</ address-fam | y>
</ address-fam | ies>
</adj-rib-in-pre>
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</ net wor k- i nst ance- sel ect or>
<net wor k-i nst ance- sel ect or >
<i d>gl obal - ni </i d>
<adj-rib-in-pre>
<address-fam | ies>
<address-fam | y>
<i d>i pv6-uni cast </i d>
<l-- Configuration H -->
</ address-fam | y>
<address-fam | y>
<i d>i pv4-uni cast </i d>
<l-- Configuration | -->
</ address-fami|ly>
</ address-fam | i es>
</adj-rib-in-pre>
<adj -ri b-i n-post >
<address-fam | ies>
<address-fam | y>
<i d>i pv6-uni cast </i d>
<l-- Configuration H -->
</ address-fam | y>
<address-fam | y>
<i d>i pv4-uni cast </i d>
<l-- Configuration | -->
</ address-fami |l y>
</ address-fam | i es>
</ adj-rib-in-post>
</ net wor k- i nst ance- sel ect or >
</ net wor k- i nst ance- sel ect or s>
<net wor k- i nst ances>
<net wor k- i nst ance>
<i d>net wor k- i nst ance- one</i d>
<enabl ed>f al se</ enabl ed>
</ net wor k- i nst ance>
<net wor k- i nst ance>
<i d>net wor k- i nst ance-two</i d>
<adj -ri b-in-post >
<address-fam |l i es>
<address-fam | y>
<i d>i pv4-uni cast </i d>
<l-- Configuration L -->
</ address-fam | y>
</ address-fam | i es>
</adj-rib-in-post>
</ net wor k- i nst ance>
</ net wor k- i nst ances>
</ net wor k- i nst ance-confi gurati on>
</ rout e-nonitoring>
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</ bnp- dat a>
</ noni toring-station>
</ moni tori ng-stati ons>
</ bnmp>

Fi gure 14: Exanple of configuring RIBs and address fanilies.

Exanpl e Figure 14 expands the exanples of previous sections with Rl B-
Type and address fam lies configurations. The expected result of the
previ ous configuration would be:

* For the global network instance, adj-rib-in-pre and adj-rib-in-
post RIBs are enabled. |In each of themI|Pv4 and | Pv6 address
famlies are configured. The configuration can be the sanme or
not, depending on the requirenments of the operators. Any other
RI B and address fanilies are disabl ed.

*  Network instance "network-instance-one" is disabled, neaning that
route nonitoring nessages are disabled for that network instance.

*  Network instance "network-instance-two" has adj-rib-out-post
enabl ed, but only address fam |y ipv4-unicast is configured. The
i pv6-unicast will not be configured for this instance.

* For all other network instances, adj-rib-in-pre with IPv4 and | Pv6
address fanilies are configured, thanks to the configuration of
all-ni

If an operator only wants to configure the I Pv4/1Pv6 of adj-rib-in-
pre for the gl obal instance, the configuration in Figure 15 plus the
peer configuration (coming in next section) will be enough. Note
again that even if the configuration of both address fanmilies is the
same, they nust be explicitly configured for each of them
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

<?xm version="1.0"?>
<bnp xm ns="urn:ietf:parans: xnm :ns:yang:ietf-bnp">
<nmoni tori ng-stati ons>
<noni tori ng-stati on>
<i d>nonitoring_station_one</id>
<connection>
<active>
<station-address>192.0. 2. 1</ st ati on- addr ess>
<stati on-port>57992</stati on-port>
<nmoni t or ed-r out er - addr ess>192. 0. 2. 2</ noni t or ed- r out er - addr\
ess>
</active>
</ connecti on>
<bnp- dat a>
<rout e- noni tori ng>
<net wor k- i nst ance- confi gurati on>
<net wor k- i nst ance- sel ect or s>
<net wor k- i nst ance- sel ect or>
<i d>gl obal - ni </i d>
<adj-rib-in-pre>
<address-fam |ies>
<address-fam | y>
<i d>i pv6-uni cast </i d>
<l-- Configuration for ipv6-unicast -->
</ address-fam | y>
<address-fam | y>
<i d>i pv4-uni cast </i d>
<l-- Configuration for ipv4-unicast -->
</ address-fami | y>
</ address-fam |ies>
</adj-rib-in-pre>
</ networ k-i nst ance- sel ect or >
</ networ k-i nst ance- sel ect ors>
</ networ k-i nst ance- confi gurati on>
</ rout e-nonitoring>
</ bnp- dat a>
</ noni toring-station>
</ noni tori ng-stations>
</ bnmp>

Fi gure 15: Exanple of configuring RIBs and address fanili es.
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3.2.1. 4. Peers

For adj-RIB-in and adj-RIB-out, both pre and post, the ietf-bmp
nmodul e requires the selection of peer RIBs that will be transmitted
to the nonitoring station. The local-rib does not include this
cont ai ner.

Peers can be configured using different "selectors", which can be one
of the foll ow ng:

* An individual peer, using a renpte address. For the configuration
under the "/bmp" tree, the nodul e does not check if the renote
address exists, that would be a responsibility of the device.
Peer gr oups.

A group of peers matching a BGP type. i.e. eBGP peers.

* One or nore peers defined by a ‘peer-types' identity. The ietf-
bmp nodul e currently provides the ‘all-peers’ identity, which
sel ects all peers. For sinple cases, this is the value that would
normal |y be consi der ed.

Peers MJST be selected (configured) by at nbst a single instance of
the peers list. For the included keys in the "ietf-bnp" nodel, the
process to select which instance to use is as foll ows:

* |f there is a peer address matching the peer, it SHOULD be
configured using that instance.

* |f the peer matches a peergroup, it SHOULD be configured using the
peer-group configuration.

* |f the peer is of any BGP type listed in the peer list, it SHOULD
be configured using this instance.

* |f there is a peer instance identified with the "all-peers’, it
SHOULD be configured using this instance.

* Fipally, if no instance covers the peer, route nonitoring nmessages
fromthis peer SHOULD NOT be transmitted to the nonitoring
station.

An enpty configuration of a peer type disabl es route-nessages for it.
Operators can al so disable the address-fanmily route nonitoring
messages by marking the "enabl ed" |eaf as Fal se.

Note that if an operator only wants the informati on of a few peers,
it can enable themindividually using their id. |[|f no other
configuration exists, only the nmessages fromthose enabl ed peers wll
be transmitted to the nonitoring station

Any additional peer-types identity created SHOULD descri be how to

unanbi guously sel ect a peer when there are conflicting options
(rmultiple options covering the peer).
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Section Section 3.2.1.6 provides exanpl es of the peers configuration
3.2.1.5. Filtering route-nonitoring nessages

The local RIB, and the peer containers within the rest of rib types,
include a filter container. This container includes nmechanisnms to
filter route-nonitoring nessages for the specific RIB

The policy-filter can include a routing policy that, if existing, is

applied to the outgoing updates to the nonitoring station, and would

serve as a granular way of filtering the nmessages that the nonitoring
station receives.

Note that the policy-filter contains an ‘accept-route’ default export
policy. An operator can change it to a reject-route, if required.

The policies created with the routing-policy can performa |arge
variety of actions on routes, and can filter thembased on nmultiple
characteristics. For the consistency of the data in the nonitoring
station, the routing policies actions MJST be restricted to accepting
or rejecting routes. Furthernore, the conditions SHOULD only match
prefix sets.

3.2.1.6. Full exanples of Route nonitoring configurations
3.2.1.6.1. Example one - sinple configuration

In the exanple configuration fromFigure 16, address famlies |IPv6
and I Pv4 are configured to send all peers fromthe gl obal network
instance. This is an exanple of a sinple configuration

=============== NOTE: '\’ |ine \Nrapp| ng per RFC 8792 ================

<?xm version="1.0"?>
<bnp xm ns="urn:ietf:parans: xm :ns:yang:ietf-bnp">
<noni tori ng-stati ons>
<moni t ori ng- stati on>
<i d>nonitoring_station_one</id>
<connection>
<active>
<st ati on-address>192. 0. 2. 1</ stati on- addr ess>
<stati on-port>57992</stati on-port>
<nmoni t or ed-r out er - addr ess>192. 0. 2. 2</ noni t or ed- r out er - addr\
ess>
</active>
</ connecti on>
<bnp- dat a>
<r out e- noni t ori ng>
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<net wor k- i nst ance- confi gurati on>
<net wor k- i nst ance- sel ect or s>
<net wor k- i nst ance- sel ect or >
<i d>gl obal - ni </i d>
<adj-rib-in-pre>
<address-fam |ies>
<address-fam | y>
<i d>i pv6-uni cast </ i d>
<peer s-configurati ons>
<peer -sel ect or s>
<peer - sel ect or >
<id>al | - peers</id>
</ peer - sel ect or>
</ peer - sel ect or s>
</ peers-confi gurati ons>
</ address-fam | y>
<address-fam | y>
<i d>i pv4-uni cast</id>
<peer s-configurati ons>
<peer-sel ect ors>
<peer -sel ect or >
<id>al | - peers</id>
</ peer - sel ect or>
</ peer - sel ect or s>
</ peers-configurati ons>
</ address-fam | y>
</ address-fam |ies>
</adj-rib-in-pre>
</ networ k-i nst ance- sel ect or >
</ networ k-i nst ance- sel ect ors>
</ networ k-i nst ance- confi gurati on>
</ rout e-noni toring>
</ bnp- dat a>
</ nonitoring-station>
</ noni tori ng-stations>
</ brmp>

2026

Figure 16: Enabling Route nobnitoring for all peers in the gl oba
network instance; |1Pv4/1Pv6 Address famlies, in the adj-rib-in-

pre RIB.

Cardona, et al. Expi res 3 Decenber 2026 [ Page 29]



Internet-Draft BMP YANG Dat a Mbdel June 2026

3.2.1.6.2. Example two - policy list exanple

In the exanple in Figure 17, the global network instance enables the
adj-rib-in-pre. In this RIB, the | Pv4 unicast address famly is
configured for all external peers. The exanple assunes peer
198.51.100.1 is external, but its BGP configuration is not shown in
the snippet. Peer 198.51.100.1, however, has a specific
configuration: it announces everything but prefixes matching the
test _policy list. Note that there is a default accept-route default
policy in the nodel.

=============== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

<?xm version="1.0"?>
<routing-policy xmns="urn:ietf:parans: xm :ns:yang:ietf-routing-polil\
cy">
<pol i cy-definitions>
<policy-definition>
<name>t est _pol i cy</ name>
<l-- Policy definition -->
</ policy-definition>
</ policy-definitions>
</routing-policy>
<bnp xm ns="urn:ietf:parans: xm :ns:yang:ietf-bnp">
<noni tori ng-stati ons>
<moni t ori ng- stati on>
<id>nonitoring_station_one</id>
<connecti on>
<active>
<station-address>192. 0. 2. 1</ st ati on- addr ess>
<stati on-port>57992</stati on-port>
<noni t or ed-r out er - addr ess>192. 0. 2. 2</ noni t or ed- r out er - addr\
ess>
</active>
</ connecti on>
<bnp- dat a>
<r out e- noni t ori ng>
<net wor k- i nst ance- confi gurati on>
<net wor k- i nst ance- sel ect or s>
<net wor k- i nst ance- sel ect or >
<i d>gl obal - ni </i d>
<adj -rib-in-pre>
<address-famlies>
<address-fam | y>
<i d>i pv6-uni cast </i d>
<peer s-configurations>
<peer -sel ect ors>
<peer - sel ect or >
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<id>al | - peers</id>
</ peer - sel ect or>
</ peer - sel ect or s>
</ peers-confi gurations>
</ address-fam | y>
<address-fam | y>
<i d>i pv4-uni cast</id>
<peer s-configurati ons>
<peer -types>
<peer-type>
<i d>external </id>
</ peer-type>
</ peer -types>
<peer s>
<peer >
<i d>198. 51. 100. 1</i d>
<filters>
<policy-filter>
<export-policy>test_policy</export-polic\
y>
</policy-filter>
</[filters>
</ peer >
</ peer s>
</ peers-configurati ons>
</ address-fam | y>
</ address-fam |ies>
</adj-rib-in-pre>
</ net wor k-i nst ance- sel ect or >
</ networ k-i nst ance- sel ect ors>
</ networ k-i nst ance- confi gurati on>
</ rout e-noni toring>
</ bnp- dat a>
</ nonitoring-station>
</ noni tori ng-stations>
</ brmp>

Figure 17: Configuring address famlies differently for the
gl obal network instance

3.2.1.6.3. Exanple three - specific network instance configuration
In the exanple fromFigure 18, all network instances have adj-rib-in-

pre with Pv6 and |1 Pv4 configured receiving all peers. network-
i nstance-one i s disabl ed, and network-instance-two i s announci ng only

the local -rib/1Pv4 unicast routes.
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

<?xm version="1.0"?>
<bnp xm ns="urn:ietf:parans: xnm :ns:yang:ietf-bnp">
<nmoni tori ng-stati ons>
<noni tori ng-stati on>
<i d>nonitoring_station_one</id>
<connection>
<active>
<station-address>192.0. 2. 1</ st ati on- addr ess>
<stati on-port>57992</stati on-port>
<nmoni t or ed-r out er - addr ess>192. 0. 2. 2</ noni t or ed- r out er - addr\
ess>
</active>
</ connecti on>
<bnp- dat a>
<rout e- noni tori ng>
<net wor k- i nst ance- confi gurati on>
<net wor k- i nst ance- sel ect or s>
<net wor k- i nst ance- sel ect or>
<id>all-ni</id>
<adj-rib-in-pre>
<address-fam |ies>
<address-fam | y>
<i d>i pv6-uni cast </i d>
<peer s-configurati ons>
<peer-sel ect ors>
<peer - sel ect or >
<id>al | - peers</id>
</ peer - sel ect or>
</ peer - sel ect or s>
</ peers-confi gurati ons>
</ address-fam | y>
<address-fam | y>
<i d>i pv4-uni cast </i d>
<peer s-configurati ons>
<peer-sel ect ors>
<peer - sel ect or >
<id>al | - peers</id>
</ peer - sel ect or>
</ peer - sel ect or s>
</ peers-configurati ons>
</ address-fami |l y>
</ address-fam |ies>
</adj-rib-in-pre>
</ networ k-i nst ance- sel ect or >
</ networ k-i nst ance- sel ect ors>
<net wor k- i nst ances>
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<net wor k- i nst ance>
<i d>net wor k- i nst ance- one</i d>
<enabl ed>f al se</ enabl ed>
</ net wor k- i nst ance>
<net wor k- i nst ance>
<i d>net wor k- i nst ance-two</i d>
<l ocal -rib>
<address-fam |l i es>
<address-fam | y>
<i d>i pv4-uni cast </i d>
</ address-fam | y>
</ address-fam | i es>
</local -rib>
</ net wor k- i nst ance>
</ net wor k-i nst ances>
</ net wor k- i nst ance-confi gurati on>
</ route-nonitoring>
</ bnp- dat a>
</ noni toring-station>
</ noni t ori ng-stati ons>
</ brmp>

Figure 18: Applying a general configuration to all network
i nstances, except of two, which are configured specifically.

3.2.1.6.4. Example four - Enabling just a few peers in gl oba

In the exanple fromFigure 19, the device is configured to send to
the nonitoring station_one nonitoring station only the route

nmoni toring nmessages for I Pv4 and | Pv6 from peers "198.51.100.1" and
"198.51.100.2" in the adj-rib-in-pre policy.

=============== NOTE: '\’ |ine Wrapp| ng per RFC 8792 ================

<?xm version="1.0"?>
<bnp xm ns="urn:ietf:parans: xm :ns:yang:ietf-bnp">
<noni tori ng-stati ons>
<moni t ori ng- stati on>
<i d>nonitoring_station_one</id>
<connecti on>
<active>
<st ati on-address>192. 0. 2. 1</ stati on- addr ess>
<stati on-port>57992</stati on-port>

<noni t or ed- r out er - addr ess>192. 0. 2. 2</ noni t or ed-r out er - addr \
ess>

</ active>
</ connecti on>
<bnp- dat a>
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<r out e- noni t ori ng>
<net wor k- i nst ance- confi gurati on>
<net wor k- i nst ance- sel ect or s>
<net wor k- i nst ance- sel ect or >
<i d>gl obal - ni </i d>
<adj -rib-in-pre>
<address-fam |ies>
<address-fam |y>
<i d>i pv6-uni cast </i d>
<peer s-configurati ons>
<peer s>
<peer >
<i d>198. 51. 100. 1</i d>
</ peer >
<peer >
<i d>198. 51. 100. 2</i d>
</ peer >
</ peer s>
</ peers-configurati ons>
</ address-fam | y>
<address-fam | y>
<i d>i pv4-uni cast </i d>
<peer s-configurations>
<peers>
<peer >
<i d>198. 51. 100. 1</i d>
</ peer >
<peer >
<i d>198. 51. 100. 2</i d>
</ peer >
</ peer s>
</ peers-confi gurati ons>
</ address-fam | y>
</ address-fam | i es>
</adj-rib-in-pre>
</ net wor k- i nst ance- sel ect or >
</ networ k-i nst ance- sel ect ors>
</ net wor k- i nst ance- confi gurati on>
</ rout e-nonitoring>
</ bnp- dat a>
</ nonitoring-station>
</ noni tori ng-stations>
</ brmp>

Figure 19: Sending just BGP nessages fromadj-rib-in-pre from2 peers
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The non-confi gurabl e contai ner "session-stats" includes various
metrics for the session with the nonitoring station
the structure of the session-stats container

modul e:

====== NOTE: "\\' line wrapping per RFC 8792

ietf-bnmp

+--rw bnp
+--rw nonitoring-stations

\-tinme

+--rw nonitoring-station* [id]

+--ro0 session-stats
+--ro discontinuity-tinme

+--ro established-session?
+--ro total -route-nonitoring-nessages?
+--ro total-statistics-nessages?
+--ro total - peer-down- messages”?
+--ro total - peer-up-nessages?
+--ro total-initiation-nessages?
+--ro total-route-mrroring-nessages?
+--ro total -term nati on-nessages?
+--r0 route-nonitoring-stats

+--ro network-instances-stats

Fi gure 20 shows

yang: dat e- and\

bool ean

ui
ui
ui
ui
ui
ui
ui

nt 64
nt 64
nt 64
nt 64
nt 64
nt 64
nt 64

+--ro network-instance* [network-instance-namne]

+--ro network-i nstance-nane

\'  -> /ni:network-instances/ network-instance/ nane

\  bool ean

+--ro enabl ed?

\
\

+--ro total -route-mirroring-nmessages-per-ni? \

\

\
\

\ uint64
+--ro0 ribs-stats

+--ro0 adj-rib-in-pre

| +--ro enabl ed?
\ bool ean

| +--ro total-route-nirroring-nessages-pe\
\r-rib? ui nt 64

| +--ro address-famlies

| +--ro0 address-fam ly* [id]

| +-roid
\ i dentityref

| +--ro enabl ed?
\ bool ean

| +--ro total -route-nonitoring-upda\
\ted-prefixes-per-af? ui nt 64

| +--ro total -route-nonitoring-wth\
\ dr aw prefi xes-per-af? ui nt 64
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+--1ro0 peers-stats
+--ro0 peer* [id]

+--ro id \

\ string
| +--ro enabl ed? \

\ bool ean
+--ro total -route-mt-updat\

\ ed- prefixes-per-peer? ui nt 64

| +--ro total -route-mmt-wthd\
\raw- prefi xes- per - peer? ui nt 64

+--ro0 adj-rib-in-post

| +--ro enabl ed? \
\ bool ean

| +--ro total-route-mrroring-nessages-pe\
\r-rib? ui nt 64

| +--ro address-fanmilies

| +--ro0 address-fam ly* [id]

| +-roid \
\ i dentityref
| +--ro enabl ed? \
\ bool ean
+--ro total -route-nonitoring-upda\
\ted-prefixes-per-af? ui nt 64

| +--ro total -route-nonitoring-wth\
\ dr aw prefi xes- per-af? ui nt 64

| +--ro0 peers-stats

| +--ro peer* [id]

| +--ro id \
\ string

| +--ro enabl ed? \
\ bool ean

| +--ro total -route-mmt-updat\
\ ed- prefixes-per-peer? ui nt 64

| +--ro total -route-mt-withd\
\raw- prefi xes- per - peer? ui nt 64

+--ro local-rib

| +--ro enabl ed? \
\ bool ean

| +--ro total-route-mrroring-nessages-pe\
\r-rib? ui nt 64

| +--ro address-fanmlies

| +--ro0 address-fam ly* [id]

| +-roid \
\ i dentityref
| +--ro enabl ed? \
\ bool ean
+--ro total -route-nonitoring-upda\
\ted-prefixes-per-af? ui nt 64
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\ dr aw prefi xes- per-af ?

\ bool ean
\r-rib? ui nt 64
\

\

\ted- prefixes-per-af?

\ dr aw prefi xes-per-af?

\
\
\ ed- prefi xes- per - peer?

\raw- prefixes- per-peer?

\ bool ean
\r-rib? ui nt 64
\

\

\ted-prefixes-per-af?

\ dr aw- pr efi xes- per - af ?

Expi res 3 Decenber 2026
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| +--ro total -route-nonitoring-wth\

ui nt 64
+--ro adj-rib-out-pre
| +--ro enabl ed? \

| +--ro total-route-mrroring-nessages-pe\

| +--ro address-famlies
| +--ro address-fam ly* [id]

| +--ro id \
i dentityref

| +--ro enabl ed? \
bool ean

| +--ro total -route-nonitoring-upda\
ui nt 64

| +--ro total -route-nonitoring-wth\
ui nt 64

| +--ro0 peers-stats

| +--ro0 peer* [id]

| +--roid \
string

| +--ro enabl ed? \
bool ean

| +--ro total -rout e-mmt-updat\
ui nt 64

| +--ro total -route-mmt-wthd\
ui nt 64

+--ro adj-rib-out-post

+--ro enabl ed? \

+--ro total-route-mrroring-nessages- pe\

+--ro address-famlies
+--ro0 address-fam |l y* [id]

+--ro id \
i dentityref
+--ro enabl ed? \
bool ean
+--ro total -route-nonitoring-upda\
ui nt 64
+--ro total -route-nonitoring-wth\
ui nt 64
+--ro0 peers-stats
+--ro0 peer* [id]
+--ro id \
string
+--ro enabl ed? \
bool ean
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+--ro total -route-mt-updat\
\ ed- prefixes-per-peer? ui nt 64

+--ro total -route-mmt-wthd\
\raw prefi xes- per - peer? ui nt 64

Fi gure 20: Structure of the session-stats container
3.4. Actions

The ietf-bnp nodul e provides actions to reset BMP sessions and
counters. Figure 21 shows the structure of the actions container

modul e: ietf-bnp
+--rw bnp
+--rw noni toring-stations
+--rw nonitoring-station* [id]
+--rw actions
+---X session-reset
+---X session-counter-reset

Figure 21: Structure of the actions container

The "session-reset" action resets a session with a nonitoring
station. The "session-counter-reset" action resets the counters in
t he session-stats contai ner

4. 1 npl enentati on guidelines

To facilitate inplenentation, the specification is divided into two

distinct parts. The core nodule (ietf-bnp) is designed to configure
BMP wi t hout deep dependencies to other nodules. This is an attenpt

to facilitate the inplenmentation by vendors.

Additionally, a supplenmentary nodul e, ietf-bnp-tcp-dependencies,
enhances the data nodel’'s functionality but relies on the | ETF TCP
YANG nodul es. This nmodul e can be adopted by inplenentations that
support the dependency.

5. YANG Mbdul es

5.1. TCP dependencies for BMP YANG Modul e
The ietf-bnp-tcp-dependencies nodule inports ietf-bnp fromthis

docunent, ietf-tcp from[RFCI9648], ietf-tcp-common from [ RFC9643],
and ietf-key-chain from[RFC8177].
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<CODE BEG NS> file "ietf-bnmp-tcp-dependenci es@025-01-02. yang"

modul e i etf-bnp-tcp-dependenci es {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-bnp-tcp-dependencies”;
prefix bnp-tcp;

import ietf-bmp {

prefix bmp;
ref erence
"RFC XXXX: BMP YANG Modul e. ";
}
inmport ietf-tcp {
prefix tcp;
ref erence
"RFC 9648: YANG Dat a
Model for TCP.";
}

import ietf-tcp-common {
prefix tcpcm;
reference
"RFC 9643: YANG G oupings for TCP
Clients and TCP Servers.";
}
import ietf-key-chain {
prefix key-chain;
reference
"RFC 8177: YANG Key Chain.";
}

organi zati on
"I ETF GROW Woir ki ng G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wy/ grow >
WG List: <mailto:grow@etf.org>

Aut hor: Cam | o Cardona
<mai lto:cam | o@tt. net>

Aut hor: Paol o Lucente
<mai | t 0: paol o@tt. net>

Aut hor: Thomas G af
<mai | t o: t hormas. gr af @w sscom conp

Aut hor: Benoit d aise
<mai | t 0: benoi t @ver yt hi ng- ops. net >

Aut hor: Dhananj ay Pat ki
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<mai | t o: dhpat ki @i sco. conm

Aut hor: Prasad S. Narasinmha
<mai | t 0: snprasad@i sco. con®";
description
"This nodul e specifies a structure for BWP
(BGP Monitoring Protocol) configuration and nonitoring.

The key words 'MJST', 'MJUST NOT', 'REQUI RED , ' SHALL’,
"SHALL NOT’, 'SHOULD , ' SHOULD NOT', ' RECOMVENDED ,

" NOT RECOMMENDED , ' MAY', and 'OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capital s, as shown here

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stri bution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.

"
’

revision 2025-01-02 {
description
"initial version";
ref erence
"RFC XXXX: BMP YANG Dat a Model ";
}

augnment "/ bnp: brp/ bnp: noni t ori ng-stations/”
+ "bnp: nonitoring-station/"
+ "bnp: connection/ bnp: tcp-options" {
description
"Augnent the tcp options of the ietf-bnp nodul e";
| eaf mes {
type tcp: nss;
description
" Maxi mum segnent size (MSS) for the TCP connecti ons.
In the absence of this container, the system
will select the maxi mnum segnent size for this
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connection.";
reference
"RFC 9293: Transm ssion Control
Prot ocol (TCP) Specification.
RFC 9648: YANG Data Mdel for TCP.";
}
uses tcpcmm:tcp-common- gr oupi ng;
| eaf maxi mum segment - si ze {
type uint 16;
description
"Maxi mum segnent size for the TCP connecti ons.
In the absence of this container, the system
will select the maxi mum segnent size for this
connection.";
}
cont ai ner secure-session {
if-feature "tcp:authentication”;
presence "The presence of this container neans the
sessi on shoul d be secured. ";
description
"Cont ai ner for describing how a particul ar BMP session
is to be secured. Based on RFC 9293 i npl enentation.”;
ref erence
"RFC 9293: Transm ssion Control
Protocol (TCP) Specification";
choi ce authentication {
mandat ory true;
description
"Choi ce of TCP authentication.";
case ao {
description
"Uses TCP-AO to secure the session."”;
ref erence
"RFC 5925 - The TCP Aut hentication Option.
RFC 9648: YANG Data Mddel for TCP (grouping ao).";
uses tcp: ao;
| eaf ao-keychain {
type key-chai n: key-chai n-ref;
description
"Reference to the key chain that will be used by
this nodel. Applicable for TCP- AO and TCP- MD5

only";
ref erence
"RFC 8177: YANG Key Chain.";
}
}
case md5 {

description
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"Uses TCP-MD5 to secure the session. .";
ref erence
"RFC 2385: Protection of BGP Sessions
via the TCP MD5 Signature Option.";
| eaf md5-keychain {
type key-chai n: key-chai n-ref;
description

"Reference to the key chain that will be used by
this nodel. Applicable for TCP- AO and TCP- MD5
only";

reference
"RFC 8177: YANG Key Chain.";
}
}
}
}
}

}
<CCDE ENDS>

6. Security Considerations
6.1. Security Considerations for ietf-bnmp nodule

This section is nodel ed after the tenplate described in Section 3.7.1
of [ RFC9907].

The ietf-bnp YANG nodul e defines a data nodel that is designed to be
accessed via YANG based nmanagenent protocols, such as NETCONF

[ RFC6241] and RESTCONF [ RFC8040]. These YANG based nanagenent
protocols (1) have to use a secure transport layer (e.g., Secure
Shel |l (SSH) [RFC4252], TLS [ RFC8446], and QUI C [ RFC9000]) and (2)
have to use nutual authentication.

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
writable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be sensitive or

vul nerable in some network environments. Wite operations (e.g.,
edit-config) and del ete operations to these data nodes w thout proper
protection or authentication can have a negative effect on network
operations. There are no particularly sensitive witable data nodes.
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Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. There are no particularly
sensitive readabl e data nodes.

Sone of the RPC or action operations in this YANG nodul e may be

consi dered sensitive or vulnerable in some network environnents. |t
is thus inportant to control access to these operations.
Specifically, the foll owi ng operations have particular sensitivities/
vul nerabilities: The session-reset action can demand a consi derabl e
anmount of resources fromnetwork el enments. The session-counter-reset
action can reset BMP session counters, which can affect operationa
visibility and troubl eshooting. These actions SHOULD t hus be
protected from unauthorized access.

6.2. Security Considerations for ietf-bnp-tcp-dependenci es nodul e

This section is nodel ed after the tenplate described in Section 3.7.1
of [ RFC9907].

The ietf-bnp-tcp-dependenci es YANG nodul e defines a data nodel that
is designed to be accessed via YANG based nmanagenent protocols, such
as NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These YANG based
managenment protocols (1) have to use a secure transport |ayer (e.qg.
Secure Shell (SSH) [ RFC4252], TLS [RFC8446], and QU C [ RFC9000]) and
(2) have to use mutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be sensitive or

vul nerable in some network environments. Wite operations (e.g.,
edit-config) and del ete operations to these data nodes w thout proper
protection or authentication can have a negative effect on network
operations. There are no particularly sensitive witable data nodes.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. There are no particularly
sensitive readabl e data nodes.
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Thi s YANG nodul e uses groupi ngs from ot her YANG nodul es that define
nodes that may be considered sensitive or vulnerable in network
environments. Refer to the Security Considerations of [RFC9643],

[ RFC9648], and [RFC8177] for information as to which nodes may be
consi dered sensitive or vulnerable in network environnments.

7. | ANA Consi derati ons

I ANA is requested to register the following URIs in the
within the "I ETF XM. Regi stry" group [ RFC3688]:

ns" registry

URI: urn:ietf:parans:xm:ns:yang:ietf-bnp
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanespace.

URI: urn:ietf:parans:xnm:ns:yang:ietf-bnp-tcp-dependencies
Regi strant Contact: The | ESG
XM.: N A the requested URI is an XML nanespace.

I ANA is requested to register the foll owing YANG nodul es in the "YANG
Modul e Nanmes" registry [ RFC6020] within the "YANG Paraneters”
registry group.

Nane: ietf-bnp

Mai nt ai ned by | ANA? N

Nanespace: urn:ietf:paramnms:xm:ns:yang:ietf-bmp
Prefix: bmp

Ref erence: RFC XXXX

Nane: ietf-bnp-tcp-dependencies

Mai nt ai ned by | ANA? N

Nanespace: urn:ietf:paramnms:xm:ns:yang:ietf-bnp-tcp-dependencies
Prefix: bnp-tcp

Ref erence: RFC XXXX
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Appendi x A.  BMP YANG nodul e tree

The foll owi ng tree diagram provi des an overvi ew of the base ietf-
bnp.yang nodule. It also includes the tree for the ietf-bnp-tcp-
dependenci es. yang nodul e that adds sone options to the data nodel in
case the inplenentation supports it and its prerequisites.

The tree diagrans follow the conventions in [ RFC8340].
=============== NOTE: ’'\\’ |ine \Nrapp| ng per RFC 8792 ===============
modul e: ietf-bnp
+--rw bnp
+--rw nonitoring-stations

+--rw nonitoring-station* [id]
+-rwid string
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+--rw description? string
+--rw connection

| +--rw (passive-or-active)

| | +--:(active)

| | | +--rwactive

| +--rw networ k-instance? -> 0\
\'/ ni : networ k- i nst ances/ net wor k- i nst ance/ name
| +--rw station-address i ne\
\t:ip-address
| +--rw station-port i ne\

\'t: port - nunber

[ +--rw (I ocal - endpoi nt)

[ | | +--:(nonitored-router-address)

[ 1 | | +--rw nonitored-router-address? i ne\
\t:ip-address

[ | +--:(nonitored-router-interface)

| | +--rw nonitored-router-interface? if:\
\interface-ref

| 1 | +--rw nonitored-router-port? i ne\
\'t: port - nunber

| | +--:(passive)

| +--rw passi ve

| +--rw networ k-instance? -> 0\
\/ ni : networ k-i nst ances/ net wor k- i nst ance/ nane

+--rw station-address i ne\

\t:ip-address

| +--rw station-port? i ne\

\'t: port - nunber

| +--rw (| ocal - endpoi nt)

| | +--:(nonitored-router-address)

[ ] | | +--rw nonitored-router-address? i ne\
\t:ip-address

[ | +--:(nonitored-router-interface)

| +--rw bnp-tcp: probe-interval ? uint 16

+--rw bnp-tcp: maxi num segnent - si ze? uintl6

+--rw bnp-tcp: secure-session! {tcp:authentication}?
+--rw (bnp-tcp: aut henticati on)

| | +--rw nonitored-router-interface? if:\
\interface-ref

| ] +--rw noni tored-router-port i ne\
\'t: port - nunber

| +--rw dscp? i net:dscp

| +--rw tcp-options

| +--rw ntu-di scovery? bool ean

| +--rw bnp-tcp: nes? tcp: s

| +--rw bnp-tcp: keepal i ves! {keepal i ves-supported}?

| | +--rw bnp-tcp:idle-tinme? uintl16

I

|

I

I

I

I
I
|
| | +--rw bnp-tcp: max- probes? ui nt 16
|
I
I
I
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\ an

\'an

\ hai n: key- chai n-r ef

\ hai n: key- chai n-r ef

I
I
I
I
I
I
+-

+--rwinitial-delay?

BMP YANG Dat a Mode

+--: (brmp-tcp: ao)

| +--rw bnp-tcp
| +--rw bnp-tcp:
| +--rw bnp-tcp:

|  +--rw bnp-tcp:

| +--ro bnp-tcp
| +--rw bnp-tcp:

+--: (brmp-tcp: nd5)
+--rw bnp-tcp:

+--rw backof f

+--rw (backof f-options)?
+--:(sinpl e-exponential)

+--rw si npl e- exponenti a

+--rwinitial-

send-i d?

recv-id?

i ncl ude-tcp-options?
accept - key-m smat ch?
r- next - key-id?

ao- keychai n?

md5- keychai n?

ui nt 32

backof f ? ui nt 32

+- -rw maxi mum backof f ? ui nt 32

-rw bnp-data
+--rw initiation-nessage?
+--rw statistics-report!
+--rw statistics-interval ui nt 32
+--rw route-nonitoring
+--rw networ k-i nstance-configuration
+--rw networ k-i nstances
+--rw networ k-i nstance* [id]

+--rwid

\ nst ances/ net wor k- i nst ance/ nane

\ntityref
I

\'| ean

+--rw enabl ed?
+--rw adj-rib-

string

-> /ni:n

bool ean
in-pre

| +--rw address-famlies
| +--rw address-fam | y* [id]
| +-rwid

| +--rw enabl ed?

June 2026

ui nt 8
ui nt 8
bool e\
bool e\
ui nt 8
key-c\

key-c\

etwor k-i\

i de\
boo\

+--rw peers-configurations

\ brmp-filter-based-on-route-policy}?

I
\y*

Cardona, et al

+--rw peers

+--rw peer* [id]
+--rwid
+--rw enabl ed?
+--rw filters

string
bool ean

+--rw policy-filter {\

+--Ir'w expo

Expi res 3 Decenber 2026

rt-polic\

I
-> [/rt-pol:routing-policy/policy-definitions/policy-de\
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\finition/nane

| | | +--rw def aul t - expo\

I
\rt-policy? rt-pol:default-policy-type
| | | +--T'W peer-groups
| | | | +--rw peer-group* [id]
| | | | +--rwid string
| I I
| I I

+--rw filters

I

| +--rw enabl ed? bool ean
I

| +--rw policy-filter {\

[ | |
\brmp-filter-based-on-route-policy}?
| | | | +--rw export-polic\
\y* -> [/rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane
| | | | +--rw def aul t - expo\
\rt-policy? rt-pol:default-policy-type
| | +--rw peer-sel ectors
| | | | +--rw peer-selector* [id]
| | | | +-rwid i dentit\
\yref
| | | | +--rw enabl ed? bool ean
| | | | +--rwfilters
| | | | +--rw policy-filter {\
\ brmp-filter-based-on-route-policy}?
| | | | | +--rw export-polic\
\y* -> /rt-pol:routing-policy/policy-definitions/policy-de\
\finition/name
| | | | +--rw def aul t - expo\
\rt-policy? rt-pol:default-policy-type
| | | +--rw peer-types
|| I I +--rw peer-type* [id]
| ] | | +--rwid peer-ty\
\ pe
| | | +--rw enabl ed? bool ean
| | | +--rwfilters
| | | +--rw policy-filter {\
\ brmp-filter-based-on-route-policy}?
| ] | | +--rw export-polic\
\y* -> /rt-pol:routing-policy/policy-definitions/policy-de\
\finition/name
| | | +--rw defaul t - expo\
\rt-policy? rt-pol:default-policy-type
| | | +--rw adj -rib-in-post
| ] | | +--rw address-fanmilies
| | | +--rw address-fam [ y* [id]
| | | +--rwid i de\
\ntityref
| | | +--rw enabl ed? boo\
\ | ean
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+--rw peers-configurations
+--rw peers
|  +--rw peer* [id]
| +--rwid string
| +--rw enabl ed? bool ean
| +--rwfilters
| +--rw policy-filter {\

\ brmp-filter-based-on-route-policy}?
| | | | +--rw export-polic\
\y* -> [rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane
| | | | | +--rw def aul t - expo\
\rt-policy? rt-pol:default-policy-type
| | | +--rw peer-groups
|| | | | +--rw peer-group* [id]
| | | | +--rwid string
| | | | +--rw enabl ed? bool ean
| ] | | | +--rwfilters
| | | | +--rw policy-filter {\
\ brmp-filter-based-on-route-policy}?
| | | | +--rw export-polic\
\y* -> [rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane
| | | | | +--rw def aul t - expo\
\rt-policy? rt-pol:default-policy-type
| | | +--rw peer-selectors
| | | | +--rw peer-selector* [id]
| | | | +--rwid identit)\
\yref
| | | | | +--rw enabl ed? bool ean
| ] | | | +--rwfilters
| | | | +--rw policy-filter {\
\ brmp-filter-based-on-route-policy}?
| | | | +--rw export-polic\
\y* -> [/rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane
| | | | +--rw def aul t - expo\
\rt-policy? rt-pol:default-policy-type

| | | +--rw peer-types
| | | +--rw peer-type* [id]
| | | +-rwid peer-ty\

\ pe
| ] | | +--rw enabl ed? bool ean
| | | +-rwfilters
| | | +--rw policy-filter {\
\ brmp-filter-based-on-route-policy}?
| | | +--rw export-polic\
\y* -> [/rt-pol:routing-policy/policy-definitions/policy-de\
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\finition/nane

I
\rt-policy?

| | +--rw def aul t - expo\
t-pol :default-policy-type
+--rw local-rib
| +--rw address-fanmilies
| +--rw address-fam [ y* [id]
| +--rwid i dentityref
| +-rwfilters
| +--rw policy-filter {brmp-filte\

I

r
|| I
|| I
|| I
(. I
|| I

[ I
\r-based-on-route-policy}?

| | | +--rw export-policy* \
\ -> [/rt-pol:routing-policy/policy-definitions/policy-definition/\
\ nane

| | | +--rw defaul t-export-policy\
\? rt-pol:default-policy-type
| | +--rw adj-rib-out-pre
| | | +--rw address-fanmilies
| ] | | +--rw address-fam [ y* [id]
| ] | | +--rwid i de\
\ntityref

| | | +--rw enabl ed? boo\
\| ean
| | +--rw peers-configurations
| | +--rw peers
| | |  +--rw peer* [id]
| | | +--rwid string
| | | +--rw enabl ed? bool ean
| | | +--rwfilters

| +--rw policy-filter {\

\ brmp-filter-based-on-route-policy}?

| ] | | | +--rw export-polic\
\y* -> /rt-pol:routing-policy/policy-definitions/policy-de\
\finition/name

| | | | +--rw defaul t - expo\
\rt-policy? rt-pol:default-policy-type
| +--rw peer-groups
| +--rw peer-group* [id]
| +--rwid string
| +--rw enabl ed? bool ean
| +--rwfilters
| +--rw policy-filter {\

|| I
| I I
| I I
|| I I
|| I I
I I I
\ brmp-filter-based-on-route-policy}?
| ] | | | +--rw export-polic\
\y* -> /rt-pol:routing-policy/policy-definitions/policy-de\
\finition/name
| +--rw defaul t - expo\
\rt-policy? rt-pol:default-policy-type
| | +--rw peer-sel ectors

Cardona, et al. Expi res 3 Decenber 2026 [ Page 52]



Internet-Draft BMP YANG Dat a Mbdel June 2026

| ] | | | +--rw peer-selector* [id]

| | | | +--rwid identit)\
\yref

| | | | +--rw enabl ed? bool ean

| | | | +-rwfilters

| ] | | | +--rw policy-filter {\
\ brmp-filter-based-on-route-policy}?

| | | | +--rw export-polic\
\y* -> /rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane

| | | | +--rw def aul t - expo\
\rt-policy? rt-pol:default-policy-type

| | | +--rw peer-types

| I I +--rw peer-type* [id]

| | | +-rwid peer-ty\
\ pe

| | | +--rw enabl ed? bool ean

| ] | | +--rwfilters

| | | +--rw policy-filter {\

\ brmp-filter-based-on-route-policy}?

| | | +--rw export-polic\
\y* -> [rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane

| | +--rw def aul t - expo\

I

\rt-policy? rt-pol:default-policy-type

| | +--rw adj -ri b-out - post

| | +--rw address-famlies

| | +--rw address-fam | y* [id]

| | +--rwid i de\
\ntityref

| ] | +--rw enabl ed? boo\
\l ean

| +--rw peers-configurations
| +--rw peers
| |  +--rw peer* [id]
| | +-rwid string
| | +--rw enabl ed? bool ean
| | +-rwfilters
| +--rw policy-filter {\

\ brmp-filter-based-on-route-policy}?
| | | +--rw export-polic\
\y* -> [/rt-pol:routing-policy/policy-definitions/policy-de\
\finition/name
| | | +--rw def aul t - expo\
\rt-policy? rt-pol:default-policy-type
| | +--Tr'w peer-groups
| | | +--rw peer-group* [id]
| ] | | +-rwid string
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| ] | | +--rw enabl ed? bool ean
| | | +-rwfilters
| | | +--rw policy-filter {\
\brmp-filter-based-on-route-policy}?
| | | +--rw export-polic\
\y* -> [/rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane
| | | +--rw def aul t - expo\
\rt-policy? rt-pol:default-policy-type
| | +--rw peer-sel ectors
| | | +--rw peer-selector* [id]
| | | +-rwid i dentit\
\yref
| | | +--rw enabl ed? bool ean
| | | +--rwfilters
| | | +--rw policy-filter {\
\ brmp-filter-based-on-route-policy}?
| | | | +--rw export-polic\
\y* -> /rt-pol:routing-policy/policy-definitions/policy-de\
\finition/name
| | | +--rw def aul t - expo\
\rt-policy? rt-pol:default-policy-type
| | +--rw peer-types
| ] | +--rw peer-type* [id]
| ] | +--rwid peer-ty\

| | +--rw enabl ed? bool ean
| | +--rwfilters
| | +--rw policy-filter {\

\ brmp-filter-based-on-route-policy}?

| ] | +--rw export-polic\
\y* -> /rt-pol:routing-policy/policy-definitions/policy-de\
\finition/name

| | +--rw defaul t - expo\
\rt-policy? rt-pol:default-policy-type

| | +--rw networ k-i nstance-sel ectors

| ] +--rw networ k-instance-sel ector* [id]

| +--rwid i dentityref

| +--rw enabl ed? bool ean

| +--rw adj-rib-in-pre

||

||

[

\ pe

| +--rw address-fanmilies
| +--rw address-fam [ y* [id]
| +--rwid i de\
\ntityref
| | +--rw enabl ed? boo\
\ | ean
| | +--rw peers-configurations
| ] | +--r'wW peers

Cardona, et al. Expi res 3 Decenber 2026 [ Page 54]



Internet-Draft BMP YANG Dat a Mbdel June 2026

|| I | +--rwpeer* [id]

| | | +--rwid string
| | | +--rw enabl ed? bool ean
| | | +--rwfilters

I I

+--rw policy-filter {\
\ brmp-filter-based-on-route-policy}?
| ] | | +--rw export-polic\
\y* -> /rt-pol:routing-policy/policy-definitions/policy-de\
\finition/name
| | +--rw defaul t - expo\
\rt-policy? rt-pol:default-policy-type
| +--rw peer-groups
| +--rw peer-group* [id]
| +--rwid string
| +--rw enabl ed? bool ean
| +--rwfilters
| +--rw policy-filter {\

||
| I
| I
|| I
|| I
| I
\ brmp-filter-based-on-route-policy}?
| ] | | +--rw export-polic\
\y* -> /rt-pol:routing-policy/policy-definitions/policy-de\
\finition/name
| | | +--rw defaul t - expo\
\rt-policy? rt-pol:default-policy-type
| ] | +--rw peer-sel ectors
| ] | | +--rw peer-selector* [id]
| | | +--rwid i dentit\
\yref
| | | +--rw enabl ed? bool ean
| | | +-rwfilters
| | | +--rw policy-filter {\
\ brmp-filter-based-on-route-policy}?
| | | +--rw export-polic\
\y* -> /rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane
| | | +--rw def aul t - expo\
\rt-policy? rt-pol:default-policy-type
| ] | +--rw peer-types
| | +--rw peer-type* [id]
| | +--rwid peer-ty\
\ pe
| | +--rw enabl ed? bool ean
| ] | +--rwfilters
| | +--rw policy-filter {\
\ brmp-filter-based-on-route-policy}?
| | +--rw export-polic\
\y* -> [rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane
| | | +--rw def aul t - expo\
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\rt-policy? rt-pol:default-policy-type

| +--rw adj -ri b-in-post

| | +--rw address-famlies

| | +--rw address-fam | y* [id]

| | +-rwid i de\

\ntityref
| ] | +--rw enabl ed? boo\
\l ean
| | +--rw peers-configurations
| | +--rw peers
|| I | +--rwpeer* [id]
| ] | | +-rwid string
| ] | | +--rw enabl ed? bool ean
| | | +-rwfilters
| | +--rw policy-filter {\
\brmp-filter-based-on-route-policy}?
| | | +--rw export-polic\
\y* -> [/rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane
I
\rt-policy?

| | +--rw def aul t - expo\
t-pol :default-policy-type

| +--Tr'w peer-groups

| | +--rw peer-group* [id]

| | +-rwid string
| | +--rw enabl ed? bool ean
I I
|

I
r
(.
||
||
|
| +-rwfilters
| +--rw policy-filter {\
\brmp-filter-based-on-route-policy}?
| | | +--rw export-polic\
\y* -> [/rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane
| | | +--rw def aul t - expo\
\rt-policy? rt-pol:default-policy-type
| | +--rw peer-selectors
| | | +--rw peer-selector* [id]
| | | +-rwid i dentit\
\yref
| | | +--rw enabl ed? bool ean
| | | +--rwfilters
| | +--rw policy-filter {\
\ brmp-filter-based-on-route-policy}?
| | | | +--rw export-polic\
\y* -> /rt-pol:routing-policy/policy-definitions/policy-de\
\finition/name
| | | +--rw def aul t - expo\
\rt-policy? rt-pol:default-policy-type
| | +--rw peer-types
| ] | +--rw peer-type* [id]
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| ] | +--rwid peer-ty\

| | +--rw enabl ed? bool ean
| | +--rwfilters
| | +--rw policy-filter {\
\ brmp-filter-based-on-route-policy}?
| ] | +--rw export-polic\
\y* -> /rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane

\ pe

| +--rw defaul t - expo\
\rt-policy? rt-pol:default-policy-type
+--rwlocal-rib
| +--rw address-fanmilies
| +--rw address-fam [ y* [id]
| +-rwid identityref
| +--rwfilters
| +--rw policy-filter {bmp-filte\

|

\r - based-on-rout e-policy}?
| | +--rw export-policy* \

\ -> /rt-pol:routing-policy/policy-definitions/policy-definition/\
\ nane

| +--rw defaul t-export-policy\
\? rt-pol:default-policy-type

| | +--rw adj-rib-out-pre

| ] | +--rw address-fanmilies

| | +--rw address-fam [ y* [id]

| | +--rwid i de\
\ntityref

| | +--rw enabl ed? boo\
\ | ean

| ] | +--rw peers-configurations

| | +--rw peers

|| | | +--rwpeer* [id]

| | | +--rwid string

| | | +--rw enabl ed? bool ean

| ] | | +--rwfilters

| | +--rw policy-filter {\

\ brmp-filter-based-on-route-policy}?

| | | +--rw export-polic\
\y* -> [rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane

I
\rt-policy?

| | +--rw def aul t - expo\
t-pol :default-policy-type

| +--rw peer-groups

| | +--rw peer-group* [id]

| | +--rwid string

| | +--rw enabl ed? bool ean

| | +--rwfilters

I

r
||
||
||
||
(.
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| ] +--rw policy-filter {\
\ brmp-filter-based-on-route-policy}?
| | | +--rw export-polic\
\y* -> [rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane
| | | | +--rw def aul t - expo\
\rt-policy? rt-pol:default-policy-type
| | +--rw peer-selectors
| | | +--rw peer-selector* [id]
| | | +--rwid identit)\
\yref
| | | | +--rw enabl ed? bool ean
| ] | | +--rwfilters
| | | +--rw policy-filter {\
\ brmp-filter-based-on-route-policy}?
| | | +--rw export-polic\
\y* -> [/rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane
| | | +--rw def aul t - expo\
\rt-policy? rt-pol:default-policy-type
| | +--rw peer-types
| | +--rw peer-type* [id]
| | +-rwid peer-ty\
\ pe
| ] | +--rw enabl ed? bool ean
| | +-rwfilters
| | +--rw policy-filter {\
\brmp-filter-based-on-route-policy}?
| | +--rw export-polic\
\y* -> [/rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane
| | +--rw def aul t - expo\
\rt-policy? rt-pol:default-policy-type
| +--rw adj - ri b- out - post
| +--rw address-fanilies
| ] +--rw address-fam [ y* [id]
| ] +--rwid i de\
\ntityref
| +--rw enabl ed? boo\
\ | ean
| +--rw peers-configurations
| ] +--rw peers
| ] |  +--rw peer* [id]
| | +--rwid string
| | +--rw enabl ed? bool ean
| | +--rwfilters
| | +--rw policy-filter {\
\ brmp-filter-based-on-route-policy}?
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| ] | +--rw export-polic\
\y* -> /rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane

| | +--rw defaul t - expo\
\rt-policy? rt-pol:default-policy-type
+--rw peer-groups
| +--rw peer-group* [id]
| +--rwid string
| +--rw enabl ed? bool ean
| +--rwfilters
| +--rw policy-filter {\

\ brmp-filter-based-on-route-policy}?

| ] | +--rw export-polic\
\y* -> /rt-pol:routing-policy/policy-definitions/policy-de\
\finition/name

| | +--rw defaul t - expo\
\rt-policy? rt-pol:default-policy-type

| ] +--rw peer-sel ectors

| ] | +--rw peer-selector* [id]

| | +--rwid i dentit\
\yref

| | +--rw enabl ed? bool ean

| | +-rwfilters

| ] | +--rw policy-filter {\
\ brmp-filter-based-on-route-policy}?

| | +--rw export-polic\
\y* -> /rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane

| | +--rw def aul t - expo\
\rt-policy? rt-pol:default-policy-type

| +--rw peer-types

| +--rw peer-type* [id]

| +--rwid peer-ty\
\ pe

| +--rw enabl ed? bool ean

| ] +--rwfilters

+--rw policy-filter {\

\ brmp-filter-based-on-route-policy}?

| +--rw export-polic\
\y* -> [rt-pol:routing-policy/policy-definitions/policy-de\
\finition/nane

| | +--rw def aul t - expo\
\rt-policy? rt-pol:default-policy-type

| +--rwroute-mrroring!

+--ro0 session-stats

| +--ro discontinuity-time yang: dat e- and\
\-tine

| +--ro established-session? bool ean
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|-
|+
|-
|-
|+
|+
|+
|+
|

|

|

\ ->/ni:network

\  bool ean

\ uint64

I
I
I
\ bool ean
|
\r-rib? ui nt 64

I

I

I

\

|
\

\'t ed- prefi xes- per

\ dr aw prefi xes- pe

\ ed- prefi xes- per-

\
\

BVMP YANG Dat a Model June 2026

ro total -route-nonitoring-nmessages? ui nt 64

ro total -statistics-nessages? ui nt 64
ro total - peer-down- messages? ui nt 64
ro total - peer-up-nessages”? ui nt 64
ro total-initiation-nessages? ui nt 64
ro total-route-nirroring-nessages? ui nt 64
ro total -term nati on-nmessages? ui nt 64

ro route-nonitoring-stats
+--ro network-instances-stats
+--r0 network-instance* [network-instance-nane]

+--ro networ k-i nstance- nane \
-i nstances/ net wor k- i nst ance/ name
+--ro enabl ed? \

+--ro total-route-mrroring-nessages-per-ni? \
+--1r0 ribs-stats
+--ro adj-rib-in-pre
| +--ro enabl ed? \
| +--ro total-route-mrroring-nessages-pe\

| +--ro address-fanmilies
| +--ro0 address-fam ly* [id]

| +--roid \
i dentityref
| +--ro enabl ed? \

bool ean
+--ro total -route-nonitoring-upda\

-af ? ui nt 64

| +--ro total -route-nonitoring-wth\
r-af? ui nt 64

| +--1r0 peers-stats

| +--ro peer* [id]

| +-roid \
string
| +--ro enabl ed? \
bool ean
+--ro total -route-mt-updat\
peer ? ui nt 64

| +--ro total -route-mmt-withd\

\raw prefi xes- per-peer? ui nt 64

\ bool ean

I
\r-rib? ui nt 64
I
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+--ro adj-rib-in-post
| +--ro enabl ed? \

| +--ro total-route-mrroring-nessages-pe\

| +--ro address-fanilies
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\ted- prefixes-per-af?

\
\

\ dr aw pr efi xes- per-af ?

\ ed- prefi xes-per-peer?
I

\raw prefixes-per-peer?
I
|

\
\

\ bool ean
I
\r-rib? ui nt 64
I
I
|
\
I
\

\t ed- prefixes-per-af?

\ dr aw prefi xes-per-af?
I
I

\ bool ean
I
\r-rib? ui nt 64
I
I
I
\
I
\

\ted-prefixes-per-af?
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| +--ro address-fanmily* [id]

| +--roid \
identityref

| +--ro enabl ed? \
bool ean

| +--ro total -route-nonitoring-upda\
ui nt 64

| +--ro total -route-nonitoring-wth\
ui nt 64

| +--ro peers-stats

| +--ro0 peer* [id]

| +-roid \

string

| +--ro enabl ed? \

bool ean

| +--ro total -route-mt-updat\

ui nt 64

| +--ro total -route-mmt-withd\

ui nt 64

+--ro local-rib

| +--ro enabl ed? \

| +--ro total-route-mrroring-nessages-pe\

+--ro address-fanmlies
+--ro address-fam ly* [id]

I

I

|
identityref

I

+--ro id \
+--ro enabl ed? \
bool ean
| +--ro total -route-nonitoring-upda\
ui nt 64
| +--ro total -route-nonitoring-wth\
ui nt 64
+--ro0 adj-rib-out-pre
| +--ro enabl ed? \

| +--ro total-route-mirroring-nessages-pe\

| +--ro address-fanmilies
| +--ro address-fanm|ly* [id]

| +--roid \
i dentityref
| +--ro enabl ed? \
bool ean
+--ro total -route-nonitoring-upda\
ui nt 64
| +--ro total -route-nonitoring-wth\
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\ dr aw prefi xes- per-af ? ui nt 64
| | +--ro0 peers-stats
| | +--ro0 peer* [id]

| | +--ro id \
\ string

| | +--ro enabl ed? \
\ bool ean

| | +--ro total -route-mt-updat\
\ ed- prefixes-per-peer? ui nt 64

+--ro total -route-mt-withd\

\raw- prefi xes- per - peer? ui nt 64

| +--ro adj-rib-out-post

| +--ro enabl ed? \
\ bool ean

| +--ro total-route-mrroring-nessages- pe\
\r-rib? ui nt 64
| +--ro0 address-fanilies
| +--ro0 address-fam [ y* [id]

| +--ro id \
\ i dentityref

| +--ro0 enabl ed? \
\ bool ean

| +--ro total -route-nonitoring-upda\
\ted-prefixes-per-af? ui nt 64

+--ro total -route-nonitoring-wth\
\ dr aw pr efi xes- per-af ? ui nt 64
| +--1r0 peers-stats
| +--ro peer* [id]

| +-roid \
\ string

| +--ro enabl ed? \
\ bool ean

| +--ro total -route-mt-updat\
\ ed- prefi xes- per-peer? ui nt 64

+--ro total -route-mt-w t hd\
\raw- prefi xes- per-peer? ui nt 64
+--rw actions
+---X session-reset
+---X session-counter-reset

Appendi x B. Base BWMP YANG Modul e
The ietf-bnmp nodule inports ietf-yang-types and ietf-inet-types from
[ RFC6991], ietf-netconf-acmfrom][RFC38341], ietf-interfaces from

[ RFC8343], ietf-network-instance from][RFC3529], and ietf-routing-
policy from [ RFC9067].
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<CCDE BEG@ NS> file "ietf-bmp@025-01-02. yang"
modul e ietf-bmp {
yang-version 1.1;

nanespace "urn:ietf:parans: xnm :ns:yang:ietf-bmp";
prefix bnp;
import ietf-yang-types {

prefix yang;

ref erence

"RFC 6991: Common YANG Data Types";
}
inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types",
}
import ietf-netconf-acm {
prefix nacm
reference
"RFC 8341: Network Configuration Access Control Mdel";
}
import ietf-routing-policy {
prefix rt-pol;
description
"This nodule is only needed if the feature
brmp-filter-based-on-route-policy is set”;
ref erence
"RFC 9067: A YANG Data Model for Routing Policy";

}
i nport ietf-network-instance {
prefix ni;
reference
"RFC 8529: YANG Data Mddel for Network I|Instances”;
}
inmport ietf-interfaces {
prefix if;
ref erence
"RFC 8343: A YANG Data Mddel for Interface Managenent";
}

organi zati on
"I ETF GROW Wor ki ng G oup”;

cont act
"WG Web: <https://datatracker.ietf.org/wy/ grow >
WG List: <mailto:grow@etf. org>

Aut hor: Cam | o Cardona
<mmi | to:cam | o@tt.net>
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Aut hor: Paol o Lucente
<mai | t 0: paol o@tt. net>

Aut hor: Thomas G af
<mai | t 0: t honmas. gr af @w sscom con®

Aut hor: Benoit d aise
<mai | t 0: benoi t @ver yt hi ng- ops. net >

Aut hor: Dhananj ay Pat ki
<mai | t o: dhpat ki @i sco. con®

Aut hor: Prasad S. Narasimha
<mai | t 0: snprasad@i sco. cone";
description
"This nodul e defines a YANG data nodel for configuration and
nmoni toring of the BGP Monitoring Protocol (BWM).

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.

The key words ' MUST', 'MUST NOT', 'REQUI RED , ’'SHALL', ' SHALL
NOT', *SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED |,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

’

revision 2025-01-02 {
description
"initial version";
reference
"RFC XXXX: BWMP YANG Dat a Mbdel .";
}

feature bmp-filter-based-on-route-policy {
description
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"This feature neans that the device
is capable of filtering prefixes in BMP nonitoring sessions”;

}

/[* The next identities are tenporary here until we resolve
* how to deal with them Taken from

* draft-ietf-idr-bgp-nodel. */
[ * BGP AFI-SAFI Type ldentities. */

identity afi-safi-type {
description
"Base identity type for AFl, SAFl tuples for BGP-4";
reference
"RFCA760: Multiprotocol Extensions for BGP-4.";

}

identity ipv4-unicast {
base afi-safi-type;
description
"I Pv4 unicast (AFI,SAFI = 1,1)";
ref erence
"RFC4760: Multiprotocol Extensions for BGP-4.";

}

identity ipv6-unicast {
base afi-safi-type;
description
"I Pv6 unicast (AFI,SAFI = 2,1)";
ref erence
"RFC4760: Multiprotocol Extensions for BGP-4.";

}

/* End of tenporal objects */

identity bnp-peer-selectors {
description
"CGeneric ldentity for selecting peers"”;

}

identity all-peers {
base bnp- peer-sel ectors;
description
"This identity selects all peers under the RIB
When used, it acts as a default configuration.";

}

identity bnp-ni-types {
description
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"lIdentities for selecting one or nore network instances for
configuration”;

}

identity all-ni {
base bnp-ni-types;
description
"This identity is an explicit way
to select all network instances."”;

}

identity global-ni {
base bmp-ni-types;
description
"ldentity for Selecting the global or main network instance";

}

identity non-gl obal -ni {
base bmp-ni-types;
description
"This identity is an explicit way
to select all network instances except the global one.”;

}

[* The next type are tenporary here until we resolve how to dea
* with them Taken fromdraft-ietf-idr-bgp-nodel */
/* BGP Peer-Types */

typedef peer-type {
type enuneration {
enum i nternal {
description
"Internal (IBGP) peer”;
}
enum ext ernal {
description
"External (EBGP) peer";
}
enum conf ederati on-i nternal {
description
"Confederation Internal (1BGP) peer.";
}
enum conf eder ati on-external {
description
"Conf ederation External (EBGP) peer.";

}
}

description
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"Label s a peer or peer group as explicitly internal,
external, or the related confederation type.";
ref erence
"RFC 4271: A Border Gateway Protocol 4 (BGP-4), Sec 1.1
RFC 5065: Autononpus System Configuration for BGP.";

}

/* End of tenporal objects */

groupi ng bnp-i p-connecti on-groupi ng {
description
"Common paraneters for establishing connectivity
to a BMP monitoring station.”;
choi ce passive-or-active {
mandat ory true;
description
"Sel ects whether the device initiates
(active) or waits for (passive)
the connection to the nmonitoring station,
as described in RFC 7854 Section 3.2.";
case active {
description
"Device initiates the connection to
the nonitoring station.”;
cont ai ner active {
description
"The device starts the connection to
the nonitoring station”;
| eaf network-instance {
type leafref {
pat h "/ni:network-instances/ni:network-instance/"
+ "ni: name";
}

description
"Network instance used to reach the nonitoring
station.
Defaults to the gl obal network instance
if not specified."”;

| eaf station-address {

type inet:ip-address;

mandat ory true;

description

"I P address of the nonitoring station.";

}
| eaf station-port {

type inet:port-nunber;

mandat ory true;
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description
"Port nunber of the nonitoring station.";

choi ce | ocal - endpoi nt {
mandat ory true;
description
"Local endpoint for the connection.";
case nonitored-router-address {
| eaf nonitored-router-address {
type inet:ip-address;
description
"Local | P address to source the connection.";

}
}

case nonitored-router-interface {
| eaf nmonitored-router-interface {
type if:interface-ref;
description
"Local interface to source the connection.";
}
}
}

| eaf nonitored-router-port {
type inet: port-nunber;
description
"Optional |ocal port for the active connection.”;
}

}
}
case passive {
description
"Device waits for incom ng connection at a |loca
endpoi nt.";
cont ai ner passive {
description
"Paranmeters for passively accepting
a connection fromthe nonitoring station.";
| eaf network-instance {
type leafref {
pat h "/ni:network-instances/ ni:network-instance/"
+ "ni:name";
}
description
"Network instance used for the passive connection
Defaults to the gl obal network instance if not
specified.";

| eaf station-address {
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type inet:ip-address;
mandat ory true;
description
"I P address of the nonitoring station.";

| eaf station-port {
type inet: port-nunber;
description
"Optional value identifying the origin port of the
connection. If provided, it MJST match the receiving
connection.";

choi ce | ocal -endpoi nt {
mandat ory true;
description
"Local endpoint for the connection.";
case nonitored-router-address {
| eaf nonitored-router-address {
type inet:ip-address;
description
"Local | P address to accept the connection."”;
}

}

case nonitored-router-interface {
| eaf nmonitored-router-interface {
type if:interface-ref;
description
"Local interface to accept the connection.”;
}

}
}
| eaf monitored-router-port {
type inet:port-nunber;
mandat ory true;
description
"Local port to accept the connection.”;
}
}
}

}
| eaf dscp {
type inet:dscp;
description
"DSCP value for marking traffic to the nonitoring station.”;
ref erence
"RFC 6991: Common YANG Data Types";
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groupi ng route-nonitoring-peer-grouping {
description
"CGeneral configuration options for route nonitoring
of a peer.";
container filters {
description
"Filters for selecting which routes to export to
the monitoring station.”;
container policy-filter {
if-feature "bmp-filter-based-on-route-policy";
description
"Filter routes using a routing policy fromthe
rt-pol nodul e.
The policy should only contain accept/reject actions
and match prefix sets."”;
| eaf-1ist export-policy {
type leafref {
path "/rt-pol:routing-policy/"
+ "rt-pol:policy-definitions/"
+ "rt-pol:policy-definition/rt-pol:name";
require-instance true;

order ed- by user;
description
"Ordered list of policy nanmes used to sel ect
routes for export.";

| eaf default-export-policy {
type rt-pol:default-policy-type;
default "accept-route”;
description

"Default action if no export policy matches.";
}
}
}
}

groupi ng bmp-peer-ribs-filter-grouping {
description
"Configuration containers for RIBs under the main
BMP contai ner.";
contai ner address-fanilies {
description
"List of address fam lies for route nonitoring.";
list address-famly {
key "id";
description
"Address family, as defined in the BGP nodel.";
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leaf id {
type identityref {
base afi-safi-type;
}
description
"Address famly identifier.";

| eaf enabl ed {
type bool ean;
default "true";
description

June 2026

"Enabl es route nmonitoring nessages for this address

famly.";
oo _ _
cont ai ner peers-configurations {
description

"Each peer under this BGP instance can be configured by

Cardona, et al

at nmost one of the follow ng containers.

If the peer is not covered by any,

then no BMP route nonitoring nessage

shoul d include information fronfto that peer

If the peer is covered by nore than one, then the
priority is:

1. peer

2. peer-groups

3. peer-type

4. peer-selectors

New chil d contai ners or new bnp-peer-sel ectors

i nstances SHOULD provi de a way of unanbi guously
sel ecting which configuration container shoul d

be sel ected

for a peer in case of nmultiple matches.”;

cont ai ner peers {

description
"Configuration for individual peers.";
list peer {
key "id";
description
"Peer identifier.";
leaf id {
type string;
description
"ldentifier of the peer.";

| eaf enabl ed {
type bool ean;
default "true";
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description
"Enabl es route monitoring nmessages for this peer.";
}

uses route-nonitoring-peer-grouping;
}
}
cont ai ner peer-groups {
description
"Configuration for peer groups.”;
|ist peer-group {
key "id";
description
"Peer group identifier.";
leaf id {
type string;
description
"Identifier of the peer group.";

| eaf enabl ed {
type bool ean;
default "true";
description
"Enabl es route nonitoring nessages for
this peer group.";
}
uses route-nonitoring-peer-grouping;
}
}
cont ai ner peer-selectors {
description
"Configuration for peers selected by BWMP peer
sel ectors."”;
list peer-selector {
key "id";
description
"Identification of peers
for which BWP data is sent to
the collector using a peer type
defined by a bnp-peer-selectors
identity.
For instance, to create a default for al
peers use the all-peers identity";
leaf id {
type identityref {
base bnp-peer-sel ectors;
}
description
"BMP peer selector identity.";
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| eaf enabl ed {
type bool ean;
default "true";
description

"Enabl es route nonitoring nessages
for the peer(s).";
}
uses route-nonitoring-peer-grouping;
}
}

cont ai ner peer-types {
description
"CGeneric identification of peers to configure.";
list peer-type {
key "id";
description
"Identification of peers
for which BMP data is sent to the collector
usi ng BGP peer-type (e.g. internal, external)

leaf id {
type peer-type;
description
"BGP peer type.";

| eaf enabl ed {
type bool ean;
default "true";
description
"Enabl es route nonitoring nmessages
for the peer(s).";
}

uses route-nonitoring-peer-grouping;

groupi ng generi c- network-i nstance-groupi ng {
description
"Ceneric configuration of a network instance.";
| eaf enabl ed {
type bool ean;
default "true";
description
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"Enabl es route nonitoring
messages for the network instance.”;
}
container adj-rib-in-pre {
description
"Configuration for the adj-rib-in pre-policy.";
ref erence
"RFC7854: BGP Mnitoring Protocol (BWP), Section 2.";
uses bnp-peer-ribs-filter-grouping;
}
contai ner adj-rib-in-post {
description
"Configuration for the adj-rib-in post-policy";
reference
"RFC7854: BGP Mnitoring Protocol (BWP), Section 2.";
uses bnp-peer-ribs-filter-grouping;
}
container local-rib {
description
"Configuration for the local-rib.";
ref erence
"RFC9069: Support for Local RIBin the BGP Mnitoring
Prot ocol (BMP), Section 3.";
contai ner address-fanilies {
description
"List of address families to enable for local-rib.";
list address-famly ({
key "id";
description
"Address family to enable for local-rib";
leaf id {
type identityref {
base afi-safi-type;
}

description
"Address famly id to enable for local-rib";
}

uses route-nonitoring-peer-grouping;
}
}
}
container adj-rib-out-pre {
description
"Configuration for the adj-rib-out pre-policy";
ref erence
"RFC8671: Support for Adj-RIB-Qut in the BGP Mnitoring
Protocol (BMP) , Section 3.";
uses bnp-peer-ribs-filter-grouping;

Cardona, et al. Expi res 3 Decenber 2026 [ Page 74]



Internet-Draft BMP YANG Dat a Mbdel June 2026

}
cont ai ner adj-rib-out-post {
description
"Configuration for the adj-rib-out post-policy";
ref erence
"RFC8671: Support for Adj-RIB-Qut in the BGP Mnitoring
Protocol (BMP) , Section 3.";
uses bnp-peer-ribs-filter-grouping;
}
}

groupi ng route-nonitoring-sources {
description
"Configuration of route nonitoring sources.";
reference
"RFC7854: BGP Monitoring Protocol, Section 5.";
cont ai ner network-i nstance-configuration {
description
"This container offers options for configuring BW
route-nonitoring nessages for each network instance either
selecting it through its nane or through a
net wor k- i nst ance- sel ectors.

Net wor k- i nst ance-sel ectors are instances of bnp-ni-types
that select one or nore network instances for configuration
For instance, all-ni to configure all network

instances (serving as a default).

Net wor k-i nstance can be at nobst configured by one of the
containers. |If the network instance is not covered by any,
then no BMP route nonitoring nessage should include that
network instance. If nmore than one contai ner matches

the network instance, the priority for selecting the
container to use for configuration is:

1. For any named network instance, the configuration
under the elenent listed with its name under the
net wor k- i nst ance cont ai ner.
2. If the gl obal-ni network-instance type exists,
it SHOULD be used for the global-ni
However, if the global-n
has an explicit name, and it is configured, then
fromthe previous rule, the explicit network
i nstance nane configurati on SHOULD be used.
3. The configuration under network-instance-groups of type
non-gl obal -ni if existing and not the gl oba
net wor k i nstance.
4. the configuration under network-instance-groups under the

Cardona, et al. Expi res 3 Decenber 2026 [ Page 75]



Internet-Draft BMP YANG Dat a Mbdel June 2026

el ement all -ni

If the inplenmentation has a nanme for the gl obal network
instance (e.g. 'main’) it can be configure directly under
t he network-instances contai ner

New i dentities under bnp-ni-types or augnmentations of this
container in the future SHOULD provide a cl ear way of
sel ecting the configuration container for a network-instance
wi t hout anmbiguity."”;
cont ai ner networ k-i nstances {
description
"Configuration for specific network instances"”;
list network-instance {
key "id";
description
"Network instance to nonitor using BWMP.";
leaf id {
type leafref {
pat h "/ni:network-instances/ni:network-instance/"
+ "ni: name";
}
description
"Name of the network instance.";
}

uses generi c-networ k-i nstance- groupi ng;

}
}

cont ai ner network-instance-sel ectors {
description
"Configuration of network instances. Uses
brmp-ni -types to identify one or a group of
network instances to configure.";
i st network-instance-sel ector {
key "id";
description
"Network instance(s) to nonitor using BMP.";
leaf id {
type identityref {
base bnmp-ni-types;
}

description
"Configures one or nultiple network instances sel ected
based on a bnp-ni-types identity (e.qg.
all-ni for all of them.";

}

uses generi c-networ k-i nstance- groupi ng;
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}
}
}

contai ner bmp {
description
"Top-1evel container for BMP configuration.";
contai ner nmonitoring-stations {
description
"List of BMP nonitoring stations.";
list nmonitoring-station {
key "id";
description
"Configuration for a BVMP nonitoring station.";
leaf id {
type string;
description
"Unique identifier for the nonitoring station.";

| eaf description {
type string;
description
"Description of the BMP nonitoring station.";
}

cont ai ner connection {
description
"Connection paranmeters for the nmonitoring station.”;
uses bmp-i p-connecti on-groupi ng;
contai ner tcp-options {
description
"TCP options for the connection to the nonitoring
station."”;
| eaf ntu-discovery {
type bool ean;
default "true";
description
"Enabl es path MIU di scovery for the TCP sessions
(true) or disables it (false).";
ref erence
"RFC 9293: Transmi ssion Control Protocol (TCP).
RFC 9648: YANG Data Mdel for TCP
see |l eaf pnmtud for reference.”;

}

leaf initial-delay {
type uint32;
units "seconds";
default "0";
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description
"Initial delay before connecting to the nonitoring
station.
Useful for allowi ng BGP sessions to stabilize
before starting BWP. ";
}
cont ai ner backoff {
description
"Configures the backoff strategy after a connection
retry”;
reference
"RFC7854 Section 3.2";
choi ce backoff-options {
description
"Options for backoff strategies”;
reference
"RFC7854 Section 3.2";
case sinpl e-exponential {
description
"Si npl e exponential backoff with limts.";
cont ai ner sinpl e-exponential {
description
"Si npl e exponential backoff with linits.
Starts with the initial backoff and doubl es
the backoff after every retry until reaching the
maxi mum backoff.";
| eaf initial-backoff {

type uint32;
units "seconds";
default "30";

description
"Initial backoff tine";
}
| eaf maxi mum backoff {
type uint32;
units "seconds";
default "720";
description
" Maxi mum backoff tinme";

contai ner bnp-data {
description
"Configuration of BMP data sent to the nonitoring
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station.";
| eaf initiation-message {
type string;
description
"User-defined nessage to append to the
initiation nessage.";
reference
"RFC7854: BGP Monitoring Protocol
Section 4.3 and 4.4";
}
contai ner statistics-report {
presence "Enable BMP statistics report.";
description
"Configuration for periodic statistics reports.”;

ref erence
"RFC7854: BGP Monitoring Protocol
Section 4.8";
| eaf statistics-interval {
type uint32;

units "seconds";
mandat ory true;
description
"Interval between statistics report nmessages.”;
}
}

contai ner route-nmonitoring {
description
"Configuration of the data sources for
rout e-nonitoring nessages"”;
uses route-nonitoring-sources;
}
container route-mrroring {
presence "Enable BMP route mirroring to the nonitoring
station.";
description
"Configuration for route mirroring to the
moni toring station.";
}
}
cont ai ner session-stats {
config fal se;
description
"QOperational statistics for the nonitoring station.
Counters are reset after each successful
connection or reset.";
groupi ng bnp-af-stats-wth-peers-grouping {
description
"Ceneric statistics for an address family that can be
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di saggregat ed by peers";

cont ai ner peers-stats {
description
"Peer stats";
list peer {
key "id";
description
"Li st of peers";
leaf id {
type string;
description
"Peer id";
}

| eaf enabl ed {
type bool ean;
description

BMP YANG Dat a Mode

June 2026

"Indicates if route nonitoring nessages are
currently enabled for the peer under this

network instance,

}

address famly

and RIB.";

| eaf total-route-mt-updated-prefixes-per-peer {

type ui nt 64;
description

"Number of prefixes updated for this peer.";

| eaf total-route-mt-w thdraw prefixes-per-peer {

type uint 64;
description

"Nurmber of prefixes withdrawn for this peer.";

}
}
}
}

groupi ng bnp-af - st ats-grouping {

description

"Group for statistics for an address famly.";

| eaf enabl ed {
type bool ean;
description

"Indicates if any route nonitoring nessages

are currently enabled for the address famly

within the RIB.";

| eaf total-route-nonitoring-updated-prefixes-per-af {

type ui nt 64;
description

"Number of prefixes updated for this address
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famly.";
}
| eaf total-route-nonitoring-w thdraw prefixes-per-af {
type ui nt 64;
description
"Nunber of prefixes withdrawn for this address
famly.";
}
}

groupi ng bnp-rib-w th-peers-stats-grouping {
description
"CGeneric statistics for a RRB with peers.";
cont ai ner address-fanilies {
description
"List of address famlies to list stats.";
list address-famly {
key "id";
description
"Address family to enable for local-rib";
leaf id {
type identityref {
base afi-safi-type;
}

description
"Address famly ID for local-rib.";

uses bnp- af - st at s- gr oupi ng;
uses bnp-af-stats-wth-peers-grouping;
}
}
}

groupi ng bnp-rib-stats-grouping {
description
"Generic statistics per RIB.";
| eaf enabl ed {
type bool ean;
description
"Indicates if any Route Mbnitoring nessages are
currently enabled for the RIB.";

}
| eaf total-route-mrroring-nmessages-per-rib {
type uint 64;
description
"Nunmber of route-mirroring nessages sent for
this RIB.";
}
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}

| eaf discontinuity-time {
type yang: date-and-ti ne;
mandat ory true;
description
"The time on the nobst recent occasion at which any
one or nore of this station’s counters suffered a
di scontinuity. If no such discontinuities have
occurred since the last re-initialization of the
| ocal managenent subsystem then this node contains
the tine the | ocal nanagenent subsystem
re-initialized itself.";

| eaf established-session {
type bool ean;
description
"Indicates if the session is currently
establ i shed. ";
}
| eaf total-route-nonitoring-nessages {
type ui nt 64;
description
"Number of route-nonitoring nmessages sent.";

| eaf total-statistics-messages {
type uint 64;
description
"Nunmber of statistics nessages sent.";

| eaf total-peer-down-nessages {
type uint 64;
description
"Nunmber of peer-down nessages sent.";
}

| eaf total-peer-up-nessages {
type uint 64;
description
"Number of peer-up nessages sent.";

| eaf total-initiation-nmessages {
type uint 64;
description
"Number of initiation nessages sent"”;

| eaf total-route-mrroring-nmessages {

type uint 64;
description
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"Number of route-nirroring nessages sent.";
}
| eaf total-term nation-nessages {
type ui nt 64;
description
"Nurmber of term nation nessages sent.";
}

contai ner route-nmonitoring-stats {
description
"Statistics of route nonitoring nessages di saggregated
by RI B and peers where applicable.";
cont ai ner network-instances-stats {
description
"Stats per network-instance";
list network-instance {
key "network-instance-nane";
description
"Network instance stats list";
| eaf network-instance-nanme {
type leafref {
pat h "/ni:network-instances/ni:network-instance/"
+ "ni: name";
}

description
"Nanme of the network instance.";

| eaf enabl ed {
type bool ean;
description
"Indicates if route nonitoring nessages are
currently enabled for the network instance.";

| eaf total-route-mrroring-nmessages-per-ni {
type ui nt 64;
description
"Number of route-nirroring nessages sent for
this network instance.";
}
container ribs-stats {
description
"Statistics for the different RIBs.";
container adj-rib-in-pre {
description
"Statistics for adj-rib-in-pre.";
uses bnp-ri b-stats-grouping;
uses bnp-rib-w th-peers-stats-grouping;
}

contai ner adj-rib-in-post {
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description
"Statistics for adj-rib-in-post”;
uses bnp-ri b-stats-grouping;
uses bnp-rib-w th-peers-stats-grouping;
}
container local-rib {
description
"Statistics for local-rib";
uses bnp-ri b-stats-grouping;
contai ner address-fam lies {
description
"List of address famlies to for stats.”;
list address-famly {
key "id";
description
"Address family to enable for local-rib";
leaf id {
type identityref {
base afi-safi-type;
}
description
"Address family ID for local-rib";
}

uses bnp- af - st at s- gr oupi ng;
}
}
}
container adj-rib-out-pre {
description
"Statistics for adj-rib-out-pre";
uses bnp-ri b-stats-grouping;
uses bnp-rib-w th-peers-stats-grouping;
}
contai ner adj-rib-out-post {
description
"Statistics for adj-rib-out-post”;
uses bnp-ri b-stats-grouping;
uses bnp-rib-w th-peers-stats-grouping;

contai ner actions {
description
"Container with actions for BWP operation.";
action session-reset {
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description
"Resets the session for a station.”;
}
action session-counter-reset {
description
"Resets the counters of a BMP nonitoring station.";

nacm def aul t - deny- al |

}
}
}
}

}
<CODE ENDS>
Appendi x C. Exanpl es

Thi s section shows sone exanpl es of BMP configuration using the data
nodel .

C. 1. Exanple one

In this exanple, the device connects to a nonitoring station using an
active connection. The devices sends route nonitoring nmessages for
the global instance, the adj-rib-in-pre RIB, the | Pv4/|Pv6 address
fam ly, and external peers.

=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

<?xm version="1.0""?7>
<bnp xm ns="urn:ietf:parans: xm :ns:yang:ietf-bnp">
<moni t ori ng- st ati ons>
<nmoni t ori ng- st ati on>
<id>1</id>
<connecti on>
<active>
<st ation-address>192.0. 2. 1</ st ati on- addr ess>
<station-port>57992</stati on-port>
<noni t or ed- r out er - addr ess>192. 0. 2. 2</ noni t or ed-r out er - addr \
ess>
</ active>
</ connecti on>
<bnp- dat a>
<rout e- noni t ori ng>
<net wor k- i nst ance- confi gurati on>
<net wor k- i nst ance- sel ect or s>
<net wor k- i nst ance- sel ect or >
<id>all-ni</id>
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<adj -rib-in-pre>
<address-fam|lies>
<address-fam | y>
<i d>i pv6-uni cast </i d>
<peer s-configurations>
<peer-types>
<peer-type>
<i d>ext ernal </id>
</ peer-type>
</ peer-types>
</ peers-confi gurati ons>
</ address-fam | y>
<address-fam |l y>
<i d>i pv4-uni cast </i d>
<peer s-configurati ons>
<peer-types>
<peer-type>
<i d>external </id>
</ peer-type>
</ peer -types>
</ peers-confi gurati ons>
</ address-fam | y>
</ address-fam | ies>
</adj-rib-in-pre>
</ net wor k- i nst ance- sel ect or >
</ net wor k- i nst ance- sel ect or s>
</ net wor k- i nst ance- confi gurati on>
</route-nonitoring>
</ bnp- dat a>
</ noni toring-station>
</ noni tori ng-stations>
</ brmp>

Fi gure 22

C. 2. Exanple two

In the next exanple, the device connects to a nonitoring station
usi ng a passive connection, over the network-instance nonitoring.

The configuration of route nonitoring nmessages is nore conpl ex than
in the previous exanple. It shows how to conbine the configuration
of general identities of network instances and peers (e.g. all-ni
for NI, external for peers), and individual configurations to support
a nmore conplex requirenent. This is what the exanple expects to
configure
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* For the gl obal network instance, the device sends updates for adj-
rib-in-pre, address famlies IPv4 and IPv6. It sends updates for
all external peers except peer 198.51.100.11, which is disabled.

* Network instance nonitoring is disabled for route nonitoring
nessages.

* For the rest of network instances, route nonitoring nessages are
enabled fromadj-rib-in-pre, address famlies |IPv4/1Pv6, and for
al | peers.

=============== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

<bnp xm ns="urn:ietf:parans: xm :ns:yang:ietf-bnp">
<moni t ori ng- st ati ons>
<nmoni tori ng-station>
<i d>2</id>
<connecti on>
<passi ve>
<net wor k- i nst ance>noni t ori ng</ net wor k- i nst ance>
<st ati on-address>192. 0. 2. 1</ stati on- addr ess>
<noni t or ed- rout er - addr ess>192. 0. 2. 2</ noni t or ed- r out er - ad\
dress>
<noni t or ed-rout er - port >57993</ noni t or ed-rout er-port >
</ passi ve>
</ connecti on>
<bnp- dat a>
<rout e- noni tori ng>
<net wor k- i nst ance-confi guration>
<net wor k- i nst ance- sel ect or s>
<net wor k- i nst ance- sel ect or >
<id>all-ni</id>
<adj -rib-in-pre>
<address-fam |ies>
<address-fam | y>
<i d>i pv6- uni cast </i d>
<peer s-configurati ons>
<peer-sel ect ors>
<peer -sel ect or >
<id>al | - peers</id>
</ peer - sel ect or>
</ peer - sel ect or s>
</ peers-configurati ons>
</ address-fam | y>
<address-fam | y>
<i d>i pv4-uni cast </i d>
<peer s-configurations>
<peer-sel ect ors>
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<peer - sel ect or >
<i d>al | - peers</id>
</ peer - sel ector>
</ peer - sel ect or s>
</ peers-confi gurati ons>
</ address-fam | y>
</ address-fam lies>
</adj-rib-in-pre>
</ net wor k- i nst ance- sel ect or >
<net wor k- i nst ance- sel ect or >
<i d>gl obal - ni </i d>
<adj -rib-in-pre>
<address-famlies>
<address-fam |y>
<i d>i pv6-uni cast </i d>
<peer s-configurations>
<peer s>
<peer >
<i d>198. 51. 100. 11</id>
<enabl ed>f al se</ enabl ed>
</ peer >
</ peer s>
<peer-types>
<peer-type>
<i d>ext ernal </id>
</ peer-type>
</ peer -types>
</ peers-confi gurati ons>
</ address-fam | y>
<address-fam | y>
<i d>i pv4-uni cast </id>
<peer s-configurati ons>
<peer s>
<peer >
<i d>198. 51. 100. 11</i d>
<enabl ed>f al se</ enabl ed>
</ peer >
</ peer s>
<peer-types>
<peer-type>
<i d>external </id>
</ peer-type>
</ peer -types>
</ peers-confi gurati ons>
</ address-fam | y>
</ address-fam | i es>
</adj-rib-in-pre>
</ net wor k- i nst ance- sel ect or >
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</ net wor k- i nst ance- sel ect ors>
<net wor k-i nst ances>
<net wor k-i nst ance>
<i d>nonitoring</id>
<enabl ed>f al se</ enabl ed>
</ net wor k- i nst ance>
</ net wor k- i nst ances>
</ net wor k- i nst ance- confi gurati on>
</ rout e-nonitoring>
</ bnp- dat a>
</ nonitoring-station>
</ noni tori ng-stations>
</ brmp>

Fi gure 23
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