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Abst ract

Most of the BGP Monitoring Protocol (BMP) nmessage types make
provision for data in Type, Length, Value (TLV) format. However,
Rout e Monitoring nessages (which provide a snapshot of the nonitored
Routing I nfornmati on Base) and Peer Down nmessages (which indicate that
a peering session was terninated) do not. Supporting (optional) data
in TLV format across all BMP nessage types provides consistent and
extensi ble structures that woul d be useful among the various use-
cases where conveying additional data to a nonitoring station is
required. This docunent updates RFC 7854 [RFC7854] to support TLV
data in all nessage types.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 7 March 2026.
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Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

I ntroduction

Ter mi nol ogy .

Message version .

TLV Encodi ng .

BMP Message For nmat
5.1. Common Header

2 TLV Data in Route Ivbmtorlng
5.2.1. Goup TLV . . .
5.2.2. VRF/Table Name TLV
5.2.3
3

hwNE

.3. Stateless Parsing TLV .
TLV Data in Peer Down . . . .
5.4. TLV Data in O her BW l\/Essages
Mandat ory Ti nmestanp . .
Error Handling .
Security Consi der atl ons .
Oper ational Considerations
0. I ANA Consi derations .
1. References .

11.1. Normative Ref erences .

11.2. Informative References .
Appendi x A Wre-format Exarrple
Acknowl edgenent s . .

Aut hors’ Addresses

OCOOWWOWOOOWONOOOUIUUTEA,WWN

RO ~NO®

RPRRRR
WWkR RO

1. Introduction

The BGP Monitoring Protocol (BWMP) version 3 is defined in RFC 7854
[ RFC7854] .

The Route Monitoring nmessage consists of:
*  Common Header
*  Per-Peer Header

*  BGP Update PDU
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The Peer Down Notification nessage consists of:

* Common Header

*  Per-Peer Header

* Reason

* Data (only if Reason code is 1, 2 or 3)

* TLV (only if Reason code is 6)

Thi s means that both Route Mnitoring and Peer Down nessages have a
non- extensi bl e format (except for the specific case of Peer Down
Reason Code 6 as specified in Section 5.3 of [RFC9069]). 1In the
Route Monitoring case, this prevents the transm ssion of parsing

characteristics of transported NLRIs (e.g. ADD-PATH, Milti Labels,
etc.), RIB status of a path (e.g. prinmary, backup, unused, etc.) or

of vendor-specific data. In the Peer Down case, this prevents
mat ching with TLVs previously sent with the Peer Up message. This
docunent :

*  Bunps the BMP version for all message types defined in RFC 7854
[ RFC7854] for backward compatibility

* Changes the structure of Route Mnitoring nessage type so that the
BGP Update PDU is enclosed in a TLV. The BGP Message PDU TLV i s
mandatory to be included

* Allows all defined BMP nessage types to nake provision for
optional TLV data.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 RFC 2119 [RFC2119] RFC 8174 [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

The docunent uses the terns defined in RFC 7854 [ RFC7854].

3. Message version
For an exporter to flag a receiver that it does comply with this
specification, the Version field of the BMW Common header, docunented

in Section 4.4 of [RFC7854], MJST be set to 4. This applies to every
BMP nmessage type
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If a BMP station does not support the version indicated in the
message, it SHOULD cl ose the session and take the procedures
described in Error Handling (Section 7)

4. TLV Encodi ng
The TLV data type (Information TLV) is defined in Section 4.4 of
[ RFC7854] for the Initiation and Peer Up message types. A TLV object
consists of:
* 2 octets of TLV Type,
* 2 octets of TLV Length, and

* 0 or nore octets of TLV Val ue.
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Figure 1

TLVs SHOULD be sorted by the sender by their type. Miltiple TLVs of
the sane type can be repeated as part of the sane nessage; it is |eft
to the specific use-cases whether all, any, the first or the last TLV
shoul d be considered as well as whether ordering matters and
repeating is allowed.

Route Monitoring nmessages nay require per-NLRI TLVs. That is, there
may be a need to map TLVs to NLRIs contained in the BGP Update
message, for exanple, to express additional characteristics of a

specific NLRI. For this purpose, TLVs enclosed in a Route Monitoring
message MJST be indexed, with the index starting at one (1) to refer
to the first NLRI. 1Index zero (0) specifies that a TLV does apply to

all NLRIs contained in the BGP Update nmessage. The Index field is
2-byte long of which the top-nost bit, Gbit, is used to flag a G oup
Index (nmore in Section 5.2.1). TLVs of the same type and with the
same i ndex can be repeated as part of the same nmessage, unless
specified otherwi se by the definition of the specific TLV. I|ndexed
TLVs are encoded as in the follow ng figure:
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I ndexed TLVs SHOULD be sorted by the sender by their type and index
value. The reported length in indexed TLVs refers to the total
encoded TLV value (ie. with the length of the index field excluded).

A nonitoring station can properly match i ndexed TLVs to the
corresponding NLRI only if - or as long as - NLRIs are decoded
successfully. In case of any parsing or error condition that
prevents full decoding of the BGP PDU, the station MJST stop matching
i ndexed TLVs to NLRIs.

O the BMP nessage types defined so far, indexed TLVs apply only to
Rout e Monitoring nessages. For exanple, they do not apply to Route
Mrroring nessages because a sender nmay not be aware of the payl oad
of the transported BGP Update nessage.

BMP Message For mat
Common Header
While the structure of the Common header remmins unaltered, the

followi ng two definitions are changed conpared to Section 4.1 of
[ RFC7854] :

*  Version: Indicates the BMP version. This is set to '4 for all
message types defined in RFC 7854 [ RFC7854].

* Message Length: Total length of the message in bytes (including
headers, encapsul ated BGP Message PDU TLV and optional TLV data).

TLV Data in Route Monitoring

For consistency with the Route Mrroring type defined in Section 4.7
of [RFC7854], this document extends the encoding of the Route

Moni tori ng nmessage type where the Per-peer header is followed by
mandat ory and optional TLVs.
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The BGP Update PDU (Section 4.3 of [RFC4271]) is encoded itself as
part of a BGP Message TLV with code point 4 and index set to zero. A
Rout e Monitoring nmessage MJUST contain one BGP Message TLV which may
be preceded or followed by other optional TLV data.

Corollary, the BGP Update PDU is not encoded as part of the nessage
as it was the case for BMWv3 (RFC 7854 [RFC7854]) but it is rather
enclosed in a TLV.

5.2.1. Goup TLV

In a Route Monitoring nessage where a BGP Update PDU carries N NLRIs,
i ndexed TLVs do allow to handle the cases of 1:1 and N: 1 rel ationship
anong TLVs and NLRIs (ie. one TLV applies to one NLRI, N TLVs apply
to one same NLRI). The cases of 1:N and M N rel ati onships (i.e., one
TLV applies to N NLRIs and M TLVs apply to N NLRI's) can benefit by a
formof grouping. For that purpose, a Goup TLV is defined with the
aimto limt both verbosity and repetitions.

The Group TLV val ue MJST cont ai n:

* A 2-byte Goup Index where the top-nost bit (Gbit) MIST be set to
one (1). The full 2-byte value, that is including the Gbit, MJST
be uni que to the nessage

* Two or nore 2-byte NLRI indexes whose val ues MJST be | ess or equal
to the anount of NLRIs packed in the BGP Update PDU.

An NLRI index can be listed as part of multiple Goup TLVs within the
same nessage. NLRI indexes within a Goup TLV SHOULD be sorted by
the sender. A Goup Index MIUST NOT reference an NLRI index 0. A
Group TLV MJST NOT include its own or another Goup Index. Miltiple
non- G oup TLVs MAY point to the same Group Index, i.e., a group can
be reused within the sane Route Monitoring nessage.

The Group TLV type is 2. It is RECOMWENDED that this TLV is encoded
first in order to ease parsing of the Route Monitoring nessage at the
BMP station side.

5.2.2. VRF/ Tabl e Name TLV
The Information field contains a UTF-8 string whose val ue MIST be
equal to the value of the VRF or table name (i.e., RD instance nane)
bei ng conveyed. The string size MJST be within the range of 1 to 255
bytes. This is in line with Section 5.2.1 of [RFCI9069].

The VRF/ Table Nanme TLV type is 3

Lucente & Gu Expires 7 March 2026 [ Page 6]



I nternet-Draft BMP TLV Sept enber 2025

5.2.3. Stateless Parsing TLV

St at el ess parsing hel ps scaling the anount of Route Monitoring
messages that can be processed at collection tine, avoiding to have
to correlate themto BGP capabilities received as part of the Peer Up
message, for exanple.

Sone BGP capabilities are not per AFI/SAFI, |ike 4-byte ASN RFC 6793
[ RFC6793], and hence these can potentially be part of the BMP Peer
flags [I ANA-BPPF] of a Route Mnitoring nmessage. Those that are,

i nstead, per AFI/SAFI require finer granularity and hence the need to
use an indexed TLV. To maintain the consistency between BGP
Capabilities, they are all carried in Statel ess Parsing TLVs,

regardl ess of their type.

The encoding of BGP Capabilities is already generically defined in
Section 4 of [RFC5492]. It includes every information needed for its
under st andi ng, includi ng AFl/SAFlI codes. This encoding can be reused
in the Statel ess Parsing TLV, |everaging already existing BGP
encoders and decoders for inplementers.

The Stateless Parsing TLV type is 1 and its Value is the BGP

Capabi lity encoded as exactly as it would be in the BGP OPEN of the
session. It is thus made of all three Capability Code, Capability
Length, and Capability Value fields defined in [ RFC5492].

For exanpl e, an ADD PATH capability, as defined by RFC 7911

[ RFC7911], for IP/ Unicast with value Send/ Receive woul d be encoded in
the Capability Val ue as:

* Capability Code, 1 byte, val ue=69

* Capability Length, 1 byte, value=4

* AFl, 2 bytes, value=1

* SAFIl, 1 byte, value=1

*  Value, 1 byte, val ue=3

The index of the Statel ess Parsing TLV MJST be set to zero.

If no Statel ess Parsing TLV is present in a Route Mnitoring nmessage,
the receiver MIUST fall back to use capabilities present in the BGP
Open PDU contained in the rel evant BMP Peer Up nmessage in order to

properly parse BGP Update PDUs. Each BGP capability is to be encoded
in a separate Statel ess Parsing TLW.
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It is RECOWENDED that the Stateless Parsing TLV is encoded precedi ng
the BGP Message TLV in order to ease parsing of the Route Mnitoring
message at the BMP station side.

5.3. TLV Data in Peer Down

The Peer Down Notification nessage type (Section 4.9 of [RFC7854]) is
extended foll owi ng a consistent approach with the Peer Up type
(Section 4.10 of [RFC7854]). That is, the nessage is extended so
that optional TLVs are placed at the end of the nmessage.

Thi s nmeans for Reason codes 1 or 3, a BGP Notification PDU foll ows;
the PDU MAY be further followed by TLV data. For Reason code 2, a
2-byte field follows to provide additional Finite State Machi ne (FSM
info; this field MAY be followed by TLV data. For all other Reason
codes, TLV data MAY foll ow the Reason field.

5.4. TLV Data in O her BWMP Messages

Al'l other message types defined in RFC7854 [ RFC7854] do al ready
provision for TLV data. It is RECOWENDED that all future defined
BMP nessage types will also provide for optional TLV data following a
consi stency nodel for encoding with existing nessage types.

6. Mandatory Ti nmestanp

As defined by Section 4.2 of [RFC/854], it is not required to specify
a tinmestanp as part of any BMP nessage that includes a Per-peer
header. This is not ideal, as expressed in Section 4.10 of

[1-D. boucadair-nnmop-rfc3535-20years-later]. An event tinmestanp MJST
al ways be defined. The observation tinmestanp SHOULD al ways be
preferred as reference for its inherent maxi num accuracy in reporting
a given event; would that not be available in an inplenentation, the
next accurate tinestanp SHOULD be picked up to, as a last resort, the
time at which the information was exported.

7. Error Handling

RFC3654 [ RFC8654] pernmits BGP Update and ot her nessages to growto a
| ength of 65535 octets. This may cause a BMP PDU that attenpts to
encapsul ate such | ong nessages to overfl ow

A BMWMP exporter and a BMP station may not support the sane version of
the protocol; being BMP uni-directional, with data flowing only from
the exporter to the station, the station SHOULD cl ose the BMP session
and log the condition as a warning; the exporter SHOULD retry to
connect with a non-aggressitve tiner.
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10.

11.

A BMWP station may not support sone of the TLVs encoded by the
exporter; the station MJST ignore unsupported TLV types;
additionally, in case of indexed TLVs, if the index is invalid (i.e.
out of bounds), the TLV MJUST be ignored. The station SHOULD | og the
condition as a warning.

Security Considerations

It is not believed that this docunment adds any additional security
consi derations conpared to RFC7854 [ RFC7854].

Oper ational Considerations

In Route Monitoring messages, the nunber of TLVs can be bound to the
anount of NLRIs carried in the BGP Update nessage. This may degrade
the packing of information in such nmessages and have specific inpacts
on the menory and CPU used in a BMP inplenentation. As a result of
that it should al ways be possible to disable such features to
mtigate their inpact.

| ANA Consi der ations

Thi s docunent requests |ANA to renane of the "BMP Peer Up Message
TLVs" registry defined by BMP Peer Up Message Nanespace [ RFC9736]
into "BWP Peer Up and Peer Down TLVs" and the definition of one new
registry "BMP Route Mnitoring TLVs". The new "BMP Route Mbonitoring
TLVS" registry is seeded with the follow ng new TLV types

(Section 5.2):

* Type = 1: Support for Stateless Parsing TLV. The value field is
defined in Section 5.2.3.

* Type = 2: Support for grouping of TLVs. The value field is
defined in Section 5.2.1

* Type = 3: Support for VRF/ Table Name TLV. The value field is
defined in Section 5.2.2

* Type = 4: Support for BGP Message TLV. The value field is defined
in Section 5.2

Val ues 0 through 16383 MJUST be assigned using the Standards Action
policy as defined in Section 4.9 of [RFC8126]; values 16384 through
32767 MUST be assigned using the First Come First Served policy as
defined in Section 4.4 of [RFC8126]. The upper bound of the registry
is 65535. Value 65535 is Reserved.
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Wre-format Exanple

The diagramin Figure 3 shows an exanple of a Route Monitoring
message carrying a BGP UPDATE containing 10 NLRIs. The TLVs are
conprised of:

1.

2.

Lucente & Gu

a Group TLV with index 0x000b, pointing to NLRI 1, 2, 3 and 10

a Group TLV with index 0x000c, pointing to NLRI 4, 5 and 6

a Stateless Parsing TLV with index 0x0000, stating that the Add-
Path Capability is set to Both(Snd/Rcv) for the | Pv4d Unicast
address famly in the BGP UPDATE.

a TLV pertaining to NLRI 7

a TLV pertaining to the NLRIs listed in the Goup TLV defined in

1

a TLV pertaining to the NLRIs listed in the Goup TLV defined in

2
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