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Abst ract
Thi s docunment outlines the utilization of the TCP Authentication
Option (TCP-AO, as specified in [ RFC5925], for the authentication of
BGP Monitoring Protocol (BMP) sessions, as specified in [ RFC7854].
TCP- AO provides for the authentication of BWMP sessions established
bet ween routers and BMP stations at the TCP | ayer.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com hmt shar ma/ dr af t - hrmt shar na- bnp- t cp- ao.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 26 July 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. I nt roduction

The BGP Monitoring Protocol (BMP), as specified in [ RFC7854],
recomends the use of |Psec [ RFC4303] to address security

consi derations concerning the BMP session between a router and the
BMP station nanagi ng BGP route collection. This document suggests
the use of the TCP Authentication Option (TCP-AO as an

aut henti cati on mechanismto ensure end-to-end authenticati on of BW
sessions between the routers and the BWMP stations. TCP-AO is also
the choice of authentication for TCP-based network protocols such as
BGP and LDP. A conprehensive discussion of TCP-AOis provided in

[ RFC5925] .
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3.

3.

TCP- AO Protection for BGP Mnitoring Protocol (BM)

The BGP Monitoring Protocol (BMP), defined in [ RFC7/854], plays a
crucial role in network managenent by allowi ng routers to share

i nformati on about their BGP RIBs. This hel ps operators nonitor and
troubl eshoot their networks effectively. However, the security
consi derations associated with BMP have becone increasingly critica
in light of evolving threats. This docunment proposes that these
threats be addressed by utilizing TCP-AO to saf eguard BMP sessi ons.

TCP- AO provi des protection agai nst spoofed TCP segnents and hel ps
protect the integrity of the TCP session. Further, it provides for
the aut hentication of session endpoints. Simlar to BGP, BMP can
benefit fromthese security properties.

TCP- AO hel ps protect the integrity of BMP session |liveness at the TCP
|layer. As outlined in Section 3.2 of [RFC7854], BMP operates as a

uni directional protocol, neaning no BMP nessages are transmitted from
the monitoring station to the nmonitored router. BMP relies on the
underlying TCP session, supported by TCP keepalives [RFC1122], to
prevent session tinmeouts fromthe station to the nonitored router

1. Operational Recomendations for BMP

The inpl ementati on and use of TCP-AO to protect BMP session is
RECOMVENDED i n ci rcunmstances where the session nmight not otherw se be
protected by alternative nechanisns such as |Psec

Security Considerations

TCP-AO is not intended as a direct substitute for IPsec, nor is it
suggested as such in this docunent. The Security Considerations for
TCP-AO in Section 11 of [RFC7854] all apply to its application for
BWP

TCP- AO may i nhibit connectionl ess resets when session keys have been
| ost or changed. This nmay cause BMP sessions to linger in sone
ci rcunst ances; however, BGP shares this consideration

In the presence of NAT, TCP-AO requires additional support as defined
in [ RFC6978] .

TCP- AO does not provide for privacy for the BMP protocol’s contents.
When this is desired, I Psec with Encapsul ating Security Payl oad (ESP)
can hel p provide for such privacy.
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5. |1 ANA Consi derations

Thi s docunment has no | ANA acti ons.
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