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Abst ract

The BGP Monitoring Protocol (BWMP) does provision for BGP session
event | ogging (Peer Up, Peer Down), state synchronization (Route
Moni toring), debugging (Route Mrroring) and Statistics messages,
anong the others. This docunment defines a new Route Event Loggi ng
(REL) nessage type for BMP with the aim of covering use-cases with
affinity to alerting, reporting and on-change anal ysis.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 4 Septenber 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

As NLRIs are advertised and distributed, policies are applied and, as
a result, actions are performed on them Currently, in order to

i nfer the outcone of an eval uation process, a conparative analysis
needs to be performed between Route Mnitoring data for two distinct
observation points of interest, for exanple Adj-Ri b-In pre-policy and
post-policy. It would be instead nore useful if a nonitored router
coul d export event-driven data with the relevant information.

The envi sioned use-cases are the nost diverse and range from | oggi ng
route filtering to reporting the outcone of validation processes
taking place on the nonitored router, to isolating certain subsets of
data to be validated offline, to report nmal formed BGP packets, to
broader cl osed-|oop operati ons.
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Thi s docunent defines a new Route Event Loggi ng (REL) nessage type
that is suitable to carry event-driven data and is extensible in
nature. While the nmessage format is simlar to the Route Mrroring
message type defined in RFC 7854 [ RFC7854] and to the Route

Moni tori ng nmessage type as defined in [I-D.ietf-grow bnp-tlv], the
semantics are different.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 RFC 2119 [RFC2119] RFC 8174 [RFC8174] when, and only when, they
appear in all capitals, as shown here.

3. Route Event Logging (REL) nessage

In basic terms a REL nessage does carry Events. Each Event is
| ogi cally conposed by one Event Subject and one or nore Event
Attributes.

The structure of the Route Event Logging nessage is simlar to the
Route Monitoring nessage defined in [I-D.ietf-grow bnp-tlv], as such
all TLVs enclosed in the nessage are indexed.

The nessage is conposed of the Per-Peer Header, one mandatory BGP
Message TLV, one mandatory Informational TLV indicating the reason of
the event and any further optional Informational TLVs to better
characterize the nature of the event. An exanple of the indexed TLV
structure is available in Appendix A of [I-D.ietf-growbnp-tlv].

One or nore Event Subjects are packed as part of the BGP Update PDU.
The BGP Update PDU Section 4.3 of [RFC4271] is encoded itself as part
of the BGP Message TLV with code point TBD1 and index set to zero.
Each Event Subject is represented by an NLRI carried in the PDU.

The BGP Message TLV may be preceeded and/or followed by indexed

I nformational TLVs that carry Event Attributes, where attributes are
bound to subjects referring to their positional index within the PDU
or via a Goup TLV as described in Section 5.2.1 of

[I-D.ietf-grow bnp-tlv]

Speaki ng conparatively to other existing nessage types, REL does not
require an initial flooding of information as per the state
synchroni zati on nature of Route Mnitoring and does not aimto

provi de a non-state-conpressed full-fidelity view of all nmessages
recei ved as per the debuggi ng nature of Route Mrroring.
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In the context of BMP REL nessage, and hence in the rem nder of this
docunent, the term Event Subject and NLRI will be used

i nterchangeably. Also the termEvent Attribute and Informational TLV
wi || be used interchangeably.

The foll owing sections will describe each conponent of the REL
message in nore detail.

3. 1. Per - Peer Header

The nessage does start with a BMP per-peer header as defined in RFC
7854 [ RFC7854], subsequently extended by RFC 8671 [ RFC8671] and RFC
9069 [ RFC9069] allowi ng, anmong the other things, to tinestanp an
Event and set its observation point anpbng those defined in BMP.

Because the main purpose of the REL nessage is to | og events at the
time of applying an action, the Peer Flags field - even if applied to
Adj-Ri b-In or Adj-Ri b-Qut does not have the concept of pre- and post-
policy. The flags are hence defined as foll ows:

01234567
i ok It S S R R
| VIA] Reserved |
e T e ek

The V flag and A flag do carry the sane neaning as originally defined
by RFC 7854 [ RFC7854]. The remaining bits are reserved for future
use. They MJST be transmitted as 0 and their val ues MJST be ignored
on receipt.

3.2. BGP Update PDU

The PDU encl osed as part of a BGP Message TLV can be either a
verbatimcopy or artificial, either packed fromscratch or repacked
starting froman existing BG Update PDU to only contain the rel evant
NLRI s affected by an Event (one or multiple). The Event is going to
be further described by means of Event Attributes by indexed

I nformati onal TLVs.

The choi ce of describing one or nultiple Event Subjects via a BGP
Update PDU i s because, on one hand, this does allow to not have to
i nvent new encodings for NLRIs, while on the other, to support all
types and encodi ngs al ready supported by BGP. The advant age being
that only mnimal new code, on both the exporting and the receiving
sides, will have to be produced.
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3. 3. I nformati onal TLVs

Informational TLVs in BMP are formalized by the intersection of RFC
7854 [ RFC7854], [I-D.ietf-grow bnmp-tlv] and
[I-Dietf-growbmp-tlv-ebit]. TLVs in a REL nessage are indexed.

Contrary to other BMP nessages where all Informational TLVs are
entirely optional, in order for a REL nessage to be meaningful, it
MJST contain at |east one Event Reason TLV and MAY contain ot her
optional attribute TLVs to further characterize the Event.

A new registry called "Route Event Logging TLVs" is defined and is
seeded with the TLVs detailed in the follow ng sections.

3.3.1. Event Reason TLV
TBD2 = Event Reason TLV (4 octets). Indicates the | ANA-registered

reason code describing the type of the event. The follow ng reason
codes are defined as part of the "Event Reason TLV' registry:

Fomm oo o e e e e e e e e e o +
| Value | Reason |
e +
0x0000 Unknown
0x0001 Log Action

0x0004 Val i dati on Fai

I I I
| | Log Actic |
| 0x0002 | Policy Discard |
| | |
| 0x0008 | Mal formed Packet |

Table 1: Event Reason Codes (Suggested val ue)
3.3.2. Log Action TLV

TBD3 = Log Action TLV. The length is variable. The first byte
defines the nature of the |ogging, depending on the code point
addi tional data may follow the followi ng code points are defined

* TBD9 = Config. Prefix is being | ogged due to a configuration
statenent. Data contains a UTF-8 string whose val ue can be
organi zed freely by an inplenmentation and is neant to give
addi tional information about why the | og was made.

* TBD10 = Route unstable. Optional data contains a 4 bytes val ue
representing the observed tinefrane in seconds, followed by a 4
bytes value indicating the anount of times the event occurred
within the tineframe.
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3.3.3.

TBD11 = Crossed Warning Bound. Prefix is over the warning
threshol d of the maxi num nunber of prefixes that can be received
froma BGP neighbor. Data contains a 4 bytes val ue representing
the threshol d nunber.

TBD12 = Crossed Upper Bound. Prefix is over the upper threshold
of the maxi mum nunber of prefixes that can be received froma BGP
nei ghbor. Data contains a 4 bytes value representing the
threshol d nunber.

Policy Discard TLV

TBD4 = Policy Discard TLV. The length is variable. The first byte

of

*

3.3. 4.

the value field indicates how the rest is organized:

TBD13 = String. The value contains a UTF-8 string whose val ue can
be organi zed freely by an inplenmentation. For exanple, it may
contain the routing policy name that caused the discard; or it may
list a sequence of policies and policy nodes traversed; or, nore
simply, it could be a neaningful return code.

TBD14 = Structured. On the escort of Section 4 of [RFC9067] and
YANG Model for Border Gateway Protocol (BGP-4)
[I-D.ietf-idr-bgp-nodel] the value is organized as two consecutive
null-term nated strings, the first indicating the policy nane, the
second the statement name within the policy.

Val idation Fail TLV

TBD5 = Validation Fail TLV. The length is set to 1 byte and the
val ue represents a code giving nore information about the specific
validation fail. Follow ng are the defined code points:

*

3.3.5.

Code = TBD15: RPKI Invalid. The prefix is being narked as RPKI
"invalid and either has no coverage or it is unknown whether it
has coverage by a valid prefix.

Code = TBD16: RPKI Invalid with covering Valid prefix. The NLR
is being marked as RPKI 'invalid but is covered by a Valid
prefix.

Mal f or red Packet TLV

TBD8 = Mal formed Packet TLV. The length is set to 1 byte and the
val ue represents a code giving nore information about the specific
mal forming. Followi ng are the defined code points:
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* Code = TBD17: Errored PDU. The BGP nessage was found to have sone
error that made it unusable, causing it to be treated-as-wthdraw
RFC7606 [ RFC7606] .

G oup TLV

The Group TLV is to form N Mrel ationshi ps anong NLRI's in the BG?
Update PDU and TLVs of the sanme Route Event Loggi ng nessage. This
TLV has code point TBD6 and follows the definition of Goup TLV in
[I-D.ietf-growbm-tlv].

St atel ess Parsing TLV

The Stateless Parsing TLV is to all ow parsing of the BGP Update PDU

i ndependently froma Peer Up nmessage previously received for the sane
BGP session. This TLV can be especially relevant to Route Event

Loggi ng where the BGP Update PDU is artificial. The TLV has code
point TBD7 , it follows the definition of Stateless Parsing TLV in
[1-D.ietf-growbnp-tlv] and uses code point definitions in the

St at el ess Parsing Registry.

Qper ational Considerations

Rout e Event Loggi ng nessages are event-driven in nature so the
general recomrendation is to use themto report on specific
conditions of interest in order, for exanple, to facilitate data

m ning or avoid differential analysis. Wen the objective is to
annot ate every received or announced NLRI then the recomendation is
to use Route Mdnitoring nessages with BVMP Path Marking
[1-D.ietf-grow bnp-path-marking-tlv]. As an exanple consider RPKI
val idation status: when the objective is to report on any validations
tatus (ie. valid, invalid and unknown), BMP Path Marking shoul d be
used; when the objective is instead to report only invalids then
Rout e Event Logging with Validation Fail Event Reason shoul d be used.

There exist a definite overlap between Route Event Loggi ng when used
to report Malforned Packet and the use-cases for Route Mrroring
where Errored PDUs may be sanpled for reporting. Frominplenentors
perspective, if one wants to inplement broader event-driven
notifications and does not want to offer exact mrroring of nonitored
BGP sessions without state conpression it nmay be adviceable to prefer
i mpl ementi ng Route Event Loggi ng nessage type over Route Mrroring.
From a col |l ector perspective, simlarly, one may want to activate
distinct BMP feeds for event |ogging and route collection and, also
in this case, reporting mal formed packets via Route Event Loggi ng
nmessage type may be preferrable over Route Mrroring.
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Crossed warni ng bound and crossed upper bound events refer to the
recei ved route thresholds that can be configured according to
Section 6.7 of [RFC4271]. Also the stats counters part of these
events is being addressed by the Definition For New BWMP Statistics
Type [I-D.ietf-grow bnmp-bgp-rib-stats] docunent.

5. Security Considerations

It is not believed that this docunment adds any additional security
consi derati ons.

6. | ANA Consi derati ons
TBD
7. References

[1-D.ietf-grow bnmp-bgp-rib-stats]
Srivastava, M, Liu, Y., Lin, C, and J. Li, "Definition
For New BGP Mbonitoring Protocol (BWMP) Statistics Types",
Wirk in Progress, Internet-Draft, draft-ietf-grow bnmp-bgp-
rib-stats-07, 21 February 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-grow
brmp- bgp-ri b-stats-07>.

[1-D.ietf-grow bnp-pat h-marking-tlv]
Cardona, C., Lucente, P., Francois, P., Gu, Y., and T.
G af, "BMP Extension for Path Status TLV', Wirk in
Progress, Internet-Draft, draft-ietf-grow bnp-path-
mar ki ng-tlv-02, 16 Septenber 2024,
<https://datatracker.ietf.org/doc/htm/draft-ietf-grow
brp- pat h- mar ki ng-t1 v-02>.

[I-D.ietf-growbnp-tlv]
Lucente, P. and Y. Gu, "BMP v4: TLV Support for BGP
Moni toring Prtoocol (BMP) Route Monitoring and Peer Down
Messages", Work in Progress, Internet-Draft, draft-ietf-
grow bnp-tlv-16, 24 February 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-grow
brmp-tlv-16>.

[1-D.ietf-grow bnp-tlv-ebit]
Lucente, P. and Y. Cu, "Support for Enterprise-specific
TLVs in the BGP Mnitoring Protocol", Wrk in Progress,
Internet-Draft, draft-ietf-grow bnmp-tlv-ebit-06, 17
January 2025, <https://datatracker.ietf.org/doc/htm/
draft-ietf-grow bnp-tlv-ebit-06>.

Lucente & Cardona Expi res 4 Septenber 2025 [ Page 8]



Internet-Draft BVP REL March 2025

[1-D.ietf-idr-bgp-nodel]
Jet hanandani, M, Patel, K, Hares, S., and J. Haas, "YANG
Model for Border Gateway Protocol (BGP-4)", Wbrk in
Progress, Internet-Draft, draft-ietf-idr-bgp-nodel-18, 21
Cct ober 2024, <https://datatracker.ietf.org/doc/htm/
draft-ietf-idr-bgp-nodel -18>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC4271] Rekhter, Y., Ed., Li, T., Ed., and S. Hares, Ed., "A
Border Gateway Protocol 4 (BGP-4)", RFC 4271,
DA 10.17487/ RFC4271, January 2006,
<https://ww.rfc-editor.org/info/rfc4271>.

[ RFC7606] Chen, E., Ed., Scudder, J., Ed., Mhapatra, P., and K
Patel, "Revised Error Handling for BGP UPDATE Messages",
RFC 7606, DO 10.17487/ RFC7606, August 2015,
<https://www. rfc-editor.org/info/rfc7606>.

[ RFC7854] Scudder, J., Ed., Fernando, R, and S. Stuart, "BGP
Moni toring Protocol (BMP)", RFC 7854,
DO 10.17487/ RFC7854, June 2016,
<https://www.rfc-editor.org/info/rfc7854>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8671] Evens, T., Bayraktar, S., Lucente, P., M, P., and S
Zhuang, "Support for Adj-RIB-Qut in the BGP Mnitoring
Protocol (BWMP)", RFC 8671, DO 10.17487/RFC8671, Novemnber
2019, <https://ww.rfc-editor.org/info/rfc8671>.

[ RFC9067] Qu, Y., Tantsura, J., Lindem A., and X Liu, "A YANG Data
Model for Routing Policy", RFC 9067, DO 10.17487/ RFC9067,
Cct ober 2021, <https://www. rfc-editor.org/info/rfc9067>.

[ RFC9069] Evens, T., Bayraktar, S., Bhardwaj, M, and P. Lucente,
"Support for Local RIB in the BGP Monitoring Protocol
(BMP)", RFC 9069, DO 10.17487/RFC9069, February 2022,
<https://ww.rfc-editor.org/info/rfc9069>.

Lucente & Cardona Expi res 4 Septenber 2025 [ Page 9]



Internet-Draft BWVP REL March 2025

Acknowl edgenent s

The authors would like to thank Jeff Haas, Luuk Hendriks, Ruediger
Vol k, Ahned El hassany, Thomas Graf and Ben Maddi son for their

val uabl e input. The authors would also like to thank M ke Booth for
his review.

Aut hors’ Addr esses

Paol o Lucente

NTT

Veemweg 23

3771 Bar nevel d

Net her | ands

Emai | : paol o@tt. net

Cam | o Cardona

NTT

164- 168, Carrer de Numanci a
08029 Bar cel ona

Spai n

Email: cam |l o@tt. net

Lucente & Cardona Expi res 4 Septenber 2025 [ Page 10]



