Net wor k Wor ki ng G oup C. Cardona
I nternet-Draft P. Lucente
I nt ended status: Standards Track NTT
Expires: 16 Novenber 2026 P. Francois
I NSA- Lyon

Y. Gu

Huawei

T. G af

Swi sscom

15 May 2026

BMP Extension for Path Status TLV
draft-ietf-grow bnp-path-marking-tlv-05

Abst r act

The BGP Monitoring Protocol (BWMP) provides an interface for obtaining
BGP path information, which is conveyed through BMP Route Monitoring
(RM messages. This docunent specifies a BMP extension to convey the
status of a path after being processed by the BGP process.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14, RFC2119 [RFC2119] and RFCB174 [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 Novenber 2026.
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1.

I nt roducti on

Multiple paths with different path statuses (e.g., the "best path",
"backup path", "invalid", and so on) may co-exist for a given prefix
in the BGP RIBs after being processed by the BGP deci sion process.
The path status information is not carried in the BGP UPDATE Message
[ RFC4271] or in the BVP Route Monitoring Message [ RFC7854].

External systenms can use the path status for various applications.
For exanple, operators comopnly use path status during

troubl eshooting. Having such status stored and tracked enabl es the
devel opnment of tools that facilitate this process. Optim zation
systens can consider path status in their process, e.g., as a
validation source (since it can conpare the calculated state to the
actual outcone of the network, such as primary and backup path).

Mor eover, path status information can conpl enent other centralized
sources of data. For exanple, flow collectors can leverage it to
identify the exact forwarding paths, yielding nore accurate traffic
matrices than existing nethods.

Thi s docunent defines a Path Status TLV to convey the BGP path status
to a BWP server. The BMP Path Status TLV is carried in the BWP Route
Monitoring (RM Message [ RFC7854].

Path Status TLV encodi ng

The path status TLV foll ows the common header defined in
[I-D.ietf-growbmp-tlv] and [I-D.ietf-grow bnp-tlv-ebit].

01234567890123456789012345678901

e T e T +
| Conmon TLV Header (Variable bits) |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +
| Path Status (4 octets) |
. +
| Reason Code (2 oct., opt.) |

T T T Re ey +

Figure 2: Encoding of Path Status TLV

* The conmon TLV header that can encode | ANA-regi stered TLV or
Enterprise-specific markings using [I-D.ietf-grow bnmp-tlv-ebit].
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* Path Status (4 Cctets): indicates the path status of the BGP

Updat e PDU encapsul ated in the RM Message. The path statu
encoded using a bitmap where each bit position encodes a s
role of the path. Miltiple bits may be set when nultiple
statuses apply to a path. Al zeros are reserved for path
no mar ki ng.

s is
pecific
pat h

s with

* Reason Code (2 Cctets, optional): indicates the reason of the path

status indicated in the Path Status field. The reason cod
is optional. |If no reason code is carried, this field is
included. |f a reason code is carried, the reason code is

i ndi cated by a two-byte val ue.
3. 1 ANA encoding of Path Status TLV

3.1. | ANA path status codes

| Val ue | Path Status |
| 0x00000001 | Invalid |
R oo e e e e e e e e oo - - +
| 0x00000002 | Best |
Fom e e o - o mm e e e e e e e i +
| O0x00000004 | Nonsel ected |
Fomm e oo - o e e e e e e e ememao - +
| 0x00000008 | Primary |
R oo e e e e e e e e oo - - +
| O0x00000010 | Backup |
Fom e e o - o mm e e e e e e e i +
| 0x00000020 | Non-installed |
Fomm e oo - o e e e e e e e ememao - +
| Ox00000040 | Best-external |
R oo e e e e e e e e oo - - +
| 0x00000080 | Add-Path |
Fom e e o - o mm e e e e e e e i +
| O0x00000100 | Filtered in inbound policy

Fomm e oo - o e e e e e e e ememao - +
| O0x00000200 | Filtered in outbound policy |
R oo e e e e e e e e oo - - +
| 0x00000400 | Stale |
Fom e e o - o mm e e e e e e e i +
| O0x00000800 | Suppressed |
Fomm e oo - o e e e e e e e ememao - +

Table 1: | ANA- Regi stered Path Status
Cardona, et al. Expi res 16 Novenber 2026
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Table 1 includes a list of | ANA status codes. This list might be
extended. An explanation of each of the types is included next:

*

An invalid route is a route that does not enter the BGP deci sion
process as indicated in Section 9.1.2 of RFC4271 [ RFC4271].

The best route is defined in Section 9.1 of RFC4A271 [ RFC4271].

Nonsel ected routes are those that are not selected in the BGP
deci sion process. Backup routes are considered nonsel ected, while
the best and prinary routes are not considered as nonsel ect ed.

A primary route is a path used for traffic forwarding. See
draft-ietf-rtgwg-bgp-pic [I-D.ietf-rtgwg-bgp-pic]. A prefix can
have nore than one primary path when multipath is configured
draft - | apukhov- bgp- ecnp- consi der ati ons

[1-D. | apukhov-bgp-ecnp-consi derations]. The best path is also a
primary path.

A backup path is installed in the RIB, but it is not used unti
some or all primary paths becone unreachable. Backup paths are
used for fast convergence in the event of prinmary path failures.

A non-installed path refers to the route that is not installed
into the P routing table.

The best external path is defined in draft-ietf-idr-best-externa
[I-D.ietf-idr-best-external].

The add-path status is applied when the advertisenment includes
mul tiple paths for the same address prefix wi thout the new paths
implicitly replacing any previous ones [ RFC7911].

Filtered in inbound policy routes are those that are filtered in
the Adj-RIB-1n policy.

Filtered in outbound policy routes are those that are filtered in
the Adj-RIB-Qut policy.

Stale routes refer to paths which have been declared stale by the
BGP Graceful Restart nechanism as described in Section 4.1 of
[ RFCA724] .

Suppressed routes refer to a path which has been decl ared
suppressed by the BGP Route Fl ap Danpi ng nmechani sm as described in
Section 2.2 of [RFC2439].
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3. 2.

| ANA reason codes

Table 2 includes a list of | ANA reason codes. This list can be
extended in future documents. This docunment includes a brief

expl anation of each code and the path status they are intended to
explain. Please see Section 5.4 for notes on potentially

i nconsi stencies in the path nmarki ng data.

*

Invalid routes due to AS | oop and unresol vabl e next hop are defined
in Section 9.1.2 of [ RFC4271]. These codes target routes of type
"I'nvalid".

The reason codes starting with 'not preferred’ are ainmed at paths
not selected as best, and describe the reason they were ranked

|l ower in the decision process. AIGP is explained in RFC7/311

[ RFC7311]. The rest of the codes are described in Section 9.1.2.2
of [RFC4271].

| Value | Reason Code |
[ gttty e p—p—p—p—p—p—(—(———(—————(———————————————
| 0x0001 | Invalid due to AS | oop |
S I O +
| 0x0002 | Invalid due to unresol vabl e nexthop |
Fommmaa - T T Tt +
| Ox0003 | Not preferred for local preference |
Fomm oo oo e m e e e e e e e e e e e e mm e mmmaa o - +
| 0x0004 | Not preferred for AS Path Length |
S I T +
| Ox0005 | Not preferred for origin |
Fommmaa - T T T +
| Ox0006 | Not preferred for MED |
Fomm oo oo e m e e e e e e e e e e e e mm e mmmaa o - +
| 0x0007 | Not preferred for peer type |
S I e +
| Ox0008 | Not preferred for | GP cost |
Fommmaa - T T Tt +
| Ox0009 | Not preferred for router ID |
Fomm oo oo e m e e e e e e e e e e e e mm e mmmaa o - +
| OxO00A | Not preferred for peer address |
S I e +
| Ox000B | Not preferred for Al GP |
Fommmaa - T T Tt +

Tabl e 2: | ANA- Regi stered Reason Codes
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4.

4.

Path Marking Statistics

This section defines statistics to account and summari ze Path Status
TLV in the BGP Local -RIB. The statistics specified in this section
are exported by BWMP speakers using the Stats Reports nessage type
defined in Section 4.8 of [RFC7854].

Unl ess otherw se stated, all counters defined in this section are
unsigned 64-bit integers. Counters are maintained per BMP session
and per nonitored peer. The reset behavior of these counters (for
exanpl e, upon BMP session restart or operator-triggered reset)
follows the general semantics of BMP Stats Reports as defined in
RFC7854 [ RFC7854] .

1. Per-Status Counters

For each | ANA-registered Path Status bit defined in Table 1, an

i npl ement ati on SHOULD mai ntain a counter that reflects the nunber of
paths currently marked with that status. These counters are
conceptually simlar to the per-status gauges defined for prinmary,
backup, stale, and suppressed routes in the BMP RIB statistics
docunent [I-D.ietf-grow bnp-bgp-rib-stats].

The foll owing counters are defined:

* Type = TBD1l: Current nunber of paths for which the Path Status TLV
has the Invalid status bit set.

*  Type = TBD2: Current nunber of paths for which the Path Status TLV
has the Best status bit set.

* Type = TBD3: Current nunber of paths for which the Path Status TLV
has the Nonsel ected status bit set.

*  Type = TBD4: Current nunber of paths for which the Path Status TLV
has the Primary status bit set.

*  Type = TBD5: Current nunber of paths for which the Path Status TLV
has the Backup status bit set.

*  Type = TBD6: Current nunber of paths for which the Path Status TLV
has the Non-installed status bit set.

* Type = TBD7: Current nunber of paths for which the Path Status TLV
has the Best-external status bit set.

*  Type = TBD8: Current nunber of paths for which the Path Status TLV
has the Add-Path status bit set.
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*  Type = TBD9: Current nunber of paths for which the Path Status TLV
has the Filtered in inbound policy status bit set.

* Type = TBD10: Current nunber of paths for which the Path Status
TLV has the Filtered in outbound policy status bit set.

*  Type = TBD11l: Current nunber of paths for which the Path Status
TLV has the Stale status bit set.

* Type = TBD12: Current nunber of paths for which the Path Status
TLV has the Suppressed status bit set.

Since the Path Status field is encoded as a bitmap, multiple status
bits can be set for a single path. The correspondi ng per-status
counters are incremented independently; that is, a single path may
contribute to nore than one per-status counter

4.2. Ceneric Path Status Counters

In addition to the per-status counters defined above, the foll ow ng
generic counters MAY be maintained by a BMP i npl ementation

*  Type = TBD13: Current nunber of paths that carry a Path Status TLV
with at | east one status bit set (that is, paths that are
explicitly marked).

* Type = TBD14: Current nunber of paths that either do not carry a
Path Status TLV or carry a Path Status TLV with all bits set to
zero.

5. Inplenmentation notes
The BMP path marking TLV remains optional within BMP inplenentations.

An inpl enentation of the BMP path marking TLV may not fully support
marki ng of all statuses defined in Table 1 or any future extensions.
Simlarly, an inplenmentation may choose to support the inclusion of
the reason code (for which support is also optional), wthout
necessarily incorporating any of the reason codes defined in Table 2
or future extensions.

Thi s docunent refrains from defining mechanisns for signaling the
status or reason codes an inplenmentation supports. This could be
est abli shed t hrough external means (e.g. docunentation) or
potentially addressed in a subsequent documnent.

The renmai nder of this section covers additional points related to the
i npl ementati on of the BMP Path Marking TLV.

Cardona, et al. Expi res 16 Novenber 2026 [ Page 8]



I nternet-Draft BMP path status tlv May 2026

5.1. Configuration of BMP Path Marking

I mpl enent ati ons supporting the BMP Pat h Marking TLV shoul d provide an
option for enabling/disabling the Path Marking TLV over BMP

nmoni toring sessions. Furthernore, the configuration options for this
TLV shoul d provide the nmeans to enabl e/ di sable the transm ssion of
reason codes, if the reason codes are supported by the

i mpl ement at i on.

5.2. Scalability and churn

The Path Marking TLV introduces netadata on the routes, which could

i ncrease the churn (Section 8.1.6 of RFC4098 [ RFC4098]) of paths
within the BMP session. For instance, if BMP Path Marking is
configured, and a non-installed path changes status to a backup
route, the device should send an update about this path with the new
mar ki ngs, even if its BGP attributes remain unchanged. Enabling
reason codes could additionally increase the churn. Churn could be
nmore pronounced during the start of a BGP session, where the device
is processing all avail able routes.

If churn is undesired, an inplenentation could nake use of "state
conpression” to hide state until paths converge (Section 5 of
[RFC7854]). It could also initially send BMP routes w thout the path
marking TLV, even if it were configured, and then add them once the

i mpl ement ati on considers the path to be stable enough. This docunent
does not provide a definitive solution for churn since it depends on
the capabilities of an inplenentation and the requirenments of an
operator.

5.3. Paths with no markings

Sone BGP routes might not require any type of status or reasons. For
exanple, a path in Adj-RIB-In where the BGP best path decision has
not been applied yet, falls under this category, since there is
really nothing to mark for that path. This docunment suggests

appl ying an explicit marking of this route, by attaching a BWMP path
marking TLV with no bits set. This will help BMP nonitor stations to
differentiate this case fromthose in which markings are not
configured, or not yet attached by the device.
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5.4. Path markings applicability and consi stency

The status and reason codes from Table 1 and Table 2 are included
based on use cases from network operators and defined foll owing the
nost rel evant protocol references available. Wile inplenentations
are strongly encouraged to align with these code definitions, this
docunent does not enforce strict validity rules for code conbinations
to accommodate the diversity of BGP inplenmentations.

The experience during testing of this TLV reveal ed scenari os where

i mpl ement ati ons might conbine codes differently than originally
anticipated. For exanple, one test inplenmentation nmarked routes with
both "Invalid and 'Best’ status bits set, which is contradictory
fromthe point of view of [RFC4271], but nmade sense for their
specific inplenentation.

Qperators should apply their own validation checks on the data from
TLVs and di scuss potential inconsistencies with their vendors, and
rai se bugs if applicable.

5.4.1. Significance of status and origin RIBs

Thi s docunent refrains frominposing on any inplenentation the
requirenent to mark specific status fromspecific RIBs. Sone

i npl ementations might be able to nark sonme status over one RIB while
others do it on others. For instance, some might be able to mark
Adj-RIB-In filtered routes when obtained fromthe Adj-RI B-1n pre-
policy, while others could do it only fromthe Adj-RIB-1n post-
policy. To renpve anbiguities in inplenmentations, it is recomended
that the neaning of status (and reason codes) does not depend on the
origin RIB of a route.

5.5. Miltiple TLVs assigned to the sane route.

We advocate for the use of TLV groupi ng wherever feasible
(Section 5.2.1 of [I-D.ietf-growbmp-tlv]). The inclusion of al
marking information within a single message is reconmended. In
situations where nultiple TLVs are associated with a single route,
all markings and reasons will be applicable to that route.

5.6. Enterprise-specific status
I mpl ement ations introducing their own status and reason codes are

advi sed to adhere to [I-D.ietf-growbnmp-tlv-ebit] and use the
enterprise-bit (ebit) for vendor-specific status and reasons.

Cardona, et al. Expi res 16 Novenber 2026 [ Page 10]



I nternet-Draft BMP path status tlv May 2026

For scenarios where a path state conbines a standard status with an
enterprise-specific reason code (or vice versa), the follow ng
alternatives are presented:

* Replication of the standard definitions within the enterprise-
specific space, thus permtting direct marking within the sane
packet using the ebit.

* Assigning two TLVs to the same path(s): one containing the
standard part and anot her housing the vendor-specific part.

5.7. Miltiple reason codes

The path marking TLV was not designed to optinmally hold nore than one
reason code per path. However, if needed by a specific use case, the
i npl ementation can use two or nore path markings TLVs for the sane
path listing the nultiple reasons that apply to it.

6. Acknow edgnents
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7. | ANA Consi derations

Thi s docunent requests that | ANA assign the follow ng new TLV type to
the BMP Route Monitoring TLVs.

Type = 5: indicates that this is the | ANA-regi stered Path marking
TLV. The value field is defined in Section 2.

RFC Editor and | ANA registry note: The registry is created with
Section 10 of [I-D.ietf-grow bnp-tlv] and populated with initial
val ues 1-4. This docunment adds value 5 to the registry. Please
renove this sentence before publishing the docunent as RFC.

In addition, this docunment requests | ANA to assignh new statistic
types in the BMP Statistics Types (https://ww.iana. org/assi gnments/
bnp- par anmet er s/ bnp- paranet ers. xht m #stati stics-types) registry, part
of the BMP parameters (https://ww.iana. org/assi gnment s/ bnp-

par anet er s/ bnp- paraneters. xhtm ) registry group, for the Path Marking
Statistics defined in Section 4.

Unl ess otherw se stated, all statistics defined below are 64-bit

unsi gned i nteger gauges whose Stat Data value field and Stat Length
follow the rules defined in Section 4.8 of [RFC7854].
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Thi s docunent requests | ANA to assign the foll owi ng new BWP
Statistics Types and to update the registry to reference the RFC
nunmber of this docunent:

*

Type TBD1: Current nunber of paths for which the Path Status TLV
has the Invalid status bit set.

Type TBD2: Current nunber of paths for which the Path Status TLV
has the Best status bit set.

Type TBD3: Current nunber of paths for which the Path Status TLV
has the Nonsel ected status bit set.

Type TBD4: Current nunber of paths for which the Path Status TLV
has the Primary status bit set.

Type TBD5: Current nunber of paths for which the Path Status TLV
has the Backup status bit set.

Type TBD6: Current nunber of paths for which the Path Status TLV
has the Non-installed status bit set.

Type TBD7: Current nunber of paths for which the Path Status TLV
has the Best-external status bit set.

Type TBD8: Current nunber of paths for which the Path Status TLV
has the Add-Path status bit set.

Type TBD9: Current nunber of paths for which the Path Status TLV
has the Filtered in inbound policy status bit set.

Type TBD10: Current nunber of paths for which the Path Status TLV
has the Filtered in outbound policy status bit set.

Type TBD11l: Current nunber of paths for which the Path Status TLV
has the Stale status bit set.

Type TBD12: Current nunber of paths for which the Path Status TLV
has the Suppressed status bit set.

Type TBD13: Current nunber of paths that carry a Path Status TLV
with at |east one status bit set (paths that are explicitly
mar ked) .

Type TBD14: Current nunber of paths that either do not carry a
Path Status TLV or carry a Path Status TLV with all bits set to
zero.
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8. Security Considerations

Using the path status information nay affect other applications which
rely on this informati on for operational decisions. Qperators should
secure BMP sessions and control access to TLV data to nitigate these
ri sks.
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Appendi x A. I nplenentation Status
Note to the Editor: Please renmove this section before publication

This section records the status of known inpl enentati ons of the BW
Path Marking TLV specified in this docunent. The information is
based on interoperability and testbed activities, including the

Swi sscom | ETF Dai sy testbed, and is intended to help reviewers and
operators understand current inplenmentation and depl oynent st at us.
This section is non-normative.

A 1. Huawei VRP NE8S8O00O

Huawei inplemented the BMP Path Marking TLV, including Path Status
and Path Reason, on NEB00O platforms running VRP R0O25C00SPC305T and
subsequent R025C10 test inages.

The inplementation exports Path Marking information in BMP Route
Moni tori ng messages for | Pv4 and | Pv6 unicast, as well as VPNv4 and
VPNv6 Local -RIB. Support includes ADD PATH and VPN peer

di sti ngui shers.

In the test environment, BMP sessions were established from NES8OOO
PEs to a collector and configured to monitor Adj-RIB-1n and Adj-RIB-
Qut, both pre-policy and post-policy, as well as VPNv4 and VPNv6
Local -RIB across multiple VRF instances.

The i npl enentati on was exerci sed agai nst a set of path sel ection
scenarios, including best path, backup path, non-installed paths, and
policy-filtered paths. The exported Path Status bits, such as Best,
Nonsel ected, Primary, Backup, and Non-installed, and the
correspondi ng Path Reason codes, for exanple not preferred due to

| ocal preference or router ID, were verified against the
corresponding VRF RIB and BGP routing state.

A. 2. prmacct BMP Col | ector

The BMP coll ector used in the inplenentation is pmacct with support
for the Path Marking TLVs as defined in this docunent.
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The i npl enentati on includes updates to align TLV type and val ue
handling with the current draft, as well as changes to the TLV

parsing logic to correctly process Path Status and Path Reason

information in BMP Route Mnitoring nmessages.

In the inplenentation tests, the collector is configured to receive
BMP sessions and export decoded data as JSON | ogs, including Path

Mar ki ng TLVs where available. This allows comparison between the BGP
path state observed on the NE8000, for example best, backup, non-
installed, or policy-filtered, and the correspondi ng BMP-exported
Path Status and Reason val ues.

A. 3. NetGauze and Wreshark Decoders

Net Gauze is used as an i ndependent BMP decoder to validate the
encodi ng of Path Marking TLVs. Updates were nade to inprove BMPv4
support, including handling of ADD PATH for |Pv4/1Pv6 MPLS unicast,
Loc-RI B Peer Up nessages, and general BMP nessage parsing. These
changes hel p decode and inspect Route Mnitoring nmessages carrying
Path Status and Path Reason TLVs.

Wreshark nightly builds are used to inspect BMP Route Mnitoring
nmessages and verify the presence and decodi ng of Path Marking TLVs,
i ncludi ng VPN peer distinguishers and SAFI -specific updates.

I mprovenments in BMP TLV and G oup TLV decodi ng hel p i nspect VRF
context and associ at ed pat h-mar ki ng i nformati on.
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