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Abst r act

The BGP Monitoring Protocol (BWMP) provides an interface for obtaining
BGP path information, which is is conveyed through BVWP Route

Monitoring (RM nessages. This docunent specifies a BMP extension to
convey the status of a path after being processed by the BGP process.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 RFC 2119 [RFC2119] RFC 8174 [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 25 Cctober 2025.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

Multiple paths with different path status, (e.g., the "best path",
"backup path", "invalid", and so on), may co-exist for a given prefix
in the BGP RIBs after being processed by the BGP deci sion process.
The path status information is not carried in the BGP Update Message
RFC4A271 [ RFC4271] or in the BMP Route Monitoring Message RFC7854

[ RFC7854] .
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External systenms can use the path status for various applications.
For exanple, operators comonly use path status during

troubl eshooting. Having such status stored and tracked enabl es the
devel opment of tools that facilitate this process. Optim zation
systens can consider path status in their process, e.g., as a

val idation source (since it can conpare the calculated state to the
actual outcone of the network, such as prinmary and backup path).
Moreover, path status information can conpl enent other centralized
sources of data. For exanple, flow collectors can leverage it to
identify the exact forwarding paths, yielding nore accurate traffic
mat ri ces than exi sting nethods.

Thi s docunent defines a Path Status TLV to convey the BGP path status
to a BWP server. The BMP Path Status TLV is carried in the BVP Route
Monitoring (RM Message RFC7854 [ RFC7854].

2. Path Status TLV encoding

The path status TLV foll ows the common header defined in
[I-Dietf-growbmp-tlv] and [I-D.ietf-grow bnp-tlv-ebit].

01234567890123456789012345678901

e e +
| Conmon TLV Header (Variable bits) |
o +
| Path Status (4 octets) |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +
| Reason Code (2 oct., opt.) |

o m oo +

Figure 2: Encoding of Path Status TLV

* The common TLV header that can encode | ANA-regi stered TLV or
Enterprise-specific markings using [I-D.ietf-growbnp-tlv-ebit].

* Path Status (4 Cctets): indicates the path status of the BGP
Updat e PDU encapsul ated in the RM Message. Path status are
encoded using a bitmp where each bit position encodes a specific
role of the path. Miltiple bits may be set when nultiple path
status apply to a path. Al zeros are reserved for paths with no
mar ki ng.

* Reason Code (2 Cctets, optional): indicates the reason of the path
status indicated in the Path Status field. The reason code field
is optional. |If no reason code is carried, this field is not
included. If a reason code is carried, the reason code is
i ndi cated by a two-byte val ue.
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3. 1 ANA encoding of Path Status TLV

3.1. I ANA path status codes

[ el sty
| Val ue | Path Type |
| O0x00000001 | Invalid |
R o e e e e e e e e m o +
| 0x00000002 | Best |
S TR O +
| O0x00000004 | Nonsel ected |
S ISRy T T re e +
| O0x00000008 | Primary |
R o e e e e e e e e m o +
| 0x00000010 | Backup |
S TR O +
| 0x00000020 | Non-installed |
S ISRy T T re e +
| O0x00000040 | Best-external |
R o e e e e e e e e m o +
| 0x00000080 | Add-Path |
S TR O +
| O0x00000100 | Filtered in inbound policy

S ISRy T T T Ty +
| O0x00000200 | Filtered in outbound policy |
R o e e e e e e e e m o +
| 0x00000400 | Stale |
S TR O +
| O0x00000800 | Suppressed |
S ISRy T Ty +

Tabl e 1: | ANA- Regi stered Path Status

Table 1 includes a list of | ANA status codes. This list might be
extended. An explanation of each of the types is included next:

* Aninvalid route is a route that does not enter the BGP deci sion
process as indicated in Section 9.1.2 of RFC4271 [ RFC4271].

* The best route is defined in Section 9.1 of RFC4271 [ RFC4271].
*  Nonsel ected routes are those that are not selected in the BGP

deci sion process. Backup routes are considered nonsel ected, while
the best and primary routes are not considered as nonsel ect ed.
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3.

2

A primary route is a path used for traffic forwarding. See
draft-ietf-rtgwg-bgp-pic [I-D.ietf-rtgwg-bgp-pic]. A prefix can
have nore than one primary path when multipath is configured
draft - | apukhov- bgp- ecnp- consi der ati ons

[1-D. | apukhov-bgp-ecnp-consi derations]. The best path is also a
primary path.

A backup path is installed in the RIB, but it is not used unti
some or all primary paths becone unreachable. Backup paths are
used for fast convergence in the event of prinmary path failures.

A non-installed path refers to the route that is not installed
into the P routing table.

The best external path is defined in draft-ietf-idr-best-externa
[I-D.ietf-idr-best-external].

The advertisenment of multiple paths for the same address prefix
wi thout the new paths inplicitly replacing any previ ous ones, the
add-path status is applied [ RFC7911].

Filtered in inbound policy routes are those that are filtered in
the Adj-RIB-1n policy

Filtered in outbound policy routes are those that are filtered in
the Adj-RIB-Qut policy

Stale routes refer to paths which have been declared stale by the
BGP Graceful Restart nechanism as described in Section 4.1 of
[ RFCA724] .

Suppressed routes refer to a path which has been decl ared
suppressed by the BGP Route Fl ap Danpi ng nmechani sm as described in
Section 2.2 of [RFC2439].

| ANA reason codes

Table 2 includes a list of | ANA reason codes. This list can be
extended in future documents. This docunent includes a brief

expl anation of each code and the path status they are directed to
explain. Please see Section 4.4 for notes on potentially

i nconsi stencies on the path nmarking data

Invalid routes due to AS | oop and unresol vabl e next hop are defined
in Section 9.1.2 of [RFC4271]. These codes target routes of type
"l nvalid".
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* The reason codes starting with 'not preferred’ are ainmed at paths
not selected as best, and describe the reason they were ranked
|l ower in the decision process. AIGP is explained in RFC7/311
[ RFC7311]. The rest of the codes are described in
Section 9.1.2.2. of [RFC4271]

| Value | Reason Code |
[ gttty e p—p—p—p—p—p—(—(———(—————(———————————————
| 0x0001 | Invalid due to AS | oop |
S I O +
| 0x0002 | Invalid due to unresol vabl e nexthop |
Fommmaa - T T Tt +
| Ox0003 | Not preferred for local preference |
Fomm oo oo e m e e e e e e e e e e e e mm e mmmaa o - +
| 0x0004 | Not preferred for AS Path Length |
S I T +
| Ox0005 | Not preferred for origin |
Fommmaa - T T T +
| Ox0006 | Not preferred for MED |
Fomm oo oo e m e e e e e e e e e e e e mm e mmmaa o - +
| 0x0007 | Not preferred for peer type |
S I e +
| Ox0008 | Not preferred for | GP cost |
Fommmaa - T T Tt +
| Ox0009 | Not preferred for router ID |
Fomm oo oo e m e e e e e e e e e e e e mm e mmmaa o - +
| OxO00A | Not preferred for peer address |
S I e +
| Ox000B | Not preferred for Al GP |
Fommmaa - T T Tt +

Tabl e 2: | ANA- Regi stered Reason Codes
4. 1 nplenentation notes
The BMP path marking TLV remains optional w thin BWMP inpl enentations.

An i mpl enentation of the BMP path marking TLV may not fully support
mar king of all status defined in Table 1 or any future extensions.
Simlarly, an inplenentation may choose to support the inclusion of
the reason code (for which support is also optional), wthout
necessarily incorporating any of the reason codes defined in Table 2
or future extensions.
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Thi s docunent refrains from defining mechanisns for signaling the
status or reason codes an inplenmentation supports. This could be
est abli shed t hrough external nmeans (e.g. docunentation) or
potentially addressed in a subsequent docunent.

The renmai nder of this section covers additional points related to the
i mpl erent ati on of the BMP Path marking TLV.

4.1. Configuration of BMP path marking

I mpl enent ati ons supporting the BMP path marking TLV shoul d provide an
option for enabling/disabling the Path Marking TLV over BMP

moni toring sessions. Furthernore, the configuration options for this
TLV shoul d provide the means to enabl e/ di sabl e the transm ssi on of
reason codes, if the reason codes are supported by the

i mpl ement ati on.

4.2. Scalability and churn

The Path Marking TLV introduces netadata on the routes, which could
increase the churn (Section 8.1.6 of RFC4098 [ RFC4098]) of paths
within the BMP session. For instance, if path marking is configured,
and a non-installed path changes status to a backup route, the device
shoul d send an update about this path with the new marki ngs, even if
its BGP attributes remai n unchanged. Enabling reason codes coul d
additionally increase the churn. Churn could be nmore pronounced
during the start of a BGP session, where the device is processing all
avai | abl e routes.

If churn is undesired, an inplenentation could nake use of "state
conpression” to hide state until paths converge (Section 5 of

[ RFC7854]). It could also initially send BMP routes wi thout the path
mar ki ng TLV, even if it were configured, and then add them once the

i npl ementation considers the path to be stable enough. This docunent
does not provide a definitive solution for churn since it depends on
the capabilities of an inplenentation and the requirenents of an
operat or.

4.3. Paths with no markings

Sone BGP routes might not require any type of status or reasons. For
exanple, a path in Adj-RI B-In where the BGP best path decision has
not been applied yet, falls under this category, since there is
really nothing to mark for that path. This document suggests

appl ying an explicit marking of this route, by attaching a BMP path
marking TLV with no bits set. This will help BMP nonitor stations to
differentiate this case fromthose in which nmarkings are not
configured, or not yet attached by the device.
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4.4. Path markings applicability and consi stency

The status and reason codes from Table 1 and Table 2 are included
based on use cases from network operators and defined foll owing the
nost rel evant protocol references available. Wile inplenentations
are strongly encouraged to align with these code definitions, this
docunent does not enforce strict validity rules for code conbinations
to accommodate the diversity of BGP inplenmentations.

The experience during testing of this TLV reveal ed scenari os where

i mpl ement ati ons might conbine codes differently than originally
anticipated. For exanple, one test inplenmentation nmarked routes with
both "Invalid and 'Best’ status bits set, which is contradictory
fromthe point of view of [RFC4271], but nmade sense for their
specific inplenentation.

Qperators should apply their own validation checks on the data from
TLVs and di scuss potential inconsistencies with their vendors, and
rai se bugs if applicable.

4.4.1. Significance of status and origin RIBs

Thi s docunent refrains frominposing on any inplenentation the
requirenent to mark specific status fromspecific RIBs. Sone

i npl ementations might be able to nark sonme status over one RIB while
others do it on others. For instance, some might be able to mark
Adj-RIB-In filtered routes when obtained fromthe Adj-RI B-1n pre,
while other could do it only fromthe Adj-RIB-1n post. To renove
anbiguities in inplementations, it is recomended that the meani ng of
status (and reason codes) does not depend on the origin RIB of a
route.

4.5. Miltiple TLVs assigned to the same route.

We advocate for the use of TLV groupi ng wherever feasible
(Section 5.2.1. of [I-D.ietf-growbnp-tlv]). The inclusion of al
marking information within a single message is reconmended. In
situations where nultiple TLVs are associated with a single route,
all markings and reasons will be applicable to that route.

4.6. Enterprise-specific status
I mpl ement ations introducing their own status and reason codes are

advi sed to adhere to [I-D.ietf-growbnmp-tlv-ebit] and use the
enterprise-bit (ebit) for vendor-specific status and reasons.
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8.

For scenarios where a path state conbines a standard status with an
enterprise-specific reason code (or vice versa), the follow ng
alternatives are presented:

* Replication of the standard definitions within the enterprise-
specific space, thus permtting direct marking within the sane
packet using the ebit.

* Assigning two TLVs to the same path(s): one containing the
standard part and anot her housing the vendor-specific part.

.7. Miltiple reason codes

The path marking TLV was not designed to optinmally hold nore than one
reason code per path. However, if needed by a specific use case, the
i npl ementation can use two or nore path markings TLVs for the sane
path listing the nultiple reasons that apply to it.
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| ANA Consi der ati ons

Thi s docunent requests that | ANA assign the foll ow ng new paramneters
to the BVMP paraneters nane space

Type = TBD1 (15 Bits): indicates that it is the | ANA-registered Path
Status TLV.

Security Considerations

Using the path status information nay affect other applications which
rely on this informati on for operational decisions. Qperators should
secure BMP sessions and control access to TLV data to nitigate these
risks.

Ref er ences

1. Normative References

Cardona, et al. Expi res 25 October 2025 [ Page 9]



I nternet-Draft BMP path status tlv April 2025

[1-D.ietf-grow bnp-tlv]
Lucente, P. and Y. GQu, "BMP v4: TLV Support for BGP
Moni toring Prtoocol (BMP) Route Monitoring and Peer Down
Messages", Work in Progress, Internet-Draft, draft-ietf-
grow bnp-tlv-16, 24 February 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-grow
brmp-tlv-16>.

[I-Dietf-growbnmp-tlv-ebit]
Lucente, P. and Y. Gu, "Support for Enterprise-specific
TLVs in the BGP Munitoring Protocol", Wrk in Progress,
Internet-Draft, draft-ietf-grow bnmp-tlv-ebit-06, 17
January 2025, <https://datatracker.ietf.org/doc/htm/
draft-ietf-grow bnp-tlv-ebit-06>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[RFC2439] Villam zar, C, Chandra, R, and R Govindan, "BGP Route
Fl ap Danpi ng", RFC 2439, DO 10.17487/ RFC2439, Novenber
1998, <https://www. rfc-editor.org/info/rfc2439>.

[ RFC4271] Rekhter, Y., Ed., Li, T., Ed., and S. Hares, Ed., "A
Border Gateway Protocol 4 (BGP-4)", RFC 4271,
DA 10.17487/ RFC4271, January 2006,
<https://ww.rfc-editor.org/info/rfc4271>.

[ RFC4724] Sangli, S., Chen, E., Fernando, R, Scudder, J., and Y.
Rekhter, "Graceful Restart Mechanismfor BG, RFC 4724,
DA 10.17487/ RFCA724, January 2007,
<https://www. rfc-editor.org/infol/rfcd724>.

[ RFC7311] Mohapatra, P., Fernando, R, Rosen, E., and J. Utaro,
"The Accumul ated I GP Metric Attribute for BG', RFC 7311,
DO 10.17487/ RFC7311, August 2014,
<https://www.rfc-editor.org/info/rfc7311>.

[ RFC7854] Scudder, J., Ed., Fernando, R, and S. Stuart, "BGP
Moni toring Protocol (BMP)", RFC 7854,
DA 10.17487/ RFC7854, June 2016,
<https://www. rfc-editor.org/info/rfc7854>.

[ RFC7911] Walton, D., Retana, A, Chen, E., and J. Scudder,
"Advertisenent of Miultiple Paths in BGP', RFC 7911,
DO 10.17487/ RFC7911, July 2016,
<https://ww. rfc-editor.org/info/rfc7911>.

Cardona, et al. Expi res 25 October 2025 [ Page 10]



I nternet-Draft BMP path status tlv April 2025

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

8.2. Informative References

[1-D.ietf-idr-best-external]
Mar ques, P., Fernando, R, Chen, E., Mhapatra, P., and H
Gedler, "Advertisenent of the best external route in
BGP', Work in Progress, Internet-Draft, draft-ietf-idr-
best - external -05, 3 January 2012,
<https://datatracker.ietf.org/doc/htm/draft-ietf-idr-
best - ext er nal - 05>.

[I-D.ietf-rtgwg-bgp-pic]
Bashandy, A., Filsfils, C., and P. Mhapatra, "BGP Prefix
I ndependent Convergence", Wrk in Progress, Internet-
Draft, draft-ietf-rtgwg-bgp-pic-22, 20 April 2025,
<https://datatracker.ietf.org/doc/htnm/draft-ietf-rtgwg-
bgp- pi c- 22>.

[1-D. | apukhov-bgp- ecnp- consi der ati ons]
Lapukhov, P. and J. Tantsura, "Equal-Cost Muiltipath
Consi derations for BGP", Wirk in Progress, Internet-Draft,
draft -l apukhov-bgp-ecnp-consi derations-13, 6 January 2025,
<https://datatracker.ietf.org/doc/htm /draft-Iapukhov-bgp-
ecnp-consi der ati ons- 13>.

[ RFC4098] Berkowitz, H., Davies, E., Ed., Hares, S., Krishnaswany,
P., and M Lepp, "Terninology for Benchmarki ng BGP Device
Convergence in the Control Plane", RFC 4098,

DA 10.17487/ RFC4098, June 2005,
<https://www. rfc-editor.org/info/rfc4098>.

Aut hors’ Addr esses

Cam | o Cardona

NTT

164- 168, Carrer de Numanci a
08029 Bar cel ona

Spai n

Email: cam |l o@tt. net

Cardona, et al. Expi res 25 October 2025 [ Page 11]



I nternet-Draft BMP path status tlv April 2025

Paol o Lucente

NTT

Siriusdreef 70-72
2132 Hoof ddor p

Net her | ands

Emai | : paol o@tt. net

Pi erre Francois

| NSA- Lyon

Lyon

France

Emai | : Pierre. Francoi s@nsa-|yon.fr

Yunan Gu

Huawei

Huawei Bl d., No.156 Beiqi ng Rd.
Beijing

100095

Chi na

Enai | : guyunan@uawei . com

Thomas G af

Swi sscom

Bi nzring 17

CH 8045 Zurich

Swi t zer | and

Enmei | : thonas. graf @w sscom com

Cardona, et al. Expi res 25 October 2025 [ Page 12]



