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Abstract

RFC 7854 defines different BGP Mnitoring Protocol (BWMP) statistics
message types to observe events that occur on a nonitored router.
Thi s docunent defines new statistics type to nonitor BMP Adj-RIB-In
and Adj-RI B-Qut Routing Information Bases (RIBs).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 12 April 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents

Srivastava, et al. Expires 12 April 2026 [ Page 1]



Internet-Draft BMP New Statistics Cct ober 2025

extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Section 4.8 of [RFC7/854] defines a nunber of different BGP Mnitoring
Protocol (BMP) statistics types to observe major events that occur on
a nonitored router. Stats are either counters or gauges.

Section 6.2 of [RFC8671] al so defines several BMP statistics types
for Adj-RIB-Qut of a nonitored router.

Thi s docunent defines new gauges for BMP statistics nessage. The
format of the BMP statistics nessage remains sane as defined in
[ RFC7854] .

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

The term nology in this document aligns with [ RFC7854] and [ RFC8671].
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Statistics Definition

This section defines different statistics type for Adj-RI B-1n and
Adj -RIB-Qut nonitoring type

1.

*

Adj-RIB-In Statistics Definition

Type = 18: (64-bit Gauge) Current number of routes in pre-policy
Adj -RIB-In [ RFC7854]. This gauge updates stats type 7 defined in
[ RFC7854] and nmkes it an explicit for pre-policy Adj-RI B-1n.
When the nonitoring station supports both type 7 and type 18, the
moni tored router SHOULD send only one of these types.

Type = 19: (64-bit Gauge) Current number of routes in per-Address
Fam |y Identifier (AFI)/Subsequent Address Famly ldentifier
(SAFI) pre-policy Adj-RIB-In. This gauge is simlar to stats type
9 defined in Section 4.8 of [RFC7854] and nmmkes it an explicit for
pre-policy Adj-RIB-1n. Wen the nonitoring station supports both
type 9 and type 19, the nonitored router SHOULD send only one of
these types. The value is structured as: 2-byte AFl, 1-byte SAFI
followed by a 64-bit Gauge

Type = 20: (64-bit Gauge) Current nunmber of routes in post-policy
Adj - RI B-1n [ RFC7854] .

Type = 21: (64-bit Gauge) Current number of routes in per-AFl/ SAFI
post-policy Adj-RIB-In. The value is structured as: 2-byte AFI,
1-byte SAFI, followed by a 64-bit Gauge

Type = 22: (64-bit Gauge) Current nunber of routes in per-AFl/ SAFI
rejected by inbound policy. This gauge is different fromstats
type O defined in Section 4.8 of [RFC7854]. The stats type O is a
32-counter which is a nonotonically increasing nunber and doesn’t
represent the current nunber of routes rejected by an inbound
policy due to ongoing configuration changes. The value is
structured as: 2-byte AFl, 1-byte SAFl, followed by a 64-bit

Gauge.

Type = 23: (64-bit Gauge) Number of routes in per-AFl/ SAFI
accepted by inbound policy. The value is structured as: 2-byte
AFl, 1-byte SAFlI, followed by a 64-bit Gauge. Sone

i npl ementations, or configurations in inplenentations, nmay discard
routes that do not match policy and thus the accepted count and
the Adj-RIB-1n counts will be identical in such cases.

Type = 24: (64-bit Gauge) Nunber of routes in per-AFl/ SAFI

sel ected as primary route. The value is structured as: 2-byte
AFl, 1-byte SAFlI, followed by a 64-bit Gauge. A primary route is
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a recursive or non-recursive path whose next-hop resol uti on ends
with an adj acency (see, e.g., [|-D.ietf-rtgwg-bgp-pic]). A prefix
can have nore than one primary path if multipath is configured. A
best path is also considered as a primary path. This statistic
woul d apply to Loc-RIB view as wel | .

*  Type = 25: (64-bit Gauge) Nunmber of routes in per-AFl/ SAFI
sel ected as a backup route. The value is structured as: 2-byte
AFl, 1-byte SAFlI, followed by a 64-bit Gauge. A backup path is
also installed in the Loc-RIB, but it is not used until sone or
all primary paths becone unreachable. Backup paths are used for
fast convergence in the event of failures. This statistic would
apply to Loc-RIB view as wel .

*  Type = 26: (64-bit Gauge) Number of routes in per-AFl/ SAFI
suppressed by configured route danping policy. The value is
structured as: 2-byte AFl, 1l-byte SAFl, followed by a 64-bit
Gauge. 'Suppressed’ refers to a path which has been decl ared
suppressed by the BGP Route Flap Danpi ng nechani sm as described in
Section 2.2 of [RFC2439]. This statistic would apply to Loc-RI B
view as wel | .

*  Type = 27: (64-bit Gauge) Nunber of routes in per-AFl/SAFl marked
as stale by Gaceful Restart (GR) events. The value is structured
as: 2-byte AFl, 1-byte SAFI, followed by a 64-bit Gauge. ’'Stale’
refers to a path which has been declared stale by the BGP CR
mechani sm as described in Section 4.1 of [RFC4724]. This
statistic would apply to Loc-RI B view as wel |.

* Type = 28: (64-bit Gauge) Nunber of routes in per-AFl/SAFl marked
as stale by Long-Lived Gaceful Restart (LLGR). The value is
structured as: 2-byte AFl, 1-byte SAFl, followed by a 64-bit
Gauge. 'Stale refers to a path which has been decl ared stale by
the BGP LLGR nechani sm as described in Section 4.3 of [RFC9494].
This statistic would apply to Loc-RI B view as wel | .

*  Type = 29: (64-bit Gauge) Number of routes left until reaching the
received route threshold as defined in Section 6.7 of [RFC4271].

* Type = 30: (64-bit Gauge) Nunber of routes in per-AFl/SAFI |eft
until reaching the received route threshold as defined in
Section 6.7 of [RFC4271]. The value is structured as: 2-byte AFIl,
1-byte SAFI, followed by a 64-bit Gauge
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Type = 31: (64-bit Gauge) Number of routes left until reaching a
|'i cense-custom zed route threshold. This value is affected by
whet her a custom zed |icense exists for the rel evant address
famly, and when the customi zed license is installed. This
statistic would apply to Loc-RI B view as wel |.

Type = 32: (64-bit Gauge) Number of routes in per-AFl/SAFI |eft
until reaching a license-custom zed route threshold. This value
is affected by whether a custom zed |icense exists for the

rel evant address famly, and when the custom zed license is
installed. The value is structured as: 2-byte AFl, 1-byte SAFI
followed by a 64-bit Gauge. This statistic would apply to Loc-RI B
view as wel | .

Type = 33: (64-bit Gauge) Current number of routes rejected by
exceeding the length threshold of AS PATH

Type = 34: (64-bit Gauge) Current nunber of routes in per-AFl/ SAFI
rejected by exceeding the Iength threshold of AS PATH  The val ue
is structured as: 2-byte AFl, 1-byte SAFlI, followed by a 64-bit
Gauge.

Type = 35: (64-bit Gauge) Current nunber of routes in per-AFl/ SAFI
post-policy Adj-RIB-In invalidated through the Route Origin

Aut hori zati on (ROA) of Resource Public Key Infrastructure (RPKI)

[ RFC6811]. This is total nunber of routes invalidated due to

ori gi n Autononmous System (AS) nunber m smatch and prefix |length

m smatch.  The value is structured as: 2-byte AFl, 1-byte SAFI
followed by a 64-bit Gauge

Type = 36: (64-bit Gauge) Current nunber of routes in per-AFl/ SAFI
post-policy Adj-RIB-In validated by verifying route origin AS
nunber through the ROA of RPKI [RFC6811]. The value is structured
as: 2-byte AFl, 1-byte SAFlI, followed by a 64-bit Gauge.

Type = 37: (64-bit Gauge) Current nunber of routes in per-AFl/ SAFI
post-policy Adj-RIB-1n not found by verifying route origin AS
nunber through the ROA of RPKI [RFC6811]. The value is structured
as: 2-byte AFl, 1-byte SAFlI, followed by a 64-bit Gauge.

Adj -RIB-Qut Statistics Definition

Type = 38: (64-bit Gauge) Current nunber of routes in per-AFl/ SAFI
rejected by outbound policy. These routes are active routes which
shoul d ot herwi se woul d have been advertised in absence of outbound
policy which rejected them The value is structured as: 2-byte
AFl, 1-byte SAFlI, followed by a 64-bit Gauge. This counter only
considers routes distributed fromLoc-RIB into the Adj-RI B-Qut and
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does not include cases |ike BGP add-paths [ RFC7911].

* Type = 39: (64-bit Gauge) Current number of routes refused to be
sent by exceeding the length threshold of AS-PATH

* Type = 40: (64-bit Gauge) Current nunber of routes in per-AFl/ SAFI
refused to be sent by exceeding the | ength threshold of AS-PATH.
The value is structured as: 2-byte AFl, 1-byte SAFl, followed by a
64-bit Gauge.

* Type = 41: (64-bit Gauge) Current nunber of routes in per-AFl/ SAFI
post-policy Adj-RI B-Qut invalidated through the ROA of RPKI
[ RFC6811]. This is total nunber of routes invalidated due to
origin AS nunber nismatch and prefix length msmatch. The val ue
is structured as: 2-byte AFl, 1-byte SAFlI, followed by a 64-bit
Gauge.

* Type = 42: (64-bit Gauge) Current nunber of routes in per-AFl/ SAFI
post-policy Adj-RI B-Qut validated by verifying route origin AS
nunber through the ROA of RPKI [RFC6811]. The value is structured
as: 2-byte AFl, 1-byte SAFlI, followed by a 64-bit Gauge.

* Type = 43: (64-bit Gauge) Current nunber of routes in per-AFl/ SAFI
post-policy Adj-R B-Qut not found by verifying route origin AS
nunber through the ROA of RPKI [RFC6811]. The value is structured
as: 2-byte AFl, 1-byte SAFlI, followed by a 64-bit Gauge.

3. | ANA Consi derati ons
| ANA has assigned the follow ng new paranmeters in the BWMP Statistics
Types registry, part of the BMP paranmeters registry group
(https://wwv i ana. or g/ assi gnnent s/ bnp- par anet er s/ brp-
paraneters. xhtm).
Thi s docunent requests | ANA to update these entries as foll ows.
Al so, the docunent requests |ANA to update the reference cited for
the entries with the RFC nunber to be assigned to this docunent.
* Type = 18: Number of routes currently in pre-policy Adj-RIB-In.

*  Type = 19: Nunber of routes currently in per-AFlI/SAFl pre-policy
Adj - RI B- I n.

*  Type = 20: Nunber of routes currently in post-policy Adj-RI B-1n.

*  Type = 21: Nunber of routes currently in per-AFlI/SAFl post-policy
Adj -RI B-In.
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*  Type = 22: Nunber of routes currently in per-AFI/SAFl rejected by
i nbound policy.

*  Type = 23: Nunber of routes currently in per-AFl/SAFl accepted by
i nbound policy.

*  Type = 24: Nunber of routes currently in per-AFl/SAFl selected as
primary route.

*  Type = 25: Nunber of routes currently in per-AFl/SAFl selected as
a backup route.

*  Type = 26: Nunber of routes in per-AFl/SAFI suppressed by
configured route danping policy.

*  Type = 27: Nunber of routes in per-AFl/SAFlI marked as stale by GR
events.

*  Type = 28: Nunber of routes in per-AFI/SAFlI nmarked as stal e by
LLER

*  Type = 29: Nunber of routes left until reaching the received route
t hr eshol d.

*  Type = 30: Nunber of routes in per-AFI/SAFI left until reaching
the received route threshol d.

*  Type = 31: Nunber of routes left until reaching a license-
custom zed route threshol d.

*  Type = 32: Nunber of routes in per-AFI/SAFI left until reaching a
| i cense-custoni zed route threshol d.

* Type = 33: Nunmber of routes currently rejected due to exceedi ng
the length threshold of AS-PATH

*  Type = 34: Nunber of routes currently in per-AFI/SAFl rejected due
to exceeding the I ength threshold of AS-PATH

*  Type = 35: Nunber of routes currently in per-AFI/SAFl post-policy
Adj-RIB-In invalidated after verifying route origin AS numnber
through the ROA of RPKI.

*  Type = 36: Nunber of routes currently in per-AFlI/SAFl post-policy

Adj-RIB-In validated after verifying route origin AS nunber
through the ROA of RPKI.
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*  Type = 37: Nunber of routes currently in per-AFI/SAFl post-policy
Adj-RIB-In not found after verifying route origin AS nunber
through the ROA of RPKI.

*  Type = 38: Nunber of routes currently in per-AFl/SAFl rejected by
out bound policy.

*  Type = 39: Nunber of routes currently refused to be sent by
exceeding the length threshold of AS-PATH

*  Type = 40: Nunmber of routes currently in per-AFl/SAFlI refused to
be sent by exceeding the | ength threshold of AS-PATH.

*  Type = 41: Nunber of routes currently in per-AFlI/SAFl post-policy
Adj -RIB-Qut invalidated after verifying route origin AS nunber
through the ROA of RPKI.

*  Type = 42: Nunber of routes currently in per-AFlI/SAFl post-policy
Adj -RIB-Qut validated after verifying route origin AS numnber
through the ROA of RPKI.

* Type = 43: Nunber of routes currently in per-AFlI/SAFl post-policy
Adj -RIB-Qut not found after verifying route origin AS nunber
through the ROA of RPKI.

4. QOperational Considerations

Thi s docunent defines new gauges for BWP statistics nessages. The
format of BMP statistics nessages renai ns unchanged from [ RFC7854] .
Transm ssion scheduling and triggering nmechanisnms are inplenmentation-
dependent. | npl enentati ons SHOULD determ ne appropriate report
generation and delivery strategies, including configurable timng
intervals and threshol d val ues.

Sone statistics are dependent on feature configurations, such as GR
LLGR, and RPKI, so the corresponding statistics are only sent when
these features are enabled. This statistics include Type 24, 25, 26,
27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 39, 40, 41, 42, and 43.

Sone statistics are also relevant for the Loc-RIB view, so they may

apply to the Loc-RIB view after best-path selection is conpl eted.
This statistics include Type 24, 25, 26, 27, 28, 31, and 32
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Certain statistics may have | ogical relationships (e.g., per-AFI/SAFI
counts sunming to global totals). |Inplenentations MAY perform

consi stency checks but MJST NOT assume strict dependencies (due to
potential race conditions or partial failures). Discrepancies (e.qg.
sum( per- AFl / SAFI) !'= global count) SHOULD be | ogged as warni ngs but
MUST NOT di srupt protocol operation

Counters may reset due to session restart, manual cl earance, or
overflow. Inplenmentations MJST track discontinuities and log this
i nf or mati on.

Qperators MAY consider rate-limting statistic updates to minimze
performance i npact on control -plane processes. Operators SHOULD
enabl e only necessary statistics to reduce nenory/CPU over head.

A BMWP i npl enentati on MUST i gnore unrecogni zed stat types upon receipt
and MUST excl ude unsupported stat types upon transm ssion

5. Security Considerations

Thi s docunent does not add any additional security considerations
other than those discussed in Section 11 of [RFC7854].

6. Inplenmentation Status

Note to the RFC Editor - rempve this section before publication, as
wel |l as renove the reference to [ RFC7942].

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature.

It is up to the individual working groups to use this information as
they see fit".
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6.1. Juniper Networks
* (Organi zation: Juni per NetworKks.
* | nplenentation:

* Description: Below RIB-1N statistics are inpl enented.

-  Type = 18.
- Type = 109.
- Type = 20.
- Type = 21.
- Type = 22.
- Type = 23.
- Type = 26.
- Type = 27.
- Type = 28.
-  Type = 35.
-  Type = 36.
-  Type = 37.

* Maturity Level: Denp

*  Cover age:

* Version: Draft-05

* Licensing: NA

* | nplenmentation experience: Nothing specific.
* Contact: msri @ uniper. net

* Last updated: January 20, 2025
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6.2. New H3C Technol ogi es
* (Organization:

* | nplenentation:

BMP New Statistics

New H3C Technol ogi es

of New BMP Statistics Type.

* Description:
menti oned New H3C Products (running Version 7.1.086 and above)

Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type
Type

18.

19.

20.

21.

22.

23.

24.

25.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.
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H3C CR16000, CR19000 series routers inplenmentation

Bel ow New types have been inplenented in above-
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- Type = 40.
* Maturity Level: Denp
*  Cover age:
* Version: Draft-05
* Licensing: NA
* | nplenmentation experience: Nothing specific.
* Contact: |inchangwang. 04414@3c. com
* Last updated: January 20, 2025
7. Acknow edgenents

The author would like to thank Jeff Haas, Mhanmed Boucadair, Thomas
Graf and Prasad S. Narasimnmha for their val uabl e input.

8. References
8.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC2439] Villam zar, C, Chandra, R, and R Govindan, "BGP Route
Fl ap Danpi ng", RFC 2439, DO 10.17487/ RFC2439, Novenber
1998, <https://www. rfc-editor.org/info/rfc2439>.

[ RFC4271] Rekhter, Y., Ed., Li, T., Ed., and S. Hares, Ed., "A
Border Gateway Protocol 4 (BGP-4)", RFC 4271,
DA 10.17487/ RFCA271, January 2006,
<https://www. rfc-editor.org/info/rfc4271>.

[ RFC4724] Sangli, S., Chen, E., Fernando, R, Scudder, J., and Y.
Rekhter, "Graceful Restart Mechanismfor BG", RFC 4724,
DA 10. 17487/ RFCA724, January 2007,
<https://ww. rfc-editor.org/infol/rfc4724>.

[ RFC6811] Mohapatra, P., Scudder, J., Ward, D., Bush, R, and R
Austein, "BGP Prefix Origin Validation", RFC 6811,
DA 10.17487/ RFC6811, January 2013,
<https://www. rfc-editor.org/info/rfc6811>.

Srivastava, et al. Expires 12 April 2026 [ Page 12]



Internet-Draft BMP New Statistics Cct ober 2025

[ RFC7854] Scudder, J., Ed., Fernando, R, and S. Stuart, "BGP
Moni toring Protocol (BMP)", RFC 7854,
DA 10.17487/ RFC7854, June 2016,
<https://ww.rfc-editor.org/info/rfc7854>.

[ RFC7911] Wilton, D., Retana, A, Chen, E., and J. Scudder,
"Advertisement of Miultiple Paths in BG', RFC 7911,
DO 10.17487/ RFC7911, July 2016,
<https://www. rfc-editor.org/info/rfc7911>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8671] Evens, T., Bayraktar, S., Lucente, P., M, P., and S
Zhuang, "Support for Adj-RIB-Qut in the BGP Monitoring
Protocol (BMP)", RFC 8671, DO 10.17487/ RFC8671, Novenber
2019, <https://www.rfc-editor.org/info/rfc8671>.

[ RFC9494] Utaro, J., Chen, E., Decraene, B., and J. Scudder, "Long-
Li ved Graceful Restart for BGP', RFC 9494,
DA 10.17487/ RFC9494, Novenber 2023,
<https://ww. rfc-editor.org/info/rfc9494>.

8.2. Informational References

[I-D.ietf-rtgwg-bgp-pic]
Bashandy, A., Filsfils, C., and P. Mhapatra, "BGP Prefix
I ndependent Convergence", Wrk in Progress, Internet-
Draft, draft-ietf-rtgwg-bgp-pic-22, 20 April 2025,
<https://datatracker.ietf.org/doc/htnm/draft-ietf-rtgwg-
bgp- pi c- 22>.

[ RFC7942] Sheffer, Y. and A Farrel, "Inproving Awareness of Running
Code: The I npl enentation Status Section", BCP 205,
RFC 7942, DO 10.17487/ RFC7942, July 2016,
<https://ww. rfc-editor.org/info/rfc7942>.

Aut hors’ Addr esses

Mukul Srivastava

Juni per Net wor ks

10 Technol ogy Park Dr
Westford, MA 01886
United States of Anerica
Enmai | : nsri @ uni per. net

Srivastava, et al. Expires 12 April 2026 [ Page 13]



Internet-Draft BMP New Statistics Cct ober 2025

Yi song Liu
Chi na Mbbil e
32 Xuanwunen West Street

Bei jing

Xi cheng District, 100053

Chi na

Emai | : |iuyi song@hi nanobi |l e. com

Changwang Lin
New H3C Technol ogi es
8 Yongjia North Road

Beijing

Hai dian District, 100094

Chi na

Enmai | : |inchangwang. 04414@3c. com
Ji nmi ng Li

Chi na Mbbil e
32 Xuanwunen West Street

Bei jing

Xi cheng District, 100053

Chi na

Email: |ijinm ng@hi nanobile.com

Srivastava, et al. Expires 12 April 2026 [ Page 14]



