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Abst ract

The Border Gateway Protocol (BGP) is a critical conponent in the
Internet to exchange routing information between network domains.
Due to this central nature, it is inportant to understand the
security and reliability requirenents that can and shoul d be ensured
to prevent accidental or intentional routing disturbances.

Previously, security considerations for BG have been described in
RFC7454 | BCP194. Since the publications of RFC7454 /| BCP194,
several devel opments and changes in operational practice took place
that warrant an update of these best current practices. This
docunent replaces RFC7454 /| BCP194, focusing on the overall goals,
and providing a less inplenentation centric set of best practices.

To this end, the docunment describes the security requirenents and
goal s when operating BGP for exchanging routing information with

ot her networks. The docunent explicitly does not focus on specific
technical inplenentations and requirenents. Operators are advised to
consult docunentation and contenporary informational docunents
concerni ng nethods to ensure that these properties are sufficiently
ensured in their network.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 17 Cctober 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these docunments carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The Border Gateway Protocol (BGP), specified in [ RFC4271], is the
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protocol used in the Internet to exchange routing informati on between

networ k domai ns. BGP does not directly include nmechani snms that
control whether the routes exchanged conformto the various

gui delines defined by the Internet community. Furthernore, the BGP
protocol itself, by its design, does not have any direct way to
protect itself against threats to confidentiality, integrity, and
availability. This docunent summarizes security properties and
requi renents when operating BGP for securing the infrastructure as
wel |l as for security considerations regarding the exchanged routing
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i nformation.
1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2. Scope of the Docunent

The gui delines defined in this docunent are intended for BGP when
used to exchange generic Internet routing information within the DFZ
It specifically does not cover other uses of BGP, e.dg., when using
BGP for NLRI exchange in a data-center context. This docunment does
not specify how the outlined requirenents and properties can be
technically realized at a specific point in tinme. |Instead, operators
are advised to consult applicable docunentati on and cont enporary

i nformati onal documents describing inplenmentation specifics.

3. Protection of the BGP Speaker and Session
The BCGP speaker, i.e., the host running BGP to exchange routing
i nformati on, needs to be protected fromexternal attenpts to taint
integrity or availability of the BGP session and host alike.

3.1. BGP Session Protection
To protect a BGP speaker on the network | ayer, an operator MJST
ensure the follow ng properties using technical or organizationa

nmeasur es:

* Prevent off-path attackers frominjecting BGP nessages into
exi sting sessions.

* Prevent off-path attackers frominterrupting existing sessions.

* Prevent off-path attackers from preventing the establishnent of
new sessi ons.

* Prevent renote systens from overwhel ming the BGP speaker by
sendi ng | arge vol unes of unsolicited packets or BGP nessages.

* Ensure that unstable sessions do not threaten the availability of
BGP speakers within the network
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3.2. BGP Speaker Managenent Interface Protection

In addition to the control plane / exchange of BGP protocol nessages,
t he managenent pl ane of BGP speakers nust be appropriately secured.
Hence, operators MJST ensure that:

* No unauthorized third-parties can obtain access or connect to the
managenent interface of a BGP speaker in a way that allows
tainting confidentiality, integrity, or availability.

* External activity towards the managenent interface do not
interfere with the integrity or availability of BGP sessions.

4. NLRI Filtering

The purpose of BGP is exchanging routing information, i.e., NLR

I mporting or exporting incorrect or malicious NLRI is a security risk
for networks thenselves, but may also forma threat for connected
and/ or renote networks. As such, operators MJST ensure the follow ng
properties when inporting or exporting routing information fromtheir
nei ghbors.

4.1. Inporting NLR

When inporting NLRI from a nei ghbor, an operator MJST ensure that all
imported NLRI conformto the follow ng properties by inplementing
techni cal or organi zati onal measures:

* The AS originating NLRI for a prefix MJST be gl obally authorized
to originate that prefix. Operators MAY deviate fromthis for
default routes (::/0 and 0.0.0.0/0), if they granted the specific
nei ghbor perm ssion to announce default routes towards them

* Al ASes left of the originating AS in the AS PATH MJST be
authorized to advertise the NLRI to the AS directly to their |eft,
and the neighbor fromwhich an NLRI is received MJST be authorized
to advertise it to the inporting AS.

* The AS_PATH MJST NOT contain AS nunbers reserved for private
[ RFC6996] or special -use cases, except for those AS nunbers
explicitly dedicated to a special-use that requires their presence
in the global routing table [l ANAASNSpec].

* The number of NLRI received froma nei ghbor MIUST NOT exceed the
resources of the local router
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Oiginating and Redistributing NLR

VWhen originating NLRI or redistributing NLRI received froma

nei ghbor, an operator MJST ensure that all NLR they export conform
to the follow ng properties by inplenenting technical or

organi zati onal measures:

* The redistributing AS MUST be authorized to redistribute NLRI for
the specific prefix when received fromthe AS directly to its
right in the AS PATH. Additionally, each AS in the AS PATH not
originating the prefix MJST be authorized to redistribute the
prefix when receiving it fromthe next ASto its right.

* The AS originating NLRI for a prefix MJST be gl obally authorized
to originate that prefix. Operators MAY deviate fromthis for
default routes (::/0 and 0.0.0.0/0), if they originate the default
route and the specific neighbor granted them permission to
announce default routes towards them

* The AS_PATH MJUST NOT contain AS nunbers reserved for private
[ RFC6996] or special -use cases, except for those AS nunbers
explicitly dedicated to a special-use that requires their presence
in the global routing table [l ANAASNSpec].

Al'tering NLRI

When processing NLRI, an operator MJST ensure that basic properties
of these NLRI are not altered:

* An operator MJST NOT change or renove immutable transitive BGP
attributes, e.g., ORIA N as per [RFC4271]. |If an attribute is
unknown to the operator it rmust be considered imutable. In
sel ected cases, if a specific attribute is known to be malicious,
an operator MAY either tenporarily renove that specific attribute
fromNLRI when inporting themor filter NLRI carrying the
attribute.

* NLRI carried on BGP MJUST NOT be enriched with transitive
attributes subject to change i ndependent of the underlying NLRI,
e.g., encoding RPKI validation state in transitive attributes
[1-D.ietf-sidrops-avoid-rpki-state-in-bgp].

I ANA Consi derations

Thi s docunent does not require any | ANA acti ons.
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6. Security Considerations

Thi s docunent is entirely about BGP operational security. It lists
requi renents and properties operators MJUST ensure using technical or
organi zati onal mneasures when operating BGP routers in the DFZ.

However, it does not detail how the outlined properties and security
requi renents can be inplenented and enforced in practice. This is a
consci ous choice given that avail abl e techni ques and nethods to
ensure these properties will change over tinme, while the underlying
principles remain the sane.

Instead, readers MAY refer to the nost recent non expired draft of
[I-D.ietf-growrouting-ops-sec-inforn] for an updated list of
currently avail abl e technol ogy to ensure the above principles, and
the nobst recent non expired draft of
[I-Dietf-growrouting-ops-terns] for information on currently used
terms and definitions in the context of global routing operations.
Readers MUST NOT rely on expired versions of these I-Ds. |f no nost
recent non-expired version of either I-Dis available, the docunent
MUST be considered to be non-existent.
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