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Abst r act

Forward Secrecy for the Extensible Authentication Protocol Method for
Aut henti cation and Key Agreenent (EAP-AKA' FS) is specified in

[ RFC9678], providing updates to [RFC9048] with an optional extension
that offers epheneral key exchange using the traditional Epheneral
Elliptic Curve Diffie-Hell man (ECDHE) key agreenent al gorithm for
achi eving perfect forward secrecy (PFS). However, it is susceptible
to future threats from Cryptographically Rel evant Quantum Conputers,
whi ch could potentially conprom se a traditional epheneral public
key. If the adversary has al so obtai ned knowl edge of the long-term
key and epheneral public key, it could conprom se session keys
generated as part of the authentication run in EAP- AKA'.

This draft ainms to enhance the security of EAP-AKA FS protocol by
maki ng it quantum saf e using Post-Quantum Key Encapsul ati on
Mechani sns ( PQ KEMs) .

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-emnu-pqc-eapaka/.

Di scussion of this docunent takes place on the emu Wrking G oup
mailing list (mailto:emu@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/enu/. Subscribe at
https://ww. ietf.org/ mailman/listinfol/enu/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

Forward Secrecy for the Extensible Authentication Protocol Method for
Aut hentication and Key Agreenent (EAP-AKA FS) defined in [ RFC9678]
updat es the inproved Extensible Authentication Protocol Mthod for
3GPP Mobil e Network Authentication and Key Agreenent (EAP- AKA')
specified in [RFCI048], with an optional extension providing
epheneral key exchange. This prevents an attacker who has gai ned
access to the long termkey from obtaining session keys established
in the past, assum ng these have been properly del eted. EAP-AKA FS
mtigates passive attacks (e.g., large scal e pervasive nonitoring)
agai nst future sessions.

Nevert hel ess, EAP-AKA' FS uses traditional algorithms public-key
algorithms (e.g., ECDH) which will be broken by a Cryptographically
Rel evant Quant um Conputer (CRQC using Shor’s algorithm The
presence of a CRQC would render state-of-the-art, traditional public-
key al gorithns depl oyed today obsol ete and insecure, since the
assunptions about the intractability of the mathematical problens for
these algorithnms that offer confident |evels of security today no

| onger apply in the presence of a CRQC. A CRQC could recover the
SHARED SECRET from the ECDHE public keys (Section 6.3 of [RFC9678]).
If the adversary has al so obtai ned know edge of the |long-termkey, it
could then conpute CK', IK, and the SHARED SECRET, and any derived
out put keys. This neans that the CRQC woul d disable the forward
security capability provided by [ RFC9678].

Resear chers have devel oped Post - Quantum Key Encapsul ati on Mechani sns
(PQ KEMs) to provide secure key establishnent resistant against an
adversary with access to a quantum conputer.

At the time of witing, N ST has standardi zed three PQC al gorithms,
with nore expected to be standardized in the future ([N STFINAL]).
As these algorithns are secure agai nst both quantum and cl assi cal
conputers, this docunment proposes a PQ KEM for achieving perfect
forward secrecy in EAP- AKA' .

Al t hough the proposed mechanismis applicable to any post-quantum Key
Encapsul ati on Mechani sm (PQ KEM, this document specifies its use
with Mbdul e-Lattice-based Key Encapsul ati on Mechani sns ( M- KEMs) .

M.- KEM provi des a one-pass (store-and-forward) cryptographic nethod
for an originator to securely transmt keying nmaterial to a recipient
using the recipient’ s M.-KEM public key. Three paranmeter sets for
M.- KEM are defined in [FIPS203], nanely M-KEM 512, M.- KEM 768, and
M.- KEM 1024, listed in order of increasing security strength and
decreasi ng perfornance.
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Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Ter mi nol ogy

Thi s docunment nakes use of the terns defined in
[1-D.ietf-pquip-pqgt-hybrid-term nology]. The following terns are
repeately used in this specification

* KEM Key Encapsul ati on Mechani sm

*  PQ KEM Post-Quantum Key Encapsul ati on Mechani sm

* CEK: Content Encryption Key

* M.-KEM Mbdul e-Lattice-based Key Encapsul ati on Mechani sm

For the purposes of this docunent, it is helpful to be able to divide
cryptographic algorithns into two cl asses:

"Asymmetric Traditional Algorithmi: An asymetric cryptographic

al gorithm based on integer factorisation, finite field discrete

|l ogarithnms or elliptic curve discrete logarithns, elliptic curve
discrete logarithns, or related nmathematical problens.

"Post - Quantum Al gorithni: An asymretric cryptographic algorithmthat
is believed to be secure against attacks using quantum conputers as
wel | as classical conputers. Post-quantum algorithms can al so be
call ed quantumresi stant or quantumsafe algorithns. Exanples of
Post - Quant um Al gorithm i ncl ude M.- KEM

Background on EAP- AKA' with perfect forward secrecy

I n EAP- AKA', The authentication vector (AV) contains a random part
RAND, an authenticator part AUTN used for authenticating the network
to the USIM an expected result part XRES, a 128-bit session key for
integrity check 1K, and a 128-bit session key for encryption CK

As described in the draft [RFC9678], the server has the EAP identity
of the peer. The server asks the AD to run AKA algorithmto generate
RAND, AUTN, XRES, CK and IK. Further it also derives CK and IK
keys which are tied to a particular network nane. The server now
generates the epheneral key pair and sends the public key of that key
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pair and the first EAP nethod nessage to the peer. |In this EAP
message, AT_PUB ECDHE (carries public key) and the AT_KDF_FS(carries
other FS related paraneters). Both of these m ght be ignored if USIM
doesn’ t support the Forward Secrecy extension. The peer checks if it
wants to have a Forward extension in EAP AKA'. If yes, then it wll
eventual |y respond with AT_PUB_ECDHE and MAC. If not, it will ignore
AT_PUB ECDHE. |f the peer wants to participate in FS extension, it
will then generate its ECDH key pair, calculate a shared key based on
its private key and server public key. The server will receive the
RES from peer and AT _PUB ECDHE. The shared key will be generated
both in the peer and the server with key pairs exchanged, and | ater
master key is al so generated.

MK_ECDHE = PRF (I K| CK | SHARED SECRET, "EAP- AKA' FS"|ldentity)
4.1. Key Encapsul ati on Mechani sns

For the purposes of this docunent, we consider a Key Encapsul ation
Mechani sm (KEM to be any asymmetric cryptographi c schene conprised
of algorithms satisfying the follow ng interfaces [ PQCAPI].

* def kenKeyGen() -> (pk, sk)
* def kenEncaps(pk) -> (ct, ss)
* def kemDecaps(ct, sk) -> ss

where pk is public key, sk is secret key, ct is the ciphertext
representing an encapsul ated key, and ss is shared secret.

KEMs are typically used in cases where two parties, hereby refereed
to as the "encapsul ater” and the "decapsul ater”, wish to establish a
shared secret via public key cryptography, where the decapsul ater has
an asymretric key pair and has previously shared the public key with
the encapsul ater.

5. Design Rational es

It is essential to note that in the PQ KEM one needs to apply

Fuj i saki -Ckampto [FQ transformor its variant [HHK] on the PQC KEM
part to ensure that the overall schene is | ND-CCA2 secure, as
mentioned in [I-D.ietf-tls-hybrid-design]. The FOtransformis
performed using the KDF such that the PQC KEM shared secret achieved
is | ND-CCA2 secure

Note that during the transition fromtraditional to post-quantum

algorithms, there may be a desire or a requirement for protocols that
i ncorporate both types of algorithnms until the post-quantum
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algorithms are fully trusted. HPKE is an KEM that can be extended to
support hybrid post-quantum KEMs and the specifications for the use
of HPKE with EAP-AKA prine is described in

[1-D. draft-ar-enu-pgc-eapaka] .

6. PQC KEM Enhancenents by Design
We suggest the foll ow ng changes and enhancenents:

* A newattribute, AT PUB KEM is defined to carry the PQC KEM
public key fromthe EAP server.

* A new attribute, AT KEMCT, is defined to carry the ciphertext
(ct) generated by the PQC KEM Encapsul ation function fromthe EAP
peer.

* The AT_KDF _FS attribute is updated to indicate the PQC KEM f or
generating the Master Key MK PQ SHARED SECRET.

* Miltiple AT_KDF_FS attributes is included in the EAP-Request to
handl e the EAP peer not supporting PQC KEM

*  The PQC KEM can be included first in the AT_KDF FS attribute in
the EAP-Request to indicate a higher priority for its use conpared
to the traditional key derivation functions.

7. Protocol Construction
This section defines the construction for PQC KEMin EAP- AKA'" FS.
7.1. Protocol Call Flow

usi M Peer Server AD

I I
EAP- Reqg/ I dentity |

I
EAP- Resp/ I dentity |
(Privacy-Friendly) |

I

| Server now has an identity for the peer. The server |
| then asks the help of AD to run AKA al gorithns, |
| generating RAND, AUTN, XRES, CK, IK Typically, the |
| AD performs the first part of key derivations so that |
| the authentication server gets the CK and IK keys |
| L

already tied to a particular network nane.
Fomm o - o e e e e e i eee oo n o a o +- -

I
I
I
I
I
I
I
| S R . U +- -+
I
I
I
I
I
I
I
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I I I
| | ID key deriv. |
| | function, |
| | network nane |
| S >|
I I I
| | RAND, AUTN, |
| | XRES, CK', IK |
| I +
AR, oo e e e e e e i oo oo oo S +- -+

Server now has the needed authentication vector. It |
generates an a PQC KEM key pair, sends the public key |
of that key pair and the first EAP met hod nessage |
to the peer. In the nmessage the AT_PUB KEM attri bute |
carries the PQC KEM public key and the AT_KDF_FS |
attribute carries PQC KEM al gorithm Both of |
these are skippable attributes that can be ignored |
if the peer does not support this extension. |

I I
| EAP- Req/ AKA' - Chal | enge |
| AT_RAND, AT_AUTN, AT_KDF, |
| AT_KDF_FS, AT_KDF_I NPUT, |
| AT_PUB_KEM AT_MAC |
I

| The peer checks if it wants to do the FS extension. If
| yes, it will eventually respond with AT_KEM CT and

| AT_MAC. If not, it will ignore AT_PUB KEM and

| AT_KDF_FS and base all cal cul ati ons on basic EAP- AKA
| attributes, continuing just as in EAP-AKA per RFC

| 9048 rules. In any case, the peer needs to query the

| auth parameters fromthe USIM card.

I I I
| RAND, AUTN | |
IR + |
I I
| CK, 1K RES | |
S >| |

S R e Fommmaaaas +

| The peer now has everything to respond. If it wants to |
| participate in the FS extension, it will calculate a |
| PQC KEM shared secret key based on the server’s PQC |
| KEM public key. Finally, it proceeds to derive all |
| EAP- AKA' key values and constructs a full response. |
+
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"ct" is the ciphertext from kenEncaps whereas
key.

| EAP-Resp/ AKA' - Chal | enge | |
| AT_RES, AT_KEM CT, | |
| AT_MAC | |

I I

The server now has all the necessary values. It |
generates the PQC KEM shared secret and checks the RES
and MAC val ues received in AT_RES and AT_MNAC, |
respectively. Success requires both to be found |
correct. Note that when this docunent is used, |
the keys generated from EAP- AKA' are based on CK, 1K, |
and PQC KEM shared secret value. Even if there was an
attacker who held the long-termkey, only an active |
attacker could have deternined the generated session |
keys; additionally an attacker with a cryptographically]|
rel evant quantum conputer cannot get access to the |
server KEM private key and decrypt the data. |
+

Key Steps in protocol construction
outline the following key steps in the protocol

Server generates the PQC KEM public key(pk), private key (sk)
pair. The server will generate the Authentication Vector (AV).
The server PQC KEM key pair is derived as:

sk, pk = kenKeyGen()

The server will store the expected response XRES, the PQC KEM
private key sk. The server will forward the authenticator part
(AUTH) of the AV to peer along with pk.

The USIMwi Il validate the AUTN received, also verifies the MAC
After the verification is successful and if the peer also supports
the Forward secrecy, peer will invoke kenEncaps using pk

ct, ss = kenkEncaps(pk)

ss" is shared secret

The peer will send the Authentication result RES and ct to the
server.
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* The server will verify the RES with XRES. The server will use the
ct and PQC KEM private key sk to generate shared secret:

ss = kenmDecaps(ct, sk)

The generated ss from kenDecaps is the shared secret key derived from
kemEncaps. The peer and the server first generate the

MK_PQ SHARED SECRET and subsequently generate MSK, EMSK as shown

bel ow

MK = PRF (I K | CK, "EAP- AKA' "| I dentity)

ct, ss = kenkEncaps(pKR)

MK_PQ SHARED SECRET = PRF' (I K | CK' | ss, "EAP- AKA" FS"| ldentity | ct)
K encr = MK[O0..127]

K aut = MK 128..383]

K re = MK_PQ SHARED SECRET [ 0. . 255]

MK = MK_PQ SHARED SECRET [ 256..767]

EMSK = MK_PQ SHARED SECRET [ 768..1279]

where, pkR is PQC KEM public key fromthe EAP server, ct is the

ci phertext fromthe kenEncaps and it is triggered by the EAP peer
only. The pseudo-random function (PRF') binds the shared secret to
the ciphertext (ct), achieving MAL-BI ND- K- CT.

The M.- KEM al ready achi eves MAL-BI ND-K-PK as the hash of the PQC KEM
public key is an input to the conmputation of the shared secret (ss)
(line 2 of M.-KEM Encaps algorithmin [FIPS203]). These

conput ati onal binding properties for KEMs are defined in [CDM.

8. Extensions to EAP-AKA FS
8.1. AT _PUB KEM
The format of the AT _PUB KEM attribute is shown bel ow.

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| AT_PUB_KEM | Reserved | Length (in bytes) |
B T S i T s i i e e SEI S

Val ue (vari abl e)

I I
I I
I I
+- +

i S T S T o S S e e it Sl S S e S S S

The fields are as foll ows:

AT _PUB_KEM
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This is set to TBAL BY | ANA

Reserved: A 1-byte field reserved for future use. Including this
field ensures that the fixed header (Type, Reserved, Length) is 4
bytes | ong, maintaining 4-byte alignnent for the foll ow ng Val ue

field. The Reserved field MJUST be set to 0 on transm ssion and

i gnored on receipt.

Lengt h:

A 2-byte unsigned integer indicating the total |length of the
attribute in bytes, including the Type, Reserved, Length, and Val ue
fields, as well as any padding. The length is expressed in multiples
of 4 bytes.

This differs fromthe attribute format used i n EAP- AKA [ RFC4187],
where the Length field is 1 byte. The nodification is necessary
because PQC KEM public keys, such as those defined in M.-KEM 1024,
will be 1568 bytes, which would exceed the 1024-byte Iinmt inposed by
the original EAP-AKA format.

Val ue:

* EAP-Request: It contains the public key, which is the PQC KEM public key fromthe EA
P server.

Because the length of the attribute nust be a nmultiple of 4 bytes,the
sender pads the Value field with zero bytes when necessary. To
retain the security of the keys, the sender SHALL generate a fresh
val ue for each run of the protocol

8.2. AT _KEMCT
The format of the AT KEM CT attribute is shown bel ow
0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| AT_KEM CT | Reserved | Length (in bytes) |
B T S i T s i i e e SEI S
I I
| Val ue (vari abl e) |
I I
+- +

B i T S T i I i T i s S S S I S S S
The fields are as foll ows:

AT_KEM CT:
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This is set to TBA2 BY | ANA

Reserved: A 1-byte field reserved for future use. The Reserved field
MUST be set to 0 on transm ssion and i gnored on receipt.

Lengt h:

A 2-byte unsigned integer indicating the total |length of the
attribute in bytes, including the Type, Reserved, Length, and Val ue
fields, along with any padding. The length is expressed in nultiples
of 4 bytes.

This differs fromthe format used in EAP- AKA [ RFC4187], where the
Length field is 1 byte. The change is necessary because ci phertexts
produced by PQC KEM al gorithns, such as 1568 bytes in M-KEM 1024 wi ||
exceed the 1024 byte limt inposed by the original EAP-AKA attribute
format.

Val ue:

* EAP-Response: It contains the ciphertext (ct) fromthe PQC KEM Encapsul ati on functio
n fromthe EAP peer.

Because the length of the attribute nust be a nultiple of 4 bytes,
the sender pads the Value field with zero bytes when necessary. To
retain the security of the keys, the sender SHALL generate a fresh
val ue for each run of the protocol

9. M-KEM

M.- KEM of fers several paraneter sets with varying levels of security
and performance trade-offs. This docunent specifies the use of the
M.- KEM al gorithm at three security levels: M-KEM 512, M-KEM 768,
and M.- KEM 1024. The nmain security property for KEMs standardized in
the NI ST Post - Quantum Crypt ography Standardi zation Project is

i ndi stinguishability under adaptive chosen ciphertext attacks (IND
CCA2) (see Section 10.2 of [I-D.ietf-pquip-pgc-engineers]). The
public/private key sizes, ciphertext key size, and PQ security |levels
of M.-KEM are detailed in Section 12 of
[1-D.ietf-pquip-pgc-engi neers].

10. Security Considerations
The security of the PQ KEM al gorithm depends on a high-quality

pseudo-random nunber generator. For further discussion on random
nunber generation, see [ RFC4086].
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10.

11.

12.

12.

I n general, good cryptographic practice dictates that a gi ven PQ KEM
key pair should be used in only one EAP session. This practice
mtigates the risk that conprom se of one EAP session wll not
conprom se the security of another EAP session and is essential for
mai ntai ning forward security.

1. Selecting M--KEM Vari ants

M.-KEM i s believed to be | ND-CCA2 secure based on nultiple anal yses.
The M.-KEM variant and its underlying conponents shoul d be sel ected

consistently with the desired security level. For further clarity on
the sizes and security levels of M.-KEM variants, please refer to the
tables in Sections 12 and 13 of [I-D.ietf-pquip-pgc-engi neers].

| ANA Consi der ations

Two new val ues (TBAl, TBA2) in the skippable range need to be
assigned by | ANA for AT_PUB_KEM (Section 8.1) and AT_KEM CT
(Section 8.2) in the "Attribute Types" registry under the "EAP- AKA
and EAP- SI M Par anet er s" group.

I ANA is requested to update the registry "EAP- AKA' AT _KDF_FS Key
Derivation Function Values" with the PQC KEM al gorithm entri es:

| Val ue | Description | Reference |
[ ey e ——————————————————_—_———_————— Ll U
| TBA3 | EAP-AKA" with M.KEMb12 | [TBD BY IANA: THI S RFC] |
[ el s sy Ll et o}
| TBA4 | EAP- AKA" with MKEM/68 | [TBD BY | ANA: TH S RFC] |
| TBA5S | EAP- AKA" with M.KEML024 | [TBD BY I ANA: THI S RFC] |
[ ey e ——————————————————_—_———_————— Ll U

Ref er ences
1. Nornmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/rfc/rfc2119>.

[ RFC4187] Arkko, J. and H Haverinen, "Extensible Authentication
Protocol Method for 3rd Generation Authentication and Key
Agreement (EAP- AKA)", RFC 4187, DO 10.17487/ RFC4187,
January 2006, <https://www.rfc-editor.org/rfc/rfc4l87>.

Reddy & Banerj ee Expi res 23 January 2026 [ Page 12]



Internet-Draft

PQ KEMs in EAP- AKA prine July 2025

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

[ RFC9048] Arkko, J., Lehtovirta, V., Torvinen, V., and P. Eronen,

"I nproved Extensible Authentication Protocol Method for
3CGPP Mobil e Network Authentication and Key Agreenent (EAP-
AKA )", RFC 9048, DO 10.17487/ RFC9048, Cctober 2021,
<https://www. rfc-editor.org/rfc/rfc9048>.

[ RFC9678] Arkko, J., Norrnman, K, and J. Preu Mattsson, "Forward
Secrecy Extension to the Inproved Extensible
Aut hentication Protocol Method for Authentication and Key
Agreenent (EAP-AKA' FS)", RFC 9678, DO 10.17487/ RFC9678,
March 2025, <https://www. rfc-editor.org/rfc/rfc9678>.

12.2. Informative References

[ CDM "Keeping Up with the KEMs: Stronger Security Notions for
KEMs and aut omat ed anal ysis of KEM based protocol s",
<https://eprint.iacr.org/2023/1933. pdf >.

[ FI PS203] "FIPS-203: Modul e-Lattice-based Key-Encapsul ati on
Mechani sm St andar d”,
<https://nvl pubs. ni st. gov/ ni st pubs/ FI PS/

NI ST. FI PS. 203. pdf >.

[FQ "Secure Integration of Asymmetric and Symretric Encryption
Schenes", <https://link.springer.comarticle/10.1007/
s00145-011-9114- 1>.

[ HHK] "A Mdul ar Anal ysis of the Fujisaki-Ckanoto
Transformation”, <https://link.springer.com
chapt er/10. 1007/ 978- 3- 319- 70500- 2_12>.

[1-D. draft-ar-enu-pgc-eapaka]

Reddy & Baner|j

Banerjee, A and T. Reddy.K, "Enhancing Security in EAP-
AKA" with Hybrid Post-Quantum Cryptography”, Wrk in
Progress, Internet-Draft, draft-ar-enu-pgc-eapaka-04, 16
March 2025, <https://datatracker.ietf.org/doc/htm/draft-
ar - enu- pgc- eapaka- 04>.

ee Expi res 23 January 2026 [ Page 13]



Internet-Draft

[1-D.draft-

PQ KEMs in EAP- AKA prine July 2025

i etf-emu-aka-pfs-11]

Arkko, J., Norrman, K., and J. P. Mattsson, "Forward
Secrecy for the Extensible Authentication Protocol Method
for Authentication and Key Agreenent (EAP-AKA' FS)", Work
in Progress, Internet-Draft, draft-ietf-enu-aka-pfs-11, 10
July 2023, <https://datatracker.ietf.org/doc/htm/draft-

i etf-enu-aka-pfs-11>.

[1-D.ietf-pquip-pgc-engi neers]

Banerjee, A, Reddy.K, T., Schoinianakis, D., Holl ebeek,
T., and M Qunsworth, "Post-Quantum Cryptography for

Engi neers", Work in Progress, Internet-Draft, draft-ietf-
pqui p- pqc- engi neers-13, 1 July 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-pquip-
pqc- engi neer s- 13>.

[1-D.ietf-pquip-pqgt-hybrid-term nol ogy]

[I-Dietf-t

[ NI STFI NAL]

[ PQCAPI ]

[ RFC4086]

Reddy & Baner|j

Db F., P, M, and B. Hale, "Term nology for Post-Quantum
Tradi tional Hybrid Schemes", Work in Progress, Internet-
Draft, draft-ietf-pquip-pqt-hybrid-term nol ogy-06, 10
January 2025, <https://datatracker.ietf.org/doc/htm/
draft-ietf-pquip-pgt-hybrid-termn nol ogy-06>.

| s- hybri d- desi gn]

Stebila, D., Fluhrer, S., and S. GQueron, "Hybrid key
exchange in TLS 1.3", Wbrk in Progress, Internet-Draft,
draft-ietf-tls-hybrid-design-14, 21 July 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-tls-
hybri d- desi gn- 14>,

"Nl ST Rel eases First 3 Finalized Post-Quantum Encryption
Standards”, n.d., <https://ww.nist.gov/news-

event s/ news/ 2024/ 08/ ni st -rel eases-first-3-finalized-post-
quant um encrypti on- st andar ds>.

"PQC - APl notes",
<https://csrc.nist.gov/ CSRC/ nedi a/ Proj ect s/ Post - Quant um
Crypt ogr aphy/ docunent s/ exanpl e-fil es/ api - not es. pdf >.

Eastl| ake 3rd, D., Schiller, J., and S. Crocker,
"Randomess Requirenents for Security", BCP 106, RFC 4086,
DO 10. 17487/ RFC4086, June 2005,

<https://www. rfc-editor.org/rfc/rfc4086>.

ee Expi res 23 January 2026 [ Page 14]



Internet-Draft

PQ KEMs in EAP- AKA prine

Appendi x A, Acknow edgenent s

July 2025

This draft |everages text from[I-D.draft-ietf-enu-aka-pfs-11].

Aut hors’ Addr esses

Ti runmal eswar
Noki a

Bangal ore
Kar nat aka

I ndi a

Enmai | : kondtir@mail.com

Aritra Banerjee

Noki a
London

Uni ted Kingdom

Emai | : aritra. banerj ee@oki a.com

Reddy & Banerj ee

Expi res 23 January 2026

[ Page 15]



