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Abst r act

Forward Secrecy for the Extensible Authentication Protocol Method for
Aut henti cation and Key Agreenent (EAP-AKA' FS) is specified in

[ RFC9678], providing updates to [RFC9048] with an optional extension
that offers epheneral key exchange using the traditional Epheneral
Elliptic Curve Diffie-Hell man (ECDHE) key agreenent al gorithm for
achi eving perfect forward secrecy (PFS). However, it is susceptible
to future threats from Cryptographically Rel evant Quantum Conputers,
whi ch could potentially conprom se a traditional epheneral public
key. If the adversary has al so obtai ned knowl edge of the long-term
key and epheneral public key, it could conprom se session keys
generated as part of the authentication run in EAP- AKA'.

This draft ainms to enhance the security of EAP-AKA FS protocol by
| everaging PQ T Hybrid [I-D.ietf-pquip-pqt-hybrid-termn nol ogy]
algorithms to nake it quantum safe.
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https://mailarchive.ietf.org/arch/browse/enu/. Subscribe at
https://ww. ietf.org/ mailman/listinfol/enu/.
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1.

I nt roducti on

Forward Secrecy for the Extensible Authentication Protocol Method for
Aut hentication and Key Agreenent (EAP-AKA FS) defined in [ RFC9678]
updat es the inproved Extensible Authentication Protocol Mthod for
3GPP Mobil e Network Authentication and Key Agreenent (EAP- AKA')
specified in [RFCI048], with an optional extension providing
epheneral key exchange. This prevents an attacker who has gai ned
access to the long termkey from obtaining session keys established
in the past, assum ng these have been properly del eted. EAP-AKA FS
mtigates passive attacks (e.g., large scal e pervasive nonitoring)
agai nst future sessions.

Nevert hel ess, EAP-AKA' FS uses traditional algorithms public-key
algorithms (e.g., ECDH) which will be broken by a Cryptographically
Rel evant Quant um Conputer (CRQC using Shor’s algorithm The
presence of a CRQC would render state-of-the-art, traditional public-
key al gorithns depl oyed today obsol ete and insecure, since the
assunptions about the intractability of the mathematical problens for
these algorithnms that offer confident |evels of security today no

| onger apply in the presence of a CRQC. A CRQC could recover the
SHARED SECRET from the ECDHE public keys (Section 6.3 of [RFC9678]).
If the adversary has al so obtai ned know edge of the |long-termkey, it
could then conpute CK', IK, and the SHARED SECRET, and any derived
out put keys. This neans that the CRQC woul d disable the forward
security capability provided by [ RFC9678].

The migration to PQC is unique in the history of nodern digita
cryptography in that neither the traditional algorithns nor the post-
quantum al gorithms are fully trusted to protect data for the required
data lifetines. The post-quantum al gorithms face uncertainty about
the underlying mathematics, conpliance issues, unknown

vul nerabilities, hardware and software inplenentations that have not
had sufficient maturing tine to rule out classical cryptanalytic
attacks and i npl enentati on bugs. During the transition from
traditional to post-quantumalgorithms, there is a desire or a

requi renent for protocols that use both al gorithmtypes

Thi s specification defines HPKE [I-D.ietf-hpke-pq]
[I-D.irtf-cfrg-hybrid-kens] for use with EAP-AKA" FS. HPKE offers a
variant of public-key encryption of arbitrary-sized plaintexts for a
reci pient public key. HPKE works for any comnbination of an
asymmetric key encapsul ati on mechani sm (KEM, key derivation function
(KDF), and authenticated encryption with additional data (AEAD)
function. HPKE can be extended to support hybrid post-quantum Key
Encapsul ati on Mechani sns (KEMs) as defined in [I-D.ietf-hpke-pq].
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2.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Ter mi nol ogy

Thi s docunment nakes use of the terns defined in
[1-D.ietf-pquip-pqgt-hybrid-term nology]. For the purposes of this
docunent, it is helpful to be able to divide cryptographic algorithns
into two cl asses:

"Traditional Algorithm': An asymmetric cryptographic al gorithm based
on integer factorisation, finite field discrete |ogarithns or

elliptic curve discrete logarithns. In the context of JOSE, exanples
of traditional key exchange algorithms include Elliptic Curve Diffie-
Hel | man Ephereral Static [ RFC6090] [RFC8037]. In the context of

COSE, exanples of traditional key exchange al gorithns include
Epheneral -Static (ES) DH and Static-Static (SS) DH [ RFC9052] .

"Post - Quantum Al gorithni: An asymretric cryptographic algorithmthat
is believed to be secure against attacks using quantum conputers as
wel | as classical conmputers. Exanples of PQC key exchange al gorithmns
i ncl ude Kyber.

"Hybrid" key exchange, in this context, neans the use of two key
exchange al gorithns based on different cryptographic assunptions,
e.g., one traditional algorithmand one Post-Quantum al gorithm wth
the purpose of the final shared secret key being secure as |long as at
| east one of the conmponent key exchange al gorithms remai ns unbroken.
It is referred to as PQ T Hybrid Schene in
[1-D.ietf-pquip-pqgt-hybrid-term nol ogy].

PQ T Hybrid Key Encapsul ati on Mechani sm A Key Encapsul ati on

mechani sm (KEM made up of two or nore conponent KEM al gorithnms where
at least one is a post-quantum algorithmand at | east one is a
traditional algorithm

Background on EAP- AKA' with perfect forward secrecy

I n EAP- AKA', The authentication vector (AV) contains a random part
RAND, an authenticator part AUTN used for authenticating the network
to the USIM an expected result part XRES, a 128-bit session key for
integrity check 1K, and a 128-bit session key for encryption CK
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As described in the draft [RFC9678], the server has the EAP identity
of the peer. The server asks the AD to run AKA algorithmto generate
RAND, AUTN, XRES, CK and IK. Further it also derives CK and IK
keys which are tied to a particular network nane. The server now
generates the epheneral key pair and sends the public key of that key
pair and the first EAP nethod nessage to the peer. 1In this EAP
message, AT_PUB_ECDHE (carries public key) and the AT_KDF_FS(carries
other FS related paraneters). Both of these m ght be ignhored of USIM
doesn’ t support the Forward Secrecy extension. The peer checks if it
wants to have a Forward extension in EAP AKA'. If yes, then it wll
eventual ly respond with AT PUB ECDHE and MAC. If not, it will ignore
AT_PUB ECDHE. |f the peer wants to participate in FS extension, it
will then generate its ECDH key pair, calculate a shared key based on
its private key and server public key. The server will receive the
RES from peer and AT_PUB ECDHE. The shared key will be generated
both in the peer and the server with key pairs exchanged, and | ater
master key is al so generated.

MK_ECDHE = PRF (I K| CK' | SHARED SECRET, "EAP- AKA' FS"|ldentity)
5. Hybrid Enhancenments by Design
We suggest the follow ng changes and enhancenents:

* A newattribute, AT_PUB HYBRID, is defined to carry the public
key, which is the concatenation of traditional and PQC KEM public
keys fromthe EAP server. The AT_PUB HYBRID attribute will carry
the encapsul ated key, which is forned by concatenating the
encapsul ated key (enc) fromthe traditional KEM al gorithm and the
ci phertext (ct) fromthe PQC KEM Encapsul ation function fromthe
EAP peer.

* The AT_KDF_FS attribute is updated to indicate the PQ T Hybrid KEM
in HPKE and HKDF for generating the Hybrid Master Key MK _HYBRI D.

* Multiple AT_KDF_FS attributes is included in the EAP-Request to
handl e the EAP peer not supporting PQ T Hybrid KEMin HPKE.

* The Hybrid key derivation function will be included first in the
EAP- Request to indicate a higher priority than the traditional key
derivation function.

6. Message Fragnentation and Reassenbly
The nessage fragmentation and reassenbly will be simlar to as
outlined in [I-D.ietf-enu-pqc-eapaka]. For brevity, the authors

would Iike to defer the reader to [I-D.ietf-enu-pqgc-eapaka] for
details.
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7. Protocol

Construction

This section defines the construction for hybrid key exchange in EAP-
AKA' FS.
al gorithms simultaneously and conbining the result with the goal of

providing security even if all but one of the conponent algorithnms is
broken. |

7.1

Hybrid key exchange refers to using nultiple key exchange

t is notivated by transition to post-quantum cryptography.

Protocol Call Flow

Usl M

Peer Server AD

I
EAP- Reqg/ I dentity |

EAP- Resp/ I dentity |
(Privacy-Friendly) |

Server now has an identity for the peer. The server |
then asks the help of AD to run AKA al gorithnms, |
generating RAND, AUTN, XRES, CK, IK Typically, the |
AD perfornms the first part of key derivations so that |
the authentication server gets the CK and I K Kkeys |

\

already tied to a particular network nane.
------- e i
| | |
| | 1D, key deriv. |
| | function, |
| | network nane |
| R R >|
I I I
| | RAND, AUTN, |
| | XRES, CK, IK |
| | <---mmmmeee - +
------- T R

Server now has the needed authentication vector. It |
generates a PQC KEM key pair, an epheneral ECDHE key |
pair, sends the hybrid (PQC + ECDHE) public key of that|
key pair and the first EAP nmethod nessage to the peer
In the nessage the AT _PUB HYBRID attribute

carries the concatenation of PQC KEM and ECDHE public
keys and the AT_KDF_FS attribute carries other

FS-rel ated paraneters. Both of these are

ski ppabl e attributes that can be ignored if the peer

does not support this extension.
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| EAP-Req/ AKA' - Chal | enge (1), |
| EAP-Req/ AKA - Chal | enge (2)]
| AT_RAND, AT_AUTN, AT_KDF, |
| AT_KDF_FS, AT_KDF_I NPUT, |
| AT_PUB_HYBRI D, AT_MAC|
I

| The peer checks if it wants to do the FS extension. |
| yes, it will eventually respond with AT _PUB HYBRI D a |
| AT_MAC. If not, it will ignore AT_PUB_HYBRI D and |
| AT_KDF_FS and base all cal cul ations on basic EAP- AKA" |
I I
I I
I I

5 —
o —h

attributes, continuing just as in EAP-AKA' per RFC
9048 rules. In any case, the peer needs to query the
auth paraneters fromthe USIM card.

S o e e e e e e e e a oo - S R +
I I
|  RAND, AUTN | I
| <---mmmmemea - + |
I I
| CK, 1K, RES | I
S >| |

Fom e m e e e oo oo e e e e e e i oo oo oo R +

| The peer now has everything to respond. If it wants to |
| participate in the FS extension, it will then generate |
| its ECDHE key pair, calculate a hybrid shared secret |
| key based on the server’s PQC KEM public key, its ECDHE|
| key pair and the server’s ECDHE public key. Finally, |
| it proceeds to derive all EAP-AKA key val ues and |
| constructs a full response. |
+

I I
| EAP-Resp/ AKA' - Chal | enge |
| EAP-Req/ AKA - Chal | enge (2)]
| AT_RES, AT_PUB_HYBRI D, |
| AT_MAC |

I

The server now has all the necessary values. It

generates the Hybrid shared secret and checks the RES |
and MAC val ues received in AT_RES and AT_MAC, |
respectively. Success requires both to be found |
correct. Note that when this docunent is used, |
the keys generated from EAP- AKA' are based on CK, 1K, |
and the ECDHE and PQC KEM val ues. Even if there was an |
attacker who held the long-termkey, only an active |
attacker could have determi ned the generated session |
keys; additionally an attacker with a cryptographically]|
rel evant quantum conputer cannot get access to the |
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7.

Banerj ee & Reddy

2.

| server KEM private key and decrypt the data. |

Key Steps in protocol construction
outline the followi ng key steps in the protocol:

Server generates the PQC KEM Public key(pg PK), private key
(pg_SK) pair and the ECDH public key (trad_PK), private key
(trad_SK) pair. The server will generate and send the EAP AKA
Aut henti cati on Vector (AV).

The server will store the expected response XRES, the ECDH private
key trad_SK and the PQC KEM private key pgq_SK. The server wll
forward the EAP AKA' AV to peer along with pg_PK and trad_PK

The USIMwi || validate the AUTH received, also verifies the MAC
After the verification is successful and if the peer al so supports
the Forward secrecy, peer will invoke Encapsul ate using

concat (pgq_PK, trad PK) as defined in section 5.4 of
[1-D.irtf-cfrg-hybrid-kens].

"ct" is the concatenation of the ciphertext from PQC KEM and

encapsul at ed key from ECDH whereas "ss" is hybrid shared secret key.
Hybrid shared key ss is generated by the peer using the Encapsul ate()
([I-Dirtf-cfrg-hybrid-kens]).

*

The peer will send the Authentication response RES and ct to the
server.

The server will verify the RES with XRES. The server will use the
ct, PQC KEM private key pg _SK and ECDH private key trad SK to
generate shared secret.

The generated ss from Decapsul ate is the hybrid shared secret key
derived fromPQC KEM and traditional ECDH. The peer and the server
first generate the MK HYBRI D and subsequently generate MSK, EMSK as
shown bel ow
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MK = PRF (1K | CK ,"EAP- AKA' "| I dentity)

HYBRI D_SHARED SECRET, ct = Encapsul at e( pKR)

MKCHYBRID = PRF (1 K | CK'| HYBRI D_SHARED SECRET, "EAP- AKA' FS"| ldentity)
K encr = MK[O0..127]

K aut = MK[ 128. . 383]

K re = MK_HYBRI D [O0. . 255]

MBK = MK_HYBRI D [ 256. . 767]

EMSK = MK_HYBRID [ 768. . 1279]

where, pkR is concatenation of PQC KEM and traditional public keys of

the receiver, ct is concatenation of the ciphertext fromthe PQC KEM

and encapsul ated key from ECDH, the Encapsul ate() function is

perfomed by the peer only.

8. Extensions to EAP- AKA' FS
8.1. AT_PUB_HYBRI D

The format of the AT _PUB HYBRID attribute is shown bel ow
0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| AT_PUB_HYBRI D | Reserved | Length (in bytes) |
R et e s i o e s i i
I I
| Val ue (vari abl e) |
I I
i i i T i I S i e s o o i i

The fields are as foll ows:

AT_PUB_HYBI D

This is set to TBAL BY | ANA

Reserved:

A 1-byte field reserved for future use. Including this field ensures

that the fixed header (Type, Reserved, Length) is 4 bytes |ong,

mai ntai ning 4-byte alignnment for the following Value field. The

Reserved field MJST be set to O on transmi ssion and ignored on

receipt.

Lengt h:
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A 2-byte unsigned integer indicating the total length of the
attribute in bytes, including the Type, Reserved, Length, and Val ue
fields, as well as any padding. The length is expressed in nultiples
of 4 bytes.

This differs fromthe attribute format used i n EAP- AKA [ RFC4187],
where the Length field is 1 byte. The nodification is necessary
because PQ T Hybrid KEM public keys, such as X25519 and M.- KEM 768
(e.g., X-Wng), would exceed the 1024-byte limt inposed by the
ori gi nal EAP- AKA format.

Val ue:

* EAP-Request: It contains the public key, which is the concatenation of
tradi tional and PQC KEM public keys fromthe EAP server

* EAP-Response: It contains the encapsul ated key, which is forned by
concatenating the ciphertext (ct) fromthe PQC KEM Encapsul ati on function
and t he encapsul ated key (enc) fromthe traditional KEM al gorithmand fromthe
EAP peer.

Because the length of the attribute nust be a nmultiple of 4 bytes,
the sender pads the Value field with zero bytes when necessary. To
retain the security of the keys, the sender SHALL generate a fresh
val ue for each run of the protocol

9. Security Considerations

M.- KEM i s | ND-CCA2 secure based on nultiple anal yses. The M.-KEM
variant and its underlying conponents should be selected consistently
with the desired security level. For further clarity on the sizes
and security levels of M-KEM variants, please refer to the tables in
Sections 12 and 13 of [I-D.ietf-pquip-pgc-engi neers].

The security of the M.-KEM al gorithm depends on a high-quality
pseudo-random nunber generator. For further discussion on random
nunber generation, see [ RFC4086].

In general, good cryptographic practice dictates that a given M.-KEM
key pair should be used in only one EAP session. This practice
mtigates the risk that conprom sing one EAP session will not
conprom se the security of another EAP session and is essential for
mai ntai ni ng forward security.

For security properties of traditional ECDHE for EAP-AKA FS, see
section 7 of [RFC9678]. The overall Hybrid schene needs to be | ND
CCA2 robust; i.e., atleast one of the schemes shoul d be | ND- CCA2
secure
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10. | ANA Consi der ati ons

Two new val ues (TBA2) and (TBA3) in the skippable range need to be
assigned by I ANA for AT PUB HYBRID (Section 8.1) in the "Attribute
Types" registry under the "EAP-AKA and EAP-SI M Par anet ers" group.

I ANA is requested to update the registry "EAP- AKA' AT_KDF_FS Key
Derivation Function Values" with the Hybrid key derivation function

entry:

B s oo oo oo e e e e s s s s s s s e s s e e s e s e s s e s s s s e s e s e s s s s s s s s s s s e s e s e s s s s s s
:::::::::::::::::::+

| Val ue | Description
ence |

[§ lemesfummsbumesbemsomspuspesome oo s s oo oo oo s e s e s s e s s s s s s s s e e s s e
oSS =—=—==+4

| TBA2 | QSF- KEM M.- KEM 768, P- 256) - XOF( SHAKE256) - KDF( SHA3- 256)
BY |ANA: THI S RFC] |
sy o}

TBA3 | KitchenSi nk- KEM M_- KEM 768, X25519) - XOF( SHAKE256) - KDF( HKDF- SHA- 256)

BY | ANA: TH S RFC] |

B e oo oo e oo s s s s s s s e e e e e e e e s e s e s s e s s s s s s s s s s s s e e e
:::::::::::::::::::+
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