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1. Introduction

Thi s docunent specifies Extensible Authentication Protocol (EAP)

met hod, EAP- PPT, which uses Privacy Pass token for EAP peer

aut hentication; see [RFC9576] for nore information about Privacy
Pass. EAP-PPT MUST be used inside any tunnel -based EAP net hod t hat
enabl es secure conmuni cati on between a peer and a server by using
Transport Layer Security (TLS) Protocol [RFC8446]. The tunnel -based
EAP et hod MJST guarantee a server authenticated TLS tunnel

Privacy Pass tokens are unlinkabl e authenticators that can be used to
anonynously authorize a client [RFCO576]. Privacy Pass tokens are

i ssued to peer by token issuers using an |ssuance Protocol [RFC9578].
A client possessing such a token is able to prove that it was able to
get it issued, without allowi ng the relying party redeem ng the
client’s token (the origin) tolink it with the issuance flow.
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Much of the term nology in this docunent is defined in [ RFC3748].
Additional terms are defined bel ow
NAI:  Network Access ldentifier [RFC7542]

EAP- PPT peer: This termis used for the entity acting as EAP peer
This termis identical to termCient defined in Section 2 of
[ RFC9576] .

EAP- PPT server: This termis used for the entity acting as EAP
server. This termis identical to term Server defined in
Section 2 of [RFC9576].

Privacy Pass token: Unlinkable authenticator that can be used to
anonynously authorize a client [RFCO577]. This is produced as an
out put of issuance protocol [RFC9578].

Token Chall enge: An action by which a EAP-PPT Server requests EAP-
PPT peer to present Privacy Pass Token for one of the presented
chal | enges

Token Redenption: An action by which a peer presents a Privacy Pass
token to a EAP-PPT Server in EAP-PPT Protocol. See Section 2.2 of
[ RFCO577] .

Identity provider: An entity that is responsible for authentication
of end-user devices with the prupose of granting them access to a
net wor k resour ce.

3. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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4. Motivation

EAP is predom nantly used for authentication of users and devices
trying to join a network. |Its security and extensibility
capabilities makes it a popular choice in inplenmenting secure network
access. EAP is one of the nost preferred authentication nmechani sns
used for secure wireless LAN access using [|EEE-802.11] standard,

wi red LAN access using [| EEE-802.1X] and Virtual Private Network
(VPN) access. EAP is also used for secure network access for
students and guests in acadeni a, see [ RFC7593].

One goal of privacy is to protect individual's identity and persona
i nformati on from eavesdropers, internediaries and recipients in the
net wor k conmmuni cation. An individual’s privacy may get conpronized
when network access is attenpted using EAP as an aut hentication
mechani sm The various privacy-specific threats are described in
Section 5.2 of [RFC6973].

Typi cal approaches for authorizing clients, such as through the use
of a permanent identity or service provider generated pseudo
identity, are not privacy-friendly since they allow servers to track
clients across sessions and interactions. This nmeans service
providers, identity providers, enployers, or school/university

adm ni strators can track the individuals.

The goal of this specification is to protect an individual fromthe
Section 5.2 of [RFC6973] in public and enterprise environnments. EAP-
PPT can be | everaged for authorization based on anonynous-credenti al
aut henti cati on nmechani sns. EAP-PPT takes a different approach

i nstead of carrying linkable state carrying information to servers,
such as permanent identity or pseudonym EAP peer presents Privacy
Pass tokens that attest to this information. These tokens are
anonynous in the sense that a given token cannot be linked to the
protocol instance in which that token was initially issued.
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[ RFCO577] specifies the authentication scheme using Privacy Pass
token over HITP. [RFC9577] mainly serves use cases where access to
restricted services require anonynous client authorization. Since

[ RFC9577] functions at the application |ayer of a networking stack,
it justifies a need of a protocol that can offer the simlar
functionality for the I ower layers. Since EAP was designed for use
in network access authentication, where |P |ayer connectivity nay not
be avail abl e, EAP-PPT can be used for anonynous client authorization
for wired and wirel ess network access. Since EAP-PPT net hod provides
unilateral authentication, it qualifies to be used together with
responder authenticati on based on public key signatures in [ RFC7296]
protocol. [RFC7296] is a conponent of |Psec used for performng

mut ual aut hentication and establishing and maintaining Security
Associ ations. [RFC7296] is widely used to inplenent renote access
VPN service in public and enterprise environnments.

Architecture Mbdel

Figure 1 shows network architectural nodel for EAP-PPT.

TS + TS + TS + TS +
I I I I I I I I
| Peer | <----> Authen- |<----3| EAP | <---->| EAP- |
| | | ticator | | Server | | PPT |
I I I I I I | Server |
Fomm oo - + Fomm oo - + Fomm oo - + Fomm oo - +

Figure 1: EAP-PPT Architectural Mode

The entities depicted in Figure 1 are logical entities and may or nay
not correspond to separate network conmponents. For exanple, the EAP
Server and EAP-PPT Server mght be a single entity; the authenticator
and EAP Server mght be a single entity; or the functions of the

aut henticator, EAP Server, and EAP-PPT Server night be conbined into
a single physical device. For exanple, typical [|EEE-802.11]

depl oynents place the authenticator in an access point (AP) while a
RADI US Server may provide the Tunnel ed EAP Met hod and EAP- PPT net hod
Server conponents. The above diagramillustrates the division of

| abor anobng entities in a | ogical manner and shows how a distri buted
system m ght be constructed; however, actual systens m ght be

organi zed differently.

Pr ot ocol

Sawant & Bri nckman Expi res 8 January 2026 [ Page 6]



I nternet-Draft EAP- PPT July 2025

6.1. Overview

A tunnel - based EAP net hod supports authentication in tw phases after

the initial EAP Identity request/response exchange. 1In the first
phase, it uses a TLS [ RFC8446] handshake to provi de an authenticated
key exchange and to establish a protected tunnel. The EAP peer and

server that are configured to performthe peer authentication using
EAP- PPT net hod, MJST establish the TLS tunnel wi thout peer

aut hentication. EAP server MJST NOT send CertificateRequest to the
TLS client during the TLS handshake, when peer authentication is
desired usi ng EAP-PPT net hod.

The second phase of the authentication begins after the TLS tunnel is
established. Any EAP nethod that fulfils the requirenents specified
in [RFC6678] is called tunnel -based EAP net hod.

A peer supporting EAP-PPT MUST NOT send its usernane or any other
permanent identifiers in the first and subsequent EAP- Response/
ldentity nmessages. The EAP-Response/ldentity message MJUST contain
only realmportion in order to route the authentication request to
the right EAP server. It is RECOMENDED to elimnate the identity
exchange altogether if the route is known through sone ot her neans.

EAP- PPT aut henticati on MJUST be perforned inside the server
aut henticated TLS tunnel established by the tunnel -based EAP net hod.

During the EAP-PPT authentication, the server chall enges the peer to
present a Privacy Pass token, and the Peer responds with a Privacy
Pass token. Upon a successful verification of the token, the
redenption of the token is deened successful. EAP-PPT uses
JavaScript Object Notation (JSON) [ RFC8259] to encode the chall enges,
responses, results and errors. Encapsul ati on of EAP-PPT net hod can
be supported by any tunnel - based EAP nethods e.g. Protected EAP

[ PEAP], Tunnel ed Transport Layer Security EAP (TTLS) [RFC5281], EAP
Fl exi bl e Aut hentication via Secure Tunneling (EAP-FAST) [RFC4851] and
Tunnel Extensible Authentication Protocol (TEAP) [RFC7170].

Optionally, the Privacy Pass token MAY al so carry extensions

([1-D.draft-ietf-privacypass-aut h-schene-extensions]) w th additiona
net adata rel evant to the EAP-PPT Server
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6.2. Successful Authentication

Figure 2 shows an exanpl e of basic, successful authentication
exchange in EAP-PPT. At the mninum EAP-PPT uses two roundtrips to
aut henticate and authorize the Peer. As in other EAP schenes, an
identity request/response nmessage pair is usually exchanged first.
As specified in [RFC3748] the initial identity request is not

requi red, and MAY be bypassed in cases where the EAP-PPT Server can
presume the identity.

After obtaining the identity, the EAP-PPT Server constructs EAP-
Request / PPT- Chal | enge nessage with a set of token Chall enges and
sends it to the EAP-PPT peer. EAP-Request/PPT-Chall enge nessage
encodes the set of token Challenges in JSON [ RFC8259] format.

On receiving EAP- Request/ PPT-Chal | enge nessage, the EAP-PPT peer

| ooks at the each token Chall enge and | ooks up the nopst suitable
Privacy Pass token. |f EAP-PPT Peer successfully finds the Privacy
Pass token, it constructs EAP-Response/ PPT-Chal | enge nessage
containing the Privacy Pass token, and send it to the EAP-PPT server.
EAP- Response/ PPT- Chal | enge nmessage encodes the response data in JSON
[ RFC8259] format.

The EAP-PPT server verifies the received Privacy Pass token in the
EAP- Response/ PPT- Chal | enge nmessage. After a successful token
Redenpti on, the EAP-PPT server sends EAP- Success.

EAP- PPT Server verifies the Privacy Pass token using a procedure
call ed token Redenption Section 2.2 of [RFCO577].
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S + S +
I I I I
| EAP-PPT | | EAP-PPT |
| Peer | | Server |
I I I I
S + S +
I I
| EAP- Request/ Il dentity |
| e |
| |
| EAP- Response/l dentity (User’s NAI) |
|- >
| |
| EAP- Request / PPT- Chal | enge (chal | enges) |
| e |
| |
| EAP- Response/ PPT- Chal | enge (token) |
R RREEREEEEE >
I I
| S +
| | token |
| | redeened |
I I I
| S +
| EAP- Success |
| e |
I
I

Figure 2: EAP-PPT Successful Authentication

Fai | ed Aut hentication

Fi gure 3 shows how EAP- PPT server rejects the peer when token
redenption fails. EAP-PPT Server sends EAP-Request/PPT-Error nessage

containing the error information |ike error code,

error description

etc. The error information is encoded in JSON [ RFC8259] fornat.
EAP- PPT peer responds to EAP-Request/PPT-Error with EAP-Response/ PPT-

Error without any data.
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EAP- Request/ Il dentity |

I

I

I e

| |

| EAP- Response/l dentity (User’s NAI) |
|- >

| |

| EAP- Request / PPT- Chal | enge (chal | enges) |

| e |

| |

| EAP- Response/ PPT- Chal | enge (token) |
R RREEREEEEE >

I I

| S +
I | failed |
I | to I
| | redeem |
| | token |
| R +
| EAP- Request/ PPT-Error (error) |

| e |

| |

| EAP- Response/ PPT- Err or |

| oo >

I I

| _ |

| EAP- Fai | ure |

| e |

| |

I

Fi gure 3: EAP-PPT Authentication Failure
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6.4. Renediation

An EAP- PPT server MAY successfully validate a token, but fail to
validate netadata carried in an extension. The EAP-PPT server MAY
require different or nore recently generated netadata, for exanple.
In this case the EAP-PPT server MAY reject, or conditionally accept
an EAP- PPT Aut henti cation

As shown in Figure 4, after successful token redenption, the EAP-PPT
server MAY respond with a PPT error nessage containing error
information |ike an error code, error description etc. to informthe
EAP- PPT peer of the netadata validation issue. 1In this case, the
EAP- PPT server MAY respond with an EAP-Failure or EAP-Success
message, depending on the metadata specific policies set on the EAP-
PPT server side. Since the peer proves the authenticity of issuance
of token by providing cryptographically correct token, the EAP-PPT
server MAY decide to authorize the Peer conditionally.

The EAP-PPT server MAY optionally also include a session-timeout
value in the PPT-Error, inform ng the EAP-PPT peer how | ong the
session will be permtted in order for the EAP-Peer to renedi ate and
request a new token fromits issuer. |If the session-tineout
attribute is included in the PPT-Error then the AAA server MJST al so
i nclude a RADI US Session- Tineout attribute (see Section 5.27 of

[ RFC2865]) with the sanme value in the Access-Accept RADIUS nessage to
the authenticator (e.g., Network Access Server or | KEv2 Responder)).
The EAP-PPT peer responds to the EAP-Request/PPT-Error with EAP-
Response/ PPT-Error w thout any data. The EAP-PPT peer MAY use the
allotted session tine to fetch a new token and subsequently re-

aut henti cat e.
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EAP- Request/ Il dentity |

I

I

| e |

| |

| EAP- Response/l dentity (User’s NAI) |
|- >

| |

| EAP- Request / PPT- Chal | enge (chal | enges) |

| e |

| |

| EAP- Response/ PPT- Chal | enge (token) |
R RREEREEEEE >

I I

| S +
| | token |
| | redeened |
| | with |
| | invalid |
| | extension|
| | netadata |
| - +
| EAP- Request/ PPT-Error (error) |
R R EEEEEEE |

| |

| EAP- Response/ PPT- Err or |
R R EEEETEEEE >

I I

I I

| EAP- Success |

| e |

I

I

Figure 4: EAP-PPT Authentication Success with remedi ation
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6.5. Privacy

The fundanental buil ding block of privacy in EAP-PPT is use of
Privacy Pass token, which is unlinkable authenticator, for

aut hori zati on of the Peer. EAP-PPT peer selects an issuer to get a
token issued from using |Issuance Protocol [RFC9578]. The |ssuer
generates a token response based on the token request, which is
returned to the Cient (generally via the Attester). Upon receiving
the token response, the EAP-PPT peer conputes a token fromthe token
chal | enge and token response. This token can be validated by anyone
with the per-Issuer key but cannot be linked to the content of the

t oken request or token response.

If the EAP-PPT peer has a token, it includes it in a response to a

chal | enge from EAP- PPT server. This token SHOULD be sent only once
in reaction to a challenge; peers SHOULD NOT send tokens nore than

once, even if they receive duplicate or redundant chall enges.

The EAP-PPT server validates that the token was generated by the
expected |ssuer and has not already been redeenmed for the
correspondi ng token chall enge. Mechanismto prevent doubl e-spending
of tokens is out of scope of EAP-PPT nethod.

Section 4 of [RFC9576] discusses depl oyenent nodels in detail. It is
RECOMVENDED to use a depl oyment nodel that guarantees EAP peer-
server, |ssuer-EAP peer, and Attester-EAP server unlinkability.
Mechani sns for enforcing non-collusion are out of scope of EAP-PPT
met hod.

EAP- PPT peer MAY opt for token Caching by getting multiple tokens

i ssued froma single token challenge structure (Section 2.1.1 of

[ RFC9577]). This inproves privacy by separating the tinme of token

i ssuance fromthe tine of token redenption. Optionally, the peer MAY
use a vai ant of Privacy Pass |ssuance
([1-D.draft-ietf-privacypass-batched-tokens]) to get nore tokens

i ssued and cached at a tine.

EAP peer and server MJST send anonynous Network Access ldentifiers
(NAI's) (Section 2.4 of [RFC/542]) in the first and subsequent EAP-
Response/ldentity nessages. EAP peer MJUST NOT send its usernane (or
any other permanent identifiers) in the Identity Response. Foll ow ng
[ RFC7542], it is RECOWENDED to omit the usernane (i.e., the NAl is
@ealm, but other constructions such as a fixed usernane (e.g.,
anonynmous@ealn) is allowed. Note that the NAI MJST be a UTF-8
string as defined by the grammar in Section 2.2 of [RFC7542].
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During TLS hanshake in the first phase, EAP peer MJST send a
Certificate nessage containing no certificates as described in
Section 4.4.2 of [RFC8446], if CertificateRequest nessage is
received. Many client certificates contain an identity such as an
emai | address, and therefore, this docunent forbids client

aut hentication during first phase.

It is desired to support fast reconnect (Section 7.2.1 of [RFC3748])
by shortening the TLS conversation using session resunption mechani sm
(Section 2.1.2 of [RFC5216]) during the first phase. EAP peer
presents an identifier that was issued previously by the server, to
attenpt the session resunption. Wen a peer attenpts to resune a TLS
session using such an identifier it allows the EAP server to detect
peer’s revisit to the network. Simlarly, use of Protected Access
Credential (PAC) in EAP-FAST method (Section 3.2.2 of [RFC4851]) can
potentially help the server determ ne peer’s presence across session
resunptions. This docunent recomends use of session resunption to
be limted to the current association to the network. The EAP peer
MUST perform full TLS handshake durist the first phase after every
new associ ation to the network. For exanple, an EAP peer can
continue to resume TLS sessions during the re-authentications as |ong
as the client device is associated to sane access point of the secure
wi rel ess LAN [ | EEE-802. 11].

6.6. Key Material Ceneration

The keys generated by this protocol, MSK and EMSK, are each in 64
octets in length. The protocol uses TLS exporter interface [ RFC5705]
to generate the key material. The output of the exporter is intended
to be associated with the TLS session established in the first phase,
a unique | abel string, and a context. Type is the value of the EAP
Type field defined in Section 2 of [ RFC3748], and it contributes to
the context value. For EAP-PPT, the Type value is 0x39. Context

val ue is constructed by concatenating Type value with Privacy Pass
token val ue that was sent in EAP-Response/ PPT- Chal | enge nessage. Key
mat eri al MJUST be generated by the EAP-PPT peer after receiving EAP
Success fromthe EAP-PPT server

Type = 0x39

Context = Type || token

Key Material = TLS Exporter (" EXPORTER EAP_PPT Key Material",
Cont ext, 128)

The MBK and EMSK are dervied fromthe Key Material as described in
Section 7.10 of [RFC3748].

MBK = Key Material (0, 63)
EMSK = Key_Material (64, 127)
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1.

TLS Exporter function is defined in Section 4 of [RFC5705]
Channel Bi ndi ng

[ RFC6677] defines channel bindings for EAP which solve the "lying
NAS" and the "lying provider" problens, using a process in which the
EAP peer gives information about the characteristics of the service
provi ded by the authenticator to the Authentication, Authorization,
and Accounting (AAA) server protected within the EAP authentication
met hod. This allows the server to verify the authenticator is
providing infornmation to the peer that is consistent with the
informati on received fromthis authenticator as well as the
informati on stored about this authenticator

EAP- PPT server can optionally request channel binding information to
the EAP- PPT peer after a successful redenption of the token sent in
EAP- Response/ PPT- Chal | enge nesage. EAP-PPT server uses EAP-Request/
PPT- Channel - Bi ndi ng nessage to request the channel binding
information to the peer. EAP-PPT server MJST send EAP- Request/PPT-
Channel - Bi ndi ng nessage after a successful redenption of the token
and before sendi ng EAP-Success nmessage. EAP-PPT peer MJST send
channel binding information in EAP-Response/ PPT- Channel - Bi ndi ng
message i n response to EAP-Request/ PPT-Channel - Bi ndi ng nessage. EAP-
PPT MUST send the channel -bi nding i nfornmation as defined in

Section 5.3 of [RFC6677].

EAP- Request / PPT- Channel - Bi ndi ng message is optional, and therefore
EAP- PPT server may skip it when the EAP server has already received

the information through EAP net hods executed before EAP-PPT.
Message For mat

Packet For mat

EAP- PPT Packet Formmt is shown bel ow.

+ ON
+ OWw

6 789 123456789 1
B i S S s S S
| Leng
R i T e S e
Type | Subt ype | Dat a

T e L S S S S R S S S S R T E

—
>+ O

+
I
+

Fi gure 5: EAP-PPT Header

Code 1 for request, 2 for response.
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Identifier The Identifier field is one octet and aids in matching
responses with requests. The Identifier field MJST be changed for
each request packet and MJUST be echoed in each response packet.
Length The Length field is two octets and indicates the length of the
EAP packet including the Code, Identifier, Length, Type, Subtype, and
Data fiel ds.

Type 57 (EAP-PPT)

Subt ype Message subtypes as defined in Table 1

Data Data in JSON [ RFC8259] format.

7.2. Subtypes

[ bty s sy
| Subtype | Description |
| 1 | A PPT-Chal l enge request or PPT-Chall enge response. |
S R T +
| 2 | A PPT-Error request or PPT-Error response. |
S TRy e +
| 3 | A PPT-Channel - Bi ndi ng request or PPT-Channel - |
| | Binding response. |
B o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +

Tabl e 1. EAP-PPT Subtypes

7.3. Messages
This section specifies the nessages used i n EAP-PPT.

7.3.1. EAP-Request/PPT-Chal | enge
The Server sends this nessage to the peer after successfully |earning
the identity of the peer. The purpose of this nessage is to present
mul tiple token challenges to the peer and receive a Privacy Pass
token for one of the challenges fromthe peer. This nmessage is sent

with subtype 1 (Table 1) and data is encoded in JSON [ RFC8259] format
as shown in Table 2 bel ow -
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| Key | Type | Description |
[ ettt ——— ————_—_ g —_—_—————————————————(———(——————r L
| challenges | array | Array of one or nore objects. Each |
| | | elenent is an object that contains |
| | | keys that are part the chall enge. |
| | | This is a required paraneter. |
Fomm e oo - N o e e e e e e e e e e e e e e mmemamao o +

B oo s s e oo e

| Key Type Descri ption |

B oo s sy s e oo e e e
chal | enge string A string that contains a base64url token

+

I

+

| |
| chall enge val ue, encoded per [RFC4648]. |
| This document follows the default padding

| behavi or described in Section 3.2 of |
| [ RFC4648], so the base64url val ue MUST |
| include padding. The token structure is |
| defined in Section 2.2.1 of [RFCO577]. |
| This key is based on the chall enge |
| paranmeter defined in Section 2.1.2 of |
| [RFCO577]. This is a required paraneter.

| AA string that contains a base64url - |
| encoded public key for use with the |
| issuance protocol indicated by the |
| challenge key. This key is based on the |
| token-key parameter defined in |
| Section 2.1.2 of [RFC9577]. This |
| parameter MAY be omitted in deploynents |
| where peers are able to retrieve the |
| I'ssuer key using an out-of - band |
| nmechani sm |

ext ensi on-
types

| An array of ExtensionType that the EAP- |
| PPT server is requesting the token to |
| bind to. ExtensionType is defined in |
| Section 3 of I-D.draft-ietf-privacypass- |
| aut h-scheme-extensions. This paraneter |
| is meaningful only if the Issuer, EAP-PPT

| peer and server have an out - of - band |
| agreenent to bind the extension to the |
| token. This is an optional paraneter. |

Tabl e 3: Token Chal | enge Keys
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EAP- Request / PPT- Chal | enge Message carries JSON key "chal | enges” which
is a JSON array of JSON objects. Each element in "challenges" is a
JSON obj ect that contains two keys i.e. "challenge" and "token-key",
and optionally an array of "extension-types" as well, as shown in
Tabl e 3.

Exanpl e EAP- Request/ PPT-Chal | enge Data -

“chal | enges":

| {
"chal | enge": "AAl ADm zc3Vl ci 51 eG-t cGxl | 1 0- g6MBMAB
dLz G 9Bn6a_TNXGAF42s Shbu0z NQPpLODAASv e haWluZXhh
bXBszQ==",
"t oken-key": "M | BU A9Bgkghki GOwOBAQOWVKANNVAS GCWC
GSAFI AWQCAqEaMBgGCSqGSI b3DQEBCDALBgl ghkgBZQVEAgKI
Awl BMAOCABAM | BCgKCAQEAY xr t a2qVIbHOATpM Ksl uUsuz
Kl wNOQ Cn6r QBDF CowSmiTr x KX EZCNSOcb7DHUt st nN2pBhKi
7pAll - beW JNawLwnl w3TQz- Adj 1KcUAp4ovZ5CPpoKlor Qwy
B6vGvct e155T8nKMrknaH 1f ORTt Shvm bQuZl 5uEl 7kPRGG
KvN6gwz1cz91l 6vKTTHHM t 00YHGy 75gf YwOUUBI X9nZbcWE7
KC- h6-8140zf Rex26noKLvVYH kKTFXROF _i f VWGXChCW 7ngqRO
zqOnircBz_kl ODAHWDhCRBgZpg9l eX4PwhuLol 8h5z UPOOIwWDSo
1Kpur 1hLQPKOC2xNLf i JaXwl DAQAB"

"chal | enge": "AAEADM zc3VI ci 51 eGFt ¢Gxl || 0- g6MBMA
BdLzC 9Bn6a_TNXGAF42s Shbu0z NQPpLODAASvem naWluZXxh
hbXBsZQ==",

"t oken-key": "67H 0zgxA2HA] Qx1dpaW Sl uBenaF9e Sbf
wopT-r 11 néwPgr yoYkmmaPQ v6s3TJ"

"extension-types":

[
]

1,5,6

Figure 6
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7.3.2. EAP-Response/ PPT- Chal | enge

The peer sends this message to the server in response to a valid EAP-
Request / PPT- Chal | enge Message. Sending this Message indicates that
the peer was able to | ook up a Privacy Pass token for one of the
received challenges. This nessage is sent with subtype 1 (Table 1)
and data is encoded in JSON [ RFC8259] format as shown in Table 4.

[ oo oo el fuss ooy oo s oo oo o ps e e
| Key | Type | Description |
[ sl oo oo s e e e s s e s s s e e s e e s s s s s s s s s s s s s s s s s s s st
| t oken | string| A string that contains base64url -encoded token |
| | | structure value per Section 2.2.1 of [RFCO577].

| | | This is a required paramneter. |

| extensions|string| A string that contains base64url -encoded |
| | | extension structure (Section 3 of .draft-ietf- |
| | | privacypass-aut h-schene-extensions). This is an
| | | optional paraneter. |

Tabl e 4: Token Chal | enge Response Keys

The peer MJST send enpty token string when it fails to find a valid
token for one of the received challenges. On receiving an enpty
token string in this nessage, the server MJST send EAP-Failure
message to the peer

Exanpl e EAP- Response/ PPT- Chal | enge Data -

{
"token": "AAEADM zc4Vl ci 51 eGrt cxl |1 0- g6MIMABALZzC- 1Bn6a_TNX

GAF52s Shbu0z NQPpLODAASvcm naWluZXhhbXBs CB=="
Fi gure 7
7.3.3. EAP-Request/PPT-Error
The server sends this nessage to the peer when token redenption
fails. The purpose of this nessage is to report redenption failure
to the peer along with relevant information that nmay be useful to the

peer. This nessage is sent with subtype 2 (Table 1) and data is
encoded in JSON [ RFC8259] format as shown in Table 5
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| Key | Type | Description |
[} e ———————— Ll ppp—p—_—_ o —p—_—_————————————————————(———————
| code | nunber | An error code that describes the
| | | reason for the redenption failure.
| | | The range is 1-100. This key is
| | | required. |
o e e e e oo - Fomm e - o - o e e e e e e e e e e e e e e e e e o +
| description | string | Human-readable ASCI| text |
| | | providing additional information, |
| | | used to assist the user of the
| | | client device in understanding the
| | | error. This is an optional key. |
o e e e e oo - Fomm e - o - o e e e e e e e e e e e e e e e e e o +
| session-timeout | nunber | Tine in second after which the
| | | session is term nated by the |
| | | authenticator. This is an |
| | | optional key. |
o R o m m e e e e e e e e ee oo +

Table 5: Error Keys

Exanpl e EAP- Request/PPT-Error Data -

{

" Coden .

11

"description": "invalid token format"

Fi gure 8

7.3.3.1. Error Codes

s s s s s s s s sy o}
Description |
::::::::::::::::::::::::::::::::::::::::::::::::::::::::+
This code indicates a failure in validating the token |
data. This may occur due to incorrect formatting or |
encodi ng of the data. |
________________________________________________________ +
This code indicates redenption failure. This is a |
fatal error, and only way for the peer to recover from |
this failure is to retry the EAP-PPT aut hentication |
wi th new t oken. |
________________________________________________________ +

This code neans the EAP-PPT server is unable to |
performthe token redenption at the nonent. This can
be used by the client to retry spending the token |
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| | later |
Fomm e - o - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e a oo +
| 4 | This code indiates the server detected a double spend |
| | of the token. This is a fatal error, and only way for |
| | the peer to recover fromthis failure is to retry the |
| | EAP-PPT authentication with a new token. |
R o m m e e e e e e e e e e e e e e e e e e e e e e e e e e ee—— o oo +
| 5 | This code indicates undefined failure. The client MAY |
| | choose to the spend the sanme oken | ater. |
S SRR o m m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e m e oo oo +
| 6 | This code indicates token redenption success with an |
| | unexpected extension paraneter value. This is a fatal |
| | error, and only way for the peer to recover fromthis |
| | failure is to retry the EAP-PPT authentication with a |
| | new token, binding to expected extension paraneter |
| | val ue. |
T e o m e e e e e e e e e e e e e e e e e e e e e e e e e eeee—o o s +
7 Thi s code indicates token redenption success with an

I I
| unexpected extension paraneter value. However, the |
| server side policy nakes this a non-fatal error, and |
| therefore, the peer is authorized unconditionally. |

| 8 | This code indicates token Redenption success with an |
| | unexpected extension paraneter value. However, the |
| | server side policy nakes this a non-fatal error, and |
| | therefore the peer is authorized conditionally. The |
| | condition here is - an authorization for limted time. |
| | The limted tine authorization is indicated by sending

| | session-tinmeout paraneter along with the error code. |
T e m e e e e e e e e e e e e e e e e e e e e e e e e e e eeeom oo s +
| 9-80 | Reserved |
Fomm e - o - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e a oo +
| 81-100 | Vendor Specific Errors. |
S SRR o m m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e m e oo oo +

Tabl e 6: Error Codes
7.3.4. EAP-Response/ PPT- Error
The peer sends this message as an acknow edgenent to the server in

response to a valid EAP-Request/PPT-Error Message. This nessage is
sent with subtype 2 (Table 1) and it does not carry data.
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7.3.5. EAP-Request/ PPT- Channel - Bi ndi ng

EAP- PPT server sends this nessage to the peer after a successfu
redenption of the token received in EAP-Response/ PPT- Chal | enge
message. The purpose of this nessage is to request channel binding
information to the peer. This nmessage is sent with subtype 3
(Table 1) and and it does not carry data.

7.3.6. EAP-Response/ PPT- Channel - Bi ndi ng

The peer sends this nmessage as an in response to a EAP-Request/ PPT-
Channel - Bi ndi ng Message. This nmessage is sent with subtype 3
(Table 1) and the data field contains channel - bi ndi ng nessage as
defined in Section 5.3 of [RFC6677]. EAP-PPT server MAY send EAP-
Fai l ure nessage if the channel -binding data is not found valid or
sati sfactory, depending on the server side policy.

8. Error Handling
8.1. dient Failure Scenarios
8.1.1. EAP-PPT peer found no valid token for token chall enge

If on receipt of an EAP- Request/ PPT- Chal | enge, the EAP-PPT peer
cannot present a valid token matching for one of the received token
chal | enges, then the EAP-PPT peer MJST respond with an enpty token
string in the EAP-Response/ PPT-Chal | enge nessage. In this case, the
EAP- PPT server MJUST term nate the conversati on by sending an EAP
Fai | ure packet.

8.1.2. EAP-PPT peer found no token with valid extension-types for token
chal | enge

If on recei pt of an EAP- Request/ PPT- Chal | enge, the EAP-PPT peer
cannot present a valid token bound to the extension-type(s) requested
by the EAP-PPT server for one of the received token chall enges, then
t he EAP-PPT peer MJST respond with an enpty token string in the EAP-
Response/ PPT- Chal | enge nessage. |In this case, the EAP-PPT server
MJST terninate the conversation by sending an EAP Fail ure packet.

8.2. Server Failure Scenarios
8.2.1. EAP-PPT server found no valid token challenge for user NA
If on receipt of a EAP Identity Response the EAP-PPT server does not

have a token challenge for the user’s NAl, the EAP-PPT server MJST
term nate the conversation by responding with an EAP Fail ure packet.
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8.2.2. EAP-PPT server is unable to validate token data

If on receipt of an EAP-Response/ PPT-Chal | enge, the EAP-PPT server is
unable to validate the token data presented by the EAP-PPT peer (due
to incorrect data, formatting or encoding), the EAP-PPT server MJST
respond with an EAP- Request/PPT-Error with error code 1 (see

Section 7.3.3.1). The EAP-PPT peer MJST subsequently acknow edge the
error with an EAP- Response/ PPT-Error nessage, after which the EAP-PPT
server MJST respond with EAP Failure as shown in Figure 3.

8.2.3. EAP-PPT server token redenption failure

If on receipt of an EAP- Response/ PPT- Chal | enge, the EAP-PPT server
token redenption fails, the EAP-PPT server MJST respond wth an EAP-
Request/PPT-Error with error code 2 (see Section 7.3.3.1). The EAP-
PPT peer MJST subsequently acknow edge the error with an EAP-
Response/ PPT-Error, after which the EAP-PPT server MJST respond with
EAP Failure as shown in Figure 3. The EAP-PPT peer MJUST NOT use this
token in subsequent authentication.

8.2.4. EAP-PPT server tenporary failure

If the EAP-PPT server is (tenporarily) unable to performtoken
redenption, and it receives an EAP- Response/ PPT- Chal | enge, the EAP-
PPT server MJST respond with an EAP- Request/PPT-Error with error code
3 (see Section 7.3.3.1). The EAP-PPT peer MJST subsequently

acknow edge the the error with an EAP- Response/ PPT-Error message,
after which the EAP-PPT server MJST respond with EAP Failure as shown
in Figure 3. The EAP-PPT peer MAY use this token in subsequent

aut henti cati on.

8.2.5. EAP-PPT server detected doubl e spend

The EAP-PPT server MAY inplenment double spend detection, to ensure a
token is only used once. |f the EAP-PPT server inplenenting double
spend detection detects doubl e spend of a token sent in an an EAP-
Response/ PPT- Chal | enge, the EAP-PPT server MJST respond with an EAP-
Request/PPT-Error with error code 4 (see Section 7.3.3.1). The EAP-
PPT peer MJST subsequently acknow edge the error with an EAP-
Response/ PPT- Error nmessage, after which the EAP-PPT server MJST
respond with EAP Failure as shown in Figure 3. The EAP-PPT peer MJST
NOT use this token in subsequent authentication.
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8.2.6. EAP-PPT server undefined failure

If the EAP-PPT server is experiencing an undefined failure, when
recei ving an EAP- Response/ PPT- Chal | enge, the EAP-PPT server MJST
respond with an EAP- Request/PPT-Error with error code 5 (see

Section 7.3.3.1). The EAP-PPT peer MJST subsequently acknow edge the
error with an EAP-Response/ PPT-Error nessage, after which the EAP-PPT
server MJST respond with EAP Failure as shown in Figure 3. The EAP-
PPT peer MAY use this token in subsequent authentication

8.2.7. EAP-PPT server token redenpti on success with unexpected
ext ensi on val ue

If on receipt of an EAP- Response/ PPT-Chal | enge, the EAP-PPT server
finds an unexpected extension paraneter value, the EAP-PPT server MAY
deemthis to be a fatal error. |In this case the EAP-PPT server MAY
respond with an EAP- Request/PPT-Error with error code 6 (see

Section 7.3.3.1). The EAP-PPT peer MJST subsequently acknow edge the
error with an EAP-Response/ PPT-Error nessage, after which the EAP-PPT
server MJST respond with EAP Failure as shown in Figure 3. The EAP-
PPT peer MJST NOT use this token in subsequent authentication

8.3. Conditional Acceptance Scenari os

8.3.1. EAP-PPT server redenption, unexpected extension val ue,
uncondi tional access

If on receipt of a EAP-Response/ PPT-Chal | enge, the EAP-PPT server
token redenpti on succeeds, but the EAP-PPT server finds an unexpected
extensi on paraneter value, The EAP-PPT server MAY deemthis to be a
recoverable error and allow the session to proceed unconditionally.
In this case, the EAP-PPT server MAY respond with an EAP- Request/ PPT-
Error with error code 7 (see Section 7.3.3.1). The EAP-PPT peer MJST
subsequent |y acknow edge the error with an EAP- Response/ PPT-Error
message, after which the EAP-PPT server MJST respond with EAP Success
as shown in Figure 2.

8.3.2. EAP-PPT server redenption, unexpected extension val ue,
condi tional access

If on receipt of a EAP-Response/ PPT-Chal | enge, the EAP-PPT server

t oken redenption succeeds, but the EAP-PPT server finds an unexpected
extensi on paraneter value, The EAP-PPT server MAY deemthis to be a
recoverable error and allow the session to proceed conditionally. In
this case the EAP-PPT server MAY respond with an EAP- Request/ PPT-
Error with error code 8 (see Section 7.3.3.1). The EAP-PPT server
MUST send a session-tinmeout value in the response nmessage. The EAP-
PPT peer MJST subsequently acknow edge the error with an EAP-
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Response/ PPT- Error message, after which the EAP-PPT server MJST
respond with EAP Success as shown in Figure 2. The EAP Server MJST
include a session-tineout attribute in the RADI US Access- Accept
packet to the Authenticator, so it can ternminate the session when the
session-tinmeout condition is no |onger net.

9. Security Considerations
9.1. PrivateToken authentication Schene

Security considerations applicable discussed in Section 5 of
[ RFC9577] are applicable to EAP-PPT.

9.2. Integrity Protection

Si nce EAP-PPT nethod is used for anonynous authentication of EAP
peer, it is REQURED to execute it within a server authenticated TLS
tunnel, provided by a tunnnel -based EAP nmethod. Wen EAP-PPT is used
to authenticate IKEv2 initiator to the responder, it is REQURED to
use it in conjunction with a public-key-signature- based

aut hentication of the responder to the initiator, before initiating

t he EAP-PPT authentication

9.3. EAP Server inplenmentation

Al'l ow ng the EAP Phase 1 conversation to be term nated at a different
server than the EAP-Phase 2 conversation can introduce
vulnerabilities if there is not a proper trust relationship and
protection for the protocol between the two servers.

As EAP-PPT is an identity-free credential, it mitigates |oss of
identity protection scenarios better than EAP-nethods carrying
identity. ldentity protection is ensured, even if the credential is
exposed to an attacker. Ofline dictionary attacks are al so
mtigated with EAP-PPT as the credential is a single-use
cryptograhically signed token

Separation of Phase 1 and Phase 2 EAP server with EAP-PPT as the

i nner EAP nethod can still introduce vulnerabilities to on-path
active attacks between these EAP Servers if there is not a proper
trust relationship between the servers, or if the protocol between
the servers is not properly secured. An attacker could intercept a
token in the PPT-Chal |l enge response, or alter an EAP-Success or EAP-
Failure nessage. It is inportant to note however that due to the
single-use identity-free nature of the credential, the |ongevity of
the attack is limted.
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Therefore, separation of the EAP-Server (Phase 1) fromthe EAP-PPT
Server i (Phase 2) conversation is NOT RECOMVENDED.

9.4. Channel Binding

[ RFC6677] defines channel bindings for EAP which solve the "lying
NAS" and the "lying provider" problens, using a process in which the
EAP peer gives information about the characteristics of the service
provi ded by the authenticator to the Authentication, Authorization,
and Accounting (AAA) server protected within the EAP authentication
met hod. This allows the server to verify the authenticator is
providing infornmation to the peer that is consistent with the
information received fromthis authenticator as well as the

i nformati on stored about this authenticator.

When col |l ocating the EAP and EAP-PPT servers, as reconmmended in
Section 9.3, channel binding can be inplenented by | everagi ng a Phase
1 EAP net hod that supports Channel binding as defined in [ RFC6677].

It is therefore RECOWENDED to | everage a Phase 1 EAP net hod t hat
supports Channel binding with EAP-PPT, for exanple TEAP [ RFC7170], as
described in Section 3.11.4 of [RFC7170].

9.5. Token Redenption Server inplenentation
EAP- PPT server MAY be inplemented to performtoken Redenption flow
with an external redenption service, configured with required keys
for redenption. 1In such scenario, a nmalicious EAP peers may generate
a |l ot of protocol requests to nount a denial-of-service attack on the
service. The EAP-PPT server inplenentation SHOULD take this into
account and SHOULD take steps to limt the requests it generates
towards the redenption service

9.6. Security Cains
This section provides the security clains required by [ RFC3748].
Aut h. mechani sm Privacy Pass token
Ci phersuite negotiation: No
Miut ual aut hentication: No
Integrity protection: NO  However, EAP-PPT nethod executed within a
tunnel - based EAP met hod established TLS tunnel is integrity

protected. The cl eartext EAP-PPT messages outside the tunnel are not
integrity protected.
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10.

10.

10.

Repl ay protection: NO  However, EAP-PPT method executed within a
tunnel - based EAP met hod establi shed TLS tunnel is replay protected.
The cl eartext EAP-PPT nessages outside the tunnel are not replay
pr ot ect ed.

Confidentiality: No. However, EAP-PPT nethod executed within a
tunnel - based EAP net hod established TLS tunnel is encrypted.

Key derivation: Yes
Key strength: See Section 5.1 of [RFC5216]
Dictionary attack prot.: NA
Fast reconnect: No
Crypt ographi c binding: NA
Sessi on i ndependence: N A
Fragnment ati on: No
Key Hierarchy: No
Channel binding: Yes

Depl oynment Consi der ati ons
EAP- PPT can be | everaged in a nunber of use cases and depl oynent
nmodel s.  This section covers generic deploynment reconmendations to
ensure end-to-end privacy and unlinkability of tokens. This section
al so describes sone specific expected depl oynent nodel s in which EAP-
PPT can be | everaged.
Al t hough this section covers deploynent of Origin, |Issuer and
Attester as it relates to the EAP-PPT server, specifics on howto
depl oy Issuer and Attester are not described here but can be found in
Section 4 of [RFCI9576].
1. Recommendations for preserving privacy
1.1. Collocating other functions with the EAP-PPT Server
As discussed in Section 4 of [RFC9576] and in Section 6.5, it is
recomended to use a depl oynment nodel that guarantees EAP peer-
server, |ssuer-EAP peer, and Attester-EAP server unlinkability. This

is especially pertinent in public use cases. |In private use cases a
single entity could deploy all functions.
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10.

10.

10.

It is recomrended to collocate the phase 1 EAP-Server with the EAP-
PPT server, as EAP-Server separation can introduce vulnerabilities as
descri bed in Section 9. 3.

1.2. Protecting client identity

Pl ease refer to the Section 6.5 section for depl oynment considerations
that are required to protect the client identity.

1.3. Separating |Issuance and Verification over tine

Section 3.1 of [RFC9576] describes the interaction between Privacy
Pass |ssuance and Verification protocols. As described, in nany
cases, when a Cient interacts with an Origin, a Client will obtain a
token at the time of that interaction. 1In this case the tinme between
I ssuance and Verification is short enough to allow for correlation

In order to further reduce the probability of collusion between
actors participating in Issuance and Verification and achi eve |ssuer-
Client and Origin-Client unlinkability, |ssuance and Verification can
be separated over tine. A client can request |ssuance of one or nore
tokens and cache themin secure storage. This allows separation in
time between |ssuance and Verification of the token, so time-based
correlation is not possible. Wen |everaging EAP-PPT to access
network resources, it is possible that the client does not have a
network interface available to performlssuance over, so also for
this reason caching tokens is preferred.

2. Recommendations for usage in public use cases

In public use cases, a network service provider may be working with
one or nmore identity providers that are authenticating end-user

devi ces using privacy pass tokens. As described in Section 10.1.1 it
is reconmended for the EAP-PPT server to be inplenented by an entity
other than the Attester or Issuer, to avoid the perception of
collusion. 1In a public deploynent scenario, the EAP-PPT server is
likely to be collocated with the network service provider, or could
be a service that the network service provider consumes froma 3rd
party service provider, other than the Attester or I|ssuer

In order to verify a token, EAP-PPT Server requires key material for
the issuers specified in the TokenChallenge. |In a public use case,
this information will have to be shared between the issuer and EAP-
PPT Server. The nechanismin which the Issuer shares this
informati on with the EAP-PPT server is out of scope of this docunent.
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3. Recomendations for usage in private use cases

It is reconmrended that the guidelines stipulated in Section 10.2 are
al so followed for private depl oynents, however in use cases where the
network service provider is also the Attester, collocation of
entities may be unavoi dable. Wen collocating entities, separating

I ssuance and Verification over time as described in Section 10.1.3
provi des additional privacy protection, as it becomes harder for
entities to collude.

4. Recommendations for usage in federated use cases (OpenRoan ng)

OpenRoam ng, as described in [I-D.draft-tonas-openroaning], is an
open federation of entities of different types, mainly targeted at
providing public W-Fi access. OpenRoam ng defines distinct roles in
its federation architecture: Network Access Providers provide access
to network resources, and ldentity Providers authenticate users for
those network access providers. Menbers of the federation are
identified by private PKI, nanaged by the Wrel ess Broadband Alliance
(WBA). The nenbers use these certificates to nutually authenticate
each-others and secure RADI US over TLS (RadSec) nessages used to
transport EAP conversations between Network Access Providers and
Identity Providers. A Network Access Provider discovers the
authoritative ldentity Provider for a client by resolving the realm
portion of the outer identity provided by the client as described in
[ RFC7585] .

OpenRoam ng conprises of a privacy policy, and ains to protect en-
user privacy, however as it uses RADIUS attributes and EAP,

i nherently, information about end-users could be shared between
Identity Provider and Network Access Provider. {Section 8 of ?I-

D. draft-tonmas-openroani ng}} describes RADIUS attributes OpenRoani ng
supports. EAP-PPT can add additional privacy protection to a
federated use case such as OpenRoam ng by separating the |ssuance
fromVerification, so the entity performng the Authentication is not
able to willingly or unwillingly share private information.

Where an OpenRoami ng | DP both issues and verifies a credential, with
EAP- PPT these roles are separated. In order to inplement EAP-PPT in
OpenRoami ng, the Attester/lssuer would have to have an agreenment with
t he EAP-PPT server verifying or redeem ng the token. Together they
are the OpenRoanming IDP. Alternatively, new roles could be defined
in the OpenRoaning federation to allow Attesters/lssuers to
interoperate with EAP-PPT servers within the OpenRoam ng federation

The EAP-PPT Server could be inplemented by the Network Access
Provider directly, or by an entity in the federation.
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11. | ANA Consi derations

Thi s section provides guidance to the Internet Assigned Nunmbers
Authority (1 ANA) regarding registration of values related to the EAP-
PPT protocol, in accordance with BCP 26 [ RFC8126].

The EAP Met hod Type nunber 57 has been requested for EAP-PPT.

Thi s docunent also calls for a registry of EAP-PPT error codes
described in Section 7.3.3.1.
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