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1. Introduction

The Extensible Authentication Protocol (EAP) [RFC3748] is a wdely
used standard that allows a server to authenticate a client using
different authentication nmethods. There is a huge variety of EAP

met hods

avai l abl e, that serve different purposes and have different

security inplications.
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Two common EAP met hods are EAP-PEAP and EAP-TTLS [ RFC5281], that both
use EAP-TLS [ RFC5216] to provide confidentiality of the inner

aut hentication. This inner authentication is nmost conmmonly password-
based, neaning that an attacker that nmanages to conprom se the TLS
connecti on can eavesdrop on the authentication and observe the
password. The authentication of the server to the client within the
TLS handshake thus is a vital security function of these EAP net hods.

Operational practice has shown that this is a common probl em and
possible flaw. The specification for EAP-TLS [ RFC5216] does not

i ncl ude gui dance on how to decide if a certificate is valid for this
specific authentication. |Instead it assunmes the client has know edge
of the expected server nane. This assunption is reasonable, if all
devi ces are managed centrally and the adm nistrators can easily know
and configure all security-relevant paraneters in advance. Devices
in BYOD-environnents |ike eduroam are not nmanaged, so administrators
cannot push the desired configuration on the devices, but instead
have to rely on the users to configure their devices accordingly.
This inplies that the adninistrators are aware of all needed
configuration itens, provide the users with all this information, and
the users nmust follow these guides. Failure to configure the
paraneters correctly will result in connection failure, and
frustration, first on the user’'s end, then on the side of the help

desk, that has to deal with the users’ problens. |f the user tries
to omt these paranmeters and the inplementation allows a fallback to
just omtting the validation, the device will sinply work, but now be

dangerously susceptible to attacks, e.g. by rogue access points with
the sane SSID, to which the client will send their password to,
regardl ess of the presented server certificate. The second outcone

i s especially dangerous, because the operator cannot easily check
whet her the device correctly performed the certificate check, and
since the connection just works, the user will not suspect that their
| ocal configuration is faulty.

There are two nmmjor issues here, that this specification wants to
address. Firstly, the use of passwords as authentication nethod
inmplies that the password needs to be sent to the server. |[If an
attacker observes this exchange, they can inpersonate the user at any
time. Therefore, this specification uses FIDO authentication, which
is based on asymmetric cryptography. Wth this nethod, even if an
attacker is able to conprom se the TLS connection, the attacker
cannot inpersonate the user based on the observed data. Since the
private key is never reveal ed, phishing attacks are inpossible too.

The second major issue is the missing inplicit derivation of the
expected server nane that is used to validate the server’'s
certificate. Wth EAP-FIDO, the supplicants now have a cl ear
specification on how to deci de whether or not a server certificate is
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considered valid for the current authentication flow. This is

achi eved by using the trust anchors avail abl e on nost devices and a
met hod to determine the valid server name based on inmplicit

i nformati on of the authentication configuration.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

Thi s docunent uses term nology from EAP, as well as term nology from
CTAP and WebAuthn. The FIDO specific termnology is defined in
[FIDO-d ossary]. There is sonme termnology that is anbiguous in the
different contexts, to disanbiguate it, the follow ng term nol ogy
will be used in this docunent. These ternms will always be
capitalized as shown here.

FI DO Aut henticator: Authenticator as specified by [WbAuthn],
Section 4: a cryptographic entity, existing in hardware or
software, that can register and | ater assert possession of the
regi stered key credenti al .

This is not the same as the EAP authenticator, which is the entity
that initiates the EAP conversation, i.e. the Access Point in the
case of Enterprise-WFi.

Di scoverable Credential: a public key credential source that is
di scoverabl e and usable in authentication cerenoni es where the
Rel ying Party does not provide any Credential IDs. See
[ WebAut hn], Section 4

Server-Side Credential: a public key credential source that is only
usabl e in an authentication cerenony where the Relying Party
supplies the Credential ID. This means that the Relying Party
must manage the credential’s storage and di scovery, as well as be
able to first identify the user in order to discover the
Credential IDs to supply this to the EAP Supplicant.

/1 W need a good termto define a "single authentication", meaning
/1 the single process of asking the FIDO Authenticator to sign the

/1 client data, with the option of previous discovery, in contrast to
/1 the overall authentication process. A conplete EAP-FIDO fl ow may
/1 consist of multiple of these "single authentications", and we

/1 should have a clear termnology to say "this is just the single
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// instance" and "this is the overall authentication"
/1]
/[l -- Janfred

3. Overview over the EAP-FI DO protoco

This section will cover both a rough overview of the protocol design,
as well as the needed configuration paraneters for the EAP-FI DO
server and EAP-FI DO client.

3.1. Overall protocol design

The EAP-FI DO protocol conprises two phases: the TLS handshake phase
and FI DO exchange phase.

During the TLS handshake phase, TLS is used to authenticate the EAP-
FI DO server to the client.

During the FI DO exchange phase, the actual FIDO authentication is
executed and the client authenticates itself to the server.

Once the FIDO exchange is conpl eted successfully, the client and
server can derive keying material fromthe TLS handshake phase

implicitly.
3.1.1. TLS handshake phase

During the TLS handshake phase, the client and server establish a TLS
tunnel. This is done using EAP-TLS [ RFC5216], [RFC9190], [ RFC9427]
with the nodifications described in Section 4.1.4. As part of the
TLS handshake protocol, the EAP-FIDO server will send its certificate
along with a chain of certificates leading to the certificate of a
trusted CA. The client will check this certificate using the rules
in Section 4.1.5.

Once the TLS tunnel is established, the client and server proceed to
the FI DO exchange phase to performthe authentication of the client.

3.1.2. FIDO exchange phase

In this phase, the TLS record layer is used to securely tunne
i nformati on between the EAP-FI DO client and EAP-FI DO server

For the FI DO exchange phase, the client has two options, depending on
the configuration and the capability of the FIDO token
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If the FIDO Aut henticator supports Discoverable Credentials and EAP-
FIDO is configured to use these for authentication, the client
generates a challenge fromthe TLS keying material and triggers a

FI DO chal | enge.

If the client is not configured to use Discoverable Credentials, the
client first needs to send its usernane to the server. The server
will answer with a list of FIDO Credential IDs and the client wll
attenpt to use one of these keys to authenticate.

Depending on the details of the first single FIDO authentication, the
server MAY trigger a second authentication, to enforce token-specific
polici es.

3.2. dient and server configuration and preconditions

As the EAP-FI DO protocol ains to provide a neans of authentication
that is easy to setup and maintain for both users and server
operators, there are only few configuration items required. However,
if several setups require a different setup than the one that is
outlined as the default here, additional configuration paranmeters can
be set to nodify the default behavior

To better distinguish the server and client configuration itens
t hroughout this docunment, all server configuration options are
prefixed with S, all client options with C_.

3.2.1. Server configuration itens and preconditions

The EAP-FI DO server configuration conprises of the follow ng
configuration itens.

S FIDORPID: The FIDO Relying Party ID to use for checking the FIDO
assertion.

This value nust be a valid domain string as specified in

[ WebAut hn] .  The value of S FIDO RPI D MAY be derived dynanically
for each authentication flow fromthe real mpart of the NAI.
However, adm nistrators SHOULD set this configuration option to an
explicit value, because client and server MJST agree on the sane
RPI D, otherw se the signature check will fail.

S TLS SERVER CERT: The certificate used for the EAP-TLS | ayer.

The certificate SHOULD i ncl ude a Subject Al t Nane: dnsNane for the
domai n eap-fido-authentication.<S FIDO RPID> (See Section 4.1.5)
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Additionally, the server needs access to a database of FIDO
credentials. Depending on the usecase and other requirenents,
different fields are needed in the database.

[ el el et
| DB Field | Description | Mandat ory |
| username | A reference to the | only for Server-Side

| | user | Credentials (see remark 1)
S o e e e e e e oo oo e e e e e e i oo oo oo +
| PKID | The public key | yes |
| | identifier of the | |
| | stored public key | |
N Tt o e e e e e e e +
| PubKey | The public key used | yes |
| | to verify the FIDO | |
| | assertion | |
- . . +
| signCount | The | ast observed | no (see remark 2) |
| | signCount sent by the | |
| | FI DO Aut henti cat or | |
S o e e e e e e oo oo e e e e e e i oo oo oo +

Tabl e 1: Database fields in the server’'s authentication database

Dependi ng on the use case, the database may have additional fields
that save the | ast successful authentication with User Verification
or User Presence, in order to inplenent tine-dependent policies ( see
Appendi x A.5 for an exanple)

Renar ks:

1: The usernane may not be needed in cases where an identification of
the individual user is not necessary and Discoverable Credentials are
used. Server-Side Credentials need a hint to the user, since the
server must send a list of possible PKIDs to the client. For

Di scoverable Credentials, this is not needed. |If a server operator
does not care about the identity of the user or has other neans to
identify a user based on the used PKID, i.e. because the mapping is
stored in a separate database, the EAP-FI DO server does not need
access to this information.

2: If present, the signCount field SHOULD be witable to the EAP-FI DO
server. The signCount functionality is intended to have a neans for
the server to detect when a credential was cloned and two instances
are used in parallel. The value is strictly nonotonically increasing
for each FIDO Authenticator, so if at sonme point a signCount is
transmtted that is snmaller than or equal to the saved signCount, a
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second FI DO Authenticator is potentially using the sane credenti al .
How servers deal with such case is outside of the scope of this
speci fication.

3.2.2. dient configuration itens and preconditions

The client configuration of EAP-FIDO is intended to be as sinple as
typing in one string and being connected. However, the precondition
is that the FIDO credential is already registered with the server.
Details on this rationale can be found in Section 6. 1.

/1 A future version of this draft may include some neans for the

/1 server to signal a URL where to register the FIDO key. The flow
/1 could be the followi ng: The user enters their realm the server

/'l recogni zes that there is no FIDO credential avail able, send a URL
/1 where the user can register their credential, the U shows this
/1 URL, the user can click their, login with their credentials (i.e.
/1 via SSO), register the FIDO token and then it just works. \o/ O
/1l course we need to nake sure that no one can hijack that process,
/1 so the EAP-TLS handshake rmust be perforned, so the client knows it
I/ talks with the correct server.

/'l -- Janfred

The client has several configuration options. However, there is only
one mandatory configuration option and user interfaces SHOULD present

this option promnently. |[If the server relies on Server-Side
Credentials, it needs an identity, this option SHOULD be presented in
the initial configuration interface as well, narked as optional. The
other configuration options SHOULD still be made avail able, i.e.

behi nd an "Advanced" button, but SHOULD indicate the derived val ue
based on the input in C FIDO RPID, to help the user understand what
this value usually | ooks |ike and whether or not it is necessary to
change the derived val ue.

C FIDO RPID: (Mandatory) The FIDO Relying Party IDto use. This is
the basis for all derived configuration itens.

The val ue nust be a valid domain string as specified in
[ WebAut hn] .

| mpl enent ati ons MAY offer the user a set of known RPIDs, if
Di scoverabl e Credentials are used and there are already
Credenti al s registered.

C IDENTITY: (Optional) The identity (username) of the user.

Ri eckers & Wnter Expi res 4 Septenber 2025 [ Page 9]



Internet-Draft EAP- FI DO March 2025

4.

This configuration itemis only needed if Server-Side Credentials
are used. It is RECOMENDED that the identity is just the
usernane and does not contain a realm

C NAI: (Optional, Derived) The NAI to use in the EAP | ayer.

This option MIST be set to anonymous@C _FI DO RPI D>, unl ess
explicitly configured differently.

C EXPECTED SERVERNAME: (Optional, Derived) The expected server nane

to use to verify the server’'s identity.

Thi s option MJIST be set to eap-fido-authentication.<C FI DO RPI D>
unl ess explicitly configured differently.

/1l The prefix value is not final yet. Mght still change,
dependi ng

/1 on the result of the nane discussion. Mybe we could al so

/'l reference RFC9525 here, especially Section 6.3 on how to match
t he

/1 DNS Domai n Nane Portion against a certificate. |In this case,
the

/1 C_EXPECTED SERVERNAME woul d be a DNS-1D accordi ng to RFC9525
/1 term nol ogy.

11

[l -- Janfred If manually configured, inplementations MJST check
that C EXPECTED SERVERNAME is either equal to or a subdomain (in
any depth) of C FIDO RPID and MJST reject configurations that do
not match this condition.

C TLS TRUST _ANCHORS: (Optional, with default) A set of trust anchors

to use for checking the server certificate.

This option MJIST default to the set of trust anchors already
present on the device, i.e. the set of trust anchors used to
verify server certificates for HTTPS, unless the device has no
such set available. |In this case, the inplenmentation MJST enforce
that this option is set. Inplenentations MJUST NOT allow this
option to be set to trust certificates fromunknown trust anchors.
I mpl enent ati ons SHOULD al l ow to select nultiple trust anchors.

EAP- FI DO protocol flow and nessage format

Thi s section describes the EAP-FI DO protocol flow and the nessage
format.

The protocol starts with the TLS handshake phase, and, after the TLS
tunnel is established, continues with the FI DO exchange.
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4.

4.

4.

1. TLS handshake phase

The packet format for EAP-FI DO nessages follows the format specified
in [RFC5216], Section 3 with the follow ng nodifications:

* The Type field is set to <insert EAP code here, Proof of Concept
uses the nethod type 255 "Experinmental", once we have a stable
message format we’ll ask for 1 ANA early all ocati on> (EAP-FI DO

* Wthin the Flags field, the Version bits are set to the mgjor
version of EAP-FIDO. For this specification, the nmajor version is
0. Future EAP-FI DO versions MAY increase the version nunber.

1.1. EAP-FIDO Start packet

In the first packet fromthe server to the client, the S-bit of the
Fl ags MJST be set, indicating the start of the EAP-FI DO protocol

The S-bit MJST NOT be set in any subsequent packet. This packet
contains only the EAP header (Code, ldentifier, Length, Type) and the
EAP- TLS fl ags.

Future versions of EAP-FIDO may send additional data outside the TLS
tunnel with the first EAP nessage, supplicants SHOULD i gnore any
addi tional data sent with this packet.

1.2. Version negotiation

The maj or version of EAP-FIDO is negotiated in the first exchange

bet ween server and client. The server sets the highest major version
nunber of EAP-FIDO that it supports in the V field of the flags in
its Start nessage. In the case of this specification, this is 0. In
its first EAP nmessage in response, the client sets the V field to the
hi ghest maj or version nunmber that it supports that is no higher than
the version nunber offered by the server. |If the client versionis
not acceptable to the server, it sends an EAP-Failure to term nate
the EAP session. Qherwi se, the version sent by the client inits
response is the version of EAP-FIDO that MJST be used, and both
server and client MJST set the V field to that version nunber in al
subsequent EAP-TLS nessages.

Gven the limted range of the V field (values 0-7), future EAP-FI DO
versi ons MJST NOT increase the major version if there are no changes
to the outer nessage format. M nor version updates that only affect
the protocol flowwithin the TLS tunnel MJST be done wi th neans
avail abl e during the TLS handshake, i.e. using Application Layer

Pr ot ocol Negotiation (ALPN)
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4.1.3. Fragnmentation

Each EAP-FI DO nmessage contains a single |leg of a half-duplex
conversation. Since EAP carrier protocols may constrain the length
of an EAP nessage, it nmay be necessary to fragnent an EAP-FI DO
message across nultiple EAP nessages.

This is done through the fragmentati on mechani smw thin EAP-TLS.
This method is described in [RFC5216], Section 2.1.5.

4.1.4. TLS Handshake Requirenents
The client and server performa TLS handshake foll owi ng the
specification in [ RFC5216], Section 2 and [ RFC9190], Section 2 with
the follow ng nodifications:

* TLS version 1.3 or higher MJST be negoti at ed.

* Mitual authentication is not required. |nplenmentations MJST
support EAP-FI DO wi thout TLS client authentication, but MAY allow
it, i.e. if EAP-FIDO is used as a 2-Factor authentication method

where TLS client certificates are the first factor and the FI DO
aut hentication is the second.

* The certificate of the server MJST be validated according to the
verification steps described in the next section.

4.1.5. TLS Server Certificate Verification

Clients MJST validate the certificate sent by the server. For this
the client nust first check that C EXPECTED SERVERNAME is set to the
exact domain or a subdomain of C FIDO RPID. This ensures that a

m sconfi gurati on cannot be used for cross-domain or even cross-
protocol attacks. The client then MJST validate that the server
certificate is valid for the domain saved in the configuration item
C_EXPECTED_SERVERNAME and the certificate chain | eads back to a trust
anchor listed in C_TLS TRUST_ANCHORS

/1 Again, here we could ook if we can reference RFC9525?

/1

[l -- Janfred

* TODO OCSP Stapling? Mandatory or not?
4.2. FI DO exchange

After the TLS handshake is conpleted, the client and server perform
the FI DO exchange to authenticate the client inside the TLS tunnel.
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This section describes the nessage format and the protocol flow
4.2.1. Message fornmat

Al'l EAP-FI DO nessages in the inner authentication consist of a CBOR
sequence with one or two elenents. Each nmessage of the inner

aut hentication MJUST be sent in a single TLS record. The length of
the TLS record MUST match the | ength of the CBOR sequence.

The el enents are:

type: integer to indicate the nessage type. Table 2 contains a |ist
of the different nessage types.

attributes: a CBOR encoded map with attributes. A list of the
different attributes, their assigned mapkey and the type are
listed in Table 3. This element is onmitted in the Success
i ndi cat or nessage.

[ oo oo el el
| Type | Description | Sent by |
[ ety oo fumesfems e ety e p——
| -2 | Error | Both |
Foommo- oo S +
| -1 | Failure indicator | Both |
F-- - - - o e e e e e e e e aao- B S +
| O | Success indicator | Both |
[ o e e e e e oo R S —— +
| 1 | Authentication Request | Server |
Foommo- Fom oo S +
| 2 | Authentication Response | Cdient |
F-- - - - o e e e e e e e e aao- B S +
| 3 | I'nformation Request | dient |
[ o e e e e e oo R S —— +
| 4 | I'nformation Response | Server |
Foommo- Fom e S +

Tabl e 2: Message types
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[ el el s ool e
| Mapkey | Type | human-readabl e | Description |
| | | Label | |
[ ey ———————— Lpp—p————————————— L p—p—p—_—————
| O | Text | Identity | User Identity (usually |
| | String | | usernane) |
Fommmaa - T . e L T e +
| 1 | Byte | Additional | Additional Data to be |
| | String | dient Data | signed by the FIDO |
| | | | Aut henti cator |
S I Focmmnaaann . e +
| 2 | Array of | PKIDs | List of acceptable |
| | Byte | | Credential |Ds |
I | Strings | I I
Fomm oo TS o e S +
| 3 | Byte | Auth Data | Authdata according to |
| | String | | [WebAut hn], Section 6.1 |
S dememmaaaa . e +
| 4 | Byte | FIDO Signature | |
I | String | I I
Fomm oo TS o e S +
| 5 | Array of | Authentication | Sent by the server to |
| | Integers | requirenents | indicate the current |
| | or Text | | authentication |
| | Strings | | requirements, i.e. if |
| | | | user presence or user |
| | | | verification is required |
S SRR TS S o e m e e e e e oo +
| 6 | Byte | PKID | Needed to identify the |
| | String | | credential |
Fommmaa - T . e T e +
| 7 | Integer | Error Code | A code describing the |
| | | | error, see Section 4.4 |
| | | | for a list of error |
I I I | codes I
S Ry . e +
| 8 | Text | Error | An optional human- |
| | String | Description | readable error |
| | | | description |
S SRR TS S o e m e e e e e oo +
Tabl e 3: Mapkeys for the attributes
We will now describe the meaning, format and required attributes for

each nmessage type.
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4.2.1.1. Success indicator

This nmessage is the protected success indicator, as required by

[ RFC9427], Section 5.2. It is sent by the server to indicate a
successful authentication. Since EAP is a strict request-response
based protocol, the client needs to reply to a success indicator sent
by the server, so the server can send an EAP-Success nessage. The
client will acknow edge the reception of this packet through the
acknow edgenent nmechanismin EAP-TLS with an EAP-TLS acknow edgenent
packet .

To achieve the conpatibility with the protected success indication
mechani sm of ot her EAP nethods, the attributes field of the nmessage
MJUST be onmitted, that is, this nessage is only one byte with the
val ue of 0x00.

4.2.1.2. Failure indicator

A failure indicator nmessage signals a non-recoverable error condition
for the current authentication exchange.

The attributes field of the message MJUST contain at |east the Error
Code attribute with an error code describing the error and MAY
contain the Error Description attribute with a human-readabl e error
descri ption.

4.2.1. 3. Error

The Error nessage signals an error condition and can be sent both
fromclient to server and vice versa. This error condition does not
necessarily lead to an authentication failure, since the EAP-FI DO
server may decide that the previous authentication is sufficient.
(See Appendix A.6 for an exanple for this use case)

The attributes field MIST contain at |east the Error Code attribute

with an error code describing the error and MAY contain an Error

Description attribute with a human-readabl e error description
4.2.1.4. Authentication Request

An authentication request is sent by the server to initialize a new

aut hentication request. Wth this request, the server sends al ong

information that the client needs to performthe FIDO authentication

The attributes field in the authentication request nessage contain
the following attributes:

PKIDs: (Optional) A list of acceptable Credential IDs. This can be
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used to trigger a re-authentication of a specific credential or to
provide a list of the Credential IDs for a specific user, if
Server-Side Credentials are used.

Aut hentication Requirenments: (Optional) A list of requirenents for
the FIDO authentication. See {:auth requirenents} for details.

Additional Cient Data: (Optional) Additional data to be signed by
the FI DO Aut henti cator.

If no attributes are transmtted, the attributes field MIUST be set to
an enpty nmap, instead of omitting it conpletely.

Since this packet signals the start of a new authentication, the
client MUST initialize a new authentication and MJST NOT reuse
informati on fromany previous authentication attenpt, even if the
previ ous aut hentication exchange was not conpleted. |t MAY cache
sonme data to performsanity checks, i.e. to protect itself against
m sbehavi ng servers that try to re-initialize an authentication with
the sane paraneters multiple tines.

4.2.1.5. Authentication Response

If aclient has sufficient information to performa FIDO

aut hentication, the client sends an authentication response. The
aut henti cation response signifies the conpletion of one

aut hentication. This nessage can be sent in response to either an
Aut henti cation Request or an Information Response.

The attributes field in the authentication response nessage
contain the followi ng attributes:

PKID: The Credential 1D of the FIDO Credential used to generate the
signature.

Auth Data: The signed auth data as returned fromthe FIDO
Aut henti cator (see [FI DO CTAP2], Section 6.2)

FI DO Si gnature: The signature as returned fromthe FIDO
Aut henti cator (see [FI DO CTAP2], Section 6.2)

Al three attributes MIST be present in the authentication response
nessage.
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4.2.1.6. Information Request

If a client does not have sufficient information to performthe FIDO
aut hentication, the client can send an information request nessage to
the server.

This is the case if Server-Side Credentials are used, since the FIDO
Aut henti cator needs the list of acceptable Credential IDs to access
the actual credentials on the FIDO Aut henti cator.

Wth the information request the client can transmt additional
information that help the server to conpile this infornation.

The attributes field in the information request contains the
followi ng attributes:

Identity: The identity of the user (usually a usernanme, configured
in C_IDENTITY)

A client MJUST NOT send an Information Request packet tw ce for one
authentication. |If a client does not get sufficient information to
performthe FIDO authentication after the first Information Request
and t he subsequent Information Response, the client will not get nore
informati on by asking the server a second time. |In this case, a
client MJUST respond with an Error nmessage, indicating Insufficient

I nf or mati on.

A server MJST respond with a Failure Indicator nessage if it receives
an I nformati on Request packet when it does not expect one.

4.2.1.7. Information Response

The server answers to an Informati on Request fromthe client with an
I nf ormati on Response.

This packet is used to transnit additional information to the client.

The attributes field in the information response can contain any
attribute that is also allowed in the Authenticati on Request packet.
If an attribute was both present in the Authentication Request and
the Informati on Response packet, the client MJST discard the previous
val ue(s) of this attribute that were sent in the Authentication
Request and use the value(s) in the Information Response packet.

A server MJST NOT send an Informati on Response packet twi ce for one
authentication. A client MJST respond with a Failure |ndicator
message if it receives an Informati on Response packet when it does
not expect one.
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4.2.2. Protocol Sequence

The FI DO exchange phase starts with the server sending an
aut hentication request to the client. This nessage is sent along
with the | ast message of the server’s TLS handshake.

The Aut henticati on Request can include authentication requirenents,
additional client data and a list of Credential |Ds.

The client then decides if it has sufficient information to perform
the FIDO authentication. This can be done by probing the FIDO

Aut henticator with all information given in the Authentication
Request nessage.

If the FIDO authentication is already possible at this point, the
client perforns the FIDO authentication process and sends an

Aut henti cati on Response nessage with the results fromthe FIDO
authentication to the server. This authentication flow can be used
if the FIDO Aut henticator has a Discoverable Credential registered
for the given Relying Party |D.

If the client needs additional information, i.e. because it uses
Server-Side Credentials and therefore needs a |list of Credential |Ds,
the client sends an information request to the server, which includes
additional information fromclient to help the server to fulfill the
information request. In the current specification, this is nanely an
identifier, fromwhich the EAP-FI DO server can perform a | ookup for
all registered FIDO credentials registered to this identifier.

Upon reception of the Informati on Request nmessage fromthe client,
the server looks up the registered Credential IDs for the given
identity. Depending on the |ookup, the requirenents for user
presence or user verification may change fromthe previous
assunption. The found Credential IDs, and optionally also the
updat ed aut hentication requirenents, are then sent with the

I nformati on Response back to the client.

The client can now, with the additional information in the

I nformati on Response nessage, performthe FIDO authentication. The
result of the FIDO authentication is then sent to the Server in an
Aut henti cati on Response nessage, which includes the PKID, Auth Data
and FIDO Signature fromthe FIDO authentication result.
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When a server receives an Authentication Response nessage, it

val idates the FIDO data. |If the FIDO authentication is successful
and the FI DO key has sufficient authorization, the server sends a
Success indication nmessage to indicate the Success of the FIDO
exchange phase. The client will acknow edge this packet using the
EAP- TLS acknow edgenent mnechani sm and the server sends an EAP- Success
nmessage.

Depending on the result of the FIDO authentication, the user presence
or user verification assertions and the policy for a specific FIDO
credential, the server MAY choose to trigger a second FIDO
authentication with a different set of authentication requirenments.
This is done by sending a new Authenticati on Request nessage to the
client. This nessage MJUST include a PKIDs attribute with only the
PKID of the credential used in the previous FIDO authentication
process.

The client then triggers a new FI DO aut henti cati on process and
answers with an Authenticati on Response nessage.

The server MJUST NOT trigger a challenge with the same Credential ID
and Aut hentication Requirenents tw ce.

4.3. FIDO authentication
This section will describe the actual FIDO authentication process,
that is performed between the EAP-FIDO client and the FI DO
Aut henti cat or.

(currently mainly a sub, nore text is TODO

The client will use CTAP version 2.0 or above [FI DO CTAP2] to
conmmuni cate with the FI DO Authenti cator.

The Relying Party ID (RPID) is explicitly configured in C FIDO RPID
The client data is a concatenation of three itens.

The first itemare 8 bytes with the val ues 0x45, 0x41, 0x50, 0x2d,
0x46, 0x49, 0x44, Ox4F (ASCI|: "EAP-FIDO")

The second itemis derived fromthe TLS keying material:
FI DO CHALLENGE TLS = TLS-Exporter("fido chall enge”, NULL, 32)
The third itemis the optional additional client data sent by the

server. |f the server did not send additional client data, this is
omtted.
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Al three itens are concatenated and hashed usi ng SHA- 256

/1 This has no crypto agility, as was correctly pointed out. This
/1 part comes fromthe WebAut hn spec, where SHA-256 is fixed. For
/1 EAP-FIDO we could opt for crypto agility, since the hashing

/1 algorithmis not neccesarily fixed.

/Il -- Janfred The result is the clientDataHash for the FIDO
aut henti cati on.

TODO. fornmat of Authentication Requirenents and how to send them
usi ng CTAP

Conpl etely TODO. Server side. Howto validate. |If up/uv was
provi ded, even if not required, the server should update the "I ast
up/uv seen" field for exanple.

4.3.1. Authentication requirenents

CTAP allows different authentication requirenments to be requested.
The server can request those by sending values in the authentication
requirenents attribute with either the Authenticati on Request or the
I nf ormati on Response nessage

For standardi zed options, nunerical values are used. For
experinental use cases, inplenentations can use text strings.
I mpl enent ati ons MJST ignore text strings they do not recognize.

At the time of witing, the CTAP protocol has two authentication
options relevant to this specification: User Presence and User
Verification.

If the server includes a value of 1 in the Authentication
Requirenments attribute array, the supplicant MJST require user
presence fromthe FIDO authenticator. |If the server includes a val ue
of 2, the supplicant MJST require user verification fromthe FIDO

aut henti cat or.

4.4, Error conditions

TODO, only a stub, not yet finished.

Errors can be non-recoverable, or recoverable. |If an error is non-
recoverable, then it MJST only appear in a Failure Indication
message. |If an error is recoverable, the peer may deci de whether or

not the current error condition is non-recoverable or not. These
errors can be included in both the Failure Indication nessage and the
Error message
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An exanpl e of a non-recoverable error is the Unexpected Message
error. In this case either the other peer is nisbehaving or they
have a different state, in both cases, a successful authentication is
not possi bl e.

An example of a recoverable error, that nay be sent with a Failure

I ndi cati on message is the No Username configured error. |If the
client receives the authentication request and there is no FIDO

aut henticator available with a Discoverable Credential, and there is
no usernane configured, then it is unlikely that the server has nore
information. In this case the client MAY send a Failure |ndication
message, signhaling its unwillingness to try again. A client MAY al so
choose to send this error within the Error message, in which case the
decision on trying again lies with the server.

In this table are sone error conditions, the list is not yet conplete
and not ordered.
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| Error | non-recoverable | human-readabl e | Description |
| code | | Label | |
[ bl s oo et e el e st o}
| 2 | no | No usernane | The client |
| | | configured | configuration had no |
| | | | usernane configured |
| | | | and no Di scoverabl e |
| | | | Credential was |
| | | | avail abl e. |
Fomm o - o e e e oo oo e +
| 2 | yes | Unexpected | The client or server |
| | | Message | received an |
| | | | unexpected nessage. |
| | | | Either one of the |
| | | | peers is msbehaving |
| | | | or they use |
| | | | inconpatible |
| | | | versions. Either |
| | | | way, a successful |
| | | | authentication is |
| | | | not possible under |
| | | | these circunstances. |
Fomm o - o e e oo o o +
| ? | no | I'nsufficient | The client did not |
| | | I'nformation | have sufficient |
| | | | information to |
| | | | performa FIDO |
| | | | authentication. |
Fomm o - o e e oo o a o e e e e e oo +

Table 4

5. Inplenentation Quidelines
TODO

6. Design decisions
Thi s section docunents several design decisions for the EAP-FI DO
pr ot ocol

6.1. Registration of FIDX®2 keys is out of scope
The FI DO CTAP protocol has distinct primtives for the registration
and the usage of a FIDX2 credential. This specification requires
that the registration of the security token has been done out - of -
band, for exanple using the WebAut hn protocol in a browser context.
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There are nultiple degrees of freedom when registering a token with
CTAP version 2. This specification recognizes the follow ng choices
at registration time, and defines how to effectuate an authentication
transaction for any conbi nati on of these choices.

6.1.1. Discoverable Credentials vs. Server-Side Credentials

FI DO2 tokens contain a nmaster key which never | eaves the security
perineter of the token. FIDO2 tokens transact by generating
asymmetric keypairs which are bound to a scope (often: a dommin nane,
a RADIUS realmj. The scoped keying material can be accessed using
two different methods:

* Server-Side Credentials: The keying material is not accessible
directly, but only by providing a Credential ID that was generated
during registration. Depending on the actual inplenentation
inside the FIDO Authenticator, the Credential ID nmay be used as a
seed to re-generate the specific key pair with the help of the
FI DO Aut henticator’s naster key. Qher FIDO Authenticator
i npl ementations may store the keypair and generate a random
Credential 1D by which the key can be referenced. To trigger an
aut hentication, the client nust provide the correct Credential ID
to the FIDO Authenticator. It is fair to assume that the nunber
of Server-Side Credentials that a FI DO Authenticator can generate
is not significantly limted, so the nunber of keys shoul d not
weigh in to the consideration whether or not it is worth to
regi ster a new Server-Side Credential for a given scope.

* Discoverable Credentials: The keying material is stored on the
security token itself, along with the scope for which the keypair
was generated. During authentication transactions, only the scope
(as configured, or as sent by the server) determ nes which keypair
is to be used in the transaction. The key can store multiple keys
for the same scope. The nunber of slots for Discoverable
Credentials is linmted, and this limt needs to be considered when
deci di ng whet her or not a new Discoverabl e Credential should be
regi stered for a specific use case.

EAP- FI DO supports both Di scoverabl e and Server-Si de Credenti al s.

Regi stering a Discoverabl e Credential has several advantages and one
di sadvant age:

* No username needs to be sent during the authentication transaction

* The transaction requires | ess round-trips due to skipping the
username transm ssion process
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6

1.

* The anount of data sent from EAP server to EAP peer is

significantly smaller, reducing the probability of extra
roundtri ps or packet fragnentation

* The scopes of the stored credentials can be seen and enunerated by
the EAP supplicant, helping the user in finding the right val ue
for configuring the EAP real m

* The Discoverable Credential consumes space on the FIDO
Aut henticator, which mght be linmted

2. User involvenent during registration

Token registration can involve one of two |levels of asserting the
user presence.

* UP (userPresence): the registration cerenony ensures that a person
is present at the token while registering the device (e.g. human
ti ssue needs to touch a physical security key while the
registration transacti on executes).

* WV (userVerification): the security token registers a unique
property of the user during the registration cerenobny, such that
it is asserted that only the exact same person can interact with
the token in the future (e.g. by registering a fingerprint or
facial recognition)

During authentication transactions, an EAP-FI DO server can request
one of three levels of asserting user presence.

* Silent (interaction with a human is not required)

* UP (physical interaction with a person is required)

* WV (physical interaction with the registered user is required).

An aut hentication transaction can not request a higher |evel than was
set at registration tine; i.e. a token registered in UP node can not
transact in WV node.

EAP- FI DO supports all three transaction nodes, and the server can

signal its required mninmumassertion |evel for each individua
aut henti cation transaction.
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6.2. FIDX® key scopes and certificate name considerations

The scope of a FIDO2 key as set during the registration transaction
determnes the contexts in which it can be used. In EAP-FIDO the
followi ng three notions interplay:

* the realmof username as used in the EAP-ldentity exchange ("outer
ID")

* the servername as presented during the EAP-TLS exchange by the
EAP- FI DO server

* the relyingPartyldentifier (rpld) that is used during the FIDO
CTAP client authentication phase

Since FIDO keys may be used in other contexts, such as [WbAuthn], we
have to ensure that the security paranmeters of EAP-FI DO and ot her
FI DO based protocols align

The nost inmportant restriction regards the rel ation between domain
nane and Relying Party ID. This relation ensures that a FIDO
credential is linked to a specific scope and cannot be used outside
of that scope. Thus, in EAP-FI DO we nust a equival ent dependency,
that prevents the usage of a FIDO credential outside its intended
scope, which could serve as basis for a cross-protocol attack

Therefore, we require that the configuration item

C EXPECTED SERVERNAME, which is used to verify the server certificate
within the EAP-TLS handshake, is the sanme as or a subdomain of

C FIDO RPID. This ensures that only an entity with a valid
certificate within the scope the FIDO credential is registered to can
al so use the FIDO credential for EAP-FI DO

This check MJUST be done within the supplicant, and the server has to
trust the supplicant’s inplenentation to actually check this.

6.3. EAP-Method with EAP-TLS vs standal one EAP nethod to be used in
tunnel s

Since there already exi st EAP nethods that provide a TLS tunnel and
are capabl e of encapsul ating further EAP net hods, e.g. EAP-PEAP, EAP-
TTLS or EAP-TEAP, the question arises, why this specification does
not focus solely on the FI DO exchange as a standal one EAP net hod

i nstead of re-specifying a new EAP-nethod that agai n makes use of
EAP- TLS
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The main reason for a decision against this is the potential for

m sconfiguration. One of the goals for this EAP nethod is to provide
a means to validate the server certificate using inplicit
configuration options. Using EAP-TTLS or EAP- PEAP woul d count eract
this goal, since in nost supplicants the configuration for the

di fferent phases of the tunneled TLS nmethods is done separately, so
the users would have to configure the certificate check paraneters
manual |y again. Additionally, not every supplicant application may
all ow the code for the phase 2 exchange to access information about
the phase 1 exchange, nanely the server certificate paraneters, which
is necessary for the security of the EAP-FI DO exchange. Specifying
EAP- FI DO as standal one EAP nmet hods coul d therefore require nodifying
the EAP stack. Inplenenters m ght be tenpted to re-use the insecure
and error-prone configuration interfaces. To prevent this fromthe
start, EAP-FIDO specifies an EAP-TLS based EAP net hod t hat cannot be
used st andal one.

Al though this requires potentially duplicate code for supplicants
that support nultiple EAP-TLS based methods, the authors believe this
means of specification to be nore resistant against inplenmentation
errors and prevent error-prone user interfaces.

7. Inmplenentation Status

Note to RFC editor: Renbve this section, as well as the reference to
[ RFC7942] before publication

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".
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There is one early prototype proof-of-concept inplenmentation of EAP-
FIDO into hostap (hostapd for the server side, wpa_supplicant on the
client side) available. The inplenentation was done before the
specification of this draft was finished and is therefore not
conpatible with any draft version (different nessage fornmat,
sinmplified nessage flow, missing security checks), but serves as a
pr oof - of -concept for the overall principle of using FIDO to perform
an eduroam |l ogin. The source code can be found under
https://git.rieckers.it/rieckers/hostap/-/treel/eap_fido_poc_tnc23
(https://git.rieckers.it/rieckers/hostap/-/tree/eap_fido _poc_tnc23)

8. Security Considerations

TODO Security

The security properties of FIDO are described in [FIDO SecRef]
9. Deploynent Considerations

This section will list considerations for deploying EAP-FIDO It is
intended to help |ocal adm nistrators to decide which paraneters
shoul d be used in their deploynent and give a brief overview over our
suggest ed best practi ces.

9.1. Token Registration with User Presence vs. User Verification

In many use cases, it is desirable for a deployer to attribute an
aut hentication transaction to a specific individual on an ongoi ng
basis. |If this ongoing attribution is inportant, tokens need to be
registered in User Verification (UY) node.

A token which is registered with User Presence (UP) only does not
allow to ascertain the binding to a specific individual on an ongoi ng
basis. The registration process nakes sure that the token belongs to
an authorized user initially at registration time - but this

i ndi vidual may transfer the token to other individuals post-
registration, either by conscious decision or by accident. The new
owner will be trivially able to conplete an eventual UP challenge in
the future, because UP chall enges do not involve a persona
authentication factor. Exanples of such transfers include a physica
hand- over of a USB Security Token, sharing the credential of a

pl atform aut henti cator using AirDrop or theft of a device.

A token which is registered with User Verification (UV) on the
contrary can be issued a WV challenge, which will require the
personal authentication factor used during registration (e.g. PIN
bionetric). Wile it may still be possible to transfer the token
along with the authentication factor (say, USB Security Token and
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10.

11.

11.

associ ated PIN), this behavior is then equivalent to directly sharing
the password in password-based EAP types or the private key of a
Client Certificate for certificate based |login. This has a higher
psychol ogi cal barrier, is a known problem and can be sanctioned by
the deployer in the same way as traditional password sharing is.
Additionally, this prevents an attacker that came into possession of
the FI DO token w t hout consent/know edge of the original owner from
compl eting W chal |l enges, since they are mssing the required
verification credential (i.e. PIN or bionetric).

We want to enphasize that preventing users fromtransferring
ownership is only possible if the used FI DO keys require biometric
aut hentication and this can not be circunvented (i.e. by a backup-PIN
or a PIN-based mechanismto add new fingerprints).

I ANA Consi derati ons
Thi s document has | ANA acti ons:
* EAP type code point for EAP-FIDO
* EAP-FIDO registry

- Message types, should probably be of policy "Specification
Requi r ed"

- Attributes, should be split with "Specification Required" and
"Private use"

- FError codes, should be split with "Specification Required" and
"Private use"

- Authentication requirenents, with ints as "Specification
Required" and text strings as "Private use" or "Experinental"
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Appendi x A.  Exanpl e use cases and protocol flows

A. 1. Authentication using Discoverable Credentials with silent
aut henti cati on

Wth this use case, the server will send an Authenticati on Request
containing only the Relying Party Id attribute.

The client can trigger the silent authentication with the

Di scoverabl e Credential stored on the FIDO Authenticator and includes
the response fromthe FIDO Authenticator into the Authentication
Response nessage.

The server can | ook up the Credential IDs in its database, verify the
FI DO signature with the stored public key and, if the signature was
valid, send a protected success indicator to the client. The client
responds with an acknow edgenent and the server sends an EAP- Success

A.2. Authentication using D scoverable Credentials with silent auth for
WFi and uv auth for VPN

Wth this use case, the server will nodify the Authentication Request
based on which RADIUS client (the Wfi Controller or the VPN
appl i ance) sent the request.

If the WFi appliance sent the request, silent auth is used, and the
flowis identical with the previous use case.

If the request canme fromthe VPN appliance (e.g. because the VPN is
done via I PSEC with EAP), the server adds "uv" in the Authentication
Requirenents attribute, which triggers an UV action on the client’s
si de.

The client triggers the authentication with the Discoverable
Credential with user verification and responds to the server with the
aut hentication data. The server verifies the signature, sends a
success indication, the client acknow edges and the server sends an
EAP- Success.
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A.3. Authentication with Server-Side Credentials

In this use case, the FIDO Aut henti cator does not have a D scoverabl e
Credential for the Relying Party ID. Instead, the server has a list
of Credential IDs stored for each usernane.

After the initial Authentication Request fromthe server, the client
does not have enough data to trigger the FIDO Authentication, so it
needs additional information.

The client then sends an Infornmati on Request nessage with its
user nane.

The server | ooks up the usernane in its database and sends back a
list of Credential IDs it has stored for this user with an
I nformati on Response nessage.

The client can now trigger the FIDO authentication with this list and
responds with an Authentication Response, that includes the
Credential ID that was actually used for this FIDO authentication.

The server can now verify the signature and client and server
finalize the EAP net hod.

A. 4. Authentication with Server-Side Credentials and user-specific
aut henti cation policies

In this use case, different users have different authentication
policies, i.e. enployees are allowed to use silent authentication,
but administrators need an authentication with user presence.

The server starts with an Authenticati onRequest and no aut henti cation
requirenents or an enpty array as authentication requirenents. The
client transmts its identity to the server in the Infornmation
Request nessage. Now the server |ooks up the user and their

regi stered Credential |IDs, and checks whether or not user presence
verification is necessary.

If it is necessary, the server includes an authentication
requirenents attribute with the "up" value along with the PKIDs in
the Informati on Response nessage. Since the client discards any
previous attribute values, it now perfornms a FI DO authentication with
user presence, and responds to the server.
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A.5. Authentication with mandatory verification after a timespan

It may be desired to force a user verification after a tinespan, to

ensure that the FIDO token is still in possession of the user. This
timespan is specific for each token, so the check whether or not the
token is still allowed to performonly silent authentication can only

be done after the authentication has happened.

G ven, a user has two registered token, one was verified recently and
the ot her exceeded the verification tinespan

The server start with an authentication request, the client answers
with an Informati on Request and the Identity, the server transnmits
the Informati on Response with the two PKIDs and the client perforns
the silent FIDO authentication with the "expired® FIDO token. After
sendi ng the Authenticati on Response, the server verifies the FIDO

aut henti cation and recogni zes the expired FI DO token. Now the server
sends a new Aut hentication Request with the PKID of the expired token
and "uv" as Authentication Requirement. The client now perforns the
FI DO aut hentication again, this time with user verification and sends
the Aut hentication Response to the server. The server stores the

ti mestanp of the successful user verification in its database and
sends the success indicator

A.6. Authentication with mandatory verification after a timespan with a
grace period

As with the previous exanple, in this case the FIDO token agai n have
a token-specific tineout to allow silent authentication for a period
of time after a successful user verification. Unlike in the previous

exanple, this time there is a grace period that still allows a silent
authentication for a while after the timer expired. The intention is
to not kick out the user in the nonent the tiner expires, i.e. a user

is currently not in the vicinity of the device at that time, but one
woul d not want to kick out the user if it needs to reconnect due to
poor WFi performance. |Instead, the user nmay choose a conveni ent
time to verify their identity/presence within this grace period.

The protocol flowis the sane as the previous exanple, but this tine
the second Aut hentication Request fromthe server cannot be answered
fromthe client, since the user is not perfornmng the user
verification. |Instead, the client will send an Error nessage with
error code TODO (FI DO aut hentication Ti nmeout).
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The server can now deci de whether or not the silent authentication is

still acceptable. |If it is, meaning that the tineout for silent
aut hentication has expired, but it is still in the grace period, it
answers with a Success Indicator. |If not, neaning that the grace

peri od has expired too, the server will send a Failure Indicator with
the appropriate error code.

A 7. 2FA-Authentication with client certificate on TLS | ayer and FI DO
in the inner authentication

Since EAP-FI DO uses TLS, it is possible to performtwo-factor
authentication directly with only EAP-FIDO. In this case, the client
and server perform nutual authentication at the TLS | ayer.

The server can now determine the identity of the user based on the
certificate and already | ook up the stored Credential IDs. Wth this
| ookup, the server can already include the PKIDs in the

Aut hentication Request. The client doesn’'t need to send an

Informati on Request, since it already has all information. It can

i medi ately performthe FIDO aut hentication process and send the

Aut henti cati on Response to the server.

Appendi x B. Open Questions regardi ng Protocol design

Note to RFC Editor: Renbve this section and all references fromthis
section before publication.

Since this specification is an early draft, there are a | ot of open
questions that we want to get comunity feedback on.

B.1. How to deternine the FIDO Relying Party |D?
FI DO needs a relying party IDto function. The question is how this
RPID is determined and verified, there are several options that all
have pros and cons.

The main thing is to have in mind, that there are three rel evant
paraneters, that need to be put into a certain relationship:

* the RADIUS realm (i.e. 'anonynous@Ifn. de’)
* the RPID (i.e. 'eduroamdfn.de’)
* the Server Certificate Name (usually subject AltName: DNS, i.e.

"radi us. eduroamdfn.de’, in the follow ng abbreviated sinply with
SAN)
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Al these three paraneters need to be in a pre-defined relationship

to allow a sinple and hard-to-nmess-up-and-still-secure configuration
Both the client and the server have to agree on what the RPIDis, in
order for the FIDO authentication to succeed. |If there is a defined

rel ati onship between the RPID and the certificate name (i.e. SAN
needs to be a subrealmof the RPID), then the client needs to verify
the certificate against exactly that. Wen does the client do that?
What security inplications does that bring? Al these options need
some t hought.

B.1.1. Option 1. Configuration

The first option would be to just have the RPID as a configuration
item maybe with a default on the real mof the outer usernane.

Addi ng a configuration option conplicates the setup of the EAP

met hod, but hopefully not too nuch. A msconfiguration of the RPID
is also not that critical froma security standpoint. The effects of
a msconfigured RPID are only a problemif the used FIDO key is al so
registered with a third party, in which case the third party could
trick the client to connect to a bogus networKk.

If the RPID deviates fromthe realm the client could send the
requested RPID using Server Nane Indication

B.1.2. Option 2: Mandate RPID to equal Real m of the Usernane

The second option would be to nandate that the RPID is equal to the
real mportion of the usernane. This restricts options on how to use
EAP- FI DO and nay cause unnecessary difficulties in routing, if the
convenient routing domain (e.g. the registered domain for a conpany)
shoul d not be used as RPID due to security concerns, or different

RPI Ds shoul d be used under the same routing realm

B.1.3. Option 3: RPIDis determned by the server and sent before the
TLS handshake

Since the RPID plays an inportant role in the decision whether or not
the certificate sent by the server is to be trusted, the RPID should
be determ ned before the TLS handshake. The server could determ ne
the RPID based on the outer usernane and send it as payload in the
EAP-TLS Start packet. This way, the client has a clear indication as
to whether or not to trust the server certificate sent in the
subsequent TLS handshake.

However, this opens up some security issues that are yet to be

i nvestigated, since the RPID could be nodified by an on-path
att acker.
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B.1.4. Option 4: RPIDis deternmined by the server and sent after the
TLS handshake

Wth this option, the problemis that the client needs to cache the
server certificate in order to deternmine if the RPIDis valid. for
the given certificate, unless the rules for certificate verification
and RPID determ nation specify it otherwise. One possibility to
circumvent this would be to allow the server certificate names and
the RPID to deviate, but validate both against the real mof the outer
usernanme, e.g. a realmof exanple.comwith a server certificate for
radi us. exanpl e.com and the FIDO RPID fido. exanpl e. com

This, however, adds a whole | ot nore of security concerns, especially
in environnments with different independent divisions under the same
domai n suffi x.

B.1.5. CURRENT DECI SION: Option 1

Wth draft-janfred-eap-fido-02 we introduced wording that the Relying
Party IDis the origin of all configuration itens. All other
configuration itens on the client side are derived fromthat. This
al so neans that we have a default DNS nanme that we check the server
certificate against: eap-fido-authentication.<RPID>. The nane is not
final yet and should not be hardcoded in any code other than proof-
of -concept code. That it is ok to just define a specific subdonmain
and mandate it was picked from RFC 8461 ( MIA-STS), where nta-
sts.<mai|l domain part> is mandated as host that will serve the MIA-
STS file.

B.2. M ssing Features
There are a lot of features, that have been brought up by severa
peopl e at several occasions. This EAP nmethod could include spec to
address these problens. Also there may be FI DO specific things that
are not part of this specification.

B.2.1. Deprovisioning of EAP configuration

It may be useful to directly include a way to signal in-band that an
EAP configuration shoul d be del et ed.

The idea stens fromthe discussion at | ETF 115 about EAP-DI E
[ 1 ETF115- enu- i nut es] .

Wth EAP-FIDO it may be desirable to also allow for deletion of

Di scoverabl e Credentials. (Maybe residential Server-Side Credentials
t 00?
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I nput on the need and specific way to achieve this is wel cone.
B.3. Open questions regarding security
B.3.1. Miltiple signatures with the sane paraneters a probl enf?

The current specification allows the server to send additional data
for the FIDO client-data-hash, but if the server onmits that, the
client-data-hash is only conprised of the exported key material from
TLS. Now the interesting question is: |Is this a problen? Could a
mal i ci ous server, that cane in possession of a certificate that the
client trusts, performmultiple authentication runs and observe the
client’s behavior and anal yze the different signatures? Basically,
this could be a chosen-plaintext attack, where the attacker could
control at |east sone portions of the plaintext. One way around this
woul d be to include a nonce in the TLS-Exporter for the FIDO
chal l enge, so the client selects this nonce and sends it to the
server, this way the server can not predict the plaintext used for
signing. The possibility of a double-signature with the same data is
prevented by the counter increasing with every signature, but maybe
some aut henticators do not inplenent this counter. The research
whether or not this is a problemis still TODO if FIDO experts have
an opinion about this, please contact the authors.

Appendi x C. Document Status
Note to RFC Editor: Renove this section before publication.
C.1. Change Hi story
draft-janfred-eap-fido-00:
- Initial draft version
draft-janfred-eap-fido-01:
- Updated term nology to align with the FI DO WebAut hn term nol ogy
- Reword introduction
draft-janfred-eap-fido-02:

- Rewording of introduction - better description under which
circunstances the current practice is flawed.

- Add Section describing client and server configuration

- Add eap-fido-authentication.<RPID> as default server identity.
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- Refine wording around server nane verification

- Adjust message formats and attribute nmapkeys to not transmt
the RPID any nore.

- Add first few paragraphs on error handling
draft-ietf-emnu-eap-fido-00:
- First Ws draft
- Update way FIDO client data is constructed (include protocol
bi nding at the very begi nning, before exported key nmateri al

fromTLS)

- Change auth requirenents attribute to array of ints or text
string, with text strings used for experinmental features

- Update | ANA section for registry of auth requirenment ints
C. 2. Mssing Specs
* Error codes and Error handling
* Key derivation for i.e. WPA2

- WIIl be exported from TLS | ayer, maybe include some information
fromthe FIDO exchange to bind it to the FI DO exchange?
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