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Abst ract

The Extensible Authentication Protocol (EAP), defined in RFC 3748,
provi des a standard nechani smfor support of multiple authentication
met hods. This docunent specifies the EAP aut hentication nmethod EAP-
EDHOC, based on Epheneral Diffie-Hell man Over COSE (EDHOC). EDHCOC is
a |ightweight security handshake protocol, enabling authentication
and establishnment of shared secret keys suitable in constrained

settings. This docunment al so provides gui dance on authentication and
aut hori zation for EAP- EDHCC.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-emnu-eap-edhoc/.

Di scussion of this docunent takes place on the EAP Met hod Update
mailing list (mailto:emu@etf.org), which is archived at

https://mailarchive.ietf.org/arch/browse/enmu. Subscribe at
https://ww. ietf.org/ mailman/listinfol/enu/.

Source for this draft and an issue tracker can be found at
https://github. com dangarciacarrillo/i-d-eap-edhoc.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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I nt roducti on

The Extensible Authentication Protocol (EAP), defined in [RFC3748],
provi des a standard nechani smfor support of multiple authentication
met hods. This docunment specifies the EAP authentication nmethod EAP-
EDHOC, which is based on the Iightweight security handshake protoco
Epheneral Diffie-Hellman Over COSE ( EDHOC) [ RFC9528].

EAP-EDHOC is simlar to EAP-TLS 1.3 [ RFC9190], since EDHOC i s based
on a simlar security protocol design as the TLS 1.3 handshake

[ RFC8446]. However, EDHOC has been optim zed for highly constrai ned
settings, for exanple involving wirelessly connected battery powered
"things’ with enbedded nicrocontrollers, sensors, and actuators. An
overvi ew of EDHOC is given in Section 1.1.

The EAP- EDHOC net hod enabl es the integration of EDHOC into different
applications and use cases using the EAP framework.

EDHOC Overvi ew
Ephereral Diffie-Hell man Over COSE (EDHOC) is a |ightweight

aut henti cat ed epheneral key exchange, including nutual authentication
and establishnment of shared secret keying material, see [ RFC9528].
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EDHOC provi des state-of-the-art security design at very | ow nessage
overhead, targeting | ow conplexity inplenentations and all ow ng
extensibility. The security of EDHOC has been thoroughly anal yzed,
sonme references are provided in Section 9.1 of [RFC9528].

The main features of EDHOC are:

* Support for different authentication nethods and credentials. The
aut henti cati on met hods i nclude (m xed) signatures and static
Diffie-Hell man keys [ RFC9528], and pre-shared keys
[1-D.ietf-lake-edhoc-psk]. A wide and extensible range of
aut hentication credentials is supported, including public key
certificates such as X 509 and C509
[1-D.ietf-cose-cbor-encoded-cert], as well as CBOR Wb Tokens
(CWI's) and CWI Clains Sets (CCSs) [RFC8392].

* A standardi zed and extensible format for identification of
credentials, using COSE header parameters [RFCO9052], supporting
credential transport by value or by reference, enabling very
compact representations.

* Crypto agility and secure cipher suite negotiation, with
predefined conpactly represented ci pher suites and support for
extensibility using the COSE al gorithms registry [ RFC9053].

* Selection of connection identifiers identifying a session for
whi ch keys are agreed.

* Support for integration of external security applications into
EDHOC by transporting External Authorization Data (EAD) included
in and protected as EDHOC nmessages.

A necessary condition for a successful conpletion of an EDHOC sessi on
is that both peers support a conmon application profile including

met hod, cipher suite, etc. Mre details are provided in
[I-D.ietf-1ake-app-profiles].

EDHOC messages make use of |ightweight prinmitives, specifically CBOR
[ RFC8949] and COSE [ RFC9052] [ RFC9053] for efficient encodi ng and
security services in constrained devices. EDHOC is optimnized for use
wi th CoAP [ RFC7252] and OSCORE [ RFCB8613] to secure resource access in
constrained |10T use cases, but it is not bound to a particular
transport or comunication security protocol
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3.

3.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Readers are expected to be famliar with the ternms and concepts
described in EAP [ RFC3748] and EDHOC [ RFC9528] .

Prot ocol Overvi ew
1. Overview of the EAP-EDHOC Conversation

The EAP exchange involves three key entities: the EAP peer, the EAP
aut henticator, and the EAP server. The EAP authenticator is a

net work device that enforces access control and initiates the EAP

aut henti cation process. The EAP peer is the device seeking network
access and comunicates directly with the EAP authenticator. The EAP
server is responsible for selecting and inplenenting the

aut henti cation nmethods and for authenticating the EAP peer. \Wen the
EAP server is not |ocated on a separate backend aut hentication
server, it is integrated into the EAP authenticator. For sinplicity,
the operational flow diagrans in this docunment depict only the EAP
peer and the EAP server.

The EDHOC protocol running between an Initiator and a Responder
consists of three nmandatory nessages (nessage 1, nessage_ 2,
message_3), an optional nessage 4, and an error nessage. |n an EDHOC
sessi on, EAP-EDHCC uses all nessages including message_4, which is
mandat ory and acts as a protected success indication.

After receiving an EAP-Request packet w th EAP- Type=EAP- EDHCC as
described in this docunent, the conversation will continue with the
EDHOC nessages transported in the data fields of EAP-Response and
EAP- Request packets. Wen EAP-EDHCC is used, the formatting and
processi ng of EDHOC nessages SHALL be done as specified in [ RFC9528].
Thi s docunent only lists additional and different requirenents,
restrictions, and processing conpared to [ RFC9528].

The nessage processing in Section 5 of [RFC9528] states that certain
data (EAD itens, connection identifiers, application algorithns,
etc.) is nade available to the application. Since EAP-EDHOC i s now
acting as the application of EDHOC, it nmay need to handle this data
to conplete the protocol execution. See also
[1-D.ietf-|ake-edhoc-inpl-cons].
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Resunpti on of EAP- EDHOC may be defined using the EDHOC- PSK
aut hentication method [I-D.ietf-|ake-edhoc- psk].

3.1.1. Successful EAP-EDHOC Message Fl ow without Fragmentation
EDHOC al | ows EAP-EDHOC to support authentication credentials of any

type defined by COSE, which can be either transported or referenced
during the protocol

The optim zation conbining the execution of EDHOC with the first
subsequent OSCORE transaction specified in [ RFC9668] is not
applicable to this EAP net hod.

Figure 1 shows an exanpl e nessage flow for a successful execution of
EAP- EDHCC.
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| |
I
|
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I
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I
I
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I
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I
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I
I
I

|
|
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|
|

|
| EAP- Success
I
I

Figure 1: EAP-EDHOC Message Fl ow

If the EAP-EDHOC peer authenticates successfully, the EAP-EDHCC
server MJST send an EAP- Request packet w th EAP- Type=EAP- EDHOC
contai ning nessage_4 as a protected success indication.

If the EAP-EDHOC server authenticates successfully, and the EAP-EDHOC
peer achi eves key confirmation by successfully verifyi ng EDHOC
message_4, then the EAP-EDHOC peer MUST send an EAP- Response nessage
wi t h EAP- Type=EAP- EDHOC contai ning no data. Finally, the EAP-EDHCC
server sends an EAP- Success.
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Note that the ldentity request is optional [RFC3748] and m ght not be
used in systems |like 3GPP 5G [Sec5F where the identity is
transferred encrypted by other nmeans before the EAP exchange. While
t he EAP- Response/ EAP- Type=EAP- EDHOC and EAP- Success are mandatory

[ RFC3748] they do not contain any infornmation and m ght be encoded
into other system specific nessages [ Sec5q.

3.1.2. Transport and Message Correl ation

EDHOC i s not bound to a particular transport |ayer and can even be
used in environnents without I P. Nonetheless, [RFC9528] provides a
set of requirenents for a transport protocol to use wi th EDHCC.
These include: handling the |oss, reordering, duplication,
correlation, and fragnmentati on of messages; denultipl exi ng EDHOC
messages from ot her types of messages; and deni al -of -service
protection. Al these requirenents are fulfilled by the EAP
protocol, EAP nethod, or EAP |lower |layer, as specified in [ RFC3748].

For message loss, this can be either fulfilled by the EAP | ayer, or
the EAP | ower | ayer, or both.

For reordering, EAP relies on the EAP | ower |ayer ordering
guarantees, for correct operation

For duplication and nessage correl ation, EAP has the ldentifier
field, which allows both the EAP peer and EAP authenticator to detect
duplicates and match a request with a response.

Fragmentation is defined by this EAP nmethod, see Section 3.1.6. The
EAP framewor k [ RFC3748], specifies that EAP net hods need to provide
fragmentation and reassenbly if EAP packets can exceed the mini num
MIU of 1020 octets.

To denul ti pl ex EDHOC nessages from ot her types of nessages, EAP
provi des the Type field.

Thi s met hod does not provide other mitigation agai nst denial -of -
service than EAP [ RFC3748].

3.1.3. Termnation
Figure 2, Figure 3, Figure 4, and Figure 5 illustrate nessage flows
in several cases where the EAP-EDHOC peer or EAP- EDHOC server sends

an EDHOC error nessage.

Figure 2 shows an exanpl e nessage fl ow where the EAP-EDHOC server
rejects nessage_1 with an EDHOC error nessage.
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EAP- EDHOC Peer EAP- EDHOC Ser ver
, |
EAP- Request/ I dentity |

EAP- Response/ Il dentity
(Privacy-Friendly)

EAP- Request / EAP- Type=EAP- EDHOC
(EDHOC Start)

EAP- Response/ EAP- Type=EAP- EDHOC
(EDHOC nessage_1)

EAP- Request / EAP- Type=EAP- EDHOC
(EDHOC error)

Fi gure 2: EAP-EDHOC Server Rejection of nessage 1
Figure 3 shows an exanpl e nessage fl ow where the EAP- EDHOC server

aut hentication i s unsuccessful and the EAP-EDHOC peer sends an EDHOC
error nessage.
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EAP- EDHOC Peer EAP- EDHOC Ser ver
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EAP- Request / EAP- Type=EAP- EDHOC
(EDHOC Start)

EAP- Response/ EAP- Type=EAP- EDHOC
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EAP- Request / EAP- Type=EAP- EDHOC
(EDHOC nessage_2)

I
EAP- Response/ EAP- Type=EAP- EDHOC |
(EDHOC error) |
I
I
I

Fi gure 3: EAP-EDHOC Peer Rejection of nmessage_ 2

Figure 4 shows an exanpl e nessage fl ow where the EAP-EDHOC server
aut henticates to the EAP- EDHOC peer successfully, but the EAP-EDHCC
peer fails to authenticate to the EAP-EDHOC server, and the server
sends an EDHOC error nessage.

Note that the EDHOC error nessage cannot be omitted. For exanple,

wi th EDHOC ERR _CODE 3 "Unknown credential referenced”, it is

i ndi cated that the EDHOC peer should, for the next EDHOC session, try
anot her credential identifier supported according to the application
profile.
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|
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I
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Fi gure 4: EAP-EDHOC Server Rejection of message_3
Figure 5 shows an exanpl e nessage fl ow where the EAP-EDHOC server

sends the EDHOC nessage_ 4 to the EAP peer, but the protected success
indication fails, and the peer sends an EDHOC error mnessage.
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EAP- EDHOC Peer EAP- EDHOC Ser ver
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Fi gure 5: EAP-EDHOC Peer Rejection of nessage_4
3.1.4. ldentity
It is RECOWENDED to use anonynous Network Access ldentifiers (NAlS)

[ RFC7542] in the ldentity Response, as such identities are routable
and privacy-friendly.
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Wi | e opaque bl obs are all owed by [ RFC3748], such identities are NOT
RECOMVENDED as they are not routable and should only be considered in
| ocal depl oynents where the EAP-EDHOC peer, EAP authenticator, and
EAP- EDHOC server all belong to the same network

Many client certificates contain an identity such as an emil

address, which is already in NAl format. \When the certificate
contains an NAI as subject name or alternative subject name, an
anonynmous NAI SHOULD be derived fromthe NAl in the certificate. See
Section 3.1.5.

3.1.5. Privacy

EAP- EDHOC peer and server inplenentations supporting EAP- EDHOC MJST
support anonynmous NAls (Section 2.4 of [RFC7542]). A node supporting
EAP- EDHOC MUST NOT send its usernane (or any ot her permanent
identifiers) in cleartext in the Identity Response (or any nessage
used instead of the ldentity Response). Follow ng [ RFC7542], it is
RECOMVENDED to onit the usernanme (i.e., the NAl is @ealm, but other
constructions such as a fixed username (e.g., anonynmous@ealm or an
encrypted usernane (e.(g.

XCZI NCPTK5+7y81Cr SYbPg+RKPE3OTr YLN4AQC4AC2U=@eal m) are al | owed

Note that the NAI MUST be a UTF-8 string as defined by the grammar in
Section 2.2 of [RFC7542].

3.1.6. Fragnmentation

EDHOC i s designed to performwell in constrained networks where
nmessage sizes are restricted for performance reasons. Wen
credentials are transferred by reference, EAP-EDHOC nessages are
typically so small that fragnmentation is not needed. However, as
EAP- EDHOC al so supports | arge X. 509 certificate chains, EAP-EDHOC

i mpl ement ati ons MJST provi de support for fragmentation and
reassenbly. Sone EAP inpl enentations and access networks inpose
limts on the nunber of EAP packet exchanges that can be processed.
To mininmze fragmentation, it is RECOMWENDED to use conpact EAP- EDHOC
peer, EAP-EDHOC server, and trust anchor authentication credentials,
as well as to limt the length of certificate chains. Additionally,
mechani sms that reduce the size of Certificate nmessages are
RECOMVENDED.
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Since EAP is a |l ock-step protocol, fragmentation support can be
easily added. To do so, the EAP-Response and EAP- Request packets of
EAP- EDHOC have a set of information fields that allow for the
specification of the fragnentati on process (see Section 4 for the
detail ed description). As a summary, EAP-EDHOC fragnentati on support
is provided through the addition of flag bits (Mand L) within the
EAP- Response and EAP- Request packets, as well as a (conditional) EAP-
EDHOC Message Length field that can be zero to four octets.

The EDHOC Message Length field conveys the total |ength of the EDHOC
nmessage being fragmented, which facilitates buffer allocation. The L
flag consists of three bits that determ ne the length of the EDHOC
Message Length field. This L flag MJST be present in the first
fragment of a fragmented EDHOC nmessage, indicating the size of the
EAP- EDHOC Message Length field and thereby signaling that the EDHOC
message is fragnented. |nplenentations MJUST NOT set any of the L
flag bits to 1 in unfragnented nessages. However, inplenentations
MUST accept unfragnented nessages regardl ess of the value of the L
flag bits.

The S flag bit SHALL be set only in the EAP-EDHOC Start nessage sent
by the EAP server to the peer (and is also used in unfragnented
exchanges). The Mflag bit SHALL be set in all fragnments except the
| ast one.

When an EAP- EDHOC peer receives an EAP- Request packet with the Mbit
set, it MJIST respond with an EAP- Response with EAP- Type=EAP- EDHOC and
no data. This serves as a fragment ACK. The EAP server MJST wait
until it receives the EAP-Response before sendi ng anot her fragnent.
To prevent errors in the processing of fragnents, the EAP server MJST
increment the Identifier field for each fragnment contained within an
EAP- Request, and the peer MJST include this Identifier value in the
fragment ACK contained within the EAP-Response. Retransmitted
fragnments will contain the sane Identifier val ue.

Simlarly, when the EAP-EDHOC server receives an EAP-Response with
the Mbit set, it MJST respond with an EAP- Request with EAP- Type=EAP-
EDHOC and no data. This serves as a fragment ACK. The EAP peer MJST
wait until it receives the EAP-Request before sendi ng anot her
fragnent. To prevent errors in the processing of fragnents, the EAP
server MJST increnent the lIdentifier value for each fragnent ACK
contai ned wi thin an EAP-Request, and the peer MJUST include this
Identifier value in the subsequent fragment contained within an EAP-
Response.

Figure 6 illustrates the conversation beetween the endpoints in the

case where the EAP- EDHOC nmutual authentication is successful and
fragmentation is required:

Garcia-Carrillo, et al. Expi res 3 August 2026 [ Page 14]



I nternet-Draft EAP- EDHOC January 2026
EAP- EDHOC Peer EAP- EDHOC Ser ver

|

| EAP- Request /I dentity |
| |
I
I
I

EAP- Response/ Il dentity
(Privacy-Friendly)
I e >

I

| EAP- Request / EAP- Type=EAP- EDHOC

| (EDHOC Start, S bit set)
R e e
I
|
I

EAP- Response/ EAP- Type=EAP- EDHOC
(EDHOC nessage_1)
I e e >

I

| EAP- Request / EAP- Type=EAP- EDHOC

| (EDHOC nessage 2, Fragnent 1, L and Mbits set)
R e e
I
I

I e e >

EAP- Request / EAP- Type=EAP- EDHOC
(EDHOC nessage 2, Fragnent 2, Mbit set)

N
]
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

I
I
|
I
I
I
I e T >
EAP- Request / EAP- Type=EAP- EDHOC

|

| (EDHOC nessage 2, Fragnent 3)
I e e
I
I
I

EAP- Response/ EAP- Type=EAP- EDHOC
(EDHOC nessage_ 3, Fragnent 1, L and Mbits set)
I e >

EAP- Response/ EAP- Type=EAP- EDHOC
(EDHOC nessage_3, Fragnent 2, Mbit set)
I e T P P >

I
| EAP- Request / EAP- Type=EAP- EDHOC
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3.

2

|
| EAP- Response/ EAP- Type=EAP- EDHOC
| (EDHOC nessage 3, Fragnent 3)

EAP- Request / EAP- Type=EAP- EDHOC
(EDHOC nessage_4)

Fi gure 6: EAP-EDHOC Fragnentation Exanpl e
ldentity Verification

The EAP peer identity provided in the EAP-Response/ldentity is not
aut henti cated by EAP-EDHOC. Unauthenticated information MJST NOT be
used for accounting purposes or to give authorization. The EAP

aut henticator and the EAP server MAY exam ne the identity presented
i n EAP- Response/ldentity for purposes such as routing and EAP net hod
sel ection. EAP-EDHOC servers MAY reject conversations if the
identity does not match their policy.

The EAP server identity in the EDHOC server certificate is typically
a fully qualified domain nane (FQDN) in the SubjectAltNane (SAN)

ext ensi on. Since EAP- EDHOC depl oynents nmay use nore than one EAP
server, each with a different certificate, EAP peer inplenentations
SHOULD al l ow for the configuration of one or nore trusted root
certificates (CA certificate) to authenticate the server certificate
and one or nore server nanes to nmatch agai nst the Subject Al t Nanme
(SAN) extension in the server certificate. |f any of the configured
nanes match any of the nanes in the SAN extension, then the nane
check passes. To sinplify name matchi ng, an EAP-EDHOC depl oynent can
assign a designated nane to represent an authorized EAP server. This
name can then be included in the SANs |list of each certificate used

by this EAP-EDHOC server. |f server name matching is not used, the
EAP peer has reduced assurance that the EAP server it is interacting
with is authoritative for the given network. |f name matching is not

used with a public root CA, then effectively any server can obtain a
certificate that will be trusted for EAP authentication by the peer
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The process of configuring a root CA certificate and a server nane is
non-trivial; therefore, automated methods of provisioning are
RECOMVENDED. For exanpl e, the eduroam federation [ RFC7593] provides
a Configuration Assistant Tool (CAT) to automate the configuration
process. In the absence of a trusted root CA certificate (user-
configured or systemw de), EAP peers MAY inplenment a Trust On First
Use (TOFU) mechani sm where the peer trusts and stores the server
certificate during the first connection attenmpt. The EAP peer
ensures that the server presents the same stored certificate on
subsequent interactions. The use of a TOFU nechani sm does not all ow
for the server certificate to change wi thout out-of-band validation
of the certificate and is therefore not suitable for nany depl oynents
i ncludi ng ones where multiple EAP servers are depl oyed for high
availability. TOFU nmechani snms increase the susceptibility to traffic
interception attacks and should only be used if there are adequate
controls in place to mtigate this risk

As an alternative to standard certificate validation, EDHOC

ext ensi ons such as the Lightweight Authorization mechani smdefined in
[I-D.ietf-1ake-authz] can provide additional neans of verifying
server credentials. Such mechanisnms may be suitable in depl oyments
where no prior trust relationship exists or where nanagi ng trusted
root CAs is inpractical

3.3. Key Hierarchy

The key derivation for EDHOC is described in Section 4 of [RFC9528].
The key material and Method-1d SHALL be derived fromthe PRK exporter
usi ng the EDHOC Exporter interface, see Section 4.2.1 of [RFC9528].

Type is the value of the EAP Type field defined in Section 2 of

[ RFC3748]. For EAP-EDHOC, Type has the value TBDl. The << >>
notation defined in Section G 3 of [RFC3610] neans that the CBOR-
encoded integer Type value is enbedded in a CBOR byte string. The
use of Type as context enables the reuse of exporter |abels across
ot her future EAP nethods based on EDHCC.

Type = TBD1

VBK = EDHOC Exporter(TBD2, << Type >>, 64)
EMBK = EDHOC Exporter(TBD3, << Type >>, 64)
Method-1d = EDHOC Exporter(TBD4, << Type >>, 64)
Session-1d = Type || Method-Id

Peer-1d = | D _CREDI

Server-1d = |IDCRED R

EAP- EDHOC exports the MSK and the EMSK and does not specify howit is
used by | ower |ayers.
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3.4. Paraneter Negotiation and Conpliance Requirenents

The EAP- EDHOC peers and EAP- EDHOC servers MJUST conply with the
requirenents defined in Section 8 of [RFC9528], including rmandatory-
to-i npl enent ci pher suites, signature algorithns, key exchange

al gorithms, and extensions.

3. 5. EAP St ate Machi nes

The EAP-EDHOC server sends nessage 4 in an EAP-RRequest as a protected
success result indication

EDHOC error messages SHOULD be considered failure result indication,
as defined in [ RFC3748]. After sending or receiving an EDHOC error
message, the EAP- EDHOC server may only send an EAP-Failure. EDHOC

error nessages are unprotected.

The keying material can be derived by the Initiator upon receiving
EDHOC message_2, and by the Responder upon receiving EDHOC nessage_3.
I mpl enentations foll owing [ RFC4137] can then set the eapKeybData and
aaaEapKeyDat a vari abl es.

The keying material can be nade available to | ower |ayers and the EAP
aut henticator after the protected success indication (nmessage_4) has
been sent or received. |Inplenmentations follow ng [RFC4137] can set

t he eapKeyAvail abl e and aaaEapKeyAvail abl e vari abl es.

3.6. EAP Channel Binding

EAP- EDHOC al | ows the secure exchange of information between the
endpoi nts of the authentication process (i.e., the EAP peer and the
EAP server) using protected data fields. These fields can be used to
exchange EAP channel binding information, as defined in [ RFC6677].

Section 6 in [RFC6677] outlines requirenments for conponents

i mpl ementing channel binding information, all of which are satisfied
by EAP- EDHCC, including confidentiality and integrity protection
Addi tional |y, EAP-EDHOC supports fragnentation, allow ng the
inclusion of additional information at the nethod | evel w thout

i ssues.
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While the EAD 1 and EAD 2 fields (carried in EDHOC nmessage_1 and
EDHOC message_2, respectively) are integrity protected through the
transcript hash, the channel binding protocol defined in [ RFC6677]
nmust be transported after keying nmaterial has been derived between
the endpoints in the EAP communi cati on and before the peer is exposed
to potential adverse effects fromjoining an adversarial network.
Therefore, conpliance with [ RFC6677] requires use of the EAD 3 and
EAD 4 fields, transmtted in EDHOC message_3 and EDHOC nessage 4,
respectively.

It is inportant to note that EAD fields in EDHOC are optional;
consequently, the inclusion of EAP Channel Binding information in an
aut henti cati on exchange is al so optional

Accordingly, this docunment specifies a new EAD item wth ead_| abel =
TBD5, to incorporate EAP channel binding information into the EAD
fields of the EAP-EDHOC nessages. See the definition in Section 5. 3.

*I mpl ement ati on Note:* This document defines only the container
for carrying EAP Channel Binding information w thin EAP- EDHOC
messages, using the EAD 3 and EAD 4 fields. The format and
semantics of the channel binding content are application-specific
and are determned by the authentication domain in which the
protocol is deployed.

If the server detects a consistency error in the channel binding
information contained in EAD 3, it MJST send an EDHOC error message,
as specified in [ RFC9528], since the new EAD itemdefined to carry
EAP Channel Binding information is critical. |In this case, the
exchange proceeds according to Figure 4.

Simlarly, if the Initiator detects an error in the channel binding
informati on contained in EAD 4, it MJST send an EDHOC error message,
and t he exchange proceeds according to Figure 5.

4. Detailed Description of the EAP-EDHOC Request and Response Protoco

The EAP- EDHOC packet format for Requests and Responses is sumari zed
in Figure 7. Fields are transmtted fromleft to right. following a
structure inspired by the EAP-TLS packet format [ RFC5216]. As
specified in Section 4.1 of [RFC3748], EAP Request and Response
packets consist of Code, Identifier, Length, Type, and Type-Data
fields. The functions of the Code, ldentifier, Length, and Type
fields are reiterated here for conveni ence. The EAP Type-Data field
consists of the RR S, M L, EDHOC Message Length, and EDHOC Dat a
fields.
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4.

1.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Code | Identifier | Lengt h |
i i i T i I S i e s o o i i
| Type | R |SIM L | EDHOC Message Length ~
R et e s i o e s i i
| EDHOC Dat a ~
B i s T T i i o S o T Ji I

Fi gure 7: EAP-EDHOC Request and Response Packet For mat
EAP- EDHOC Request Packet
Code: 1 (Request)

Identifier: The lIdentifier field is one octet and aids in matching
responses with requests. The Identifier field MJUST be changed on
each new (non-retransm ssion) Request packet, and MJST be the sane
if a Request packet is retransmitted due to a timeout while
waiting for a Response. |In the case of fragnented nessages, the
Identifier will follow the indications of Section 3.1.6.

Length: The Length field is two octets and indicates the | ength of
the EAP packet including the Code, ldentifier, Length, Type, and
Data fields. Octets outside the range of the Length field should
be treated as Data Link Layer padding and MJST be ignored on
reception.

Type: TBD1 ( EAP- EDHOC)

R Inplenmentations of this specification MIST set the R bits
(reserved) to zero and MJST ignore them on reception.

S: The S bit (EAP-EDHOC start) is set in an EAP-EDHOC Start nessage.
This differentiates the EAP-EDHOC Start nessage froma fragnent
acknow edgenent .

M The Mbit (nore fragments) is set on all but the |ast fragnent.
l.e., when there is no fragnentation, it is set to zero.

L: The L flag bits represent the binary encoding of the size of the
EDHOC Message Length, which can range fromO to 4 bytes. Wen all
three bits are set to 0, the EDHOC Message Length field is not
present. If the first two bits of the L field are set to 0 and
the last bit is set to 1, then the size of the EDHOC Message
Length field is 1 byte, and so on. Values fromb5 to 7 are not
used in this specification.
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EDHOC Message Length: The EDHOC Message Length field, when present,
has a size of one to four octets, as deternmined by the L flag
bits. It is included only if the L flag bits indicate a val ue
greater than zero and specifies the total |length of the EDHOC
nmessage being fragnmented. Wien fragnentation is not used, this
field is onmtted.

EDHOC Data: The EDHOC data consists of the whole or a fragment of
the transported EDHOC message.

4.2. EAP-EDHOC Response Packet
Code: 2 (Response)

Identifier: The Identifier field is one octet and MUST match the
Identifier field fromthe correspondi ng request.

Length: The Length field is two octets and indicates the | ength of
the EAP packet including the Code, ldentifier, Length, Type, and
Data fields. Octets outside the range of the Length field should
be treated as Data Link Layer padding and MJST be ignored on
reception.

Type: TBD1 ( EAP- EDHOC)

R Inplenmentations of this specification MIST set the R bits
(reserved) to zero and MJST ignore them on reception

S: The S bit (EAP-EDHOC start) is set to zero

M The Mbit (nore fragnments) is set on all but the |ast fragnent.
l.e., when there is no fragmentation, it is set to zero.

L: The L flag bits represent the binary encodi ng of the size of the
EDHOC Message Length, which can range fromO to 4 bytes. Wen all
three bits are set to 0, the EDHOC Message Length field is not
present. If the first two bits of the L field are set to 0 and
the last bit is set to 1, then the size of the EDHOC Message
Length field is 1 byte, and so on. Values fromb5 to 7 are not
used in this specification

EDHOC Message Length: The EDHOC Message Length field, when present,
has a size of one to four octets, as deternined by the L flag
bits. It is included only if the L flag bits indicate a val ue
greater than zero and specifies the total |length of the EDHOC
nmessage being fragmented. Wien fragnentation is not used, this
field is onmtted.
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EDHOC Data: The EDHOC data consists of the whole or a fragnent of
the transported EDHOC message.

5. | ANA Consi derations

5.1. EAP Type
| ANA has registered the following newtype in the "Method Types"
regi stry under the group name "Extensible Authentication Protocol

(EAP) Registry":

Val ue: TBD1
Descri ption: EAP- EDHOC

5.2. EDHOC Exporter Label Registry
| ANA has registered the following new labels in the "EDHOC Exporter
Label " registry under the group nane "Epheneral Diffie-Hellmn Over
COSE ( EDHOC) ":

Label : TBD2
Description: MSK of EAP met hod EAP- EDHOC

Label : TBD3
Description: EMSK of EAP met hod EAP- EDHOC

Label : TBD4
Description: Method-1d of EAP nethod EAP- EDHOC

The al |l ocati ons have been updated to reference this docunent.

5.3. EDHOC External Authorization Data Registry
| ANA has registered the followi ng new | abel in the "EDHOC Ext er nal
Aut hori zation Data" registry under the group nane "Epheneral Diffie-

Hel | man Over COSE ( EDHCOC) ":

Label : TBD5
Description: EAP channel binding informtion

This new EAD itemis intended only for EAD 3 and EAD 4. Then, it
MUST be ignored if included in other EAD fields. This new EAD item
is considered as critical. Miltiple occurrences of this new EAD item
in one EAD field are NOT all owed.

Garcia-Carrillo, et al. Expi res 3 August 2026 [ Page 22]



I nternet-Draft EAP- EDHOC January 2026

6. Security Considerations
The security considerations of EAP [ RFC3748] and EDHOC [ RFC9528]
apply to this docunent. Since the design of EAP-EDHCC cl osely
foll ows EAP-TLS 1.3 [RFC9190], many of its security considerations
are al so rel evant.

6.1. Security Cains

6.1.1. EAP Security Cains

EAP security clainms are defined in Section 7.2.1 of [ RFC3748]. EAP-
EDHOC security clainms are described next and sunmarized in Table 1.
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| daim | |
[S oo by e oo e o}
| Auth. principle: | Certificates, CMs, and all

| | credential types for which COSE

| | header paraneters are defined (1) |
Fom e e e oo o m e e e e e e e e e e e e e e e ao oo +
| G pher suite | Yes (2) |
| negotiation: | |
o e e e e oo oo o e m e e e e e e e e e e e e mo oo +
| Mt ual | Yes (3) |
| authentication: | |
Fom e e e oo o m e e e e e e e e e e e e e e e ao oo +
| Integrity | Yes (4) |
| protection: | |
o e e e e oo oo o e m e e e e e e e e e e e e mo oo +
| Repl ay | Yes (5) |
| protection: | |
Fom e e e oo o m e e e e e e e e e e e e e e e ao oo +
| Confidentiality: | Yes (6) |
o e e e e oo oo o e m e e e e e e e e e e e e e e me e +
| Key derivation: | Yes (7) |
o e e e oo e +
| Key strength: | The specified cipher suites provide |
| | key strength of at |east 128 bits. |
Fom e e e oo o m e e e e e e e e e e e e e emamao - +
| Dictionary | Yes (8) |
| attack | |
| protection: | |
o e e oo o m e e e e e e e e e e e e aao o +
| Fast reconnect: | No |
Fom e e e oo o m e e e e e e e e e e e e e emamao - +
| Crypt. binding: | NA |
o e e e e oo oo o e m e e e e e e e e e e e e mo oo +
| Session | Yes (9) |
| independence: | |
Fom e e e oo o m e e e e e e e e e e e e e e e ao oo +
| Fragmentation: | Yes (Section 3.1.6) |
o e e e e oo oo o e m e e e e e e e e e e e e e e me e +
| Channel binding: | Yes (Section 3.6: EAD 3 and EAD 4 can

| | be used to convey integrity-protected

| | channel properties, such as network

| | SSID or peer MAC address.) |
Fom e e e oo o m e e e e e e e e e e e e e emamao - +

Tabl e 1. EAP-EDHOC security clains
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* (1) Authentication principle: EAP-EDHOC establishes a shared
secret based on an authenticated ECDH key exchange. The key
exchange is authenticated using different kinds of credentials.
EAP- EDHOC supports EDHOC credential types. EDHOC supports all
credential types for which COSE header paraneters are defined
These include X 509 certificates [ RFC9360], C509 certificates,
CWI's ([ RFC9528] Section 3.5.3.1), and CCSs ([RFC8392]

Section 7.1).

* (2) Cipher suite negotiation: The Initiator’s |ist of supported
ci pher suites and order of preference is fixed, and the sel ected
cipher suite is the cipher suite that is nost preferred by the
Initiator and that is supported by both the Initiator and the
Responder. EDHOC supports all signature algorithnms defined by
CCSE.

* (3) Mutual authentication: The initiator and responder
aut henti cate each other through the EDHOC exchange.

* (4) Integrity protection: EDHOC integrity protects all nessage
content using transcript hashes for key derivation and as
addi tional authenticated data, including, e.g., nethod type,
ci pher suites, and external authorization data.

* (5) Replay protection. EDHOC broadens the nmessage authentication
coverage to include algorithms, external authorization data, and
prior plaintext messages, as well as adding an explicit nethod
type. By doing this, an attacker cannot replay or inject nessages
froma different EDHOC sessi on.

* (6) Confidentiality. EDHOC nmessage_2 provides confidentiality
agai nst passive attackers, while nmessage_3 and nmessage_4 provide
confidentiality against active attackers.

* (7) Key derivation. Except for MSK and EMSK, derived keys are not
exported. Key derivation is discussed in Section 3.3.

* (8) Dictionary attack protection. EAP-EDHOC provides Dictionary
attack protection.

* (9) Session independence. EDHOC generates conputationally
i ndependent keys derived fromthe ECDH shared secret.
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6

6

6

6. 4.

1.

2

3.

2. Additional Security dains

* (10) Cryptographic strength and Forward secrecy: Only ephenera

key exchange net hods are supported by EDHOC, which ensures that
the conpromi se of a session key does not al so conprom se earlier
sessions’ keys.

* (11) Identity protection: EDHOC secures the Responder’s credenti al

identifier against passive attacks and the Initiator’s credentia
identifier against active attacks. An active attacker can get the
credential identifier of the Responder by eavesdropping on the
destination address used for transporting nessage_1 and then
sendi ng their own nessage_1.

Peer and Server ldentities

The Peer-1d represents the identity to be used for access control and
accounting purposes. The Server-1d represents the identity of the
EAP server. The Peer-1d and Server-I1d are determined fromthe
informati on provided in the credential s used.

IDCRED | and ID CRED R are used to identify the credentials of the
Initiator (EAP peer) and Responder (EAP server). Therefore, for
Server-1d the ID CRED Ris used, and for Peer-1d the IDCRED I is
used.

Certificate Validation

Sane considerations as in EAP-TLS 1.3 Section 5.3 [RFC9190] apply
here in relation to the use of certificates.

When ot her types of credentials are used such as CWM/CCS, the
application needs to have a clear trust-establishment mechani sm and
identify the pertinent trust anchors [ RFC9528].

Certificate Revocation

Sane considerations as in EAP-TLS 1.3 Section 5.4 [RFC9190] apply
here in relation to certificates.

When ot her types of credentials are used such as CWM/CCS, the
endpoints are in charge of handling revocation and confirming the
validity and integrity of CW/ CCS [ RFC9528].
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6.5. Packet Modification Attacks

EAP- EDHOC relies on EDHOC, which is designed to encrypt and integrity
protect as much infornmation as possible. Any change in any nessage
is detected by neans of the transcript hashes integrity verification

6.6. Authorization

Fol | owi ng the consi derati ons of EDHOC i n appendi x D.5 Unaut henti cated
Qperation [ RFC9528], EDHOC can be used wi thout authentication by
allowing the Initiator or Responder to conmunicate with any identity
except its own.

When peer authentication is not used, EAP-EDHOC server

i mpl ement ati ons MJST take care to limt network access appropriately
for authenticated peers. Authorization and accounting MJST be based
on authenticated information such as information in the certificate.
The requirements for Network Access ldentifiers (NAls) specified in
Section 4 of [RFC7542] apply and MUST be foll owed.

6.7. Privacy Considerations
Consi derations in Section 9.6 of [RFC9528] agai nst tracking of users
and eavesdropping on ldentity Responses or certificates apply here.
Al so, the considerations of Section 5.8 of [RFC9190] regarding
anonynous NAI s al so applies.

6.8. Pervasive Mnitoring

Consi derations in Section 9.1 of [RFC9528] about pervasive nonitoring
apply here.

6.9. Cross-Protocol Attacks

This applies in the context of TLS 1.3 resunption, while it does not
apply here.
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