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Abst ract

Thi s docunent defines a nechani smthat enables a bootstrappi ng device
to establish trust and rmutual |y authenticate agai nst a network.
Boot st rappi ng devices have a public private key pair, and this
mechani sm enabl es a network server to prove to the device that it
knows the public key, and the device to prove to the server that it
knows the private key. The mechani sm|everages existing DPP and TLS
standards and can be used in an EAP exchange.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

On-boardi ng of devices with no, or limted, user interface can be
difficult. Typically, a credential is needed to access the network,
and network connectivity is needed to obtain a credential. This
poses a catch-22
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If a device has a public / private keypair, and trust in the
integrity of a device's public key can be obtained in an out- of - band
fashi on, a device can be authenticated and provisioned with a usable
credential for network access. Wile this authentication can be
strong, the device' s authentication of the network is sonewhat
weaker. [duckling] presents a functional security nodel to address
this asymetry

Devi ce on-boardi ng protocols such as the Device Provisioning Profile
[DPP], also referred to as W-Fi Easy Connect, address this use case
but they have drawbacks. [DPP] for instance does not support wired
net work access, and does not specify how the device’'s DPP keypair can
be used in a TLS handshake. This document describes an on-boardi ng
protocol that can be used for wired network access, which we refer to
as TLS Proof of Know edge or TLS-PCK

Thi s docunent does not address the problemof W-F network

di scovery, where a bootstrapping device detects nultiple different
W-Fi networks and needs a nore robust and scal abl e mechani smt han
simple round-robin to determ ne the correct network to attach to.
DPP addresses this issue. Thus, the intention is that DPP is the
RECOMVENDED nechani sm for boot strappi ng agai nst W-Fi networks, and
TLS-PXK is the RECOVMENDED nechani sm for boot strappi ng agai nst wired
net wor ks.

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
The followi ng term nology is used throughout this docunent.
* 802.1X: | EEE Port-Based Network Access Contro

* BSK: Bootstrap Key which is an elliptic curve public private key
pair froma cryptosystem suitable for doi ng ECDSA

* DPP: Device Provisioning Protocol [ DPP]
* EAP: Extensible Authentication Protocol [RFC3748]
* EC Elliptic Curve

* ECDSA: Elliptic Curve Digital Signature Al gorithm

Friel & Harkins Expi res 10 August 2025 [ Page 3]



I nternet-Draft TLS- POK February 2025

* EPSK: External Pre-Shared Key

* EST: Enrollnent over Secure Transport [RFC7030]

* PSK: Pre-Shared Key

* TEAP: Tunnel Extensible Authentication Protocol [RFC7170]
1.2. Bootstrappi ng Overvi ew

A boot strappi ng device holds a public / private elliptic curve (EC
key pair which we refer to as a Bootstrap Key (BSK). The private key
of the BSK is known only by the device. The public key of the BSK is
known by the device, is known by the owner or hol der of the device,
and is provisioned on the network by the network operator. |n order
to establish trust and nmutually authenticate, the network proves to
the device that it knows the public part of the BSK, and the device
proves to the network that it knows the private part of the BSK

Once this trust has been established during bootstrapping, the
network can provision the device with a credential that it uses for
subsequent network access. More details on the BSK are given in
Section 2.

1.3. EAP Network Access

Enterprise deploynments typically require an [| EEE802. 1X]/ EAP- based
authentication to obtain network access. Protocols |ike Enroll ment
over Secure Transport (EST) [RFC7030] can be used to enroll devices
into a Certification Authority to allow themto authenticate using
802. 1X/ EAP. This creates a Catch-22 where a certificate i s needed
for network access and network access is needed to obtain
certificate.

Devi ces whose BSK public key can be obtained in an out-of -band
fashi on and provisioned on the network can performa TLS-based EAP
exchange, for instance Tunnel Extensible Authentication Protoco
(TEAP) [RFC7170], and authenticate the TLS exchange using the
boot st rappi ng mechani sns defined in Section 3. This network
connectivity can then be used to performan enrollnent protocol (such
as provided by [RFC7170]) to obtain a credential for subsequent
network connectivity and certificate |ifecycle maintenance.
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1.4. Supported EAP Met hods

Thi s docunent defines a boostrapping mechanismthat results in a
certificate being provisioned on a device that can be used for
subsequent network access. Therefore, an EAP net hod that supports
provisioning of a certificate on a device is required. The only EAP
met hod that currently supports provisioning of a certificate on a
device is TEAP, therefore this docunent assunmes that TEAP is the only
supported EAP nethod. Section Section 4 describes how TLS-PXK is
used with TEAP, including defining a suitable NAI.

If future EAP net hods are defined that support certificate
provi sioning, then TLS-POK could potentially be used with those
met hods. Defining how this would work is out of scope of this
docunent .

2. Bootstrap Key

The nechani sm for on-boardi ng of devices defined in this docunent
relies on an elliptic curve (EC) bootstrap key (BSK). This BSK MJUST
be froma cryptosystem suitable for doing ECDSA. A bootstrapping
client device has an associated EC BSK. The BSK may be static and
baked into device firmvare at manufacturing tine, or may be dynamc
and generated at on-boarding tinme by the device. The BSK public key
MUST be encoded as the DER representation of an ASN. 1 SEQUENCE

Subj ect Publ i cKeyl nfo from [ RFC5280]. The subj ect PublicKey MJUST be
the conpressed format of the public key. Note that the BSK public
key encodi ng MJUST include the ASN.1 Algorithm dentifier in addition
to the subjectPublicKey. |[|f the BSK public key can be shared in a
trustworthy manner with a TLS server, a formof "entity

aut hentication" (the step fromwhich all subsequent authentication
proceeds) can be obtai ned.

The exact nechani sm by which the server gains know edge of the BSK
public key is out of scope of this specification, but possible
mechani sms i ncl ude scanning a QR code to obtain a base64 encodi ng of
the DER representation of the ASN. 1 Subject PublicKeylnfo or upl oadi ng
of a Bill of Materials (BOW which includes this information. MNore
informati on on QR encoding is given in Section 2.1. |If the QR code
is physically attached to the client device, or the BOMis associ ated
with the device, the assunption is that the BSK public key obtained
in this bootstrapping method belongs to the client. |In this nodel,
physi cal possession of the device inplies |egitimte ownership.

The server may have know edge of nultiple BSK public keys
corresponding to nultiple devices, and existing TLS nechani sns are
| everaged that enable the server to identity a specific bootstrap
public key corresponding to a specific device.
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Using the process defined herein, the client proves to the server
that it has possession of the private key of its BSK. Provided that
the mechani smin which the server obtained the BSK public key is
trustworthy, a commensurate anount of authenticity of the resulting
connection can be obtained. The server also proves that it knows the
client’s BSK public key which, if the client does not gratuitously
expose its public key, can be used to obtain a nodi cum of

correctness, that the client is connecting to the correct network
(see [duckling])

2.1. Aignnment with W-Fi Alliance Device Provisioning Profile

The definition of the BSK public key aligns with that given in [DPP].
This, for exanple, enables the QR code format as defined in [DPP] to
be reused for TLS-POK. Therefore, a device that supports both wred
LAN and W-Fi LAN connections can have a single QR code printed on
its label, or dynamcally display a single QR code on a display, and
the bootstrap key can be used for DPP if the device bootstraps
against a W-Fi network, or TLS-POK if the device bootstraps agai nst
a wred network. Simlarly, a common bootstrap public key format
could be inported into a BOMinto a server that handl es devices
connecting over both wired and W-Fi networKks.

Any boot strappi ng nmethod defined for, or used by, [DPP] is conpatible
with TLS- POK

3. Bootstrapping in TLS 1.3

Bootstrapping in TLS 1.3 |l everages [RFC8773] Certificate-Based

Aut hentication with an External Pre-Shared Key. The External PSK
(EPSK) is derived fromthe BSK public key as described in

Section 3.1, and the EPSK is inported using [ RFC9258] Inporting
External Pre-Shared Keys (PSKs) for TLS 1.3. As the BSK public key
is an ASN. 1 SEQUENCE Subj ect PublicKeylnfo from [ RFC5280], and not a
full PKI Certificate, the client nust use [ RFC7250] Using Raw Public
Keys in TLS and DTLS in order to present the BSK as raw public key.

The TLS PSK handshake gives the client proof that the server knows
the BSK public key. Certificate-based authentication of the client
to the server using the BSK gives the server proof that the client
knows the BSK private key. This satisfies the proof of ownership
requirenents outlined in Section 1.
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3. 1. Ext ernal PSK Derivation

An [ RFC9258] EPSK is made up of the tuple of (Base Key, Externa
Identity, Hash). The Base Key is the DER-encoded ASN. 1

subj ect Publ i cKeyl nfo representati on of the BSK public key. Zero byte
paddi ng MJUST NOT be added to the DER-encoded representation of the
BSK public key.

The External ldentity is derived fromthe DER-encoded representation
of the BSK public key using [ RFC5869] with the SHA-256 hash al gorithm
[sha2] as foll ows:

epski d = HKDF- Expand( HKDF- Extr act (<>, Base Key),
"t1s13-bspsk-identity", L)
wher e:
- epskid is the EPSK External Identity
- Base Key is the DER-encoded ASN. 1 subject PublicKeyl nfo
representation of the BSK public key
- L equals 32, the length in octets of the SHA-256 out put
- <> 1is a NULL salt which is a string of L zeros

SHA- 256 MUST be used when deriving epskid using [ RFC5869].
The [RFC9258] Inportedlidentity structure is defined as:

struct {
opaque external _identity<1l...2"16-1>;
opaque context<0..2"16- 1>,
uint16 target protocol;
uint16 target kdf;
} Inportedldentity;

and is created using the foll owi ng val ues:

external _identity = epskid
context = "tlsl13-bsk"

target _protocol = TLS1.3(0x0304)
target _kdf = <as per RFC9258>

The I nportedldentity context value MJUST be "tls13-bsk". This inforns
the server that the nmechani sns specified in this docunent for
deriving the EPSK and executing the TLS handshake MJUST be used. The
EPSK and I nportedldentity are used in the TLS handshake as specified
in [RFC9258]. Miltiple Inportedldentity values may be inported as
per [ RFC9258] section 5.1. The target_kdf follows [RFC9258] and
aligns with the cipher suite hash algorithnms advertised in the TLS
1. 3 handshake between the device and the server
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A performance versus storage tradeoff a server can choose is to
preconmpute the identity of every bootstrapped key with every hash
algorithmthat it uses in TLS and use that to quickly | ookup the
bootstrap key and generate the PSK. Servers that choose not to
enploy this optimzation will have to do a runtine check with every
bootstrap key it holds against the identity the client provides.

Test vectors for derivation of an EPSK External Identity froma BSK
are given in the appendi x.

3.2. TLS 1.3 Handshake Detail s

The client includes the "tls_cert_with_extern_psk" extension in the
ClientHell o, per [RFC8773]. The client identifies the BSK public key
by inserting the serialized content of Inportedlidentity into the
Pskldentity.identity in the PSK extension, per [RFC9258]. The client
MUST al so include the [RFC7250] "client _certificate type" extension
inthe CientHell o and MJUST specify type of RawPubli cKey.

Upon receipt of the dientHello, the server |ooks up the client’s
EPSK key in its database using the mechani sms documented in

[ RFC9258]. If no match is found, the server MJUST ternminate the TLS
handshake with an alert. |If the server found the matchi ng BSK public
key, it includes the "tls cert_with extern psk" extension in the
ServerHel |l o nessage, and the corresponding EPSK identity in the
"pre_shared_key" extension. Wen these extensions have been
successfully negotiated, the TLS 1.3 key schedul e MUST i ncl ude both
the EPSK in the Early Secret derivation and an (EC)DHE shared secret
val ue in the Handshake Secret derivation

After successful negotiation of these extensions, the full TLS 1.3
handshake is performed with the additional caveat that the server
MJST send a CertificateRequest nessage and client MJST authenticate
with a raw public key (its BSK) per [RFC7250]. The BSK is al ways an
elliptic curve key pair, therefore the type of the client’s
Certificate MJUST be ECDSA and MJUST contain the client’s BSK public
key as a DER-encoded ASN. 1 subject Publi cKeyl nf o SEQUENCE

Note that the client MJUST NOT share its BSK public key with the
server until after the client has conpl eted processing of the
ServerHell o and verified the TLS key schedule. The PSK proof has
conpleted at this stage, and the server has proven to the client that
is knows the BSK public key, and it is therefore safe for the client
to send the BSK public key to the server in the Certificate message.
If the PSK verification step fails when processing the ServerHell o,
the client term nates the TLS handshake and the BSK public key MJST
NOT be shared with the server
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4.

When the server processes the client’s Certificate it MJST ensure
that it is identical to the BSK public key that it used to generate
the EPSK and Inportedldentity for this handshake.

When clients use the [duckling] formof authentication, they MAY
forgo the checking of the server’'s certificate in the
CertificateVerify and rely on the integrity of the bootstrapping
met hod enpl oyed to distribute its key in order to validate trust in
the aut henticated TLS connecti on

The handshake is shown in Figure 1.

ClientHello

+ cert_with _extern_psk

+ client _cert_type=RawPubl i cKey
+ key_share
+

pre_shared_key = -------- >
ServerHel |l o

+ cert_with_extern_psk

+ client _cert_type=RawPubl i cKey
+ key_share

+ pre_shared_key

{ Encr ypt edExt ensi ons}
{CertificateRequest}
{Certificate}
{CertificateVerify}

R {Fi ni shed}
{Certificate}
{CertificateVerify}
{Finished} -------- >
[ Appl i cati on Dat a] R > [ Appl i cati on Dat a]

Figure 1. TLS 1.3 TLS-POK Handshake

Usi ng TLS Boot strapping in EAP

Upon "link up", an Authenticator on an 802.1X-protected port wll

i ssue an EAP ldentity request to the newy connected peer. For
unprovi si oned devices that desire to take advantage of TLS-POK, there
is noinitial realmin which to construct an NAl (see [ RFC7542]).

Thi s docunment uses the NAI mechani sms defined in
[1-D.ietf-emu-eap-arpa] and defines the EAP usernane "tls-pok-dpp"
for use with the TEAP real m "teap. eap.arpa”. The usernanme "tl s-pok-
dpp" MJST be included yielding an initial identity of "tls-pok-

dpp@ eap. eap. arpa”". This identifier MJST be included in the EAP
Identity response in order to indicate to the Authenticator that TEAP
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is the desired EAP nethod. [I-D.ietf-enu-eap-arpa] recomends how
the device should behave if the Authenticator does not support TEAP
or TLS-PCK

Aut henti cati ng Peer Aut hent i cat or

<- EAP- Request/
ldentity

EAP- Response/
ldentity
(t]s-pok-dpp@ eap. eap. arpa) ->

<- EAP- Request/
EAP- Type=TEAP
(TLS Start)

EAP- Response/

EAP- Type=TEAP

(TLS client_hello with
tls_cert_wth_extern_psk
and pre_shared_key) ->

Both client and server have derived the EPSK and associ at ed [ RFC9258]
I nportedlidentity fromthe BSK public key as described in Section 3.1
When the client starts the TLS exchange in the EAP transaction, it
includes the Inportedlidentity structure in the pre_shared_key
extension in the ClientHello. Wen the server received the
ClientHello, it extracts the Inportedldentity and | ooks up the EPSK
and BSK public key. As previously nentioned in Section 2, the exact
mechani sm by which the server has gai ned know edge of or been

provi sioned with the BSK public key is outside the scope of this
docunent .

The server continues with the TLS handshake and uses the EPSK to
prove that it knows the BSK public key. Wen the client replies with
its Certificate, CertificateVerify and Finished nessages, the server
MUST ensure that the public key in the Certificate nessage matches
the BSK public key.

Once the TLS handshake conpletes, the client and server have
established nutual trust. The server can then proceed to provision a
credential onto the client using, for exanple, the nmechanisns
outlined in [RFC7170].
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The client can then use this provisioned credential for subsequent
networ k aut hentication. The BSK is only used during bootstrap, and
is not used for any subsequent network access.

5. | ANA Consi derations

Thi s docunent adds the following to the "EAP Provi sioning
ldentifiers" registry in the "Extensible Authentication Protoco
(EAP) Registry" group.

NAl: tls-pok-dpp@ eap. eap. arpa Method Type: TEAP Reference: TH' S
DOCUMENT

6. I nplenentation Considerations
Three key points are docunented above, and are repeated here.

* The subj ect PublicKey contained in the ASN. 1 SEQUENCE
Subj ect Publ i cKeyl nfo MJUST be the conpressed format of the public
key.

* \When deriving the External PSK fromthe BSK, zero byte padding
MUST NOT be added to the DER-encoded representation of the BSK
public key.

*  SHA- 256 MUST be used when using [ RFC5869] to derive the Externa
PSK fromthe BSK.

7. Security Considerations

Bootstrap and trust establishnent by the TLS server is based on proof
of know edge of the client’s bootstrap public key, a non-public
datum The TLS server obtains proof that the client knows its
bootstrap public key and, in addition, also possesses its
correspondi ng private key.

Trust on the part of the client is based on successful conpletion of
the TLS 1.3 handshake using the EPSK derived fromthe BSK.  This
proves to the client that the server knows its BSK public key. In
addition, the client assunes that know edge of its BSK public key is
not widely disseninated and therefore any server that proves

know edge of its BSK public key is the appropriate server from which
to receive provisioning, for instance via [RFC7170]. [duckling]
describes a security nodel for this type of "inprinting".
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8.

8.

An attack on the bootstrappi ng method which substitutes the public
key of a corrupted device for the public key of an honest device can
result in the TLS sever on-boarding and trusting the corrupted

devi ce.

If an adversary has know edge of the bootstrap public key, the
adversary may be able to nmake the client bootstrap agai nst the
adversary’s network. For exanple, if an adversary intercepts and
scans QR labels on clients, and the adversary can force the client to
connect to its server, then the adversary can conplete the TLS-POK
handshake with the client and the client will connect to the
adversary’s server. Since physical possession inplies ownership,
there is nothing to prevent a stolen device from being on-boarded.
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Appendi x A.  Test Vectors
A 1. Test Vector 1: prine256vl
Base64 encodi ng of BSK:

MDKWEWYHKO0ZI zj 0CAQY! KoZl zj 0ODAQc DI gACM/LYoOykj 8sFIxSozf zaf uVEVMrkNYCxp
EC6KI TLb9g=

Base64 encodi ng of epski d:

Bd+l LI g/ ERdt Yacf zDf h1Lj dLO+QWM QHd YX0oS7JDSk A=
A 2. Test Vector 2: secp384rl

Base64 encodi ng of BSK:

MEYWEAYHKoZI zj 0CAQYFKAEEAC!H DMgACWDXKQLpyt cR1Vbf gPaNGaXQRIni j JGlenBzZK
il ryZRDf Nl oq7+EPquT6l 91 aRvw

Base64 encodi ng of epskid:
yMAK26ec 3kl VFewg2znKnt QgVoRcRRj WB1n677G.+8w=
A. 3. Test Vector 3: secp521irl
Base64 encodi ng of BSK:
MFgWEAYHKOZI zj 0CAQYFK4EEACNVDRAADAI i HI AOXdPVul 8khCnJQHT1j 53r QRnFCcY3CZ
Uv x dXKJIROKWERVB3HD nmko QAHEZz 4 XngXUeFy DXl i Eo3eF6vhgDMFgWEAYHKOZI zj 0CAQ
YFKAEEACVDRAADAI i H AOXdPVul 8khCnJQHT1j 53r QRnFCc Y3 CZUvxd XKJROKWS RVB3HD
Q& nkoQMHEz4XngXUeFyDXI i Eo3eF6vhgD
Base64 encodi ng of epski d:
D+s3Ex81A8N36ECI 3AdXwBzr OXuonZUMdhhHXVI Nhg8=
A 4. Test Vector 4: brainpool P256r1
Base64 encodi ng of BSK:

MDowFAYHKoZI zj 0CAQYJKy QDAW | AQEHAY | AA3f y UWi VBNCODAC88JzmVgnoT/
reuCvq8l Howt WANQZ

Base64 encodi ng of epskid:

j 2TLWeXt r Tej +f 3q7EZr hp5SnP31uk12B23df cRO3EY=
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