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Abst ract
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Tol erant Networking (DTN). This version of the UDPCL protoco
clarifies requirenents of the earlier experimental RFC 7122, adds

di scussion of nulticast addressing, congestion signaling, and updates
to the Bundle Protocol (BP) contents, encodi ngs, and convergence

| ayer requirenments in BP version 7. Specifically, the UDPCL uses
CBOR- encoded BPv7 bundles as its service data unit being transported
and provi des an unacknow edged transport of such bundles. This
versi on of UDPCL al so includes security and extensibility mechani sns.
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1. Introduction

Thi s docunent describes the UDP convergence-layer protocol for Delay-
Tol erant Networking (DTN). DTN is an end-to-end architecture
provi di ng comruni cations in and/or through highly stressed

envi ronments, including those with internittent connectivity, |ong
and/ or variable delays, and high bit error rates. Mre detailed
descriptions of the rationale and capabilities of these networks can
be found in "Del ay-Tol erant Networking Architecture" [RFC4838].

An inportant goal of the DIN architecture is to acconmpdate a w de
range of networking technol ogi es and environments. The protocol used
for DTN comuni cations is the Bundl e Protocol version 7 (BPv7)

[ RFC9171], an application-layer protocol that is used to construct a
store-and-forward overlay network. BPv7 requires the services of a
"convergence-| ayer adapter" (CLA) to send and receive bundl es using
the service of sone "native" link, network, or Internet protocol
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Thi s docunent describes one such convergence-| ayer adapter that uses
the wel | -known User Datagram Protocol (UDP). This convergence | ayer
is referred to as UDP Convergence Layer (UDPCL). For the remainder
of this docunment, the abbreviation "BP" w thout the version suffix
refers to BPv7.

The | ocations of the UDPCL and the Bundle Protocol in the Internet
Protocol Suite Mdel [RFC1122] [RFC1123] are shown in Figure 1. In
particular, when BP is using UDP as its bearer with UDPCL as its
convergence |l ayer, both BP and UDPCL reside at the application |ayer
of the Internet nodel.

T +

| DTN Application | -\

o e e e e e e oo +

| Bundl e Protocol (BP) | -> Application Layer
e + |

| UDP Conv. Layer (UDPCL) | |
S + |

| DTLS (optional) | -/

o e e e e e e oo +

| ubP | ---> Transport Layer
e +

| | Pv4/ 1 Pv6 | ---> Network Layer
o mmemeeeeeeaccaeaaaas +

| Li nk- Layer Prot ocol | ---> Link Layer

o e e e e e e oo +

Figure 1. The Locations of BP and UDPCL above the Internet
Prot ocol Stack

Thi s specification defines a mechanismto enbed protocol extensions
in Section 3.4 and an initial set of extensions in Section 3.5.

Fol | owi ng | ETF best practices [RFC6709] these extension itens are all
mandat ory-t o-i npl ement, neaning an i nteroperable UDPCL entity needs
to understand them but none are mandatory-to-use. These initial

ext ensi ons al so define the canonical neans of inplenmenting BP PDU
segnmentation (Section 3.6), |IP path characterization (Section 2.4 and
Section 3.7), and congestion control feedback (Section 2.7 and
Section 3.8).

Thi s specification also defines a transport security nechani sm based
on Datagram Transport Layer Security (DTLS) with Public Key
Infrastructure Using X 509 (PKIX) authentication credentials.

Simlar to extension support, the use of DILS with PKIX is nandatory-
to-i npl enent but not nmandatory-to-use and is the canonical neans of
providing transport security.
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1.1. Scope

Thi s docunent describes the format of the protocol data units passed
between entities participating in UDPCL communi cations along with
procedures for those entities. This docunent does not address:

*  The format of protocol data units of the Bundle Protocol, as those
are defined el sewhere in [RFC9171]. This includes the concept of
bundl e fragnmentati on and bundl e encapsul ati on. The UDPCL
transfers bundl es as opaque BP PDU octet strings.

* Mechanisns for locating or identifying other bundle entities
(peers) within a network or across an internet. The mapping of a
Node ID to a potential convergence |layer (CL) protocol and network
address is left to inplenentation and configuration of the BP
Agent (BPA) and its various potential routing strategies, as is
the mapping of a DNS nane and/or address to a choice of an end-
entity certificate to authenticate a node to its peers.

* Logic for routing bundles along a path toward a bundl e’ s endpoint.
This CL protocol is involved only in transporting bundl es between
adj acent entities in a routing sequence.

* Logic for performing rate control and congestion control of bundle
transfers, both incomng and outgoing froma UDPCL entity. The
signaling defined in Section 3.5.8 and Section 3.8 can support a
congestion control nechanism but it is an inplenentation matter
to choose and configure such a nechani sm (see Appendi x B).

* Policies or nmechanisns for issuing PKIX certificates;
provi sioni ng, depl oying, or accessing certificates and private
keys; depl oying or accessing certificate revocation lists (CRLS);
or configuring security parameters on an individual entity or
across a network

* Uses of DTLS which are not based on PKIX certificate
aut hentication (see Section 5.11.2) or in which authentication of
both entities is not possible (see Section 5.11.1).

Any UDPCL inplenentation requires a BPA to performthose above |isted
functions in order to performend-to-end bundle delivery.

1.2. Use of CDDL
Thi s docunent defines CBOR structure using the Concise Data
Definition Language (CDDL) [RFC8610]. The entire CDDL structure can

be extracted fromthe XM. version of this docunent using the XPath
expr essi on:
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"/l sourcecode[ @ype="cddl "]

The following initial fragment defines the top-level synbols of this
docunent’ s CDDL.

start = udpcl - ext-nmap

Thi s specification does not make use of CDDL rules fromBP [ RFC9171]
because a BP PDU appears as an opaque octet string to the UDPCL.

1.3. Termnol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

The following are definitions specific to the UDPCL protocol

UDPCL Entity: This is the notional UDPCL application that initiates
UDPCL transfers. This design, inplenentation, configuration, and
speci fic behavior of such an entity is outside of the scope of
this docunment. However, the concept of an entity has utility
within the scope of this docunent as the container and initiator
of transfers. The relationship between a UDPCL entity and UDPCL
conversations is defined as follows:

* A UDPCL Entity MAY actively perform any nunber of transfers and
SHOULD do so whenever the entity has a bundle to forward to
anot her entity in the network.

* A UDPCL Entity MAY support zero or nore passive |istening
elements that listen for transfers fromother entities in the
net wor k, including non-unicast transfers.

These rel ationships are illustrated in Figure 2. For the
remai nder of this document, the term"entity" without the prefix
"UDPCL" refers to a UDPCL entity.

UDP Conversation: This refers to datagrams exchanged between two
network peers, with each peer identified by a (unicast |P address,
UDP port) tuple. Because UDP is connectionless, there is no
noti on of a conversation being "opened" or "closed" and some
conversations are uni-directional, neaning UDP datagrans are
exchanged in only one direction between two peers.

| P Reachabl e: The ability of a source |IP node to send packets which
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are received at a destination |IP node. Reachability requires
support not just of the IP endpoints but of the network and

m ddl eboxes between the nodes and |inks along the path between
those endpoints. Reachability in one direction between two IP
endpoi nts does not inply reachability (at the sane tine or any
other tinme) in the opposite direction. The UDPCL is meant to be
usable, with linmted capability, in situations where peers are
reachable in only one direction.

Transfer: This refers to the procedures and nechanisns for
conveyance of an individual bundle fromone entity to one or nore
destinations. This version of UDPCL includes a segmentation
mechanismto allow transfers which are |arger than the all owabl e
UDP dat agr am si ze.

Transmt: This refers to a transfer outgoing froman entity as seen
fromthat transmtting entity.

Receive: This refers to a transfer incoming to an entity as seen
fromthat receiving entity.

oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +
| UDPCL Entity |
| | - +
| e + | | -+
| | Actively Initiated Transfer #1 |--------- > O her | |
| R + | | UDPCL Entity’s |
| - | | Passive | |
| R R + | | Listener | |
| | Actively Initiated Transfer #n |--------- >| | ]
I I I I | |
| | Sender Listen | <--------- | | |
| o e e e e e e e e m e a oo - + | oo o - + |
| | o e e e e oo +
| . + |
| [ + | - +
| | | Optional Passive | | | [ -+
| +-| Listener(s) | <--------- + O her | |
| R + | | UDPCL Entity’s |
| N | | Active | |
| | | | I'nitiator(s) | |
| R EPERE | | ]
.. + . + |
o e e e e oo - +

Figure 2: The rel ationshi ps between UDPCL entities
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2

2

General Protocol Description

The service of this protocol is the transm ssion of DTN bundles via
the User Datagram Protocol (UDP). This docunment specifies the
optional segnentation of bundles, procedures for DTLS setup and
teardown, and a set of nmessages and entity requirenents. The genera
operation of the protocol is as foll ows.

Fundanental ly, the UDPCL is a (logically) unidirectional "transmt
and forget" protocol which itself maintains no long-termstate and
provi des no feedback fromthe receiver to the transmtter. The only
long-termstate related to UDPCL is used by DILS in its session
keepi ng (which is bound to a UDP conversation). An entity receiving
a bundle froma particul ar source address-and-port does not inply
that the transmitter is willing to accept bundle transfers on that
sanme address-and-port. It is the obligation of a BPA and its routing
schenes to determine a bundle return path (if such a path even

exi sts).

1. Convergence Layer Services

This version of the UDPCL provides the follow ng services to support
the over-laying BPA. In all cases, this is not an APl definition but
a |l ogical description of how the UDPCL entity can interact with the
BPA. Each of these interactions can be associated with any number of
additional netadata items as necessary to support the operation of
the CL or BPA

Begi n Transmi ssion: The principal purpose of the UDPCL is to allow a
BPA to transmt bundle data to one or nore other entities. The
recei ver of each transfer is identified by an (destination) |Pv4
or I Pv6 address, a UDP port nunber, and an optional |oca
interface identifier (see Section 3 for details). The CL does not
necessarily perform any transm ssion queuei ng (see Section 2.7),
but m ght block while transm ssions are being processed at the UDP
| ayer. Any queueing of transnmissions is the obligation of the
BPA.

Transmi ssion Started: The UDPCL entity indicates to the BPA when a
bundl e transm ssi on begi ns sendi ng UDP datagrans. Once started,
there is no notion of a UDPCL transnission failure; a BPA has to
rely on bundl e-level status reporting to track bundl e progress
through the network. Because of potential queueing or DILS setup
time, this can be delayed fromthe BPA providing the bundle-to-
transmt.

Transm ssion Finished: The UDPCL entity indicates to the BPA when a
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bundl e has been fully transmitted. This is not a positive
i ndi cation that any next-hop receiver has either received or
processed the transfer.

Cancel Transm ssion: The UDPCL all ows a BPA to cancel a |ong-running
transm ssion, likely associated with an identified transfer
(because unframed transfers occupy only a single UDPCL packet).
Because UDPCL transfers are unacknow edged, canceling a
transm ssi on neans sinply stop sending UDPCL nessages associ at ed
with that transm ssion. One outcone of a BPA canceling a
transm ssion before all of its associated nessages have been sent
is the receiver sinply timng out and failing the reception (see
Section 3.6.2). Another possible outcome, if the transmission is
short enough, is that all associated nessages have al ready been
sent by that time and the entity does not hing.

Reception Started: The UDPCL entity indicates to the BPA when a
bundl e transfer has begun, which can include information about the
total size of a segnented transfer and the network paraneters
associated with the reception (_e.g._, |P addresses, UDP port
nunbers, local interface identifier).

Recepti on Success: The UDPCL entity indicates to the BPA when a
bundl e has been fully transferred froma peer entity. The
transmtter of each transfer is identified by network paraneters
associated with the reception

Reception Failure: The UDPCL entity indicates to the BPA on certain
reasons for reception failure, notably upon an unfinished transfer
ti meout (see Section 3.6.2).

Attenmpt DTLS Session: The UDPCL allows a BPA to preenptively attenpt
to establish a DTLS session with a peer entity (see Section 3.5.5
and Section 3.9). Each session attenpt can send a different set
of session negotiation paraneters as directed by the BPA

Cl ose DTLS Session: The UDPCL allows a BPA to preenptively close an
est abli shed DTLS session with a peer entity. The closure request
is on a per-session basis.

DTLS Session State Changed: The UDPCL entity indicates to the BPA
when a DTLS session state changes. The possibl e DTLS session
states are defined in [ RFCO147].

Begi n Sender Listen: The UDPCL allows a BPA to indicate when packets
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on a particular address-and-port is listened for. This includes
configuring the local network stack to do the listening as well as
optionally sending Sender Listen (Section 3.5.3) itens to indicate
this state.

End Sender Listen: The UDPCL allows a BPA to indicate when packets
on a particular address-and-port are no | onger be accepted.

Sender Listen Received: The UDPCL entity indicates to the BPA when a
Sender Listen extension has been received froma peer. The Sender
Node ID, if present, is part of this indication

Both path characterization and congestion control are seen as

behavi ors of a UDPCL entity not directly controlled or observed by
its BPA. These both operate in support of normal operations between
UDP/ | P endpoints transparently to the BPA

2.2. PKI X Environnents and CA Policy

Thi s specification gives requirenents about how to use PKI X
certificates issued by a Certificate Authority (CA), but does not
define any nechanisns for how those certificates cone to be. The
UDPCL uses the exact sane nechani sns and nmakes the same assunptions
as TCPCL in Section 3.4 of [RFC9174].

2.3. UDP Conversation Stability

Unli ke the earlier experinmental UDPCL definition [ RFC7122], the
requirenents in this docunent ensure that traffic between two peers
with stable | P addresses al so use stable UDP port nunbers. This
enabl es the UDPCL to be nore conpatible with network address

transl ati on (NAT) m ddl eboxes and, where necessary, enables the UDPCL
to be used along with protocols such as Session Traversal Uilities
for NAT (STUN) [RFCB8489] and Interactive Connectivity Establishnent

(1 CE) [RFC8445].

There is a trade-off between stability of UDP conversations and a
possi ble need to protect fromoff-path data injection, as described
in Section 5.8, so the conversation long-termstability (in

Section 3.1 and Section 3.2) is recommended whil e specific cases of
short-term consi stency Section 3.5.2, Section 3.5.3, and

Section 3.5.6 are required.
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2.4. Path Characterization Policies

The earlier experimental UDPCL definition [RFC7122] assuned that BP
node operators had deep visibility into the I P networks over which
bundl es woul d be transferred, specifically that the I P paths between
UDPCL sender and receiver had well-characterized parameters for: path
maxi mumtransnit unit (PMIU), one-way delay tinme, one-way throughput
limt, and packet |oss statistics (both due to congestion and to |ink
errors).

In situations where node operators do not have prior information
about those paraneters, this version of the UDPCL supports nechani sns
to neasure or estimate them These nmechanisns are defined in detai
under Section 3.7.

2.5. Fragnentation Policies

It is ainplenentation matter for a transmtting entity to determne
the PMIU, from which a target upper-bound UDPCL packet size is
derived by subtracting |IP- and UDP-|ayer header sizes.

The priority order of fragnentation is the foll ow ng:

1. \Wen possible, bundles too large to fit in one PMIU sized packet
MAY be fragmented at the BP layer. Bundle payload fragnmentation
does not help a large bundle if extension blocks are a major
contributor to bundle size, so in some circunstances BP | ayer
fragnmentation will not reduce the bundle size sufficiently. It
is outside the scope of UDPCL to nanage BPA fragmentation
policies; encoded bundl es are received fromthe BPA either
al ready fragnented or not.

2. Wen a PMIU is available to a peer, bundles too large to fit in
one PMIU-si zed packet SHALL be segnented as a UDPCL transfer (see
Section 3.6). Segnentation at this level treats bundle transfers
as opaque data, so it is independent of bundle block sizes or
counts. When a PMIU is avail able, |1Pv4 packets sent by a UDPCL
entity SHOULD have the DF bit set to allow detection of PMIU
i ssues.

3. Al IPve packets and all |Pv4 packets which do not have the DF
bit set which are larger than the Iink MU will be fragmented by
the transmtting entity to fit within one link MIU. Because of
the issues listed in Section 3.2 of [RFC8085] and [ RFC8900], it
is best to avoid IP fragnentation as nuch as possi bl e.
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A UDPCL entity SHOULD NOT proactively drop an outgoing transfer due
to datagramsize. |If internediate network nodes drop | P packets it
is an inplenmentation matter to receive network feedback (e.g. |ICW
_Fragnent ati on Needed_ [ RFC792] for IPv4 or |ICVWPv6 _Packet Too Big_
of Section 3.2 of [RFC4443] for IPv6). The UDPCL itself provides no
transfer acknow edgenent mnmechani sm or ot her protocol -l evel reception
f eedback other than the optional Packetization Layer Path MU

Di scovery procedure, which is why an accurate PMIU for a peer is
critical information

2.6. FError Checking Policies
The core Bundl e Protocol specification assunes that bundles are
transferring over an erasure channel, i.e., a channel that either

delivers packets correctly or not at all

A UDP transmitter SHALL NOT di sabl e UDP checksuns. A UDP receiver
SHALL NOT di sabl e the checking of received UDP checksuns.

Even when UDP checksuns are enabled, a small probability of UDP

packet corruption remains. 1n sone environnents, it could be
acceptable for a BPA to occasionally receive corrupted input for sone
bl ocks. In general, however, a BPA is recomended to ensure the a

bundl e’ s bl ocks are covered by a CRC so that next-hop receivers can
verify the block contents.

2.7. Congestion Control Policies

The applications using UDPCL for bundl e transport SHALL conformto
the congestion control requirements of Section 3.1 of [RFC8085]. The
application SHALL either perform active congestion control of

bundl es, behave as the Low Data-Vol une application as defined in
Section 3.1.3 of [RFC8085], or enable congestion control in the UDPCL
| ayer.

When a UDPCL entity has bidirectional IP reachability with a peer,
the Explicit Congestion Notification (ECN) marking and feedback
mechani sm of Section 3.8 can be used to provide Active Queue
Management (AQVW) of UDP traffic (and thus BP traffic) to the peer
providing feedback. It is an inplenentation matter to ensure that
traffic patterns which require UDPCL congestion control are paired
with a UDPCL entity capable of AQM as well as |IP routers supporting
ECN and UDPCL peers which provide requisite ECN feedback

VWhen nodes have bidirectional BP transfer capability, the bundle

del etion reason code "traffic pared" can be used by a receiving agent
to signal to the bundle source application that throttling of bundles
al ong that BP path needs to occur
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3.

3.

UDPCL Qperation

This section defines the UDPCL protocol and its interactions with

under-1layers (I P and UDP) and over-layers (BP), as illustrated in
Figure 1. The section is organized fromthe network | ayer up toward
the BP layer. It also discusses behavior within the UDPCL |ayer,

which is illustrated in Figure 3.

o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| Identified Transfer | Extension Signaling | <- Sequencing /
R R R T + segment ati on
\ /
\ /
o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| Bundle | Extension Map | ... | Padding | <- Messaging
o m e e e e e e e e e e e e e e e e e eeee e +
| UDPCL Packet | <- Packetization
o m m e e e e e e e e e e e e e e eeee oo +

Fi gure 3: Breakdown of sub-layers within the UDPCL
1. | P Header

The earlier experinmental UDPCL definition [RFC7122] did not include
gui dance on | P addressing, interface sourcing, or potential use of
mul ticast, though the DIN architecture [RFC4838] explicitly includes
mul ti cast and anycast as expected network nodes.

For each forwarding transfer the BPA deternines the napping from
destination EID to next-hop CL parameters, including next-hop
destination address and source interface. Sone ElDs represent

singl eton destinations and others non-singleton destinations as
defined in Section 4.2.5.1 of [RFC9171]. The singleton-ness of an
El D does not necessarily correspond with the unicast-ness of its
forwardi ng, as sone bundle routing schenmes involve attenpting
multiple parallel paths to a singleton endpoint and sone invol ve

f orwar di ng non-singl eton-destination traffic to known individual BP
nei ghbors al ong uni cast pat hs.

For unicast transfers to a single node, the destination address SHALL
be a non-nulticast |Pv4 or |Pv6 address (which includes |ink-Iloca
addresses). For unicast transfers, the source interface address MAY
be supplied by the BPA or otherw se determ ned by the operating
system | P routing. Wen perform ng unicast transfers, a UDPCL entity
SHOULD require DTLS use (see Section 3.9) or restrict the network to
one protected by | Psec or some other under-|ayer security mechani sm
(e.g., avirtual private network).
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For multicast transfers to any nunber of nodes, the destination
address SHALL be a nulticast |Pv4 [I ANA-I Pv4- MCAST] or | Pv6

[ 1 ANA-1 Pv6- MCAST] address. The well-known mnulticast addresses
defined in Section 6.1 SHALL be used as a default in the absence of
any network-specific configuration. For multicast transfers, the
source interface address MJST be supplied by the BPA rather than
inferred by the UDPCL entity. For nulticast transfers the UDPCL does
not define any security mechani sm

When supported by an inplenentation, the UDPCL SHOULD accept and
provide information on the local interface fromwhich a transm ssion
is sent or to which a reception was received. For IPv6 this
corresponds with the I PV6_PKTINFO ancillary data APl of Section 6.1
of [RFC3542]; for IPvd this is an inplenmentation-specific detai
supported by I P_PKTINFO ancillary data on some operating systens.
Identifying an interface for transm ssion or reception allows a BPA
to provide fine-grained control and visibility when UDPCL is used for
IP multicast or when link-local addressing is in use.

The 1 Pv4 header bit _don’t fragment_ (DF) is used as discussed in
Section 2.5.

The 1 Pv4 and | Pv6 header field for ECN marking is used as di scussed
in Section 2.7 and Section 3.8.

3. 2. UDP Header

UDP port nunber 4556 has been assigned by I ANA [ ANA- PORTS] as the
Regi stered Port nunber for the UDPCL and SHALL be used as a default
for both source and destination. Oher source or destination port
numbers MAY be used per local configuration. Determ ning a passive
entity’'s destination port nunmber (if different fromthe registered
UDPCL port nunber) is up to the inplementation

If the default source port is not used, typically an operating system
assi gned nunber in the UDP Epheneral range (49152-65535) is used.

For repeated nessaging to the same destination address-and-port, the
active entity SHOULD reuse the same source address-and-port. For

f eedback messagi ng, the passive entity SHALL respond to the sane
address-and-port that solicited the feedback and use the sane source
address-and-port which was |isted on. Reusing source address-and-
port allows sinplifies network nonitoring and anal ysis and al so
enabl es bi-directional messaging as defined in Section 3.5.3,

Section 3.7.1, and Section 3.8.
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3.3. UDPCL Packets

The | owest |ayer of UDPCL communication are UDPCL packets used as the
payl oad of a UDP datagram To exchange UDPCL data, an active entity
SHALL transnmit a UDP datagramto a listening passive entity in
accordance with [ RFC0768], typically by using the services provided
by the operating system

Each UDPCL packet SHALL contain one or nore UDPCL nessage as defined
in Section 3.4. Each type of nessage defines additional restrictions
on how it can be used in a packet.

The followi ng are special cases of UDPCL packet uses.

Unfraned Transfer:
An unfranmed transfer packet SHALL consist of a single encoded BPv6
or BPv7 bundle with no padding. This provides backward
conpatibility with the experinmental UDPCL [ RFC7122] and a allows a
trivial use of UDPCL which is just enbeddi ng an encoded bundl e PDU
in a UDP dat agram

This case has caveats to its use, including the limtation that
the bundl e PDU be snall enough that its containing |IP packet fit
into the PMIU size. This version of UDPCL provides the Identified
Transfer (Section 3.6) mechanismto overconme this, and other
limtations, of the unframed transfer.

Keepal i ve:
A keepal i ve packet SHALL consist of exactly four octets of padding
with no precedi ng nmessage. This behavior maintains backward
conpatibility with the experinmental UDPCL [ RFC7122].

DTLS Record
In addition to the UDPCL-specific nessaging, imediately after a
DTILS Initiation (see Section 3.5.5) the DTLS handshake sequence
will begin. Packets with a |eading octet value of 0x16 SHALL be
treated as a DTLS handshake record in accordance with Section 4.1
of [RFC9147].

If the datagramwith the DILS Initiation extension is not received
by an entity, the entity SHOULD still detect the DTLS handshake
records and start the handshake sequence at that point. Packets
with a |l eading octet value of 0x14--0x1A or 0x20--0x3F SHALL be
treated as a DTLS sequencing failure; DTLS non-handshake records
SHOULD never be seen by the UDPCL messagi ng | ayer
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3.3.1. Redundant Transm ssi on

Because the UDPCL uses UDP as its transm ssion layer, an entity with
i nformati on about the | oss characteristics of the path to a peer
entity can intentionally performduplicate transm ssions to inprove
the chances that the packet, nessage, or whole transfer will arrive
at the receiver. It is an inplenentation matter to determnine when to
perform redundant transni ssion, and coul d be based on the interface,
peer network or address, or properties of the UDPCL packet itself.

The nunber of duplicate transmi ssions for a packet is referred to as
its Redundancy Factor. A Redundancy Factor of one neans to perform
no duplicate transm ssion. A |larger Redundancy Factor will result in
more networ k resources used (and possibly wasted).

The tinme interval between original and each duplicate transmssion is
referred to as its Redundancy Delay. A |arger Redundancy Delay will
result in nore entity resources used keepi ng packet contents in
menory for retransmi ssion. To avoid a receiver mishandling redundant
packets containing Transfer itens (see Section 3.6.2) the Redundancy
Del ay SHOULD be no | onger than the receiver’s transfer tineout, if
known, or one mnute (60 seconds).

For paths where | osses over tinme are bursty, a | ow redundancy factor

but hi gh redundancy delay will ensure that the duplicated packets are
transmtted over a longer span of time and (hopefully) do not have a

correl ated probability of |oss.

To avoi d unnecessary processing on the receiver’'s BPA when redundant
transm ssion is used the identified transfer (Section 3.6) mechanism
SHALL be used even for single-segnent transfers. This allows the
UDPCL entity can discard any duplicate receptions before they reach
the BPA. If redundant transmission is used with an unframed transfer
the UDPCL has no ability to discard any duplicate receptions and al
duplicates will be seen by the receiving BPA

3.4. UDPCL Messages

The middl e | ayer of UDPCL communication are unframed, but self-
delimted, nessages. Specific nessage types MAY be concat enat ed
together into a single packet, each nessage type indicates any
restrictions on how it can be used within a packet.

For backward conpatibility with the experinental UDPCL [ RFC7122],
this version of UDPCL has no explicit message type identifier. The
message type is inferred by the inspecting the data contents
according to the follow ng rules:
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Bundl e: When sent outside of an explicit identified transfer
(Section 3.6) an encoded bundle is treated as a separate nessage
type. This is for conpatibility with the experinmental UDPCL
[ RFC7122] but comes at the expense of not being able to de-
duplicate any redundant transfers (Section 3.3.1).

BPv6 Bundle: Al encoded BP version 6 bundles begin with the
version identifier octet 0x06 in accordance with [ RFC5050]. A
message with a | eading octet value of 0x06 SHALL be treated as
a BPv6 bundle. Miltiple BPv6 Bundl es SHOULD NOT be present in
one UDPCL packet to mmintain conpatibility with the
experinmental UDPCL [ RFC7122].

BPv7 Bundle: Al encoded BP version 7 bundles begin with a CBOR
array head in accordance with [ RFC9171]. A message with a
| eadi ng octet value indicating CBOR array (major type 4) SHALL
be treated as a BPv7 bundl e.

BPv7 bundles transmtted via UDPCL SHALL NOT i ncl ude any
|l eading CBOR tag. |If the BPA provides bundles with such tags
the transmtting UDPCL entity SHALL rempve them

Extensi on Map: All UDPCL extensions SHALL be contained in a CBOR nmap
in accordance with the definitions of Section 3.5. The encoded
Extensi on Map SHALL NOT have any CBOR tags. A nessage with a
| eadi ng octet value indicating CBOR map (nmmjor type 5) SHALL be
treated as an Extension Map.

Paddi ng: Paddi ng data SHALL be a sequence of octets all with val ue
0x00. A nessage with a |leading octet value of 0x00 SHALL be
treated as paddi ng.

Padding is used to ensure a UDP datagramis exactly a desired

size. Because padding has no intrinsic length indication, if

present it SHALL be the last contents of any UDPCL packet. A
receiving UDPCL entity SHALL ignore all padding, including any
trailing non-zero octets.

A summary of how a receiving UDPCL entity can interpret the first
octet of a UDPCL packet is listed in Table 1. When inspecting using
CBOR mmj or types, the range of values is caused by the CBOR head
encodi ng [ RFC8949] using only the high three bits for the major type.
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| Cctet Val ue | Message | Message Extent |
| | Content | |
[S pesfemms e feme e esefusese ety esspeeses e fes e essfes e emsfes el e
| 0x00 | Paddi ng | Rerai nder of UDPCL |
| | | packet |
oo oo oo +
| O0x06 | BPv6 Bundl e | Entire UDPCL packet |
| | | (to be decoded by BPA) |
S S o e e e e e e oo oo oo +
| Ox14--0x1A or | DTLS Record | Entire UDPCL packet |
I I I I
| 0x20--0x3F | | I
o m e e e oo - o m e e e oo - o e e e e e a oo +
| Ox80--0x9F | BPv7 Bundl e | Entire UDPCL packet |
| | (CBOR array) | (to be decoded by BPA) |
Fom e Fom e Fom oo oo +
| OxAO- - 0xBF | Extension Map | End of map item |
| | (CBOR nap) | possibly foll owed by |
| | | other map or padding

T T o e e e e e e e e oo o - +
| _others_ | Unused by | |
| | this | |
| | specification | |
oo oo oo +

Table 1: First-Qctet Contents
3.5. UDPCL Extension ltens

Extensi ons to UDPCL are encoded per-nessage in a single CBOR map as
defined in Section 3.4. Each UDPCL extension item SHALL be
identified by a unique Extension ID used as a key in the Extension
Map. Extension ID values SHALL be an int itemwhich fits within a
signed 16-bit integer. Extension ID assignnents are listed in
Section 6. 3.

Because of this structure, a single Extension Map can contain only
zero or one of each Extension ID. Unless prohibited by particul ar
extension type requirenents, a single Extension Map MAY contain any
conbi nation of extension itens. Receivers SHALL ignore extension
items with unknown Extension |ID and continue to process known
extension itens.
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; Map structure requiring 16-bit int keys.
; CDDL cannot enforce type-specific requirenments about other itens
; being present (or not present) in the sane map.
udpcl - ext-map = $udpcl -ext-map .w thi n udpcl - ext - map-structure
$udpcl -ext-map /= {

+ $$udpcl -ext-item

udpcl - ext - map-structure = {
+ ext-key => any
}

ext-key = -32768 .. 32767
Fi gure 4: Extension Map structure CDDL
The foll owi ng subsections define the initial UDPCL extension types.
3.5.1. Extension Support

This extension allows an entity to signal its support for receiving
speci fi c UDPCL extension types.

The Extension Support value SHALL be an array of itens representing a
range of extension type codes which are able to be handl ed by the
entity sending the Extension Support in accordance with

Section 3.5.1.1.

The m ni mum set of Extension Support SHOULD include values 1 through
8 inclusive, which are the extension types defined in this docunent.
This mininumis represented, in the CBOR di agnhostic notation, by [1,
7] and the largest valid range of support is represented by [-32768,
65535] .

$Sudpcl -ext-item//= (
; Range of extension key support
1. int-range<ext-key, (0 .. 65535)>

Figure 5: Extension Support CDDL

This extension type is expected to be used along with Sender Listen
for announci ng presence to (potential) peer entities.

If an entity receives an extension type which it cannot handl e, that
entity MAY send an Extension Support itemin response. The
envel opi ng UDPCL packet SHALL use the source address-and-port that
sent the unhandl ed extension type as the destination of the packet.
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3.5.1.1. Integer Range Encoding

Thi s subsection defines a general purpose structure for representing
a non-enpty range of disjoint, finite, integer intervals in a CDDL
generic rule. This rule is is an array structure paraneterized on
two types: the value type is used for the |east included value in the
domain, and the width type is the naxi num possible w dth of any
interval in the domain.

The first itemof the array is the |east included value. Each other
itemis a width of of a finite interval, alternating between val ues
included in the range and val ues excluded fromthe range. The | ast
interval represented is always the included one. Each width is the
di fference between the | argest value of the interval and the | east
val ue. Each subsequent interval has a | east val ue one nore than the
| argest val ue of the preceding interval

i nt-range<val ue,wi dt h> = [
| east: val ue,

*
(
;. width of included interva
incl: wdth,
; width of excluded interva
excl: width

wi dth of final included interva
ncl: width

)
i’

Figure 6: Integer Range CDDL

The interpretation of these paraneters are shown in Figure 7, where
the top of the diagramindicates values in the donmai n being covered
by the range and the bottomindicates fields in the CBOR structure.

\
I ncl ude Excl ude I ncl ude
mn max mn max mn max val ue
R P P |..> space
I I I I I I
| <------- S| <->| <------- S| <->| <------- >|
/ i ncl 1 excl 1 i ncl encoded
least w dth wi dt h wi dt h fields

Figure 7: Integer Range Encoding
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The boundi ng cases are for use of this structure are a singleton, a
range whi ch includes only single value val as the notional array of

[val, 0]

and the universe, a range which includes all values in the donain
fromleast to nost as the notional array of

[l east, nbst - |east]
3.5.2. Transfer

This extension itemallows identification and segnentati on of bundle
transfers as defined in Section 3.6.

The Transfer value SHALL be an untagged CBOR array of two or four
itens. The itens are defined in the follow ng order

Transfer ID: This field SHALL be a uint item This value is used to
correlate multiple segnents fromthe same source address-and-port.
More specific requirenments on the uniqueness of this field are
given in Section 3.6.1

Total Length: This optional field SHALL be a uint item which is
used to indicate the total length (in octets) of the transfer. |If
multiple Transfer items for the same Transfer ID are received with
differing Total Length values, the receiver SHALL treat the
transfer as being mal forned and refuse to handl e any further
segnents associated with the transfer. |If a transfer requires
only a single segnent, this field SHALL be onitted and the total
length treated as the size of the Segnment Dat a.

Segment Offset: This optional field SHALL be a uint item which is
used to indicate the offset (in octets) into the transfer for the
start of this segnent. |If a transfer requires only a single
segnent, this field SHALL be omtted and the segnent offset
treated as zero.

Segnment Data: This field SHALL be a bstr item in which the segnent
data is contained. The bstr itemitself indicates the |ength of
the segnent data. Per requirenments in Section 3.6.2 the size of
the segnent data will be linited so that the entire UDPCL packet
(and its encapsulating UDP/I P packet) fits within a PMIU size
limt.
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$Sudpcl -ext-item//= (

2: [
transfer-id: uint,
2(
total -l ength: uint,
segnment - of fset: uint,
)

segnment -data: bstr,

Fi gure 8: Transfer CDDL

Multiple Transfer itens MAY be present in the same UDPCL packet by
concatenating nultiple Extension Map itens into the packet.

A transmitting entity SHALL use the sanme source and destination
address-and-port for all UDPCL packets conprising a single segnented
transfer. This is nore strict than the requirenents of Section 3.2
to ensure consistent reassenbly behavior in Section 3.6.2.

3.5.3. Sender Listen

This extension itemindicates that the transmitter is listening for
UDPCL packets on the source address-and-port used to transnit the
message containing this extension item This is different from
simply listening on a UDP port (either the default or any other) when
the entity is behind a NAT or firewall which will not allow
unsolicited UDP/I P datagrans. Although the packet containing this
extension is not retransnitted, the tine interval is finite and the
extension is sent repeatedly while the transmitter continues to
listen for packets. There is no positive indication that packets are
no | onger accepted; the Sender Listen just stops being transmtted.

The Sender Listen value SHALL be an untagged uint val ue representing
the interval of time (in nmlliseconds) that the entity is willing to
accept UDPCL packets on the source address-and-port used for the
associated transmitted nmessage. After transmitting a Sender Listen,
the entity SHALL listen for and accept datagrams on the source
address-and-port used for the associated transnitted nessage. As
long as the entity is still willing to accept packets, at the end of
one accept interval the entity SHALL transmit another Sender Listen
item This repetition continues until the entity is no | onger
willing to listen for packets.
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A receiving entity SHOULD treat a peer as no longer listening after
an i npl emrentati on-defined timeout since the last received Sender
Listen item A RECOMMENDED Sender Listen tineout is three (3) tines
the associated tinme duration; this allows a single dropped datagram
to not interrupt a continuous sequence.

$Sudpcl -ext-item//= (
3: time-duration
)

tinme-duration = uint
Fi gure 9: Sender Listen CDDL

Unli ke the generic source port requirement in Section 3.2, when
repeated Sender Listen are transmitted in a sequence a consi stent
source address-and-port SHALL be used.

The Sender Listen interval SHOULD be no shorter than 1 second and no
| onger than 60 seconds.

An entity SHOULD include an Extension Support and Sender Node ID item
along with a Sender Listen itemif the conditions of those extension
types are nmet. An entity MAY include any other extension type al ong
with a Sender Listen item An entity SHALL NOT transmt a Sender
Listen item before or along with a DILS Initiate if DILS is desired
for a conversation.

This extension is not a neighbor discovery nechani sm and does not
indicate an entity listening generally on a particular UDP port.
Sender Listen applies only to UDP datagrans fromthe the source
address-and-port, and does not express information about any other
addresses or ports used by the sending node.

3.5.4. Sender Node ID

This extension itemindicates the Node ID of the transmtter. For
DTLS- secured sessions (see Section 3.9.4) this extension can be used
to di sanbi guate an end-entity certificate which has nultiple NODE-1D
val ues.

The Sender Node | D value SHALL be an untagged tstr value containing a
Node ID. Every Node ID SHALL be consistent with the requirenents of
a URI [RFC3986] and the URI schenes of the | ANA "Bundl e Protocol UR
Schene Type" registry [ ANA- BUNDLE] .
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$Sudpcl -ext-item//= (
4: nodeid,

nodeid = tstr
Fi gure 10: Sender Node | D CDDL

An entity SHOULD NOT include a Sender Node IDitemif a DILS session
has al ready been established and the presented end-entity certificate
contains a single NODE-ID. In this case there is no anbiguity about
which Node IDis identified by the certificate. Oherw se, after
DTLS session establishment and before initiating any transfers an
entity SHALL include a Sender Node IDto allowits peer to
authenticate its desired identity.

If an entity receives a peer Node ID which is not authenticated (by
the procedure of Section 3.9.4) that Node | D SHOULD NOT be used by a
BPA for any discovery or routing functions. Trusting an

unaut henticated Node ID can lead to the threat described in

Section 5.7.

3.5.5. DTLS Initiation (STARTTLS)

This extension itemindicates that the transmitter is about to begin
a DTLS handshake sequence in accordance with Section 3.09.

The DTLS Initiation value SHALL be an untagged null value. There are
no DTLS paraneters actually transmtted as part of this extension, it
only serves to indicate to the recipient that the next datagramwi ||
be a DTLS CientHello. Al though the datagram containing this
extension is not retransnitted, the DTLS handshake itself wll
retransmt CientHell o nessages until confirmation is received.

$$udpcl -ext-item//= (
5. null
)

Figure 11: DTLS Initiation CDDL

If the entity is configured to enabl e exchangi ng nessages accordi ng
to DILS 1.3 [RFC9147] or any successors which are conpatible with
that DILS CientHello, the first nessage in any sequence to a unicast
recipient SHALL be an Extension Map with the DILS Initiation item
The RECOMMENDED policy is to enable DTLS for all unicast recipients,
even if security policy does not allow or require authentication
This follows the Cpportunistic Security nodel [RFC7435], though an
active attacker could interfere with the exchange in such cases (see
Section 5.3).
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The Extension Map containing a DTILS Initiation item SHALL NOT contain
any other items. A DILS Initiation item SHALL NOT be present in any
message transmitted within a DILS session. A receiver of a DILS
Initiation itemw thin a DILS session SHALL ignore it. Between
transmitting a DILS Initiation itemand finishing a DILS handshake
(either success or failure) an entity SHALL NOT transmit any other
UDP datagrams in that same conversation

3.5.6. Peer Probe

Thi s extension item provides the Probe Packet functionality of
Section 4.1 of [RFC8899] in order to support path MIU di scovery
mechani sm of Section 3.7.1.

The Peer Probe value SHALL be an array of three itenms. The itens are
defined in the foll ow ng order:

Nonce: The first item SHALL be a uint nonce for correlating with
Peer Confirmation extensions. It is RECOMENDED to use smnal
nonce val ues to keep encoded sizes short.

Sequence Nunber: The second item SHALL be a uint sequence nunber for
the specific Probe packet. It is RECOMVENDED t hat sequence
nunbers begin at zero and increnent by one for each subsequent
probe using the same nonce val ue.

Confirmation Delay: The third item SHALL be a uint representing the
desired confirmation delay time (in mlliseconds).

$Sudpcl -ext-item//= (
6: [
pr obe- nonce,
pr obe- segno,
confirmdel ay

1.

; A correlator nonce for confirnmations
pr obe- nonce = ui nt

pr obe- segno = ui nt

confirmdelay = uint

Fi gure 12: Peer Probe CDDL
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When the Peer Probe itemis present in a UDPCL packet, the packet
SHALL contain a single Extension Map foll owed by padding to a
specific total size. A transmtting entity SHALL use the sanme source
and destination address-and-port for all UDPCL packets containing a
Peer Probe with the same nonce value. This is nore strict than the
requirenents of Section 3.2 to ensure consistent confirmation
behavi or defined bel ow.

The nonce val ue SHALL be used to correlate nultiple Probe packets
into a single sequence. |If an entity receives nultiple unique nonce
val ues fromthe sanme source address-and-port and the nunber of unique
nonce val ues exceeds an upper limt, the receiving entity SHALL
ignore the Probe. The upper limt is inplenentation defined but
SHOULD be no | ess than one uni que nonce at-a-tine.

If the confirnmation delay tine is above an upper limt the receiving
entity SHALL ignore the Probe. The upper linmt is inplenentation
defined but SHOULD be no shorter than one minute (60 seconds).

If an entity receives multiple instances of Peer Probe with the same
nonce and sequence numnber val ues, the duplicates SHALL NOT be
ignored. This nakes the |ast duplicate transm ssion of the |ast
probe the basis of Peer Confirmation tining.

After an entity receives and validates a packet with a Peer Probe
extension itemit SHALL wait for the indicated confirmtion del ay
time before sending a Peer Confirmation item The envel opi ng UDPCL
packet SHALL use the source address-and-port that sent the | ast Probe
itemas the destination of the Confirmation. Once the Peer
Confirmation packet is sent, the entity SHALL renove state associ ated
with the Peer Probe itenms being confirmed. This bounds the state on
a confirmng entity and makes each Peer Confirmation with the sane
nonce val ue increnental and not additive (_i.e._, there will never be
two Confirmations with the sane nonce covering the same sequence
nunbers, except for duplicate transm ssions).

3.5.7. Peer Confirmation
This extension item provides the Confirmation functionality for
Section 4.2 of [RFC8899] in order to support path MIU di scovery
mechani sm of Section 3.7.1

The Peer Confirmation value SHALL be an array of two itenms. The
itens are defined in the foll owi ng order:

Nonce: The first item SHALL be a uint nonce for correlating with
Peer Probe itens.
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Seen Sequence Range: The second item SHALL be an array of itens
representing the range of sequence numbers of received Probe
packets with the same nonce value in accordance with
Section 3.5.1.1. This is an identical structure to the Extension
Support extension encoding with different domain of integer val ues
to cover sequence nunbers

$Sudpcl -ext-item//= (
7 [
; Correlator with all probes
pr obe- nonce,
; Range of sequence nunbers seen
seen-range: int-range<probe-seqno, uint>

1.

Figure 13: Peer Confirmation CDDL

When an entity receives a packet with a Peer Confirmati on extension
itemit SHALL wait for the same confirmation delay used in each Probe
itemfor multiple Confirmation items with the same nonce. Upon
reception of all Confirmation itens within the waiting delay, the
entity SHALL treat the largest value of the seen range as the PMIU to
the correspondi ng peer entity.

For exanple, if an entity has received three probes using nonce val ue
123 with sequence nunbers 2, 4, 5, and 6 the Peer Confirmation wll
contain the sane nonce and a seen range of 2..2 included, 3..3
excluded, 4..6 included. This will be encoded as the extension nap
value [123,[2,0, 0,0, 0,2]].

3.5.8. ECN Counts
This extension item provides the ECN feedback functionality for
Section 4.2 of [RFC9331] in order to support congestion contro
f eedback of Section 3.8.

The ECN Counts value SHALL be an array of three itenms. The itens are
defined in the foll ow ng order:

ECT(0) Count: The first item SHALL be a uint count of packets narked
with ECT(0) received fromthe peer, wapped to 32-bits.

ECT(1) Count: The second item SHALL be a uint count of packets
mar ked wi th ECT(1) received fromthe peer, wapped to 32-bits.

CE Count: The third item SHALL be a uint count of packets marked
with CE received fromthe peer, wapped to 32-bits.
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$Sudpcl -ext-item//= (
8: |
ect0: ecn-count,
ectl: ecn-count,
ce: ecn-count

1.
)
; Waps around at 32-bits
ecn-count = uint .size 4

Figure 14: ECN Counts CDDL

Because this extension type will only be used for feedback to a
specific transmtting peer, it SHALL NOT be present in any UDPCL
packet with an IP nmulticast destination.

3.6. Ildentified Transfers

This version of UDPCL supports explicit identification of bundle
transfers and segmentation of bundles |larger than the PMIU woul d
otherwise allow Policies related to segnmentation at or
fragnmentati on above, or below the UDPCL | ayer are defined in
Section 2.5. The entire segnented bundle is referred to as a
Transfer and individual segnents of a transfer are encoded as
Transfer extension itens in accordance with Section 3.5. 2.

Thi s mechani sm also allows a bundle transfer to be transnmitted al ong
with additional extension itens, which the unfraned bundl e-in-

dat agram data does not. This specification does not define any
extension itens whi ch augnent an associ ated transfer.

3.6. 1. Bundl e Transfer |D

Each Transfer itemcontains a Transfer ID which is used to correlate
messages for a single bundle transfer froma single source. A
Transfer I D does not attenpt to address uni queness of the bundl e data
itself and has no relation to concepts such as bundl e fragnmentation
Each invocation of UDPCL by the BPA requesting transm ssion of a
bundl e PDU (fragmentary or otherw se), can cause the initiation of a
singl e UDPCL transfer.

Because UDPCL operation is connectionless, Transfer |IDs from each
transmtting entity SHOULD be unique for the operating duration of
the entity. |In practice, the ID needs only be unique for the |ongest
recei ver de-duplication and reassenbly tine wi ndow, but because that
information is not part of the protocol there is no way for an
transmtting entity to know the reassenbly tine w ndow of any
receiver (see Section 3.6.2). Wen there are bidirectional bundle
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transfers between UDPCL entities, an entity SHOULD NOT rely on any
rel ati on between Transfer I1Ds originating fromeach side of the
conversati on.

Al though there is not a strict requirenment for Transfer ID initial
val ues or ordering (see Section 5.12), in the absence of any other
mechani smfor generating Transfer IDs an entity SHALL use the
following algorithm the initial Transfer ID fromeach entity is
zero; subsequent Transfer |ID values are increnented fromthe prior
Transfer 1D value by one; upon exhaustion of the entire 64-bit
Transfer | D space, the subsequent Transfer ID value is zero.

A transmitting entity MAY use a smaller range of valid Transfer 1D
val ues to reduce encoded size, or partitions of ranges to del egate
transfer logic. A receiving entity SHALL NOT assune or rely on a
specific limted range of Transfer |ID when correl ati ng nmessages.

3.6.2. Segnentation and Reassenbly

The full data content of a transfer SHALL be an unfraned (BPv6 or
BPv7) bundle PDU as defined in Section 3.4. A receiving entity SHALL
di scard any reassenbl ed transfer which does not properly contain a
bundl e, based on the initial octets of the PDU, as defined in

Section 3.4.

The size of each Segnment Data within a transfer SHALL be chosen so
that the entire encoded Extension Map and the UDPCL packet in which
it is contained fits within a transfer maximumtransmt unit (TMIU)
size. The TMIU needs to be supplied to the transmtting entity
either via direct configuration, introspecting the operating system
for PMIU i nformation associated with a destination, or can be matched
to a PMIU estimated using the procedure in Section 3.7.1. It is an
i mpl ementation matter to determ ne what TMIU to apply to each
segnented transfer, including the option to deliberately choose a
TMIU | arger than the associated PMIU which will cause IP
fragnmentation (see Section 2.5).

A transmitting entity can produce a Transfer with a single segnent
(i.e., a Segnent Data size identical to the Total Length) in which
case the redundant fields Total Length and Segnent O fset SHALL be
omtted. Atransnitting entity SHALL NOT produce Transfer segnents
with overlapping span. A transmitting entity SHOULD transnit
Transfer segnents in order of Segnent Offset; this nakes the behavior
determni stic.

A receiving entity SHALL mai ntain transfer reassenbly state based on

the tuple of packet source address-and-port and the Transfer |ID
created by that source. This relies on the stability of source port
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nunbers at least for the duration of a single transfer, in accordance
with Section 3.5.2. See Section 2.3 for options and inplications of
source port nunber use

A single UDPCL entity MAY transmit packets fromnultiple source
address-and- port conbi nations but these will be treated as separate
scopes for the purposes of Transfer ID correlation and reassenbly. A
receiving entity SHALL NOT attenpt to correlate peer identity or
state across multiple source address-and-port conbinations.

Because of the nature of UDP transport, there is no guaranteed order
or timng of received Transfer itens. A receiving entity SHALL NOT
assune any specific reception order of segnments for the sane
transfer. A receiving entity SHALL consider a transport as finished
when Segnent Data has been received which fully covers the Tota
Length of the transfer.

A receiving entity SHALL di scard any Transfer item containing
different CBOR types than defined in this docunent. A receiving
entity SHALL discard any Transfer item containing a segment with a
span overl apping any other in the reassenbly state. That includes
overl appi ng span because of a redundant transm ssion (see

Section 3.3.1). Because there is no feedback indication at the UDPCL
| ayer, a transmitter has no indication when a Transfer itemis

di scarded by the receiver

A receiving entity SHOULD di scard unfini shed reassenbly state after
an i npl emrentation-defined timeout since the | ast received segnent.
This timeout is purely receiver-side and represents the naxi mum

all owed tinme between sequential received datagrans (in any order),
which will be short if the datagrans take a similar network path. A
receiving entity SHALL NOT discard reassenbly state upon successfu
completion of a transfer, in case the transmtting entity is sending
redundant packets (Section 3.3.1) which need to be discarded.
Entities SHOULD choose a transfer tineout interval no | onger than one
m nute (60 seconds). Discarding an unfinished transfer causes no
indication to the transnmtting entity, but does indicate this to the
recei vi ng BPA.

3.7. Path Characterization Procedures
The procedures defined in this section allow pairs of UDPCL entities
to characterize | P path paraneters between them when those paraneters

are either unknown or for troubl eshooting when actual network
performance devi ates from expectati ons.

Si pos & Deaton Expi res 20 June 2026 [ Page 30]



Internet-Draft DTN UDPCLv2 Decenber 2025

These procedures not mandated to be used operationally, but when the
associ ated characterization is desired these are the procedures which
SHALL be used.

3.7.1. Packetization Layer Path MIU Di scovery

This version of UDPCL is conpatible with the requirenments of

Packeti zation Layer Path MIU Di scovery (PLPMIUD) from [ RFC8899].
Specifically the UDPCL supports the requirenents of Section 6.1 of

[ RFC8899] by using the Peer Probe extension itemto performthe probe
behavi or and Peer Confirmation extension itemfor the confirmation
behavi or. Because the Peer Confirmati on acknow edges a possibly

| arge range of Peer Probe packets, this makes the UDPCL | ess
sensitive to large or tinme-variable path delays than if each Probe
was separately acknow edged.

The use of PLPMIUD is especially hel pful when DTLS is used to secure
UDPCL conversations, as the DTLS confidentiality mechani smand
associ ated record | ayer reduces the maxi num packet size (MPS) by an
anount dependi ng upon the negotiated ciphersuite.

In case one or nore Peer Probe itens are sent but no corresponding
Peer Confirmation is ever received, this mght indicate that the peer
has not inplemented or enabl ed PLPMIUD and SHOULD NOT be treated as
an indication that the peer is unreachable.

3.7.2. Delay Tinme Estimation

The round-trip tine (RTT) between two entities can be estimated by
sendi ng a sequence of small sized Peer Probe itens, each in its own
UDPCL packet, with a small or zero Confirmation Delay and nmeasuring
the tinme taken to receive the corresponding Peer Confirmation item

The sequence MAY be as short as a single packet to get a point
estimate of RTT. Oherw se, the inter-packet interval at the sender
SHALL be larger than the Confirmation Delay contained in each item
This will cause each probe packet to correspond with a single related
confirmation packet allowing either a tine-series estimation or an
average-over-time estimation of RTT.

Because there is no explicit tinme tagging of the acknow edgenent, the
one-way delay can be assuned to be one half of the RTT total
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3.7.3. Throughput and Loss Estinmation

The one-way packet |oss between two entities can be estinmated by
sendi ng a sequence of equal |l y-sized Peer Probe itens, each in its own
UDPCL packet, over sone short time interval and observing how many of
the probes have been seen in one or nore correspondi ng Peer
Confirmation item For relatively lowloss rates, a BER can be
estimated by assunmi ng each | ost packet is caused by an equivalent to
a single randomerror.

Simlarly, a sequence of relatively l|arge-sized (for the expected
t hroughput order-of - magni tude) Peer Probe itens, each in its own
UDPCL packet, and the total volume indicated by correspondi ng Peer
Confirmation itens over sone time interval can be used to estimate
the one-way throughput limt.

For both cases above, the Probe packets can be conbined with ECN
mar ki ngs as described in Section 3.8 to ensure that |osses or
throughput limts are not related to internedi ate queui ng congestion

3.8. Explicit Congestion Notification

Dat a packet AQM can be perforned using "classic" ECN signaling

[ RFC3168] or with nore advanced nethods such as the ECN Protocol for
Low Latency, Low Loss, and Scal abl e Throughput (L4S) [ RFC9331].
These nechani sns all ow for endpoints to inplenent an internet-
friendly congestion control algorithm (CCA) with a small anount of
application-level feedback of ECN data. The ECN Counts extension of
Section 3.5.8 allows a UDPCL entity to both signal that it is ECN
capable and to report ECN feedback in a way conpatible with both
classic ECN and L4S. It is up to specific algorithmrequirenments and
details to determ ne how and when the ECN Counts needs to be used to
support each CCA.

Because the informati on base defined bel ow counts ECN val ues based on
UDP conversation, the feedback occurs at the I evel of the entire
conversation and not an individual nessage or bundle transfer wthin.
When present, any CCA sendi ng queues of a UDPCL entity SHALL be
organi zed around the UDP conversation

Wthin the UDPCL, congestion control is applied only to packets
containing data to be transferred and not to packets containing
purely control information. For the structures defined in this
docunent, data packets include unframed transfers (Section 3.3) and
those containing identified transfer (Section 3.5.2) and peer probe
(Section 3.5.6) extensions. This separates UDPCL entity roles for a
data flow within a conversation into a transnitting role and a
receiving role, and each entity can act as a transnmitter for sone
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data as well as a receiver for other data. But the congestion
control of those two flows is distinct and managed by which IP
packets i nclude ECN marki ng.

3.8.1. Transmitting Entity

When a transmitting entity has enabl ed a congestion contro

algorithm it SHALL mark outgoing | P packets with an ECN field of
either ECT(0) or ECT(1) codepoint if they contain data (from an
unframed transfer, identified transfer, or Peer Probe). This narking
is the signal that the transmitting entity is ECN capabl e and desires
to receive ECN feedback.

There is no explicit synchronization or correlation of ECN marking to
ECN feedback. The feedback counters maintained by the receiver and
sent in the ECN Counts extension are an accurnul ation of all received
ECN markings within that conversation. A transnitting entity MAY use
the procedure of Section 3.7.2 to estimate RTT as needed to support
CCA functions. There is no restriction in the UDPCL about

i nterl eaving packets for data transfer and path characterization

Each state represented by the ECN Counts extension is independent and
supersedes earlier state, neaning there is no need for the
transmtting entity to maintain a history of ECN Counts for its half
of a conversation. Because the fields of ECN Counts increase
monot oni cal ly (nodul o the 32-bit w ap-around) instances of that

ext ensi on can be ordered and earlier ECN Counts state SHOULD be

di scarded for a conversation. The reception of an ECN Counts

ext ensi on does not need to trigger or synchronize with any CCA
activity. For exanple, a CCA can update its state at regul ar
intervals (_e.g._, based on estimated RTT) and update based on

what ever was the latest ECN Counts for its half of a conversation

3.8.2. Receiving Entity

When a receiving entity has enabl ed ECN feedback and receives a UDPCL
packet with a unicast |IP destination and an ECN field other than the
_Not - ECT_ codepoint, the ECN field of the I P packet SHALL be used to
update the entry of the ECN feedback information table corresponding
to its UDP conversation. Wien a new entry is needed in the ECN
feedback information table, the counts SHALL be initialized to zero.

When a receiving entity has ECN feedback for a peer, it will send ECN
Counts extension itens to that peer based on CCA-specific logic. The
ECN Counts extension MAY be sent periodically by a timer, when count
val ues are increased above sone threshold, or based on other
extension itens received by the entity. A receiving entity SHOULD
suppress sendi ng repeated, identical ECN Counts after an upper limt
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of duplicates has been sent. The upper limt is inplenmentation
defined and can depend on expected | oss characteristics of the path
back to the transmtting entity.

If the ECN feedback is updated because of ECN marking froma Peer
Probe, the receiving entity SHOULD conbi ne any correspondi ng Peer
Confirmation with an ECN Counts in the sane extension map. This
all ows sone level of inplicit synchronization between the packets
fromthe transmtting entity and the ECN feedback

The infornmation base for ECN feedback information is a logical table
containing the colums of Table 2

| Narme | Description |
[} et ———— g ———————————————————————————————————————
| ubP | This is the four-tuple of address-and-port |
| Conversation | for the renote and | ocal UDP endpoi nts. |
o e e o - o m m e e e e e e e e e e e e e e e e mee oo +

| ECT(0) Count | This is the total nunber of |IP packets |
| | received in the UDP Conversation with the |
| | ECN field containing the ECT(0) codepoint.

| ECT(1) Count | This is the total number of |IP packets |
| | received in the UDP Conversation with the |
| | ECN field containing the ECT(0) codepoint.

| CE Count | This is the total nunber of |P packets |
| | received in the UDP Conversation with the |
| | ECN field containing the CE codepoint. |

Tabl e 2: ECN Feedback | nformation Col umms
3.9. UDPCL Security

This version of the UDPCL supports establishing a DILS session within
an existing UDP conversation. Wen DILS is used within the UDPCL it
affects the entire conversation. There is no concept of a plaintext
message being sent in a conversation after a DILS session is

est abl i shed.

Once established, the lifetine of a DILS session SHALL be bound by

the DTLS session ticket lifetime or either peer sending a C osure
Al ert record.
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Subsequent DTLS session attenpts to the sanme passive entity MAY
attenpt to use the DILS session resunption feature. There is no
guarantee that the passive entity will accept the request to resume a
DTLS session, and the active entity cannot assunme any resunption

out cone.

3.9.1. Entity ldentification

The UDPCL uses DTLS for certificate exchange in both directions to
identify each entity and to allow each entity to authenticate its
peer. Each certificate can potentially identify nultiple entities
and there is no problemusing such a certificate as long as the
identifiers are sufficient to neet authentication policy (as
described in later sections) for the entity which presents it.

The types and priorities of identities used by DILS in UDPCL is the
sanme as those for TLS in TCPCL as defined in Section 4.4.1 of
[ RFC9174] .

3.9.2. Certificate Profile for UDPCL

Al end-entity certificates used by a UDPCL entity SHALL conformto
the profile defined in Section 4.4.2 of [RFC9174] and any updates to
that profile.

3.9.3. DTLS Handshake

The signaling for DILS Initiation is described in Section 3.5.5.
After sending or receiving an Extension Map containing a DILS
Initiation item an entity SHALL begin the DTLS handshake procedure
of Section 5 of [RFC9147]. By convention, this protocol uses the
entity which sent the DILS Initiation (the active peer) as the
"client" role of the DTLS handshake request.

Upon receiving an unexpected ClientHello record outside of a DITLS
session, an entity SHALL begin the DTLS handshake procedure as if a
DTLS Initiation had been received. This allows recovering froma
dropped packet containing DILS Initiation

3.9.4. DTLS Authentication

The function and mechani sm of DTLS authentication in UDPCL is the
sane as for TLS in TCPCL as defined in Section 4.4.4 of [RFC9174],
with the exception that Node I D Authentication is based on an

optional Sender Node |ID extension (see Section 3.5.4) used to

di sanbi guate when an end-entity certificate contains nultiple NODE-ID
val ues.

Si pos & Deaton Expi res 20 June 2026 [ Page 35]



Internet-Draft DTN UDPCLv2 Decenber 2025

3.9.5. Policy Recomendati ons

The policy recomrendati ons given here are are the same as those for
TCPCL in Section 4.4.5 of [RFC9174]. They are restated in this
docunent for clarity.

A RECOMMENDED security policy is to enable the use of OCSP checki ng
during DTLS handshake. @A RECOMMENDED security policy is that if an
Ext ended Key Usage is present that it needs to contain the id-kp-
bundl eSecurity value [IANA-SM] to be usable with UDPCL security. A
RECOMVENDED security policy is to require a validated NODE-ID and to
i gnore any network-level DNS-1D or | PADDR-ID.

This policy relies on and informs the certificate requirements in
Section 3.9.2. This policy assunes that a DIN-aware CA (see

Section 2.2) will only issue a certificate for a Node ID when it has
verified that the private key holder actually controls the DTN node;
this is needed to avoid the threat identified in Section 5.7. This
policy requires that a certificate contain a NODE-ID and all ows the
certificate to also contain network-level identifiers. A tailored
policy on a nore controlled network could relax the requirenent on
Node I D validation and allow just network-level identifiers to

aut henti cate a peer.

3.9.6. Example Secured and Bidirectional Transfers

Thi s sinmple exanmpl e shows a sequence of pre-transfer setup foll owed
by a set of (unrelated) bundle transfers. Al nessaging in this
exanpl e occurs between the sane Entity A address-and-port and Entity
B address-and-port.

The exanmple Entity A has a policy to only send or receive bundl es
within a DILS session, so any outgoing bundles to Entity B are queued
until the DTLS session is established. Because Entity Ais willing
to accept transfers on its epheneral UDP port, the first outgoing
message after the DTLS handshake contains the Sender Listen extension
along with a Sender Node IDindicating its identity to Entity B

Li kewi se, the first outgoing nessage fromEntity B after the DILS
handshake contains a Sender Node IDindicating its identity to Entity
A
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4.

Entity A Entity B
active peer passi ve peer

o e e e e e e e e oo oo +

| Initiate DILS Ext. | ->

T +

T + T +
| DTLS Negoti ati on | -> <- | DTLS Negoti ati on |
| (as client) | | (as server) |
o e e e e e e e e oo oo + o e e e e e e e e oo oo +

DNS-1 D and | PADDR- | D aut henti cation occurs.
Secured UDPCL nessagi ng can begi n.

o e e e e e e oo +

| Sender Listen Ext. | -> R R +
| Sender Node | D Ext. | <- | Sender Node | D Ext. |
| Extension Support Ext. | | Extension Support Ext. |
o e e e e a e oo oo + o e e e e a e oo oo +

NODE- | D aut henti cati on occurs.
Secured transfers can begin.

Y +

| Unframed Transfer | -> e +
Fom e + <- Unfraned Transfer

o e e e e e e oo + o e e e e e e oo +
| Identified Transfer | ->

e +

Fi gure 15: An example of the flow of protocol nessages on a
singl e UDP conversation between two entities

I mpl enent ati on Status
This section is to be renoved before publishing as an RFC

[NOTE to the RFC Editor: please renpve this section before
publication, as well as the reference to [ RFC7942],
[ gi t hub-dt n-denp-agent], and [github-dtn-w reshark].]

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsenment by the | ETF. Furthernore, no effort
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has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations can
exi st.

An exampl e inplementation of the this draft of UDPCL has been created
as a GtHub project [github-dtn-deno-agent] and is intended to use as
a proof-of-concept and as a possible source of interoperability
testing. This exanple inplenentation uses D-Bus as the CL--BPA
interface, so it only runs on hosts which provide the Python "dbus"
l'ibrary.

A wireshark dissector for UDPCL has been created as a G tHub project
[ gi t hub-dt n-wi reshark] and has been kept in-sync with the | atest
encodi ng of this specification

5. Security Considerations

Thi s section separates security considerations into threat categories
based on gui dance of BCP 72 [ RFC3552].

5.1. Threat: Passive Leak of Node Data

When used without DTLS security, the UDPCL can expose the Node | D and
other configuration data to passive eavesdroppers. This can occur
even if no bundle transfers are transmtted. This can be avoi ded by
al ways using DTLS, even if authentication is not avail able (see
Section 5.11).

5.2. Threat: Passive Leak of Bundl e Data

UDPCL can be used to provide point-to-point unicast transport
security, but does not provide nulticast security, security of data-
at-rest, and does not guarantee end-to-end bundl e security. In those
cases the bundl e security nmechani snms defined in [ RFC9172] are to be
used i nstead.

When used without DITLS security, the UDPCL exposes all bundle data to
passi ve eavesdroppers. This can be avoi ded by al ways using DTLS for
uni cast nessaging, even if authentication is not available (see
Section 5.11).
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5.3. Threat: Transport Security Stripping

When security policy allows non-DTLS nessagi ng, UDPCL does not
protect against active network attackers. It is possible for a on-
path attacker to drop or alter packets containing Extension Map and/
or DTLS handshake records, which will cause the receiver to not
negoti ate a DTLS session. This leads to the "SSL Stripping" attack
described in [ RFC7457] .

When DTLS is available on an entity, it is strongly encouraged that
the security policy disallow non-DTLS nessagi ng for uni cast purposes.
This requires that the DTLS handshake occurs before any ot her UDPCL
messagi ng, regardl ess of the policy-driven paraneters of the
handshake and policy-driven handling of the handshake outcorme.

One nechanismto nmitigate the possibility of DTLS stripping is the
use of DNS-based Authentication of Nanmed Entities (DANE) [ RFC6698]
toward the passive peer. This nechanismrelies on DNS and is
unidirectional, so it doesn't help with applying policy toward the
active peer, but it can be useful in an environment using
opportuni stic security. The configuration and use of DANE are
outside of the scope of this docunent.

The negoti ated use of DILS is identical behavior to STARTTLS use in
[ RFC2595], [RFC4511], and others.

5.4. Threat: Wak DILS Confi gurations

Even when using DTLS to secure the UDPCL session, the actua

ci phersuite negoti ated between the DTLS peers can be insecure.
Recomendati ons for ciphersuite use are included in BCP 195

[ RFC9325]. It is up to security policies within each UDPCL entity to
ensure that the negotiated DTLS ci phersuite neets transport security
requirenents.

5.5. Threat: Untrusted End-Entity Certificate

The profile in Section 3.9.4 uses end-entity certificates chained up
to a trusted root CA. During DILS handshake, either entity can send
a certificate set which does not contain the full chain, possibly
excluding internediate or root CAs. In an environnent where peers
are known to already contain needed root and internediate CAs there
is no need to include those CAs, but this has a risk of an entity not
actual |y having one of the needed CAs.
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5.6. Threat: Certificate Validation Vulnerabilities

Even when DTLS itself is operating properly an attacker can attenpt
to exploit vulnerabilities within certificate check al gorithns or
configuration to establish a secure DTLS session using an invalid
certificate. An invalid certificate exploit could | ead to bundle
data | eaki ng and/ or denial of service to the Node |D being

i mper sonat ed

There are nmany reasons, described in [ RFC5280] and [ RFC6125], why a
certificate can fail to validate, including using the certificate
outside of its valid tinme interval, using purposes for which it was
not authorized, or using it after it has been revoked by its CA
Validating a certificate is a conplex task and can require network
connectivity outside of the primary UDPCL network path(s) if a
mechani sm such as OCSP [ RFC6960] is used by the CA. The
configuration and use of particular certificate validation nmethods
are outside of the scope of this docunent.

5.7. Threat: BP Node | npersonation

The certificates exchanged by DTLS enabl e authentication of peer DNS
nane and Node ID, but it is possible that a peer either not provide a
valid certificate or that the certificate does not validate either
the DNS-I1D/ | PADDR-1D or NODE-I1D of the peer (see Section 2.2).

Havi ng a CA-validated certificate does not al one guarantee the
identity of the network host or BP node fromwhich the certificate is
provi ded; additional validation procedures in Section 3.9.3 bind the
DNS- | DY | PADDR-1 D or NODE-1D based on the contents of the certificate.

The DNS-1D/ | PADDR-1D validation is a weaker form of authentication,
because even if a peer is operating on an authenticated network DNS
nane or | P address it can provide an invalid Node |ID and cause
bundles to be "l eaked" to an invalid node. Especially in DTN

envi ronment s, network nanmes and addresses of nodes can be timne-
variable so binding a certificate to a Node IDis a nore stable
identity.

NCDE- I D val i dati on ensures that the peer to which a bundle is
transferred is in fact the node which the BPA expects it to be. In
circunstances where certificates can only be issued to DNS nanes,
Node I D validation is not possible but it could be reasonable to
assune that a trusted host is not going to present an invalid Node
ID. Determning when a DNS-1D/ | PADDR-1 D aut henti cation can be
trusted to validate a Node IDis also a policy matter outside of the
scope of this docunent.
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One mitigation to arbitrary entities with valid PKIX certificates

i npersonating arbitrary Node IDs is the use of the PKIX Extended Key
Usage key purpose id-kp-bundl eSecurity value [IANA-SM]. Wen this
Ext ended Key Usage is present in the certificate, it represents a
stronger assertion that the private key holder is trusted to operate
as a DTN Node

5.8. Threat: Of-Path Packet Injection

As described in Section 5.1 of [RFC8085], when each endpoint of a UDP
conversation uses a stable port nunber the conversation can be nore
easily snooped and off-path packets can be injected to spoof UDPCL
traffic. When the requirenents in Section 3.2 are foll owed UDPCL
traffic will use predictable, well-known port numbers and will be
subject to this threat.

One direct mitigation of this threat is to use DILS to ensure that
of f-path attackers cannot inject packets w thout being discovered and
those packets rejected at the destination

Another mtigation is for a UDPCL entity to use the well-known UDPCL
port for passive listening but choose an epheneral port to bind to
when acting as the active peer. This will enable sone anmount of
obfuscation while maintaining stable UDP conversations, but could

al so make legitimate traffic anal ysis and troubl eshooti ng nore
difficult.

5.9. Threat: Denial of Service

The behaviors described in this section all anmpbunt to a potentia
deni al -of -service to a UDPCL entity. The denial-of-service could be
limted to an individual UDPCL entity, or could affect all entities
on a host or network segnent.

An entity can send a |arge anount of data to a UDPCL entity,
requiring the receiving entity to handle the data. The victimentity
can bl ock UDP packets from network peers which are thought to be
incorrectly behaving w thin network.

An entity can also send only one segnent of a seenmingly valid
transfer and never send the renmining segnents, which will cause
resources on the receiver to be wasted on transfer reassenbly state.
The victimentity can either block packets from network peers or
intentionally keep a short unfinished transfer tineout (see

Section 3.6.2).
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The keepal i ve nechani sm can be abused to waste throughput within a
network |ink which would ot herwi se be usable for bundle
transm ssi ons.

5.10. Mandatory-to-Inpl enent DILS

Fol I owi ng | ETF best current practice, DILS is mandatory to inpl ement
for all UDPCL inplenentations but DILS is optional to use for a any
given transfer. The recomended configuration of Section 3.5.5is to
al ways attenpt DTLS, but entities are permtted to disable DTLS based
on local configuration. The configuration to enable or disable DILS
for an entity or a session is outside of the scope of this document.
The configuration to disable DILS is different fromthe threat of
DTLS stri ppi ng described in Section 5. 3.

5.11. Alternate Uses of DTLS

Thi s specification makes use of PKIX certificate validation and

aut hentication within DILS. There are alternate uses of DILS which
are not necessarily inconpatible with the security goals of this
specification, but are outside of the scope of this docunent. The
fol |l owi ng subsections give exanples of alternate DTLS uses.

5.11.1. DTLS Wthout Authentication

In environnents where PKI is available but there are restrictions on
the i ssuance of certificates (including the contents of

certificates), it can be possible to make use of DTILS in a way which
aut henticates only the passive entity of a UDPCL transfer or which
does not authenticate either entity. Using DILS in a way whi ch does
not successfully authenticate some claimof both peer entities of a
UDPCL transfer is outside of the scope of this document but does have
simlar properties to the opportunistic security nodel [RFC7435].

5.11.2. Non-Certificate DILS Use

In environments where PKI is unavail able, alternate uses of DITLS

whi ch do not require certificates such as pre-shared key (PSK)

aut henti cati on [ RFC5489] and the use of raw public keys [ RFC7250] are
avai |l abl e and can be used to ensure confidentiality wthin UDPCL.
Usi ng non- PKI node aut hentication nethods is outside of the scope of
thi s docunent.
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5.12. Predictability of Transfer |Ds

The only requirenment on Transfer IDs is that they are unique fromthe
transmtting peer only. The trivial algorithmof the first transfer
starting at zero and later transfers increnmenting by one causes

absol utely predictable Transfer IDs. Even when UDPCL is not DTLS
secured and there is a on-path attacker altering UDPCL nessages,
there is no UDPCL feedback mechanismto interrupt or refuse a
transfer so there is no benefit in having unpredictable Transfer IDs.

6. | ANA Consi derations

This section provides guidance to the Internet Assigned Nunbers
Authority (1 ANA) regarding registration of code points in existing
registries and creation of a new UDPCL registry in accordance with
BCP 26 [ RFC8126].

6.1. |P Milticast Addresses

Thi s docunent all ocates new routable nmulticast addresses for use with
t he UDPCL.

Wthin the I Pv4 Milticast Address Space registry group
[ 1 ANA- 1 Pv4- MCAST], the registry titled "Internetwork Control Bl ock"
has been updated to include the foll owi ng address.

[S pleemsfemmsbumsfemsesposesos e ese e —emsfosss s esps s e e
| Paraneter | Val ue |
F ==+t -————————————_——————————+
| Address(es): | TBA-1P4 |
T T +
| Description: | Al BP Nodes |
L oo +
| References: | [This specification] |
- . +
Tabl e 3

Wthin the I Pv6 Milticast Address Space registry group
[1 ANA-1 Pv6- MCAST], the registry titled "Variable Scope Milticast
Addr esses" has been updated to include the foll owi ng address.
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[ oo bl e s
| Parameter | Val ue |
[S pleemsfemmsbumsfemsesposesos e ese e —emsfosss s esps s e e
| Address(es): | TBA-1P6 |
- - +
| Description: | Al BP Nodes |
T T +
| References: | [This specification] |
S oo +
Tabl e 4

6.2. UDP Port Number

Wthin the "Service Name and Transport Protocol Port Nunber Registry”
[ 1 ANA- PORTS], UDP port number 4556 has been previously assigned as
the default port for the experinmental UDPCL [RFC7122]. This
assignnent to UDPCL is unchanged, but the assignnent reference is
updated to this specification. There is no UDPCL version indication
on-the-wire but this specification is a superset of the experimental
UDPCL [RFC7122] and is fully backward compati bl e.

Servi ce Nane:
dt n- bundl e

Transport Protocol (s):
uDP

Assi ghee:
| ESG <i esg@etf.org>

Cont act :
| ETF Chair <chair@etf.org>

Descri pti on:
DTN Bundl e UDP CL Protocol

Ref er ence:
[ This specification]

Port Nunber:
4556

The rel ated assi gnment for DCCP port 4556, registered by [RFC7122],
i s unchanged.
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6.3. UDPCL Extension Types

EDI TOR NOTE: sub-registry to-be-created upon publication of this
speci fication.

IANA will create, under the "Bundl e Protocol" registry group

[1 ANA-BUNDLE], a registry titled "Bundl e Protocol UDP Convergence-
Layer Extension Types" and initialize it with the contents of
Table 5. Negative code points are reserved for use on private
networ ks for functions not published to | ANA. For code points
between 1 and 255 inclusive the registration procedure is RFC
Required. For code points between 256 and 32767 inclusive the
regi stration procedure is Specification Required.

Speci fications of new extension types need to define the CBOR item
structure of the extension data as well as the purpose and

rel ati onship of the new extension to existing transfer state within
t he baseline UDPCL sequencing. Receiving entities will ignore itens
wi t h unknown Extension ID, and that behavior needs to be considered
by new extension types.

Experts are encouraged to be biased towards approving registrations

unl ess they are abusive, frivolous, or actively harnful (not nerely
aest hetically displeasing, or architecturally dubious).
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| Extension ID | Nare | References |
E o by s s oo e s
| -32768 to -32641 | Reserved for | [This specification] |
| | Experinental Use | |
------------------ e TS
-32640 to -1 | Reserved for [ This specification] |
| Private Use |
------------------ T T T I p R R
0 | Reserved [ This specification] |
------------------ e T
1 | Extension Section 3.5.1 of |
| Support [this specification] |
------------------ S
2 | Transfer Section 3.5.2 of |
| [this specification] |
------------------ e T
3 | Sender Listen Section 3.5.3 of |
| [this specification] |
------------------ S
4 | Sender Node ID Section 3.5.4 of |
| [this specification] |
------------------ e T
5 | DTLS Initiation Section 3.5.5 of |
| (STARTTLS) [this specification] |
------------------ S
6 | Peer Probe Section 3.5.6 of |
| [this specification] |
------------------ e T
7 | Peer Section 3.5.7 of |
| Confirmation [this specification] |
------------------ S
8 | ECN Counts Section 3.5.8 of |
| [this specification] |
------------------ e T
9 to 32767 | Unassi gned |
------------------ e T
Tabl e 5: UDPCL Extension Types
7. References
7.1. Normative References
[ 1 ANA- BUNDLE]
I ANA, "Bundl e Protocol",
<https://ww. i ana. or g/ assi gnnent s/ bundl e/ >.
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Appendi x A, Significant changes from RFC 7122

The areas in which changes fromthe experinental UDPCL [ RFC7122] have
been made to existing requirements:

* ©Made explicit references to UDP- and | P-rel ated RFCs.
* Made nore strict Keepalive and Paddi ng requirenments.
* Added Extension Map nmessage type and initial extension types.

* Defined UDPCL security and nade it nandatory-to-inpl enent but
optional to use.

The areas in which extensions fromthe experinmental UDPCL [ RFC7122]
have been made as new behaviors are:

* Added BPv7 bundl e as a possible UDPCL payl oad.

* Added procedures for optional explicit redundancy in transni ssion
* Added procedures for optional path characterization

* Added procedures for optional explicit congestion notification

* Defined semantics for IP multicast addressing and allocated | Pv4
and |1 Pv6 nulticast addresses.

* Defined recommendations for UDP port use and re-use (port
stability).

Appendi x B. Congestion Control Algorithns

The choi ce of which CCA to use for a particular network, entity, or
conversation, and the tuning and configuration of its paraneters, is
outside the scope of this docunent. Such a choice depends upon the
need, or not, to share network resources anong ot her UDPCL and/or
non- UDPCL flows and entities each with their own CCA(S).

Consi derations for choosing a CCA are discussed in BCP 133 [ RFC9743]
and congestion control is an active area of devel opnent in the | ETF
Congestion Control Wrking Goup (CON5 and the Internet Congestion
Control Research Goup (I CCRG.
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Because transfers in the UDPCL are not acknow edged by the receiver,
there are sonme subtle differences between a CCA used by the UDPCL and
one used by an acknow edged transport protocol (_e.g._, TCP or QU C.
Because the ECN Counts include a |large counter space for all ECN

mar ked packets these counters can be used as a surrogate for true
acknow edgenent, although they do not provide a synchronization
mechani smfor the packets that they are counting (meani ng they
provide no way to explicitly detect packet loss). |If a CCA needs a
reasonabl e estimate of RTT to perform properly, or needs a coarse

| evel of ECN Counts synchronization, the procedure of Section 3.7.2
using a single small probe packet can be conbined with ECN nmarki ng at
the expense of additional control traffic.

Future extensions to UDPCL can be defined in order to negotiate a
specific CCA, and its shared parameters, for each entity of a
conversation. |Inplenmentations and extensions shoul d consider the
scope and conplexity of additions to UDPCL relative to alternative
technol ogi es such as the Datagram Congestion Control Protocol (DCCP)
[ RFC4340] .

Acknowl edgnent s

Much pre-draft review was perfornmed to nake the docunent clear and
readabl e by Sarah Hei ner of JHU APL.

Aut hors’ Addr esses

Brian Si pos

The Johns Hopkins University Applied Physics Laboratory
11100 Johns Hopki ns Rd.

Laurel, NMD 20723

United States of Anerica

Emai | : brian. sipos+ietf@mail.com

Joshua Deat on
Sci ence Applications International Corporation
Emai | : j oshua. e. deat on@asa. gov

Si pos & Deaton Expi res 20 June 2026 [ Page 53]



