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Abst r act

Thi s docunent defines an optional extension to the Bundl e Transfer
Protocol - Unidirectional, as described in [BTPU], to enable forward
error correction (FEC) coding to be applied selectively to the
transfer of individual bundles on a case by case basis.

The definition and use of FEC follows the FECFRAME franmework defi ned
in [RFC6363], and this docunment introduces new Message types to BTPU
in order to carry the FEC informati on as defined in the franework.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://ricktaylor.github.io/btpu-fec/draft-ietf-dtn-btpu-fec.htm.
Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ietf-dtn-btpu-fec/.

Di scussion of this document takes place on the Delay/Di sruption

Tol erant Networking Working Group mailing list (nmailto:dtn@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/dtn/.
Subscribe at https://ww. ietf.org/milman/listinfo/dtn/.

Source for this draft and an issue tracker can be found at
https://github. com ricktayl or/ bt pu-fec.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

1.

I nt roducti on

There are a nunber of use-cases of the Bundle Transfer Protocol -
Unidirectional [BTPU, where the use of transfer segnent repetition
as a nechanismto protect against the | oss of frames can be

consi dered sub-optinmal. This docunent describes an alternate
mechani sm based on forward error correction (FEC) coding, that
requires increased computational conplexity but fewer transmtted
bits.

Rat her than defining novel formats and registries for the variety of
st andar di zed FEC nechani sns, this docunent reuses the prinmitives and
best practices of the FECFRAME framework, defined in [ RFC6363].

Just as in core BTPU, a Bundle is split into a series of octet
sequences that are emtted into Messages by the sender to be
transported to receivers by the underlying |Iink-layer protocol; but
when FEC is desired, the Bundle is divided i nto FECFRAME Application
Data Units (ADUs), and the mechani snms defined in the FECFRAME
framework are used to produce Repair Synbols that are placed into new
Messages, rather than just sub-slices of the original Bundle. The
new Messages are used to distinguish FEC Source and Repair data from
core BTPU Segnents.

Al t hough the content and processing of the new Messages differs from
exi sting BTPU Messages, the rules around the em ssion and replication
of the Messages are identical to the rules applicable to the core
BTPU Segnent Messages, and they foll ow the common BTPU Message
format, allow ng inplenmentations that do not support this extension
to efficiently detect and ignore the new Messages

1. Applicability

Note that when FEC is available at the link-layer it is generally
nmore effective than applying it at the Transfer |ayer, and ought to
be used when it is available. This extension is designed to provide
FEC capabilities when the underlying |ink-Iayer protocol does not
have native support for FEC, or when per-Transfer FEC is desired by a
depl oynent .

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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2.1. Termi nol ogy

Thi s docunent uses FEC term nology from[RFC6363]. |In particular,
the term"Application Data Unit" (ADU) refers to the unit of source
data as defined in Section 2 of [RFC6363], not the Application Data

Unit defined in [RFC9171]. |In the context of this docunent, an ADU
is a chunk of a Bundle that is provided to the FEC schene for
encodi ng.

3. Protocol Overview

Rat her than updating the Segnent Messages defined in BTPU, this

ext ension introduces two new pairs of Messages to carry the source
and repair synbols of a BTPU Bundle protected with FEC. The use of
new types all ows a depl oynent to select the use of FEC as appropriate
on a per-transfer basis, perhaps associated with sone upper |ayer
concept of reliability for a particular transfer, or change in

transm ssion environment.

In the | anguage of Section 2 of [RFC6363], the FEC Source Messages
act as FEC Source Packets, and the FEC Repair Messages as FEC Repair
Packets. Wthin the context of a particular Transfer, the sequence
of FEC Source Messages is considered the Source Flow, and the
sequence of FEC Repair Messages the Repair Flow.

The source and repair Messages are grouped into two pairs:

Pre-agreed FEC. The Pre-agreed FEC Source (Section 4.1) and
Pre-agreed FEC Repair (Section 4.3) Messages provide a wire-
efficient format, for use when the FEC Framewor k Configuration
Information Section 5.5 of [RFC6363] has been pre-agreed via sone
a-priori configuration or out-of-band nmechanism Each Message
carries an 8-bit FEC Instance ID that references pre-configured
FEC schene information

Explicit FEC. The Explicit FEC Source (Section 4.2) and Explicit FEC
Repair (Section 4.4) Messages include the FEC Schemne- Specific
Information (FSSI) in the Message content, allowi ng for the ad-hoc
use of different FEC schenes and configuration, given underlying
i npl ementation support. Each Message carries an 8-bit FEC
Encoding I D and the FSSI el enents required by the FEC schene.

The following table summarizes the differences between the two
appr oaches:
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| Aspect | Pre-agreed FEC | Explicit FEC |
[ e —————— Ll —_———————————————————_ Ll pp—p—r L
| Configuration | CQut-of-band or a-priori | Self-describing

. e +
| FEC Identifier | FEC Instance ID (8-bit) | FEC Encoding |ID

I I | (8-bit) I
oo o - St o e e e e oo - +
| Per-Message | Lower (no FSSI) | Hi gher |
| Overhead | | (includes FSSI) |
. e +

Table 1: Conparison of Pre-agreed and Explicit FEC

Irrespective of whether Pre-agreed or Explicit FECis in use for a
Transfer, the FEC Framewor k Configuration Information MJUST NOT change
md-transfer. |If a receiver detects a change in FEC Franmework
Configuration Information during a Transfer, it MJST consider any
inconpl ete Transfer affected by the change as cancell ed, as defined
in Section 5.4 of [BTPY].

3.1. Pre-agreed FEC Instance ID

When pre-agreed FEC is desired, a | ookup table MJST be configured at
the sender and all receivers that maps a unique identifier, the FEC
Instance I D, to a particular FEC schenme and correspondi ng FSSI, such
that each Pre-agreed FEC Source (Section 4.1) and Pre-agreed FEC
Repair (Section 4.3) Message can refer to the FEC nechanismin use by
referencing the FEC Instance I D, rather than including all the FEC
configuration information in each Message.

The FEC Instance IDis an unsigned integer in the range 0..255
inclusive, and is carried in the respective FEC Messages encoded in
the FEC Instance ID field. Just |like the FEC schene and
configuration, the FEC Instance ID MJUST be the sane for all Messages
concerned with an individual Transfer. |f a receiver detects a
change in FEC Instance ID during a Transfer, it MJST consider the
Transfer cancelled, as defined in Section 5.4 of [BTPU].

Configuration of the mapping of FEC Instance ID to FEC schene

i nformati on MUST be perfornmed out-of-band, or via an a-priori
configuration nechani sm
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3.2. FEC Transfer Operation

FEC Messages share the sanme Transfer Nunber space as the core BTPU
Transfer Messages, and the Transfer Wndow al gorithm defined in

[ BTPU] applies to FEC Transfers. However, a sender MJUST NOT mi x FEC
Messages and core BTPU Transfer Messages (Transfer Segnent or
Transfer End) within the sane Transfer. |f a receiver detects such
m xing, it MJST consider the Transfer cancelled, as defined in
Section 5.4 of [BTPU]. The Transfer Cancel Message, as defined in

[ BTPU], MAY be used to cancel an FEC Transfer.

Unli ke core BTPU, FEC Transfers do not use an explicit Transfer End
Message to signal conpletion. |Instead, the FEC schene deternines
when sufficient ADUs and Repair Synbols have been received to
reconstruct the original bundle. The Transfer Wndow al gorithm

provi des the receiver with an upper bound on how long to wait for FEC
Messages associated with a given Transfer before considering it
conplete or failed. The Bundle Length Hint, if present, can be used
to verify that the reconstructed bundl e has the expected size.

4. Message Definitions

Al'l new Messages introduced in this docunment foll ow the common
message format as defined in Section 4 of [BTPU], and Hint Itens MAY
be included in these Messages. The Bundle Length Hint, as defined in
[ BTPU], MAY be included in FEC Source and FEC Repair Messages to
signal the total length of the bundl e being transferred.

Thi s specification deviates fromthe recomendation in Section 5.3 of
[ RFC6363] by placing the Explicit Source FEC Payl oad I D before the
Source Data, as BTPU has no capability anal ogous to conmon header
compression, as found in Robust Header Conpression (ROHC) [RFC3095],
and therefore to maintain consistency with other BTPU nessages, the
nmet adat a precedes the data.

Unli ke the Transfer Segment and Transfer End Messages defined in

[ BTPU], FEC Messages do not include a Segnent |Index field. The FEC
Payl oad |1 Ds, as defined by the FEC schene in use, serve the

equi val ent role of identifying and ordering source bl ocks and repair
synbol s for reassenbly.

4.1. Pre-agreed FEC Source Message
The Pre-agreed FEC Source Message is used to encapsul ate an
Application Data Unit (ADU), as defined in Section 2 of [RFC6363], of

a Bundl e Transfer that uses FEC with a pre-agreed configuration.
Mul tiple ADUs together forma Source Block for FEC encodi ng.
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A Pre-agreed FEC Source Message has a type of TBD1. The Message
Content field is formatted as foll ows:

0 1 2 3
01234567890123456789012345678901
B el e e i e s s S S S S S i st SR S S S S S &
ransfer Nunber |
i T T R ik s ol oI S I R R TR TR i S it T I T i ol SR R
EC Inst. ID | Explicit Source FEC Payload ID .

B i o I R R R i I S i i ol SRR SR o S S e e i e TR e e e s

Source Data ...

++++++++++++++++++++++++++++++++

1 1 1
+T+ o+

+
I
+
|
+
I
+

Transfer Number: The nuneric identifier of the Transfer that this
ADU is part of, encoded as a 32-bit unsigned integer in network
byt e order.

FEC Instance ID: The FEC Instance ID (Section 3.1) of the pre-agreed
FEC schene and configuration in use for the Transfer, encoded as
an 8-bit unsigned integer in network byte order.

Explicit Source FEC Payload ID: The Explicit Source FEC Payl oad ID,
with the format defined by the FEC schene. It is RECOMVENDED t hat
FEC schenes support the Generic Explicit Source FEC Payload ID
format defined in Section 5.3.1 of [RFC6363].

Source Data: The octets of the ADU, with the |ength cal cul ated as
the Message content |ength excluding the length of the Transfer
Nunber, FEC Instance ID, and Explicit Source FEC Payl oad ID.

4.2. Explicit FEC Source Message
The Explicit FEC Source Message is used to encapsul ate an Application
Data Unit (ADU), as defined in Section 2 of [RFC6363], of a Bundle
Transfer that uses FEC with an explicit FEC schene and configuration.
Mul tiple ADUs together forma Source Block for FEC encodi ng.

An Explicit FEC Source Message has a type of TBD2. The Message
Content field is formatted as foll ows:
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0 1 2 3
01234567890123456789012345678901
B e e S S e i T eI i S S e e s Tk ok STt S S S e e S TR
Transfer Nunber |
i S i R R T it S SR S SRR S
FEC Enc. ID | FEGC- Scheme-Specific Information elenents ...
e i I T i S s st SN S S
Explicit Source FEC Payload ID .
B e e S S e i T eI i S S e e s Tk ok STt S S S e e S TR
Source Data ...
e e e e e e e e b m e e e e e e e e e e e e e e e e e e e e e e 4

Transfer Number: The nuneric identifier of the Transfer that this
ADU is part of, encoded as a 32-bit unsigned integer in network
byte order.

FEC Encoding ID: A FEC Encoding ID, as defined in Section 5.6 of
[ RFC6363], encoded as an 8-bit unsigned integer in network byte
or der.

FEC- Schene- Speci fic Information el ements: Zero or nore FEC Scherme-
Specific Information el enents as defined in Section 5.5 of
[ RFC6363]. The binary encoding format and | ength of these
elements is defined by the FEC scheme identified by the FEC
Encodi ng I D.

Explicit Source FEC Payload ID: The Explicit Source FEC Payl oad I D,
with the format defined by the FEC schene. It is RECOMVENDED t hat
FEC schenes support the Generic Explicit Source FEC Payload ID
format defined in Section 5.3.1 of [RFC6363].

Source Data: The octets of the ADU, with the |ength cal cul ated as
the Message content |ength excluding the length of the Transfer
Nunber, FEC Encoding I D, FEC Schene-Specific Information el enents,
and Explicit Source FEC Payl oad ID.

Pre-agreed FEC Repair Message
The Pre-agreed FEC Repair Message is used to encapsul ate the Repair
Synbol s (Section 2 of [RFC6363]) of a Bundle Transfer that uses FEC
with a pre-agreed configuration.

A Pre-agreed FEC Repair Message has a type of TBD3. The Message
Content field is formatted as foll ows:
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0 1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
Transfer Nunber |
B S i i T S i ik i H
FEC Inst. ID | Repair FEC Payl oad 1D .
B s e e T o i S S e etk o ok i NI S
Repair Synbol Data ...
B el I T e e e e et it S S I R R i sT TR SRR S S S S S S

+T T4

Transfer Nunber: The nuneric identifier of the Transfer that these
repair synbols are part of, encoded as a 32-bit unsigned integer
in network byte order.

FEC I nstance ID: The FEC Instance ID (Section 3.1) of the pre-agreed
FEC schene and configuration in use for the Transfer, encoded as
an 8-bit unsigned integer in network byte order.

Repair FEC Payl oad ID: The Repair FEC Payload ID as defined in
Section 5.4 of [RFC6363], with the format specified by the FEC
schene.

Repair Synbol Data: The octets of the repair synbols, with the
I ength cal cul ated as the Message content |ength excluding the
I ength of the Transfer Nunmber, FEC Instance |ID, and Repair FEC
Payl oad 1 D.

Explicit FEC Repair Message
The Explicit FEC Repair Message is used to encapsul ate the Repair
Synbol s (Section 2 of [RFC6363]) of a Bundle Transfer that uses FEC

with an explicit FEC scheme and configuration.

An Explicit FEC Repair Message has a type of TBD4. The Message
Content field is formatted as foll ows:

0 1 2 3
01234567890123456789012345678901

e o I e e ol i I T T T S S e e e e i i ol it T R R

| Transfer Number |
e L o i e S  th o i R S

| FEC Enc. ID | FEC- Schene-Specific Information elements ...

i e e R e s o e e i i ol S N B T

| Repair FEC Payload ID .

e o I e e ol i I T T T S S e e e e i i ol it T R R

| Repair Synbol Data ...

e e e e e e e e e e e A b e e e e e e e e e e e e e e e e e e e 4
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Transfer Number: The nuneric identifier of the Transfer that these
repair synbols are part of, encoded as a 32-bit unsigned integer
in network byte order

FEC Encoding ID: A FEC Encoding ID, as defined in Section 5.6 of
[ RFC6363], encoded as an 8-bit unsigned integer in network byte
or der.

FEC- Schene- Speci fic Information el ements: Zero or nore FEC Scherme-
Specific Information el enents as defined in Section 5.5 of
[ RFC6363]. The binary encoding format and | ength of these
elements is defined by the FEC scheme identified by the FEC
Encoding 1D

Repair FEC Payl oad ID: The Repair FEC Payload ID as defined in
Section 5.4 of [RFC6363], with the format specified by the FEC
schene.

Repair Symbol Data: The octets of the repair synbols, with the
I ength cal cul ated as the Message content |ength excluding the
| ength of the Transfer Nunber, FEC Encoding |ID, FEC- Scherme-
Specific Information el enents, and Repair FEC Payl oad I D

5. Security Considerations

The new Messages and mechani snms in this document do not add
addi tional security considerations, nor imnpact the existing security
considerations outlined in [ BTPU and [ RFC6363].

FEC nechani sns do not provide authentication or integrity protection
Mal i ci ous or corrupted FEC Messages coul d cause a receiver to
reconstruct an incorrect bundle. |If a receiver detects an error
during FEC decoding, it SHOULD cancel the Transfer as defined in
Section 5.4 of [BTPU]. Additionally, deploynments SHOULD use upper-

| ayer integrity nmechani sns, such as BPSec [RFC9172], to detect
corruption in reconstructed bundl es. Wen upper-layer integrity
verification fails, inplenentations SHOULD di scard the reconstructed
bundl e as per the upper-layer’s security policy.

6. | ANA Consi derations

I ANA is requested to assign new values fromthe "BTPU Message Types"
registry for the new Message types defined in this docunent:
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| Value | Message Type |
[ gttty s p—p—p—p—(—(————(—(———(——(—(—————r
| TBDL | Pre-agreed FEC Source Message |
S D O +
| TBD2 | Explicit FEC Source Message |
Fommma - T Ty +
| TBD3 | Pre-agreed FEC Repair Message |
R, o e e e e e e e e e e aa o - +
| TBD4 | Explicit FEC Repair Message |
S D O +

Tabl e 2: New BTPU Message Types
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