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Abst ract
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Protocol Security (BPSec) integrity and confidentiality blocks. A
profile for COSE, focused on asymetric-keyed al gorithns, and for
PKI X certificates are al so defined for BPSec interoperation.
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1. Introduction

The Bundl e Protocol Security (BPSec) Specification [RFC9172] defines
structure and encoding for Block Integrity Block (BIB) and Bl ock
Confidentiality Block (BCB) types but does not specify any security
contexts to be used by either of the security block types. The CBOR
oj ect Signing and Encryption (COSE) specifications [ RFC9052] and

[ RFCO053] defines a structure, encoding, and algorithns to use for
crypt ographi ¢ signing and encrypti on.

Thi s docunent describes how to use the algorithnms and encodi ngs of
COSE within BPSec bl ocks to apply those algorithms to Bundle security
in Section 2. A bare mnimmof interoperability algorithnms and

al gorithm paraneters is specified by this docunment in Section 3. The
focus of the recommended algorithnms is to allow BPSec to be used in a
Public Key Infrastructure (PKI) as described in Section 1.2 using a
certificate profile defined in Section 4.

Exanmpl es of specific security operations are provided in Appendix A
to aid in inplenmentation support of the interoperability algorithns
of Section 3.2. Exanmples of public key certificates are provided in
Appendi x B which are conpatible with the profile in Section 4 and
speci fic correspondi ng al gorithms.
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1.

1.

1.3.

1.

2

Scope

Thi s docunent describes a profile of COSE which is tailored for use
in BPSec and a nethod of including full COSE nessages within BPSec
security bl ocks. This docunent does not address:

* Policies or nmechanisnms for issuing Public Key Infrastructure Using
X. 509 (PKIX) certificates; provisioning, deploying, or accessing
certificates and private keys; deploying or accessing certificate
revocation lists (CRLs); or configuring security paraneters on an
i ndi vidual entity or across a network.

* Uses of COSE beyond the profile defined in this docunent.

* How those COSE al gorithns are intended to be used within a | arger
security context. Many header paraneters used by CCSE (e.g., key
identifiers) depend on the network environnent and security policy
related to that environnent.

PKI X Envi ronments and CA Policy

Thi s specification gives requirenents about how to use PKI X
certificates issued by a Certificate Authority (CA), but does not
defi ne any mechani sms for how those certificates come to be

To support the PKI X uses defined in this docunent, the CA(s) issuing
certificates for BP nodes are aware of the end use of the
certificate, have a mechanismfor verifying ownership of a Node ID
and are issuing certificates directly for that Node ID. BPSec
security verifiers and acceptors authenticate the Node |ID of security
sources when verifying integrity (see Section 2.6.1) using a public
key provided by a PKIX certificate (see Section 2.6.1) follow ng the
certificate profile of Section 4.

Use of CDDL

Thi s docunent defines CBOR structure using the Concise Data
Definition Language (CDDL) of [RFC8610]. The entire CDDL structure
can be extracted fromthe XM version of this docunent using the
XPat h expressi on:

"/l sourcecode[ @ype="cddl "]

The following initial fragment defines the top-level rules of this
docunent’s CDDL, including the ASB data structure with its paraneter/
result sockets and rul es needed for validating the exanpl e CBOR
content.
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start = bpsec-cose-asb / external _aad /
pri mary-bl ock / extension-block /
MAC structure / Sig structure / Enc_structure / COSE_KeySet

The definitions for the rules MAC structure, Sig_structure,
Enc_structure, and COSE KeySet are taken from COSE [ RFC9052]. The
definition for the rule COSE _CertHash is taken from COSE X. 509

[ RFC9360]. The definitions for the rules eid, primary-Dblock, and

ext ensi on- bl ock, block-control-flags, the socket $extension-block,
and the generic rule extension-block-use are taken from BP [ RFC9171].
The BPSec specification [RFC9172] did not define its extension blocks
usi ng CDDL, so a supplenentary definition for BPSec is provided in
Appendi x C

1.4. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2. BPSec Security Context

Thi s docunent specifies a single security context for use in both
BPSec integrity and confidentiality blocks. This is done to save
code points allocated to this specification and to sinplify the
encodi ng of COSE-in-BPSec; the BPSec bl ock type uniquely defines the
acceptabl e paraneters and COSE nessages which can be present.

The COSE security context SHALL have the Security Context |ID
specified in Section 6.1

Both types of security block can use the sane paraneters, defined in
Section 2.2, to carry public key-related information and each type of
security block allows specific COSE nessage results, defined in
Section 2. 3.

; Specialize the ASB for this context
$ext - dat a- asb /= bpsec-cose- asb
bpsec- cose-asbh = bpsec-cont ext -use<
3, ; Context |D COSE
$bpsec- cose- param
$bpsec- cose-resul t
>

Figure 1. COSE context declaration CDDL

Si pos Expires 25 May 2026 [ Page 5]



Internet-Draft BPSec COSE Novenber 2025

2.1. Security Scope

The scope here refers to the set of information used by the security
context to cryptographically bind with the plaintext data being
integrity-protected or confidentiality-protected. This information
is generically referred to as additional authenticated data (AAD)
which is also the termused by COSE to describe the sanme kind of
data. COSE additionally distinguishes between its internal portion
of AAD, derived from COSE nessage content, and _external AAD_

provi ded by the enbeddi ng application, which in this case is the
BPSec security context.

The sources for external AAD within this COSE context are described
bel ow, controlled by the AAD Scope paraneter (Section 2.2.2), and

i mpl emented as defined in Section 2.5.1. The purpose of this
paraneter is simlar to the "AAD Scope" paraneter and "Integrity
Scope" paraneter of the Default Security Contexts [RFC9173] but
expanded to allow including _any_ block in the bundle as AAD

Primary Bl ock:
The primary block identifies a bundl e and, once created, the
contents of this block are imutable. Changes to the prinmary
bl ock associated with the security target indicate that the target
is no longer inits original bundle. |Including the primary bl ock
as part of AAD ensures that security target block-type-specific
data (BTSD) appears in the same bundle that the security source
i nt ended.

G her Canoni cal Bl ock BTSD
I ncluding the BTSD of an other, non-target block as part of AAD
ensures that that other block’s BTSD does not change after the
security operation is added. This can guarantee that not only has
the security target BTSD not changed but the additional bl ocks
BTSD have not changed

O her Canoni cal Bl ock Met adat a:
I ncludi ng bl ock nmetadata, which identifies and types a bl ock, as
part of AAD ensures that the bl ock presence does not change after
the security operation is added. This netadata explicitly
excl udes the CRC type and value fields because the CRC is derived
fromthe BTSD. The netadata of the security block and the target
bl ock are also allowed (as described bel ow), which binds the
security result to that specific target bl ock
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Target Bl ock Met adat a:
One special case of including block netadata as AAD is for the
target block itself, which ensures that the target BTSD i s bound
to its specific containing block. This case uses AAD Scope key -1
and the value flag for netadata to indicate that the bl ock
metadata is taken fromthe target of the security operation

Cont ai ning Security Bl ock Met adat a:
Anot her special case of including block netadata is for the
security bl ock containing the security operation itself, which
ensures that the security operation is bound to its specific
containing block. This case uses AAD scope key -2 and the val ue
flag for netadata to indicate that the block netadata is taken
fromthe containing security bl ock

Cont ai ning Security Bl ock BTSD:
The BTSD content of the security block itself (as defined in
Section 3.6 of [RFC9172]) is also partially covered by AAD as
expl ai ned bel ow.

* The Security Targets field can be included indirectly by using
AAD scope key -1 to ensure the AAD includes each target block
number .

*  The Security Context IDis not included directly, but
modi fication of this field will cause processing (verification
or acceptance) of the associated security operations to fail

* The Security Source field is always included as external AAD
so is protected fromnodification.

* The Security Context Flags and Security Context Paraneters are
not all included directly, but the nodification of parameters
wi || cause processing of security operations to fail. The
Addi tional Protected paraneter is the portion of this data
which is included in the external AAD

* The Security Results are also not included directly, but these
are the COSE nessages thensel ves which are designed to be
handl ed as plaintext. There are portions of each COSE nessage
(result) which is included in the internal AAD (via
MAC structure, Sig_structure, or Enc_structure) as defined by
COsSE [ RFC9052] .

Because of these options, it is possible for a security source to
create a COSE context integrity operation which covers every bl ock of
a bundle at the tinme the BIB is added (excluding CRC Type and val ue
fields). By using a mninmal AAD scope it is also possible for an
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2

2

integrity operation to cover only the BTSD of its single target block
i ndependently of the block nmetadata or bundl e primary bl ock
associated with the target at the time the BIB is added. Likew se,

it is possible for a COSE context confidentiality operation to be
bound to every other block of a bundle at the tine the BCB is added
or bound to no context outside the BTSD of the target bl ock

Par anet ers

Each COSE context paraneter value SHALL consist of the COSE structure
indicated by Table 1 in its decoded CBOR itemform [Each security

bl ock SHALL contain no nore than one of each paraneter type per
target bl ock.

[ et ————— e —_——————————————————— Ll pp——r o
| Paranmeter ID | Parameter Structure | Reference |
[ et el sl e ety
| 3 | additional-protected | Section 2.2.1 of

| | | this docunent |
S o e e e e e a oo Fom e e e oo +
| 4 | additional -unprotected | Section 2.2.1 of

| | | this docunent |
oo s Fom e e e e a e e oo o e e e oo +
| 5 | AAD-scope | Section 2.2.2 of

| | | this docunent |
S o e e e e e a oo Fom e e e oo +

Tabl e 1: COSE Cont ext Paraneters

When a paraneter is not present and a default value is defined bel ow,
a security verifier or acceptor SHALL use that default value to
process the target:

* The default additional-protected is (an enpty byte string).

*  The default additional-unprotected is (an enpty byte string).
* The default AAD-scope is {0:0b1,-1:0bl,-2:0bl} (a map which
i ndi cates the AAD contains the netadata of the primary, target,
and security bl ocks).
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2.2.1. Additional Header Maps

The two paraneters Additional Protected and Additional Unprotected
al | ow de-duplicating header itens which are conmon to all COCSE
results. Both additional header values contain a CBOR map which is
to be nerged with each of the result’s unprotected headers. Although
the additional header itenms are all treated as unprotected fromthe
perspective of the COSE nmessage, the additional protected map is
included within the external AAD (Section 2.5.1). The expected use
of additional header map is to contain a certificate (chain) or
identifier (see Section 3.5) which applies to all results in the sane
security bl ock.

Fol I owi ng the sanme pattern as COSE, when both additional header maps
are present in a single security block they SHALL not contain any
duplicated labels. Security verifiers and acceptors SHALL treat a
pai r of additional header maps containing duplicated | abels as

i nvalid.

No nore than one of each Additional Protected and Additiona

Unprot ected parameter SHALL be present in a single security bl ock
Security verifiers and acceptors SHALL treat a security block with
mul tiple instances of either additional header type as invalid.
There is no well-defined behavior for a security acceptor to handl e
multiple Additional Protected parameters

Security sources SHOULD NOT include an additional header paraneter
which represents an enpty map. Security verifiers and acceptors
SHALL handl e enpty header map paraneters, specifically the Additiona
Protected paraneter because it is part of the external AAD

Security verifiers and acceptors SHALL treat the aggregate of both
addi ti onal header maps as being present in the unprotected header nmap
of the highest-layers of the COSE nessage of each result. For

singl e-1ayer nessages (_i.e. , COSE EncryptO, COSE MACO, and

COSE _Signl) the additional headers apply to the nessage itself (layer
0) and for other nessages the additional headers apply to the fina

recipients. |If the same header label is present in a additiona
header map and a COSE | ayer’s headers the itemin the result header
SHALL take precedence (_i.e. , the additional header itens are added

only if they are not already present in a |layer’s header).
Addi tional header maps SHALL NOT contain any private key materi al

The security paraneters are all stored in the bundl e as plaintext and
are visible to any bundl e handl ers.
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$bpsec-cose-param /= [3, additional -protected]
additional -protected = enpty_or_serialized_nmap

$bpsec-cose-param /= [ 4, additional -unprotected]
addi tional -unprotected = enpty_or_serialized map

Figure 2: Additional Headers CDDL
2.2.2. AAD Scope

The AAD Scope paraneter controls what data is included in the AAD for
both integrity and confidentiality operations. The AAD Scope
parameter SHALL be encoded as a CBOR map containi ng keys referencing
bundl e bl ocks (as uint or nint itenms) and val ues representing a
collection of bit flags (as uint itens) as defined bel ow

Non- negative integer AAD Scope keys SHALL be interpreted as bl ock
nunbers in the bundle containing the AAD Scope paraneter. Negative
i nt eger AAD Scope keys SHALL be interpreted as special (non-block-
nunber) identifiers according to the 1 ANA registry defined in
Section 6.1. That registry contains the following initial values
fromTable 2 as well as reserved blocks for experinental and private
use.

| Value | Name | Description |
[ ety e pppp—p—p—_ Clpp g p—p—p—p—p—_—_——_—————————————————————————————r L
| -1 | Target | I'nclude the target block of the security |
| | bl ock | operation associated with the AAD. |
dememaas Ry TR +
| -2 | Security | Include the security block containing the |
| | bl ock | security operation associated with the AAD. |
R, TS oo e m e e e e e e e e e e e e e e e e e e e e e e e +

Tabl e 2: AAD Scope Speci al Keys
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AAD Scope values SHALL be interpreted as bit flags according to the

| ANA registry defined in Section 6.1 with initial values defined in
Table 3. Any AAD Scope value bits SHALL NOT all be set to zero,

whi ch woul d represent the |ack of presence in the AAD and serves no
purpose. Wen the map key identifies the primary bl ock (bl ock nunber
zero) the bits SHALL only have AAD-netadata set, as the primary bl ock
has no BTSD. Wen the nmap key identifies the containing security

bl ock the bits SHALL only have AAD netadata set, as the security

bl ock BTSD does not yet exist. Wen the map key identifies the
target block the bits SHALL only have AAD netadata set, as the target
bl ock BTSD is already part of the security operation (integrity or
confidentiality). Al unassigned bits SHALL be set to zero (which
will be elided by CBOR encoding) by security sources. All unassigned
bits SHALL be ignored by security verifiers and acceptors.

[ gttt ———— p—p———————————— L —p—p—p—_—————————
| Bit Position | Nane | Description |
I I I
| (fromLShit) | | I
| O | AAD-metadata | If bit is set, indicates
| | | that the block nmetadata |
| | | is included in the AAD. |
oo s oo s o e e e e e e e e oo s +
| 1 | AAD- btsd | If bit is set, indicates
| | | that the BTSD is |
| | | included in the AAD. |
R R o e m e e e e e oo +

Tabl e 3: AAD Scope Fl ags

A CDDL representation of this definition is included in Figure 3 for
reference

$bpsec-cose-param /= [5, AAD-scope]
AAD- scope = {

* AAD- scope- key => AAD- scope-va
}

; Al uint keys are block nunbers

AAD- scope-key = uint / ($blk-id-special .within (-1 .. -65536))
$bl k-i d-special /=-1; target block

$bl k-id-special /= -2 ; security block

AAD- scope-val = uint .bits $AAD scope-fl ags
$AAD scope-flags /= 0 ; AAD netadata
$AAD-scope-flags /=1 ; AAD btsd

Figure 3: AAD Scope CDDL
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2.

2.

3.

3.

The default value for this parameter (in Section 2.2) includes the
primary, target, and security bl ock netadat a.

Resul ts

Al t hough each COSE context result is a COSE nessage, the types of
message al | owed depend upon the security bl ock type in which the
result is present: only MAC or signature nessages are allowed in a
BI B and only encryption nmessages are allowed in a BCB.

The code points for Result ID values are identical to the existing
COSE nessage-marking tags in Section 2 of [RFC9052]. This avoids the
need for val ue- mappi ng between code points of the two registries.

When enbeddi ng COSE nessages, the nessage CBOR structure SHALL be
encoded as a byte string used as the result value. This allows a
security acceptor to skip over unwanted results wi thout needing to
decode the result structure. Wen enbeddi ng COSE nessages, the CBOR-
tagged form SHALL NOT be used. The Result |ID val ues already provide
the sane information as the COSE tags (using the same code points).

These generic requirenents are fornmalized in the CDDL fragnment of
Fi gure 4.

$bpsec-cose-result /= [16, bstr .cbor COSE_Encrypt 0]
$bpsec-cose-result /= [17, bstr .cbor COSE_MacO]
$bpsec-cose-result /= [18, bstr .cbor COSE_Signl]
$bpsec-cose-result /= [96, bstr .cbor COSE _Encrypt]
$bpsec-cose-result /= [97, bstr .cbor COSE_Mac]
$bpsec-cose-result /=[98, bstr .cbor COSE Sign]

Figure 4: COSE context results CDDL
1. Integrity Messages

When used within a Block Integrity Block, the COSE context SHALL
allowonly the Result IDs from T Table 4. Each integrity result val ue
SHALL consist of the COSE nmessage indicated by Table 4 in its non-

t agged encoded form
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[ oo s sy e e e o)
| Result ID| Result Structure | Reference |
[S oo b oo oo ey e pees s pu e o}
| 97 | encoded COSE_Mac | [ RFC9052] |
S I . I +
| 17 | encoded COSE MacO | [ RFC9052] |
S T e S T +
| 98 | encoded COSE Sign | [RFCI9052] |
R oo R +
| 18 | encoded COSE_Signl | [RFC9052] |
S I . I +

Table 4. COSE Integrity Results

Each integrity result SHALL use the "detached" payload formw th null
payl oad value. The integrity result for COSE Mac and COSE MacO
nmessages are conputed by the procedure in Section 6.3 of [RFC9052].
The integrity result for COSE Sign and COSE_Signl nessages are
computed by the procedure in Section 4.4 of [RFCO052].

The COSE "protected attributes fromthe application” used for a
signature or MAC result SHALL be the encoded data defined in

Section 2.5.1. The CCSE payl oad used for a signature or MAC result
SHALL be one of the follow ng: the encoded formof the prinmary bl ock
if the target is the primary block (block nunber zero), or the BTSD
content of the target if the target is not the primary block (bl ock
nunber non-zero).

2.3.2. Confidentiality Messages

When used within a Block Confidentiality Bl ock, COSE context SHALL
allowonly the Result IDs fromTable 5. Each confidentiality result
val ue SHALL consist of the COSE nessage indicated by Table 5 inits
non-t agged encoded form

[ el el Ll
| Result ID| Result Structure | Reference |
[ el b sl
| 96 | encoded COSE Encrypt | [RFC9052] |
F-- - - - B e ] F-- - - - +
| 16 | encoded COSE Encrypt0 | [ RFC9052] |
I I i I I R I +

Table 5: COSE Confidentiality Results
Only al gorithnms which support Authenticated Encryption with

Aut henticated Data (AEAD) SHALL be usable in the first (content)
| ayer of a confidentiality result. Because COSE encryption w th AEAD
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appends the authentication tag with the ciphertext, the size of the
BTSD will grow after an encryption operation. Security verifiers and
acceptors SHALL NOT assune that the size of the plaintext is the same
as the size of the ciphertext.

Each confidentiality result SHALL use the "detached" payload form
with null payload value. The confidentiality result for COSE_Encrypt
and COSE Encrypt 0 nmessages are conputed by the procedure in

Section 5.3 of [RFC9052].

The COSE "protected attributes fromthe application" used for an
encryption result SHALL be the encoded data defined in Section 2.5.1
The COSE payl oad used for an encryption result SHALL be the BTSD
content of the target. Because confidentiality of the primary bl ock
is disallowed by BPSec, there is no logic here for handling a BCB
with a target on the prinmary bl ock.

2.4. Key Considerations

Thi s specification does not inpose any additional key requirenents
beyond those already specified for each COSE algorithmrequired in
Section 3.

It is expected, but not required, that keys referenced and used by
COSE nmessages in this context will thensel ves be nanaged as COSE Key
objects as defined in Section 7 of [RFC9052]. Using native COSE Key
objects sinmplifies the work of an inplenmentation to align with the
key and credential identifiers contained in COSE header paraneters.

2.5. Canonicalization Al gorithns

Generating or processi ng COSE nessages for the COSE context follows
the profile defined in Section 3 with the "protected attributes from
the application" (_i.e._ , the external AAD) generated as defined in
Section 2.5.1 and the detached payl oad bei ng the BTSD content from
the target block as defined in Section 2.5.2.

2.5.1. Cenerating External AAD

The COSE external AAD content defined in this section are used for
both integrity and confidentiality nessages. The encoding of this
content is different from AAD of Section 4.7.2 of [RFCO9173] and the
front items of | PPT of Section 3.7 of [RFCO9173] due to support for
AAD scope (Section 2.2.2) covering the ASB security source field and
covering an arbitrary number of blocks in the sane bundle.
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If the AAD Scope map contains any key which is a positive integer
(bl ock nunber) referencing a bl ock which does not exist in the
current bundle or any key which is a negative integer (special key)
not supported by the processing entity the generation of the AAD
SHALL be considered fail ed.

This external AAD SHALL be encoded in accordance with the core
determ nistic encoding requirenents of Section 4.2.1 of [RFC8949].
The external AAD content SHALL consi st of an encoded CBOR sequence,
generated by concatenating the follow ng byte string parts:

1. The first part SHALL be the encoded Security Source EID
associ ated with the ASB containing this security operation. This
is a CBOR array of length 2 in accordance with Section 4.2.5.1 of
[ RFC9171] .

2. The second part SHALL be the encoded AAD Scope val ue itself.
This is a CBOR map in accordance with Section 2.2.2. Because of
determni stic encoding, the negative keys will occur after
positive keys.

3. For each entry of the AAD Scope map, in ascendi ng bl ock nunber
order followed by the negative special keys in descending order,
the next items SHALL be one or both of the foll ow ng:

a. |If the map value has the AAD-netadata flag set, the next part
i s block netadata taken fromeither

* |f the map key is block nunmber zero, the next part SHALL
be the encoded formof the primary block of the containing
bundle. This is the full primary block, including its
definite-length array head. This part will be identica
to the encoded primary block fromthe containing bundle if
that primary bl ock conforns to encodi ng requirenents of
Section 4.3.1 of [ RFC9171].

*  (Otherw se, next part SHALL be the encoded form of the
first three fields of the block (_i.e._, the block type
code, bl ock nunber, and control flags) identified by the
bl ock nunber in the map key. This is just the three
encoded CBOR unsigned integer fields concatenated with no
fram ng (array or otherwi se).
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b. If the map value has the AAD-btsd flag set and the map key is
_not _ bl ock nunber zero, the next part SHALL be the re-
encoded BTSD of the block identified by the bl ock nunmber in
the map key. This is a definite-length CBOR byte string.
This part will be identical to the encoded BTSD itemfromthe
target block itself if that target block conforms to encoding
requi renents of Section 4.3.2 of [RFCI9171].

4. The last part SHALL be the encoded form of the Additiona
Protected paraneter (Section 2.2.1). This is a definite-length
CBOR byte string. This has a default value of an enpty string,
defined in Section 2.2.

Be aware that, because of determ nistic encoding requirenments here,
there is no guarantee that AAD parts containing the same CBOR data as
the ASB or containing bundle (_e.g. , the Security Source field),
result in the sane encoded byte string. Wen generated by the sane
entity they are expected to be the sane, but an entity verifying or
accepting a security operation SHALL treat bundl e and bl ock contents
as untrusted input and re-encode the AAD parts.

A CDDL representation of this data is shown belowin Figure 5.

; Specialized here to contain a specific sequence
external _aad /= bstr .cborseq AAD-1i st

AAD-list =]
security-source: eid,
AAD- scope,
* AAD- bl ock,
; copy of additional-protected (or default enpty bstr)
addi ti onal - prot ect ed

; each AAD itemis a group, not a sub-array
AAD- bl ock = (

? primary- bl ock, ; present for block nunber zero
? bl ock-nmetadata, ; present if AAD netadata flag set
? bstr, ; present if AAD-btsd flag set

; Selected fields of a canonical block
bl ock-netadata = (

bl ock-type-code: uint,

bl ock- nunber: uint,

bl ock-control -fl ags,

Fi gure 5: COSE context AAD CDDL
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2.5.2. Payload Data

When correl ati ng between BPSec target BTSD and COSE pl ai ntext or

payl oad, any byte string SHALL be handled in its decoded CBOR item
form This neans the CBOR head in an encoded formis ignored for the
pur poses of security processing; only the BTSD content bytes are
significant. This also neans that if the target BTSD was encoded in
a non-conform ng way, for exanple in indefinite-length formor with a
non-m ni mumsi ze |l ength, the security processing always treats it in
a determnistically encoded CBOR form

2.6. Processing

Thi s section describes block-1evel requirements for handling COSE
security data.

Al'l security results generated for BIB or BCB bl ocks SHALL conformto
the COSE profile of Section 3 with header augnentation as defined in
Section 2.2.1.

2.6.1. Node Aut hentication

This section explains howthe certificate profile of Section 4 is
used by a security acceptor to both validate an end-entity
certificate and to use that certificate to authenticate the security
source for an integrity result. For a confidentiality result, some
of the requirenents in this section are inmplicit in an inplenmentation
using a private key associated with a certificate used by a result
recipient. It is an inplenmentation natter to ensure that a BP agent
is configured to generate or receive results associated with valid
certificates.

A security source MAY prohibit generating a result (either integrity
or confidentiality) for an end-entity certificate which is not
considered valid according to Section 2.6.1.2. Generating a result
which is likely to be discarded is wasteful of bundle size and
transport resources.

2.6.1.1. Certificate lIdentification

Because of the standard policy of using separate certificates for
transport, signing, and encryption (see Section 4.1) a single Node ID
is likely to be associated with multiple certificates, and any or al
of those certificates MAY be present within an "x5bag" in an

Addi tional Protected parameter (see Section 2.2.1). Wen present, a
security verifier or acceptor SHALL use an "xb5chain" or "x5t" to
identify an end-entity certificate to use for result processing.
Security verifiers and acceptors SHALL NOT assune that a validated
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certificate containing a NODE-1D matching a security source is enough
to associate a certificate with a COSE nessage or recipient (see
Section 3.5).

2.6.1.2. Certificate Validation

For each end-entity certificate contained in or identified by by a
COSE result, a security verifier or acceptor SHALL performthe
certification path validation of Section 6 of [RFC5280] up to one of
the acceptor’s trusted CA certificates. Wen evaluating a
certificate Validity tinme interval, a security verifier or acceptor
SHALL use the Bundle Creation Time of the primary block as the

reference instead of the current tine. |f enabled by local policy,
the entity SHALL perform an OCSP check of each certificate providing
OCSP authority information in accordance with [ RFC6960]. If

certificate validation fails or if security policy disallows a
certificate for any reason, the acceptor SHALL treat the associated
security result as failed. Leaving out part of the certification
chain can cause the entity to fail to validate a certificate if the
left-out certificates are unknown to the entity (see Section 5.2).

For each end-entity certificate contained in or identified by a COSE

context result, a security verifier or acceptor SHALL apply security

policy to the Key Usage extension (if present) and Extended Key Usage
extension (if present) in accordance with Section 4.2.1.12 of

[ RFC5280] and the profile in Section 4.

2.6.1.3. Node |ID Authentication

If required by security policy, for each end-entity certificate
referenced by a COSE context integrity result a security verifier or
acceptor SHALL validate the certificate NODE-ID in accordance with
Section 6 of [RFC6125] using the NODE-ID reference identifier from
the Security Source of the containing security block. If the NODE-ID
validation result is Failure or if the result is Absent and security
policy requires an authenticated Node ID, a security verifier or
acceptor SHALL treat the result as fail ed.

2.6.2. Policy Recommendati ons

A RECOMMENDED security policy is to enable the use of OCSP checki ng
when internet connectivity is present. A RECOMVENDED security policy
is that if an Extended Key Usage is present that it needs to contain
i d- kp-bundl eSecurity of [IANA-SM] to be usable as an end-entity
certificate for COSE security results. A RECOMVENDED security policy
is torequire a validated Node ID (of Section 2.6.1.3) and to ignore
any other identifiers in the end-entity certificate.
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This policy relies on and infornms the certificate requirements in
Section 3.6 and Section 4. This policy assunes that a DTN-aware CA
(see Section 1.2) will only issue a certificate for a Node ID when it
has verified that the private key hol der actually controls the DIN
node; this is needed to avoid the threat identified in Section 5. 4.
This policy requires that a certificate contain a NODE-1D and al | ows
the certificate to also contain network-1level identifiers. A
tailored policy on a nore controlled network could relax the

requi renent on Node I D validation and/ or Extended Key Usage presence.

3. CCSE Profile

Thi s section contains requirenments which apply to the use of COSE
within the BPSec security context defined in this docunment. O her
vari ations of COSE within BPSec can be used but are not expected to
be interoperable or usable by all security verifiers and acceptors.

3.1. COSE Messages

When generating a BPSec result, security sources SHALL use only COSE
| abels with a uint value. When processing a BPSec result, security
verifiers and acceptors MAY handl e COSE | abels with with a tstr

val ue.

When used in a BPSec result, each COSE nessage SHALL contain an
explicit algorithmidentifier in the first (content) layer in
accordance with [ RFC9052]. When avail able, each COSE nessage SHALL
contain a key identifier in the last layer for all signatures or

reci pients. See Section 3.4 and Section 3.5 for specifics about key
identifiers. Wien a key identifier is not available, BPSec verifiers
and acceptors SHALL use the Security Source and the Bundl e Source to
i mply which keys can be used for security operations. Using inplied
keys has an interoperability risk, see Section 5.5 for details. A
BPSec security operation always occurs within the context of the
imutable primary block with its paraneters (specifically the Source
Node I D) and the security block with its optional Security Source

The algorithnms required by this profile support using shared
symretric keys using nodern key strengths, wi th recommended
algorithms to support elliptic curve cryptography (ECC) keypairs and
RSA keypairs. The focus of this profile is to enable interoperation
bet ween security sources and acceptors on an open network, where nore
explicit COSE paraneters nake it easier for BPSec acceptors to avoid
assunptions and avoi d out-of-band paraneters. The requirenments of
this profile still allow the use of potentially not-easily-

i nteroperable algorithns and nessage/recipi ent configurations for use
by private networks, where nessage size is nore inportant than
explicit COSE paraneters
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3.2. Interoperability Al gorithmns

The m ni mum set of COSE al gorithns needed for interoperability in
non-constrai ned devices is listed in this section and organi zed by
the type of associated key material. This profile intentionally does
not prohibit the use of any other algorithms in specific

i mpl ement ati ons, devices, or networks and is nmeant only to provide a

starting point for general purpose inplenentations. It also does not
addr ess post-quantum al gorithms which have been finalized by NI ST but
are still undergoing standardization in the | ETF (see Section 5. 8.

The full set of COSE algorithns avail able is nanaged at [l ANA- COSE] .

Each algorithmin this profile is marked as being US CNSS CNSA 1.0
conformant [ CNSA1l] or CNSA 2.0 conformant [CNSA2] to aid in further
narrow ng of network-specific profiles and inplenmentations. Al of
these algorithns in this profile are approved by US NI ST FIPS 140-3
[ FI PS-140], however FIPS 140 certification involves review of
software and hardware design and inpl enentati on detail outside the
scope of this docunent.

The threshold for mninumsecurity strength to be included in this
interoperability minimumis roughly equivalent to CNSA 1.0 and the
CCSDS Space Data Link Security rationale green book [SDLS]. The
breadth of algorithmvariety is intended to cover nmany different
current use cases beyond sinple symmetric key security and be
compatible with current PKIX mechani sns and strat egi es.

3.2.1. Hashing Algorithns
I mpl enentati ons conforming to this specification SHALL support the

non- keyed hash algorithns in Table 6 if they will operate with public
key certificates.

oo+ o4 o= =+4
| Nare | Code | Confornmance |
[ oo e el e ool oo
| SHA-256/64 | -15 | |
I +------ R i +
| SHA- 256 | -16 | |
i i +------ R i +
| SHA-512/256 | -17 | |
I +------ R I I I +
| SHA-384 | -43 | CNSA 1.0 and 2.0

I +------ R i +
| SHA-512 | -44 | CNSA 2.0 |
i i +------ R i +

Tabl e 6: Hash Al gorithns
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These algorithns are currently used in the COSE CertHash of "x5t"
header parameters, which are expected to be included as unprotected
(see Section 3.5). The truncated algorithms are useful for
certificate filtering using shorter thunbprints, so are included here
even though they fall below the CNSA 1.0 m ni mum strength for
protecting data.

3.2.2. Symmetric A gorithns

I npl enentations conforming to this specification SHALL support the
symetric keyed algorithnms in Table 7.

| The symmetric keyed al gorithns here are not a super-set of
| those available in [RFCO9173], this list includes only those
| which are CNSA 1.0 or 2.0 conformant.

The "direct” algorithmis really just a recipient placeholder to

al l ow using a content encryption key (CEK) identifier in a that COSE
| ayer, so has no cryptographic function or effect on security

st rengt h.

[ Rl el sl ety Ll
| BPSec Bl ock | COSE | Nane | Code| Confornance |
I | Layer | I I I
[ ooy ool oo s ey sy oo
| Integrity | 0 | HVAC 384/ 384 |6 | CNSA 1.0 |

| | | | and 2.0 |
I i T +------- T i R e e ] +
| Integrity | O | HMAC 512/512 | 7 | CNSA 2.0 |
I I +------- Feom e e e e e e e - - I T +
| Confidentiality | O | A256GCM [3 | CNSA 1.0 |
I I I I | and 2.0 I
I e I T +------- B R e sl +
| Integrity or | 1 | A256KW |-5 | CNSA 1.0 |
| Confidentiality | | | | and 2.0 |
I I +------- Feom e e e e e e e - - I T +
| Integrity or | 1 | direct |-6 | _NA_ |
| Confidentiality | | | | |
I e I T +------- B R e sl +
| Integrity or | 1 | direct+HKDF-SHA-512 |-11 | CNSA 1.0 |
| Confidentiality | | | | and 2.0 |
I I +------- Feom e e e e e e e - - I T +

Table 7: Symetric Al gorithns
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When generating a BIB result froma symretric key, inplenentations
SHALL use a COSE Mac or COSE_MacO using the private key directly.
VWhen a COSE_Mac or COSE MacO is used with a direct key, the top-I|ayer
headers SHALL include a key identifier (see Section 3.4).

The key length used for HVAC al gorithms SHALL be equal to the hash
function output length. This is consistent with COSE requirenents on
derived keys for HVAC but nore strict to apply to all keys used for
HVAC.

When generating a BCB result froma symetric CEK, inplenentations
SHOULD use COSE Encrypt or COSE EncryptO with direct CEK.  Session
CEKs SHALL be managed to avoi d overuse and the vulnerabilities
associated with | arge amount of ciphertext fromthe same key.

When generating a BCB result froma symmetric key-encryption key
(KEK), inplenentations SHOULD use a COSE Encrypt nessage with a
reci pient containing an indirect (wapped or derived) CEK.  Wen a
COSE_Encrypt is used with an overall KEK, the recipient |ayer SHALL
include a key identifier for the KEK

When a COSE Encrypt is used with a symetric KEK and a single
recipient, the direct HKDF al gorithms (code -10 and -11) are
RECOMVENDED over the key wapped algorithns (code -3 through -5) to
reduce nessage size and the need for synmetric key generation. Wen
processing a COSE Encrypt with a symetric KEK, a security verifier
or acceptor SHALL process all KDF context data fromthe recipient
headers in accordance with Section 5.2 of [RFC9053] even though the
source is not required to provide any of those paraneters.

3.2.3. ECC Algorithns
I mpl enentati ons conformng to this specification SHALL support the
ECC algorithnms in Table 8 if they will operate with ECC key materi al
usi ng NI ST curves.

The ECC-based al gorithns are CNSA 1.0 conformant [ CNSAl] only
when used with a key having curve P-384.

through -34) use HKDF with SHA-256, so do not conformto CNSA

I
|
| The current ECC-based al gorithms using AES key wap (code -29
I
| 1.0.
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[ ool oo s el el oo U
| BPSec Bl ock | COSE Layer | Name | Code | Confornmance

st emsfemsfemefy el ey et emsfemly el
| Integrity | 0or 1 | ESP384 | -51 | CNSA 1.0 |
B I Fo-m - - - - Fo-m - - - - +------ Fom - e - - - - +
| I'ntegrity | O0or 1 | ESP512 | -52 | |
Fom e e e e - Fo-mm e e - - I I +------ I I +
| Confidentiality | 1 | ECDHES + | -26 | CNSA 1.0 |
| | | HKDF-512 | | |
I I I Fo-m - - +------ I +
| Confidentiality | 1 | ECDHSS + | -28 | CNSA 1.0 |
| | | HKDF-512 | | |
Fom e e e e - Fo-mm e e - - I I +------ I I +
| Confidentiality | 1 | ECDHES + | -31 | |
I I | A256KW | I I
I I I Fo-m - - +------ I +
| Confidentiality | 1 | ECDH-SS + | -34 | |
I I | A256KW | I I
Fom e e e e - Fo-mm e e - - I I +------ I I +

Table 8: ECC Al gorithns

When generating a BIB result froman ECC private key, inplenentations
SHALL use a COSE_Sign or COSE _Signl using the private key directly.
When a COSE_Sign or COSE Signl is used with an ECC private key, the
top-1ayer headers SHALL include a correspondi ng public key identifier
(see Section 3.5).

When generating a BCB result froman ECC public key, inplenentations
SHALL use a COSE Encrypt nessage with a recipient containing an
indirect (wapped or derived) CEK. Wen a COSE Encrypt is used with
an ECC public key, the recipient layer SHALL include a public key
identifier (see Section 3.5). Wen a COSE Encrypt is used with an
ECC public key, the security source SHALL either generate an
epheneral ECC keypair or choose a unique HKDF "salt" for each
security operation.

When a COSE _Encrypt is used with an ECC public key and a single
recipient, the direct HKDF al gorithms (code -25 through -28) are
RECOMVENDED over the key w apped algorithns (code -29 through -34) to
reduce nessage size and the need for symretric key generation. Wen
processing a COSE Encrypt with an ECC public key, a security verifier
or acceptor SHALL process all KDF context data fromthe recipient
headers in accordance with Section 5.2 of [RFC9053] even though the
source is not required to provide any of those paraneters.
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The choi ce of whether to use ECDH in static-static (SS) or epheneral -
static (EH) node depends on what security properties are needed for
the operation. ECDH SS can reduce message size and all ows key
generation to happen outside of the source entity, but also requires
the ECC public key to either be known by the recipient(s) and
identified by or be fully transnitted by a header paraneter (as

di scussed in Section 6.3.1 of [RFC9053]). ECDH ES can provide
forward secrecy by using the epheneral key only for single messages,
but also requires the source to generate a new key when needed.

3.2.4. RSA Algorithns

I mpl enentati ons conforming to this specification SHALL support the
RSA algorithms in Table 9 if they will operate with RSA key nmaterial .

| The RSA-based algorithnms are CNSA 1.0 conformant [ CNSAl] only
| when used with a key nodul us of 3072 bits or |arger.

F oo s s e, ey s e e o}
| BPSec Bl ock | COSE Layer | Name | Code | Conformance |
[ e sl el s s ey el ety
| Integrity | O0or 1 | PS384 | -38 | CNSA 1.0 |
I I I +------ L i +
| Integrity | Oor 1 | PS512 | -39 | |
I i IR I I +------ I i +
| Confidentiality | 1 | RSAES-OAEP | -42 | CNSA 1.0 |
| | | w SHA-512 | | |
I i T I i I i +------ i i +

Tabl e 9: RSA Al gorithms

When generating a BIB result froman RSA keypair, inplenentations
SHALL use a COSE _Sign or COSE Signl using the private key directly.
When a COSE_Sign or COSE Signl is used with an RSA keypair, the top-
| ayer headers SHALL include a public key identifier (see

Section 3.5). Wen a COSE signhature is generated with an RSA
keypair, the signature uses a PSS salt in accordance with Section 2
of [ RFC8230].

When generating a BCB result froman RSA public key, inplenentations
SHALL use a COSE Encrypt nessage with a recipient containing a key-
wrapped CEK. When a COSE Encrypt is used with an RSA public key, the
reci pient layer SHALL include a public key identifier (see

Section 3.5).
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3.3. Needed Header Paraneters

The set of COSE header paraneters needed for interoperability is
listed in this section. The full set of COSE header paraneters
avai l abl e i s managed at [ | ANA- COSE] .

I mpl enentati ons conforming to this specification SHALL support the
header parameters in Table 10. This support neans required-to-
i mpl ement not required-to-use for any particul ar COSE nessage.

Specific COSE al gorithnms have their own requirenments about which
header parameters are nmandatory or optional to use in the associated
COSE nmessage | ayer. The phrasing in Table 10 uses the term
"required" where the paraneter needs to be understood by all nessage
processors, "optional"” where the need for a paraneter is deternined
by the specific end use, and "conditional" for cases where one
paraneter of several options is needed by this profile. For exanple,
a choice of specific symmetric key identifier (Section 3.4) or
asymetric key identifier (Section 3.5) is conditional and chosen by
the source.
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| Nare | Label | Need |
[} e —————— Clpp—p———_— i —p—_———————————————(————————— L
| alg | 1 | Required for COSE [ RFC9052] |
. S D O +
| crit | 2 | Required for COSE [ RFC9052] |
. Fommma - Fom e m e eeeeeeeeeiceaeacciceaaaaan. +
| content type | 3 | Optional for COSE [ RFC9052] |
o e R, o e e e e e e e e e e e e e o m o +
| kid | 4 | Conditional for this COSE profile |
. S D O +
| 1V | 5 | Conditional for synmetric |
| | | encryption algorithns |
oo o - N o e e e e e e e e e e mmmemao - +
| Partial IV | 6 | Conditional for symetric |
| | | encryption algorithns |
. S D e +
| kid context | 10 | Optional for this COSE profile |
. Fommma - T T pu +
| x5bag | 32 | Conditional for public key |
| | | algorithns |
S AR, o e e e e e e e e e e e e oo oo +
| x5chain | 33 | Conditional for public key |
| | | algorithns |
. Fommma - T T T r e +
| x5t | 34 | Conditional for public key |
| | | algorithns |
S AR, o e e e e e e e e e e e e oo oo +
| epheneral key | -1 | Required for ECDH ES al gorithns |
. dememaas e +
| static key | -2 | Conditional for ECDH SS |
| | | algorithns |
o e R, o e e e e e e e e e e e e e o m o +
| static key id | -3 | Conditional for ECDH SS |
| | | algorithns |
. dememaas e +
| salt | -20 | Required for ECDH SS al gorithns, |
| | | optional for ECDH ES |
o e R, o e e e e e e e e e e e e e o m o +
| x5t -sender | -27 | Conditional for ECDH SS |
| | | algorithns |
. dememaas e +
| x5chai n-sender | -29 | Conditional for ECDH SS |
| | | algorithns |
o e R, o e e e e e e e e e e e e e o m o +

Table 10: Interoperability Header Paraneters
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This profile of COSE does not use in-nessage KDF context information
as defined in Section 5.2 of [RFC9053]. The context header
paraneters for PartyU (code -21 through -23) and PartyV (code -24
through -26) SHALL NOT be present in any COSE nessage within this
security context. A side effect of this is that, to satisfy COSE
requirenents, the "salt" paraneter SHALL al ways be present in a | ayer
when an HKDF is used by the algorithmfor that |ayer.

3.4. Symetric Keys and ldentifiers

This section applies when a BIB or BCB uses a shared symetric key
for MAC, encryption, or key-wap. Wen using synmetric keyed

al gorithms, the security source SHALL include a synmmetric key
identifier as a signature or recipient header. The symretric key
identifier SHALL be either a "kid" of [RFCI9052] (possibly with "kid
context" of [RFC8613]), or an equivalent identifier. This

requi renent nakes the selection of keys by verifiers and acceptors
unanbi guous.

When present, a "kid" parameter is used to uniquely identify a single
shared key known to the security source and all expected security
verifiers and acceptors. Specific strategies or nechanisnms to
generate or ensure uni queness of "kid" values within sone domain of
use is outside the scope of this profile. Specific users of this
profil e can define such mechani sms specific to their abilities and
needs.

When present, a "kid context" paraneter SHALL be used as a correl ator
with a larger scope than an individual "kid" value. The use of a
"kid context" allows security verifiers and acceptors to correlate
using that larger scope even if they cannot match the sibling "kid"
val ue. For exanple, a "kid context" can be used to identify a | ong-
lived security association between two entities while an individua
"kid" identifies a single shared key agreed within that |arger

associ ation.

3.5. Asymmetric Key Types and ldentifiers

This section applies when a BIB uses a public key for verification or
key-w ap, or when a BCB uses a public key for encryption or key-w ap.
When using asymretric keyed al gorithms, the security source SHALL
include a public key container or public key identifier as a
signature or recipient header. The public key identifier SHALL be
either an "x5t" or "x5chain" of [RFC9360], or "kid" (possibly with
"kid context"), or an equivalent identifier
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When BIB result contains a "x5t" identifier, the security source MAY
i nclude an appropriate certificate container ("x5chain" or "x5bag")
in a direct COSE header or an additional header security paraneter
(see Section 2.2.1). \Wen a BIB result contains an "x5chain", the
security source SHOULD NOT al so include an "x5t" because the first
certificate in the chain is inplicitly the applicable end-entity
certificate. For a BIB, if all potential security verifiers and
acceptors are known to possess related public key and/or certificate
data then the public key or additional header paraneters can be
omtted. Risks of not including related credential data are
described in Section 5.5 and Section 5. 6.

When present, public keys and certificates SHOULD be incl uded as
addi ti onal header paraneters rather than within result COSE nmessages.
Thi s provides size efficiency when nultiple security results are
present because they will all be fromthe same security source and
likely share the sanme public key naterial. Security verifiers and
acceptors SHALL still process public keys or certificates present in
a result nessage or recipient as applying to that individual COSE

| evel

Security verifiers and acceptors SHALL aggregate all COSE Key objects
fromall paraneters within a single BIB or BCB, independent of
encoded type or order of paranmeters. Because each context contains a
single set of security paraneters which apply to all results in the
same context, security verifiers and acceptors SHALL treat all public
keys as being related to the security source itself and potentially
applying to every result.

3.6. Policy Reconmendati ons

The RECOMMENDED priority policy for including public key identifiers
for BIBresults is as follows:

1. \Wen receivers are not known to possess certificate chains, a
full chain is included (as an "x5chain").

2. \When receivers are known to possess root and internediate CAs,
just the end-entity certificate is included (again as an
"x5chai n").

3. Wien receivers are known to possess associ ated chains including
end-entity certificates, a certificate thunbnail (as an "x5t").

4. Sone arbitrary identifier is used to correlate to an end-entity
certificate (as a "kid" with an optional "kid context").
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5. The BIB Security Source is used to inply an associ ated end-entity
certificate which identifies that Node ID.

When certificates are used for public key data and the end-entity
certificate is not explicitly trusted (_i.e._ pinned), a security
verifier or acceptor SHALL performthe certification path validation
of Section 2.6.1.2 up to one or nore trusted CA certificates.
Leaving out part of the certification chain can cause a security
verifier or acceptor to fail to validate a BIBif the |eft-out
certificates are unknown to the acceptor (see Section 5.6).

The RECOMMENDED priority policy for including public key identifiers
for BCB results is as follows:

1. \Wen receivers are known to possess associ ated end-entity
certificates, a certificate thunbnail (as an "x5t").

2. Sone arbitrary identifier is used to correlate to the private key
(as a "kid" with an optional "kid context").

Any end-entity certificate associated with a BIB security source or
BCB result recipient SHALL adhere to the profile of Section 4.

4, PKIX Certificate Profile

This section contains requirements on certificates used for the COSE
context, while Section 3.5 contains requirenents for how such
certificates are transported or identified. The profile here
mandat es specific data to be present in CA and end-entity
certificates but does not nandate any specific key types or signing
algorithnms to be used. Such details are left to algorithmspecific
profiles such as [ RFC8603] for CNSA 1.0.

Al'l end-entity X 509 certificates used for BPSec SHALL conformto
[ RFC5280], or any updates or successors to that profile.

This profile requires Version 3 certificates due to the extensions
used by this profile. Security verifiers and acceptors SHALL reject
as invalid Version 1 and Version 2 end-entity certificates.

Security verifiers and acceptors SHALL accept certificates that
contain an enpty Subject field or contain a Subject w thout a Comon
Nanme. Security verifiers and acceptors SHALL use the Subject

Al ternative Nanme extension for identity information in end-entity
certificates.
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Al'l BPSec end-entity certificates SHALL contain a Basic Constraints
extension in accordance with Section 4.2.1.9 of [RFC5280] narked as
critical

Al'l BPSec end-entity certificates SHALL contain a Subject Alternative
Name extension in accordance with Section 4.2.1.1 of [RFC5280] narked
as critical. A BPSec end-entity certificate SHALL contain a NODE-ID
inits Subject Alternative Name extension which authenticates the
Node I D of the security source (for integrity) or a security verifier
or acceptor (for confidentiality). The identifier type NODE-ID is
defined in Section 4.4.1 of [RFC9174].

Al BPSec CA certificates SHOULD contain both a Subject Key
Identifier extension in accordance with Section 4.2.1.2 of [RFC5280]
and an Authority Key ldentifier extension in accordance with

Section 4.2.1.1 of [RFC5280]. Al BPSec end-entity certificates
SHOULD contain an Authority Key ldentifier extension in accordance
with Section 4.2.1.1 of [RFC5280]. Security verifiers and acceptors
SHOULD NOT rely on either a Subject Key ldentifier and an Authority
Key ldentifier being present in any received certificate. |ncluding
key identifiers sinmplifies the work of an entity needing to assenble
a certification chain.

Al BPSec CA certificates SHOULD contain an Extended Key Usage
extension in accordance with Section 4.2.1.12 of [RFC5280]. When

all oned by CA policy, a BPSec end-entity certificate SHALL contain an
Ext ended Key Usage extension in accordance with Section 4.2.1.12 of

[ RFC5280]. When the PKI X Extended Key Usage extension is present, it
SHALL contain a key purpose id-kp-bundl eSecurity of [IANA-SM]. The
i d- kp-bundl eSecurity purpose MAY be conbined with other purposes in
the same certificate.

When all owed by CA policy, a BPSec end-entity certificate SHALL
contain a Key Usage extension in accordance with Section 4.2.1.3 of
[ RFC5280] nmarked as critical. The PKIX Key Usage bits which are
consistent with COSE security are: digital Signature, nonRepudiation,
keyEnci phernent, and keyAgreenment. The specific algorithnms used by
COSE nmessages in security results determ ne which of those key uses
are exercised. See Section 4.1 for discussion of key use policies
across multiple certificates.

A BPSec end-entity certificate MAY contain an Online Certificate
Status Protocol (OCSP) URI within an Authority Information Access
extension in accordance with Section 4.2.2.1 of [RFC5280]. Security
verifiers and acceptors are not expected to have continuous internet
connectivity sufficient to perform OCSP verification
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4.1. Miltiple-Certificate Uses

A RECOMMENDED security policy is to limt asymetric keys (and thus
public key certificates) to single uses anong the foll ow ng:

Bundl e transport: Wth key uses as defined in the convergence | ayer
specification(s). Transports can require additional Extended Key
Usage, such as id-kp-serverAuth or id-kp-clientAuth.

Bl ock signing: Wth key use digital Signature and/or nonRepudi ation
Bl ock encryption: Wth key use keyEnci phernent and/or keyAgreenent.

This policy is the same one recomended by Section 6 of [RFC8551] for
emai |l security and by Section 5.2 of [SP800-57] nore generally.
Effectively this nmeans that a BP node uses separate certificates for
transport (e.g., as a TCPCL entity), BIB signing (as a security
source), and BCB encryption (as a security acceptor).

5. Security Considerations

Thi s section separates security considerations into threat categories
based on gui dance of BCP 72 [ RFC3552].

5.1. Threat: BPSec Bl ock Repl ay

The bundl e’ s primary block contains fields which uniquely identify a
bundl e: the Source Node ID, Creation Tinmestanp, and fragnent
paraneters (see Section 4.3.1 of [RFC9171]). These sane fields are
used to correlate Administrative Records with the bundles for which
the records were generated. Including the primary block in the AAD
Scope for integrity and confidentiality (see Section 2.2.2) binds the
verification of the secured block to its parent bundl e and di sal |l ows
replay of any block with its BIB or BCB

This profile of COSE linmits the encryption algorithnms to only AEAD in
order to include the context of the encrypted data as AAD. If an
agent m stakenly allows the use of non- AEAD encryption when
decrypting and verifying a BCB, the possibility of block replay
attack is present.

5.2. Threat: Untrusted End-Entity Certificate
The profile in Section 2.6.1 uses end-entity certificates chained up

to a trusted root CA, where each certificate has a specific validity
tinme interval
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A security verifier or acceptor needs to assenble an entire
certificate chain in order to validate the use of an end-entity
certificate. A security source can include a certificate set which
does not contain the full chain, possibly excluding internediate or
root CAs. |n an environnment where security verifiers and acceptors
are known to already contain needed root and internediate CAs there
is no need to include those CAs, but this has a risk of a relying
node not actually having one of the needed CAs.

A security verifier or acceptor needs to use the bundle creation tine
when assenbling a certificate chain and and validating it. Because
of this, a security source needs to use the bundle creation tinme as
the specific instant for choosing appropriate certificate(s) based on
their validity time interval. The selection of a certificate outside
of its validity time period will cause the entire security operation
to be unusabl e.

5.3. Threat: Certificate Validation Vulnerabilities

Even when a security acceptor is operating properly an attacker can
attenpt to exploit vulnerabilities within certificate check

al gorithms or configuration to authenticate using an invalid
certificate. An invalid certificate exploit could |ead to higher-

| evel security issues and/or denial of service to the Node |ID being
i nper sonat ed

There are many reasons, described in [ RFC5280] and [ RFC6125], why a
certificate can fail to validate, including using the certificate
outside of its validity tinme interval, using purposes for which it
was not authorized, or using it after it has been revoked by its CA
Validating a certificate is a conplex task and can require network
connectivity outside of the primary BP convergence | ayer network
path(s) if a mechani sm such as OCSP [ RFC6960] is used by the CA The
configuration and use of particular certificate validation nethods
are outside of the scope of this docunent.

5.4. Threat: Security Source |npersonation

When certificates are referenced by BIB results it is possible that
the certificate does not contain a NODE-ID or does contain one but
has a mismatch with the actual security source (see Section 1.2).
Having a CA-validated certificate does not al one guarantee the
identity of the security source fromwhich the certificate is

provi ded; additional validation procedures in Section 2.6.1 bind the
Node I D based on the contents of the certificate.
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5.5. Threat: Unidentifiable Key

The profile in Section 3.2 recommends key identifiers when possible
and the parameters in section Section 2.2 allow encoding public keys
where available. |f the application using a COSE Integrity or COSE
Confidentiality context |eaves out key identification data (in a COSE
reci pient structure), a security verifier or acceptor for those BPSec
bl ocks only has the primary bl ock avail able to use when verifying or
decrypting the target block. This leads to a situation, identified
in BPSec Security Considerations, where a signature is verified to be
valid but not fromthe expected Security Source

Because the key identifier headers are unprotected (see Section 3.5),
there is still the possibility that an active attacker renoves or
alters key identifier(s) in the result. This can cause a security
verifier or acceptor to not be able to properly verify a valid
signature or not use the correct private key to decrypt valid

ci phertext.

5.6. Threat: Non-Trusted Public Key

The profile in Section 3.2 allows the use of PKIX which typically

i nvol ves end-entity certificates chained up to a trusted root CA. A
Bl B can reference or contain end-entity certificates not previously
known to a security acceptor but the acceptor can still trust the
certificate by verifying it up to a trusted CA. In an environnent
where security verifiers and acceptors are known to al ready contain
needed root and internmediate CAs there is no need to include those
CAs in a proper chain within the security paraneters, but this has a
risk of an acceptor not actually having one of the needed CAs.

Because the security parameters are not included as AAD, there is
still the possibility that an active attacker renoves or alters
certification chain data in the paraneters. This can cause a
security verifier or acceptor to be able to verify a valid signature
but not trust the public key used to performthe verification

5.7. Threat: Passive Leak of Key Materi al
It is inportant that the key requirenents of Section 2.2 apply only
to public keys and PKI X certificates. Including non-public key

material in ASB paraneters will expose that nmaterial in the bundle
data and over the bundle convergence | ayer during transport.
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5.8. Threat: AlgorithmVulnerabilities

Because this use of COSE | eaves the specific algorithnms chosen for
BI B and BCB use up to the applications securing bundle data, it is
important to use only CCOSE al gorithms which are marked as
"recommended" in the | ANA registry [l ANA- COSE] .

Specifically for the case of vulnerability to a cryptographically
rel evant quantum conputer, algorithms for signing and key
encapsul ati on have been identified in [CNSA2] but are not yet
avai |l abl e as COSE code points allocated by published standards.

5.9. Inherited Security Considerations

Al of the security considerations of the underlying BPSec [ RFC9172]
apply to this security context. Because this security context uses
whol e COSE nessages and inherits all COSE processing, all of the
security considerations of [ RFC9052] apply to this security context.
When public key certificates are used, all of the security

consi derations of [RFC5280] and any ot her narrowi ng PKI X profile
apply to this security context.

5.10. AAD Covered Bl ock Mdification

The AAD Scope paraneter (Section 2.2.2) can be used to refer to any
other block within the sane bundle (by its unique bl ock nunber) at
the time the associ ated security operation is added to a bundl e.
Because of this, if any block within the AAD coverage is nodified (by
any node along the bundle's forwarding path) in a way which affects
the generated AAD value (Section 2.5.1) it will cause verification or
acceptance of the containing security operation to fail.

One reason why such a nodification would be made is that the other
bl ock has an expected lifetine shorter than the security operation
For exanple, a Previous Node block (Section 4.4.1 of [RFCO171]) is
expected to be renoved or replaced at each hop. The AAD Scope
paraneter SHALL NOT reference any other block with an expected
lifetime shorter than the containing security operation

Anot her reason for a nodification is that the other block is designed
to be updated along the forwarding path. For exanple, a Hop Count

bl ock (Section 4.4.3 of [RFC9171]) is expected to be nodified as the
bundl e is forwarded by each node. The AAD Scope paraneter SHALL NOT
ref erence any ot her bl ock using the flag AAD-btsd (Table 3) if that
other block is expected to be nodified by internmedi ate nodes during
the lifetime of the containing security operation
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One reason for a block to be renoved is if it has its block
processing control flags (Section 4.2.4 of [RFC9171]) have the bit
set indicating "Discard block if it can't be processed” and the bl ock
type or type-specific data cannot be handl ed by any node al ong the
forwardi ng path. The AAD Scope paraneter SHALL NOT reference any

ot her bl ock having bl ock processing control flags with the bit set
indicating "Discard block if it can't be processed” unless it is
known that all possible receiving nodes can process the associ ated

bl ock type during the lifetinme of the containing security operation

6. | ANA Consi derations

Regi stration procedures referred to in this section are defined in
[ RFC8126] .

6.1. Bundle Protoco
Wthin the "Bundl e Protocol" registry group [| ANA-BUNDLE], the

followi ng entry has been added to the "BPSec Security Context
ldentifiers" registry.

B el s el s ey
| Value | Description | Reference |
[ oo el s e e e e e e o
| 3 | COsE | [This specification] |
+------- I R i +

Table 11: BPSec Security Context ldentifiers

Wthin the "Bundl e Protocol" registry group [IANA-BUNDLE], the | ANA
has created and now nmai ntains a new regi stry naned "BPSec COSE AAD
Scope Special Keys". Table 12 shows the initial values for this
registry

The registration policy for this registry is Specification Required.
Specifications of new entries need to define howthey relate to AAD
generation procedure of Section 2.5.1

The val ue range is negative 16-bit integer. This value range is

conbi ned with the non-negative 64-bit integer block nunbers for the
AAD Scope key donmain (Section 2.2.2).
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| Val ue | Nare | Reference |
[ gt ——— L ——————————————— s —p—(—(————r
| -1 | Target bl ock | [This specification] |
oo s o e e e oo g +
| -2 | Security bl ock | [This specification] |
o e e o - Fom e e e oo o +
| -3 to -238 | Unassigned | |
o e e - o e e e e oo oo T +
| -239 to -240 | Reserved for | [This specification] |
| | Experinental Use | |
oo s o e e oo g +
| -241 to -256 | Reserved for | [This specification] |
| | Private Use | |
o e e - o e e e e oo oo T +
| -257 to | Reserved | |
| -65536 | | |
oo s o e e oo g +

Tabl e 12: BPSec COSE AAD Scope Speci al Keys

Wthin the "Bundle Protocol" registry group [IANA-BUNDLE], the | ANA
has created and now mai ntains a new regi stry naned "BPSec COSE AAD
Scope Flags". Table 13 shows the initial values for this registry.

The registration policy for this registry is Specification Required.
Speci fications of new entries need to define howthey relate to AAD
generation procedure of Section 2.5.1.

The value range is a bit position within an unsigned 64-bit integer.

[ b ool sl ]
| Bit Position | Name | Reference |
I I I
| (fromLSbit) | | |
E e oo e s s oo e
| O | AAD-netadata | [This |
| | | specification] |
I i T I i T i T +
| 1 | AAD- bt sd | [This
| | | specification] |
I I I I +
| 2-64 | Unassigned | |
I i I I i I R +

Tabl e 13: BPSec COSE AAD Scope Fl ags
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Appendi x A,  Exanple Security Operations

These exanpl es are intended to have the correct structure of COSE
security bl ocks but in sone cases use sinplified algorithm paraneters
or snmaller key sizes than are required by the actual COSE profile
defined in this docunents. Each exanple indicates how it differs
fromthe actual profile if there is a neaningful difference

Al of these exanples operate within the context of the bundle

primary block of Figure 6 with a security target block of Figure 7
Al'l exanple figures use the extended di agnostic notation [RFC8610].

[

7, | BP version /

0, / flags /

0, / CRC type /

[1, "//dst/svc"], / destination /
[1, "//src/svc"], [ source /

[1, "//src/"], | report-to /

[ / timestanp: /

813110400000, / creation time: 2025-10-07T00: 00: 00Z /
0/ seq. no. /

] i)

1000000 / lifetine /

Figure 6: Primary bl ock CBOR di agnostic
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1, / type code: payl oad /

1, / block num/

0, / flags /

0, / CRC type /

<<"hell 0">> / bl ock-type-specific-data /

Figure 7: Target bl ock CBOR diagnostic

Toget her these forman original bundl e wthout any security
operations present. This bundle is encoded as the foll owing 67
octets in base-16:

9f 880700008201692f 2f 6473742f 7376638201692f 2f 7372632f 7376638201662f 2f
7372632f 821b000000bd51281400001a000f 42408501010000466568656¢c6¢6f f f

Al'l of the block integrity bl ock exanpl es operate wi thin the context
of the "frame" block of Figure 8, and block confidentiality block
exanples within the frame bl ock of Figure 9.

[
11, / type code: BIB/
3, / block num/
0, / flags /
0, / CRC type /
"’ | BTSD to be replaced with ASB /

Figure 8: Block integrity frame bl ock CBOR di agnostic

12, |/ type code: BCB /

3, / block num/

0, / flags /

0, / CRC type /

"’ | BTSD to be replaced with ASB /

Figure 9: Block confidentiality franme bl ock CBOR di agnostic

Al'l of the exanples also operate within a security block containing
the AAD Scope paraneter with value {0:0bl,-1:0bl} indicating the
primary bl ock and target bl ock netadata are included. This results
in a consistent AAD-list as shown in Figure 10, which is encoded as
the byte string for COSE external _aad in all of the exanples.
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[1, "//src/"], | security source /

{0:0b1, -1:0bl1}, / AAD scope /

[7, O, O, [1, "//dst/svc"], [1, "//src/svc"], [, "//src/"],
[ 813110400000, 0 ], 1000000], / primary-block /

1, 1, 0, / target bl ock-nmetadata /

"’ | additional-protected /

Fi gure 10: Exanple scope AAD-list CBOR-sequence diagnhostic

The only differences between these exanpl es which use ECC or RSA
keypairs and a use of a public key certificate are: the highest-|ayer
paraneters would contain an "x5t" (or equivalent, see Section 3.5)
val ue instead of a "kid" value. This would not be a change to a

prot ected header so, given the sane private key, there would be no
change to the signature or w apped-key dat a.

Because each of the COSE _Encrypt exanples using key wap or
encapsul ati on (Appendi x A5, Appendix A 7, Appendix A 9) use the same
CEK within the sane AAD, the target ciphertext is also identical

The target block after application of the encryption is shown in
Figure 11.

[

1, / type code: payl oad /

1, / block num/

0, / flags /

0, / CRC type /

h' 1f d25f 64a2ee886e97ecf de7667371214f 5add54a089’ / ci phertext /

Fi gure 11: Encrypted Target bl ock CBOR di agnostic
A 1. Symretric Key COSE_MacO

This is an exanple of a MAC with recipient having a 384-bit symetric
key (sane size of the hash output) identified by a "kid".

[

{
[ kty [ 1. 4, | symetric /
/[ kid [/ 2: 'ExanpleA 1,
[ alg/ 3. 6, / HVAC 384 384 /
[ ops / 4: [9, 10], / MAC create, MAC verify /
/ k1 -1: h'3abc74e32ah4558a99581ec3aB816576812aabe895db04494cda2

5b711d7b5ed4077466e677860648412f 1bf 8c91d0624

}
]
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Figure 12: Synmetric Key

The external _aad is the encoded data from Figure 10. The payload is
the encoded target BTSD from Figure 7

"MACO", / context /

h’ a10105’, / protected /

h' 8201662f 2f 7372632f a200012001880700008201692f 2f 6473742f 7376638201
692f 2f 7372632f 7376638201662f 2f 7372632f 821b000000bd51281400001a000f 42
4001010040, / external _aad /

h' 6568656¢c6¢6f’' / payl oad /

]

Figure 13: MAC structure CBOR diagnostic

[1], / targets [/

3, |/ security context /

1, / flags: parans-present /

[1, "//src/"], | security source /
[ / paraneters /

5, | AAD-scope /
{0:0bl1,-1:0b1} / primary netadata, target netadata /

[ / target block #1 /
[ / result [/
17, /| COSE MacO tag /
<<[
<<{ /| protected /
/ alg/ 1: 6 / HVAC 384 384 /
}>>,
{ / unprotected /
/[ kid/ 4: ' ExanpleA 1’
b
null, / payl oad detached /
h' 67d97d8c01c0656d0d2badac112990f 05b3b285809cf 2bd879d9498a7b
f def a119ba9988a69874a3349b0451b5f 2b029" / tag /
]1>>
]
]
]

Figure 14: Abstract Security Bl ock CBOR diagnostic

The final bundle is encoded as the following 170 octets in base-16
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9f 880700008201692f 2f 6473742f 7376638201692f 2f 7372632f 7376638201662f 2f
7372632f 821b000000bd51281400001a000f 4240850b030000586081010301820166
2f 2f 7372632 818205a2000120018181821158458443a10106a1044a4578616d706¢C
65412e31f 6583067d97d8c01c0656d0d2badac112990f 05b3b285809cf 2bd879d949
8a7bf def a119ba9988a69874a3349b0451b5f 2b0298501010000466568656¢6C6f f f

A. 2. ECC Keypair COSE_Signil

This is an exanple of a signhature with the signer having a P-384
curve ECC keypair identified by a "kid".

[
{ signing private key /
kty / 1: 2, | EC2 /
kid / 2: ’Exampl eA 2",
alg / 3. -51, / ESP384 /
ops / 4. [1, 2], | sign, verify [/
crv/ -1:. 2, | P-384/
[ x [ -2: h 02df c49747f 5d3d219f €6185744729f al672ef 7d11cb57ca0320
c632be06ca3f dccl118e63140ba3ec57ea7b85d419568’ ,
[y I -3: h 4526e81bf 0d9ea0924f 05a3453ad75b92806671511544c993f 6b
d908a7a4239d476¢f df d74d6¢c68836488ad1e60b0e7d’ ,
/ d/ -4: h3494803544d85a84d802400b50f 51eea23b72d7d850b53chf 300
6e5be2940d4a2c18d510a412ef c7dc7875f bba22cca9

}
]

~ Y Y~ Y~~~

Fi gure 15: Exanpl e Keys

The external _aad is the encoded data fromFigure 10. The payload is
the encoded target BTSD from Fi gure 7

[

"Signaturel”, / context /

h'al0126’, / protected /

h' 8201662f 2f 7372632f a200012001880700008201692f 2f 6473742f 7376638201
692f 2f 7372632f 7376638201662f 2f 7372632f 821b000000bd51281400001a000f 42
4001010040’ , / external _aad /

h’ 6568656¢c6¢6f’ / payl oad /

]
Figure 16: Sig structure CBOR diagnostic
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1], / targets /

, | security context /

[/ flags: parans-present /
"/lsrc/"], | security source /

[
3
1
[1,
[ / paraneters /
[
5, | AAD scope /
{0:0b1,-1:0b1} / primary metadata, target netadata /
]
],
[
[ / target block #1 /

[ / result /
18, / COSE_Signl tag /
<<[

<<{ / protected /
[ alg / 1. -51 / ESP384 /
}>>,
{ / unprotected /
[/ kid / 4: 'ExanpleA 2’
3

null, / payl oad detached /

h' dleac4f 875e19303a76dacaf 9873f 8dcf ec26e30c573642d908adlbabd
de44b35ff 0776¢c765c1f 2a44d2f 69571263ed55f 843686f 69d00e078de686d720609
212f 435¢ca36283853803f 5bc085192dc5649036611f f 0c395b53b06€9d06382a
2a’ |/ signature /

]1>>
]
]
]

Figure 17: Abstract Security Bl ock CBOR diagnostic
The final bundle is encoded as the following 219 octets in base-16

9f 880700008201692f 2f 6473742f 7376638201692f 2f 7372632f 7376638201662f 2f
7372632f 821b000000bd51281400001a000f 4240850b030000589181010301820166
2f 2f 7372632f 818205a2000120018181821258768444a1013832a1044a4578616d70
6c65412e32f 65860d1eac4f 875e19303a76dacaf 9873f 8dcf ec26e30c573642d908a
dlbabdde44b35f f 0776c765c1f 2a44d2f 69571263ed55f 843686f 69d00e078de686d
720609212 435ca36283853803f 5bc085192dc5649036611f f 0c395b53b06€9d0638
2a2a8501010000466568656¢c6C6f f f

A. 3. RSA Keypair COSE_Signl

This is an exanple of a signature with the signer having a 3072-bit
RSA keypair identified by a "kid".
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This key strength is not supposed to be a secure configuration, only
intended to explain the procedure. This signature uses a random
salt, so the full signature output is not determnistic.

[
{ signing private key /

kty / 1. 3, /| RSA/

kid / 2: ’Exampl eA 3",

alg / 3: -38, / PS384 /

ops / 4. [1, 2], [/ sign, verify [/

/ n/ -1. h'cl4d4f 1f 3ed0913404c7cef fdalbb273e7cd8b575840d03a1048
5f 3f ead54bc2be84f 21a771e56cb3a547db2f b1dd583932e5baald755dcaac0aaa78
df f ee68f 1€187121b22bf 965a777a4dc7a7e8633f bc83867caf 503d22f 3d7f 579bad
f 3dd706cce0f 0855f 48eab3d6bd5e0f def 354b1469dd361e9f 157e52add65ad9aa38
c281b8d4ef 6818670816af cf d1d851e94f c6e70a5f c277c6307e6d68716d137b5d79
4b613b45cd911e59b94454f a70e75c72d9b4cf f b9f f 496e602a21f 09de8f 9062eec4
f ddc480e5alf 854b18bd412eal0f 8ed6f 08f 63516a4de42af f f c94940ef 7959363126
40116f 7789702bee01a6118a7b6ee5d5496397f a58f 408¢c968157e82a9b3f 9579526
c301a9cd012f 5¢29c829425e581bad74a9al16b5ade9f 60f b01f c45b03862d6e6eaa
3f 586e456914370953ae725ebldeac8965da2d7a0568f ddf 4be2325f c2ee3ead4d338
e367e8e5alda782a6bd5bf 0291edblcbhd661c6aa2328a88df 575b14b1lbed84643a0f
57¢1075cabbf cf bc42ef 7637300612d5f 9ef ’ ,

/ el -2: h 010001,

/ d/ -3: h1ea457800a503bf 6f a865aa677d7d479dcch84f 9f 8c2a174d582
f0c7¢c19299456037d3e70f c343ef f 2f ef f 6eb6b19bd89525654b7a0af d0O35f dd504e
594d0al5b2d2c8baeb885eab0219370d94ef 674268a31714964edbbc5f 025798548
ab1e8b0551¢c429469d935b75764426667f f 1109b464d80ed94109a00978f a216dch8
785636f 603936f ec2e933b6b1eb12e09903chaaael7e2d72c1da30bebc884017dall
470f e7e4f 5f 964a31lacec85d16365ebdd2b6aa679160cf 90db91abde3f cf 7701cbc3
28ad0bc0e7a633700d220df ac58c63e16f 6e45e4f 936ade468e1b398e52dda883f a6
59b7442af 44c9152b487e1217¢541125cf c48d75652b087beb8e9198e546a207e125
369f 051780de3f 8831a5427581050ddaeb3a91d9d1438d6e81288cecc246b533911f
678bf elaccd6bac04093031736b2d7e889d455cef 1d7a3f d957c42de8dbf 59ad33f 3
0ed6b60b83ac9c3f 8f 2b4c94b2782770ebeed3c5503219729891cb5¢c26115ba8dc00
56cef e8b2cdb08dc5elf 01¢c3748476b6d99d’

[ p/ -4: h'fb5ace2298a583123dbc945ecdb640f b26bf ddf 00aa23ad065b92
18505bcaf 50f 736d41025db450ef 387d901df 5e655¢c80e08437d4f Ocaec4f 2408bc4
38c76e909f 033f 10e0cdcc92189c3e22e5172cad43f 10510854ebf e753df 33712549
166af 083ad45027ae03e9b56c2e505611e2dce649f 046aa82cc40a0b071bf b8551b9
5070badf 994af a4053163454923689ceb41270897¢1235019¢eef b44c3cab49d596a9
aeOf 8cf d15f 9f 795104714f 77235f el52adbe846df 3462f f f 61a38c40de5’

[ g/ -5: h'c96cf68ed93426255732edf 523f 3cf 54248a6439dbf 2d3285ce3
5¢c74b9211b750997920451f 970560f 58d12bbad498b5dlalf ec4ec1162c075678816
b4f bladaf f 747871ac55e8792361c2968864ae33dc82299475b5d3b5¢c6380bled64a
56c5ec21cf aa90967aac499daa8ddbe8980e98ef 0260c73731488d5ba2ba92d0e8f 6
c2cf b6al367f 72858374d2588779ef b2e2c1533482a95496a7c5¢c171c463f 71ca8ee
45146f 77cebde57be857075a9d71f 78116f f c3belbac428bal456c¢c5f 8b43"

[ dP / -6: h'0649573c32e310d6d70f eebf 222a0c50c77¢ca69130c95aebl17b

~ O~~~ —
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ac44e82lace6c87ca%9ae84197949e9a767412a03135aeb9d5324ce991ec82f 3a3f d2
f 97385b36ee2abal967773caddc5d5b25af 71095e66b2ab2b820dc2d15b8f 1194ea9
¢c552b855e093803d93b15bf 09d850ddf 35f 3f 52d1b653f 99ab6128a23401a5234562
404cf eda83d16f 312644de426e9dae569d9a7¢323717e51¢c6e9d73e68d9009512171
9de6f 5d6f 3879be011d7a8429d4cd56e419c5a8caef 793ab34c0bddb9f €95’ ,

[/ dQ/ -7: h'62bb626fcacfell2d4974644af 06c74dbb4b8aad41lbed8f a23e
dde57e896edda84852331b2eccdbf al6e2bb97f aecddbf 191b24bdc5af 948d543965
56b08da6e80alla98bd9cae831270ccecf 496453d6e8ceecch29619dc33f 92c9ad4f
7d368d8c20a04d532ad96ddcec6d71a3f f ca8cbl5f cd86b4e067e45abf 12bf ae3240
e3097983195810b259eb61895047324a74ebb6ec8e04adf 3a495403df e0201eel2c24
b68d9077a7680668841eec6d007f 4e11909a8f ccdabcadd238c3d774dadf 9’ ,

/ glnv / -8: h' cbd0a9d2d3e1922948906f f a45f 27dc75383a81b3f d7f e57e
ce7f 3e9d4bb1b3139696208f ccedbeblf 3f c58493af 5806f edd4bf 496d087012a874
1bcdeabc590f 3810ec77df b8c38f c3ae68b74c22f 6a998c295cd191df cf e17b029ba
f 7687d6a5a2672231dchb67cb93a854dee715319b195716bad1636382c2e124f cf ed2
eb25be7f 3a969cd5ce0f 60c88213a5f b9e8de7d99f b54867c3f 604925da9f 522cab7
9633b134468882364be6595a55648a41f b56ae658f 27ab704055d4c23bb95f a’

}
]

Fi gure 18: Exanpl e Keys

The external _aad is the encoded data fromFigure 10. The payload is
the encoded target BTSD from Fi gure 7

[

"Signaturel”, / context /

h’ a1013824', / protected /

h' 8201662f 2f 7372632f a200012001880700008201692f 2f 6473742f 7376638201
692f 2f 7372632f 7376638201662f 2f 7372632f 821b000000bd51281400001a000f 42
4001010040, / external _aad /

h’ 6568656¢c6¢6f’ / payl oad /

]
Figure 19: Sig structure CBOR diagnostic
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1], / targets /

, | security context /

[/ flags: parans-present /
"/lsrc/"], | security source /

[
3
1
[1,
[ / paraneters /
[
5, | AAD scope /
{0:0b1,-1:0b1} / primary metadata, target netadata /
]
],
[
[ / target block #1 /

[ / result /
18, / COSE_Signl tag /
<<[

<<{ / protected /

/ alg / 1. -38 / PS384 /

}>>,

{ / unprotected /

[/ kid [/ 4: 'ExanpleA 3

b,

null, / payl oad detached /

h’ bb56b2f b1114632belc3f 1173dbdaa747beb6a7f d41f e3470b46f 1da81
438c926419f 1bd0c033bdd1600ca321d369bf 222528202f 214f 802f 07947f 8484776
49ed7624e4944781dcb13865f 0d8c12f 7944b4bbc1633868f e9568aabbal7de3ebe8
2d29c26alf 878a30679a8053d2abba569204eb4a46a626665ch5a6ace89c5b5814a4
5533c53e3560f 91687521a09e€951204550ce95f 5b93d47¢c5624cd50428e72b1e5d0d
43chb8cde535f d21c2d8f b0167d50a9f b081bc39a095¢c10c2bd89a6f 7534dee5f 5f dc
5b001ab6c328339bdd507ada9lec7e923f 9c5b3d1f a780a1940f 97b56582c67a868e
7b034654c3e70e7b3b4abda2b61cca8567b5e93d8c12922522b17eeeldc40f 327¢c5c
865ba516cdb7c25f dO8f bc67a9f 2448cedf 07d980ab2657328b3a714c3a9cd3415f ¢
7bd122564479adf a89aa995f f 22f 736aa2e453e7elceeed448df 2822eeb586e0756¢7
57d62b3011adeaeled4c57¢c3e048556a94f 9e7f 54b10db5e550f 94c0aBad6cc2f 64f f
a0l17f 72e9c8c76a25d236ala22f 286 / signature /

]1>>
]
]
]

Fi gure 20: Abstract Security Bl ock CBOR diagnostic

The final bundle is encoded as the followi ng 510 octets in base-16
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9f 880700008201692f 2f 6473742f 7376638201692f 2f 7372632f 7376638201662f 2f
7372632f 821b000000bd51281400001a000f 4240850b0300005901b3810103018201
662f 2f 7372632f 818205a200012001818182125901978444a1013825a1044a457861
6d706c65412e33f 6590180bb56b2f b1114632belc3f 1173dbdaa747beb6a7f d41f e3
470b46f 1da81438¢c926419f 1bd0c033bdd1600ca321d369bf 222528202f 214f 802f 0
7947f 848477649ed7624e4944781dcb13865f 0d8c12f 7944b4bbc1633868f e9568aa
6bal7de3ebe82d29c26alf 878a30679a8053d2abba569204eb4a46a626665ch5a6ac
e89c5b5814a45533¢c53e3560f 91687521a09e951204550ce95f 5b93d47¢c5624cd504
28e72b1e5d0d43ch8cde535f d21c2d8f b0167d50a9f b081bc39a095¢c10c2bd89a6f 7
534dee5f 5f dc5b001ab6c328339bdd507ada91ec7e923f 9c5b3d1f a780a1940f 97b5
6582c67a868e7b034654c3e70e7b3b4abda2b6lcca8567b5e93d8c12922522b17eee
1dc40f 327c5¢c865bab16¢cdb7c25f dO8f bc67a9f 2448cedf 07d980ab2657328b3a714
c3a9cd3415f c7bd122564479adf a89aa995f f 22f 736aa2e453e7elceee448df 2822e
eb586e0756c757d62b3011adeaeled4c57c3e048556a94f 9e7f 54b10db5e550f 94c0a
8a46cc2f 64f f a017f 72e9c8c76a25d236ala22f 2868501010000466568656¢6¢6f f f

A 4. Symretric CEK COSE_EncryptO

This is an exanple of an encryption with an explicit CEK identified
by a "kid". The key used is shown in Figure 21, which includes a
Base |V paraneter in order to reduce the total size of the CCSE
message using a Partial |V.

[

base IV / 5= h' 6f3093eba5d85143¢3dc0000’ ,
k / -1: h'13bf9cead057cO0aca2c9e52471cadb19ddf af 4c0784e3f 3e8e39
99dbae4ce45c’

}
]

{
[ kty [ 1. 4, | symetric /
[ kid / 2: 'ExanpleA 4,
/[ alg/ 3: 3, | A256CCM /
[ ops / 4. [3, 4], | encrypt, decrypt /
/
/

Figure 21: Exanple Key

The external _aad is the encoded data from Fi gure 10.

[
"Encrypt0", / context /

h’al0103', / protected /

h' 8201662f 2f 7372632f a200012001880700008201692f 2f 6473742f 7376638201
692f 2f 7372632f 7376638201662f 2f 7372632f 821b000000bd51281400001a000f 42
4001010040’ / external _aad /

]

Fi gure 22: Enc_structure CBOR diagnostic
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The ASB itemfor this encryption operation is shown in Figure 23 and
corresponds with the updated target block (containing the ciphertext)
of Figure 24. This ciphertext is different than the comon one in
Figure 11 because of the different context string in Figure 22

[1], / targets /
3, |/ security context /
1, / flags: parans-present /
[1, "//src/"], | security source /
[ / paraneters /
[
5, | AAD scope /
{0:0b1,-1:0b1} / primary nmetadata, target netadata /
]
],
[
[ / target block #1 /
[ / result /
16, / COSE_EncryptO tag /
<<[
<<{ /| protected /
[ alg/ 1. 3/ A256GCM /
}>>,
{ / unprotected /
[ kid [/ 4: 'ExanpleA 4,
/[ partial iv / 6: h'484a

} ]
null / payl oad detached /

]1>>
]

]

]
Figure 23: Abstract Security Bl ock CBOR diagnostic

[

1, / type code: payl oad /

1, / block num/

0, / flags /

0, / CRC type /

h' 1f d25f 64a2ee5¢c93bb884d529bceldch24bdeaf 8a3f 1’ / ci phertext /

Figure 24: Encrypted Target bl ock CBOR di agnostic

The final bundle is encoded as the following 139 octets in base-16
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9f 880700008201692f 2f 6473742f 7376638201692f 2f 7372632f 7376638201662f 2f
7372632f 821b000000bd51281400001a000f 4240850c030000583181010301820166
2f 2f 7372632f 818205a20001200181818210578343a10103a2044a4578616d706c65
412e340642484af 68501010000561f d25f 64a2ee5c93bb884d529bceldch24bdeaf 8
a3f 1f f

A.5. Symretric Key COSE Encrypt with Key Wap
This is an exanple of an encryption with a random CEK and an explicit

key-encryption key (KEK) identified by a "kid". The keys used are
shown in Figure 25.

[

{
[ kty [ 1. 4, | symetric /
/[ kid [/ 2: 'ExanpleA 5,
[ alg /! 3. -5, | A256KW/
[ ops / 4. [5, 6], / wap, unwap /
/ k[ -1: h'0e8a982b921d1086241798032f edc1f 883eab72e4e43bb2d11cf

ae38ad7a972e’

b,
{ / wapped CEK /

[ kty [ 1. 4, | symetric /

[ alg/ 3. 3, I A256CCM /

! k/ -1: h13bf9cead057cOaca2c9e52471cadb19ddf af 4c0784e3f 3e8e39
99dbae4dce45c’

}
]

Fi gure 25: Exanpl e Keys

The external _aad is the encoded data from Fi gure 10.

[
"Encrypt", / context /

h’al0103', / protected /

h' 8201662f 2f 7372632f a200012001880700008201692f 2f 6473742f 7376638201
692f 2f 7372632f 7376638201662f 2f 7372632f 821b000000bd51281400001a000f 42
4001010040’ / external _aad /

]

Fi gure 26: Enc_structure CBOR diagnostic

The ASB itemfor this encryption operation is shown in Figure 27 and
corresponds with the updated target block (containing the ciphertext)
of Figure 11. The recipient does not have any protected header
paraneters because AES Key Wap does not allow any AAD.
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[1], / targets /
3, |/ security context /
1, / flags: parans-present /
[1, "//src/"], | security source /
[ / paraneters /
[
5, | AAD scope /
{0:0b1,-1:0b1} / primary metadata, target netadata /
]
],
[
[ / target block #1 /
[ / result /
96, / COSE_Encrypt tag /
<<[
<<{ / protected /
[ alg/ 1. 3/ A256GCM /
}>>,
{ / unprotected /
[/ iv | 5: h 6f3093eba5d85143c3dc484a
H
null, / payl oad detached /

[ / recipient /
<<>>, | protected /
{ / unprotected /
[ alg /! 1. -5, | A256KW/
/[ kid / 4. 'Exanpl eA 5

} i)
h' 917f 2045e1169502756252bf 119a94cdac6a9d8944245b5a9a26d4
03a6331159e3d691a708e9984d’ / key-w apped /
]
]
]>>
]
]
]

Figure 27: Abstract Security Bl ock CBOR di agnostic
The final bundle is encoded as the following 199 octets in base-16

9f 880700008201692f 2f 6473742f 7376638201692f 2f 7372632f 7376638201662f 2f
7372632f 821b000000bd51281400001a000f 4240850c030000586d81010301820166
2f 2f 7372632f 818205a200012001818182186058518443a10103a1054c6f 3093ebab
d85143c3dc484af 6818340a20124044a4578616d706c65412e345828917f 2045e116
9502756252bf 119a94cdac6a9d8944245b5a9a26d403a6331159e3d691a708e9984d
8501010000561f d25f 64a2ee886e97ecf de7667371214f 5add54a089f f
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A.6. Symetric Key COSE_Encrypt with HKDF

This is an exanple of an encryption with a derived CEK and an
explicit key-derivation key (KDK) identified by a "kid". The keys
used are shown in Figure 28, where the second key is the CEK derived
fromthe KDK via a salt value in the recipient header.

[

{
[ kty [ 1. 4, | symetric /
/[ kid / 2: 'ExanpleA 6,
[ alg [/ 3. -11, / direct+HKDF SHA-512 /
[ ops [ 4. [7], | derive key /
/ k1 -1: h'6c4e5271e211e0c8329ab8f 363097f 16516a459f 12a4060cf 016

4968f dcchd63’

H
{ / derived CEK /

[ kty [/ 1: 4, | symretric /

[ alg/ 3: 3, I A256CCM /

/I kI -1: ha2db6ff560df d645999362dc1d39ef f 1d77336c93e973baf 5053
f 4733c19aded’

}
]

Fi gure 28: Exanpl e Keys

The external _aad is the encoded data from Fi gure 10.

[
"Encrypt", / context /

h’al10103’', / protected /

h' 8201662f 2f 7372632f a200012001880700008201692f 2f 6473742f 7376638201
692f 2f 7372632f 7376638201662f 2f 7372632f 821b000000bd51281400001a000f 42
4001010040' / external _aad /

]

Figure 29: Enc_structure CBOR diagnostic

The ASB itemfor this encryption operation is showm in Figure 30 and
corresponds with the updated target block (containing the ciphertext)
of Figure 31. This ciphertext is different than the common one in

Fi gure 11 because of the different derived CEK in Figure 28.
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1], / targets /

, | security context /

[/ flags: parans-present /
"/lsrc/"], | security source /

[
3
1
[1,
[ / paraneters /

[

5, | AAD scope /

{0:0b1,-1:0b1} / primary metadata, target netadata /

[ / target block #1 /
[ / result /

96, / COSE_Encrypt tag /

<<[
<<{ / protected /

[ alg/ 1. 3/ A256GCM /
}>>,
{ / unprotected /
[/ iv | 5: h 6f3093eba5d85143c3dc484a

3

null, / payl oad detached /

[ / recipient /
<<{ / protected /
[ alg / 1: -11 / direct +HKDF- SHA-512 /
}>>,
{ / unprotected /
/[ kid /! 4. 'ExanpleA 6,
/[ salt [/ -20: h'2fa8c8352aeal7faf 7407271a5e90eb8

} i)
h'' | enpty /

Fi gure 30: Abstract Security Bl ock CBOR diagnostic

type code: payload /

bl ock num/

flags /

CRC type /
3367b96d5b006ba903e2b22d87490d5b87d344b5e2’ / ciphertext /

Tooprr
Q_\\\\

'C
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Figure 31: Encrypted Target bl ock CBOR di agnhostic
The final bundle is encoded as the followi ng 177 octets in base-16

9f 880700008201692f 2f 6473742f 7376638201692f 2f 7372632f 7376638201662f 2f
7372632f 821b000000bd51281400001a000f 4240850c030000585781010301820166
2f 2f 73726321 818205a2000120018181821860583b8443a10103a1054c6f 3093ebab
d85143c3dc484af 6818343a1012aa2044a4578616d706c65412e3633502f a8c8352a
eal7faf 7407271a5e90eb840850101000056cd3367b96d5b006ba903e2b22d87490d
5b87d344b5e2f f

A. 7. ECC Keypair COSE Encrypt with Key Wap

This is an exanple of an encryption with an P-384 curve ephenera
sender keypair and a static recipient keypair identified by a "kid".
The keys used are shown in Figure 32.

{ I sender epheneral private key /
[ kty [ 1. 2, | EC/
[ crv /[ -1. 2, | P-384/
[ x | -2: h 2f88f095c45c96e377e18d717a5e6007ce8f 6076ae82009d1637
5elb9abaa9497a4bde513be6c9b0e7dae96033968c45’ ,
[y | -3: h fd27656f bb97f 789d667f 40d73b65ab362b22dd23bf 492bee72b
f 3409f 68dddf 208040a5f cbhcbee74545741e2866¢ch2d’
[ d/ -4: h cafff15193b8bceff5e221cc37b919f a8d33581a37¢c08d3e8520
a658b4040a443f 8f b3b54f b4ce882510e76017b66261’
1
{ reci pient private key /
kty / 1. 2, | EC2 /
kid / 2: 'ExampleA 7',
alg / 3: -31, / ECDH ES + A256KW/
ops / 4: [7], |/ derive key /
crv/ -1. 2, | P-384 /
/ x| -2: h'0057ea0e6fdc50ddc1111bd810eae7c0ba24645d44d4712db0c8
354¢234b2970b4ac27e78f 38250069d128f 98e51cebl’ ,
/'y I -3: h 4b72c50b27267637c40adcd78bd025e4b654a645d2ba7ba9894c
c73b2431d4cdc040d66e8eb2dad731f 7dca57108545c¢c’ ,
/ d/ -4: h'7931laf 7cc3010ae457bch8bel00acdaf ab8492de633b20384c3e
4de5e5e94899d9d9de25¢c04d6205ae6bbh9385¢cel6f f 7’
1
{ I wapped CEK /
[ kty [/ 1: 4, | symretric /
[ alg/ 3: 3, | A256CCM /
/ k/ -1: h13bf9cead057cOaca2c9e52471cadb19ddf af 4c0784e3f 3e8e39
99dbae4ce45c’

}
]

~ e~~~ ~— —
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Fi gure 32: Exanpl e Keys

The external _aad is the encoded data from Fi gure 10.

[
"Encrypt", / context /

h’ a10103’', / protected /

h' 8201662f 2f 7372632f a200012001880700008201692f 2f 6473742f 7376638201
692f 2f 7372632f 7376638201662f 2f 7372632f 821b000000bd51281400001a000f 42
4001010040° / external _aad /

]

Figure 33: Enc_structure CBOR diagnostic
The ASB itemfor this encryption operation is showm in Figure 34 and

corresponds with the updated target block (containing the ciphertext)
of Figure 11.
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1], / targets /

, | security context /

[/ flags: parans-present /
"/lsrc/"], | security source /

[
3
1
[1,
[ / paraneters /

[

5, | AAD scope /

{0:0b1,-1:0b1} / primary metadata, target netadata /

[ / target block #1 /
[ / result /

96, / COSE_Encrypt tag /

<<[
<<{ / protected /

[ alg/ 1. 3/ A256GCM /
}>>,
{ / unprotected /
[/ iv | 5: h 6f3093eba5d85143c3dc484a

} ]
null, / payl oad detached /

[ / recipient /
<<{ / protected /
[ alg / 1: -31 / ECDH ES + A256KW/
}>>,
{ / unprotected /
[ kid [/ 4. 'ExanpleA 7',
/ epheneral key / -1:. {
1. 2,
-1 2,
-2: h’2f88f095c45c96e377e18d717a5e6007ce8f 6076ae8200
9d16375elb9abaa9497a4bde513be6c9b0e7dae96033968c45’
-3: h’fd27656f bb97f 789d667f 40d73b65ab362b22dd23bf 492
bee72bf 3409f 68dddf 208040a5f cbcbee74545741e2866¢ch2d

} }
h:Oeaff015e61418d8910ba25ed9733450558b6a20ab410f3c925b01
ac8d3aef cc12433f 9563da401d’ / key-w apped /
]
]
]1>>
]
]
]

Figure 34: Abstract Security Bl ock CBOR diagnostic
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The final bundle is encoded as the followi ng 309 octets in base-16:

9f 880700008201692f 2f 6473742f 7376638201692f 2f 7372632f 7376638201662f 2f
7372632f 821b000000bd51281400001a000f 4240850c03000058db81010301820166
2f 2f 73726321 818205a200012001818182186058bf 8443a10103a1054c6f 3093ebab
d85143c3dc484af 6818344a101381ea2044a4578616d706c65412e3720a401022002
2158302f 88f 095¢c45¢c96e377e18d717a5e6007ce8f 6076ae82009d16375e1b9abaa9
497a4bde513be6c9b0e7dae96033968c45225830f d27656f bb97f 789d667f 40d73b6
5ab362b22dd23bf 492bee72bf 3409f 68dddf 208040a5f cbcbee74545741e2866¢ch2d
58280eaf f 015e61418d8910ba25ed9733450558b6a20ab410f 3c925b01ac8d3aef cc
12433f 9563da401d8501010000561f d25f 64a2ee886e97ecf de7667371214f 5add54
a089f f

A. 8. ECC Keypair COSE Encrypt with HKDF

This is an exanple of an encryption with an P-384 curve static sender
keypair and a static recipient keypair each identified by a "kid".
The keys used are shown in Figure 35, where the third key is the CEK
derived fromthe ECDH secret via a salt value in the recipient
header .
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{
[ kty [ 1. 2, | EC2/
/[ kid / 2: 'SenderA 8,
/ alg/ 3: -28, /| ECDH SS + HKDF-512 /
[ ops / 4. [7], | derive key /
[ crv [ -1: 2, | P-384 ]

[ x| -2: h 2f88f095c45c96e377e18d717a5e6007ce8f 6076ae82009d1637
5elb9abaa9497a4bde513be6¢c9b0e7dae96033968c45’
[y | -3: h fd27656f bb97f 789d667f 40d73b65ab362b22dd23bf 492bee72b
f 3409f 68dddf 208040a5f chcbee74545741e2866¢ch2d’ ,
[ d [/ -4: h c4fff15193b8bceff5e221cc37b919f a8d33581a37c08d3e8520
a658b4040a443f 8f b3b54f b4ce882510e76017b66261"
b
{ reci pient private key /
kty / 1. 2, | EC2 /
kid / 2: 'Exanpl eA. 8",
alg / 3. -28, /| ECDH SS + HKDF-512 /
ops / 4: [7], | derive key /
crv/ -1. 2, | P-384 /
/ x| -2: h' 0057ea0e6fdc50ddc1111bd810eae7c0ba24645d44d4712db0c8
354c234b2970b4ac27e78f 38250069d128f 98e51cebl’ ,
[y | -3: h4b72c50b27267637c40adcd78bd025e4b654a645d2ba7ba9894c
c73b2431d4cdc040d66e8eb2dad731f 7dca57108545¢c’ ,
[ d/ -4: h'7931af 7cc3010ae457bch8bel00acdaf abh8492de633b20384c3e
4de5e5e94899d9d9de25¢04d6205ae6bb9385cel6f f 7’
b
{ / derived CEK /
[ kty [ 1. 4, | symetric /
[ alg [/ 3. 3, I A256CCM /
[ k [/ -1: h 67bbl09aaee51e9616b512d5750139444ca26e6¢c0eeaa87f 3917
de41dd9adof 6’

}
]

e e

Fi gure 35: Exanpl e Keys

The external _aad is the encoded data from Fi gure 10.

[
"Encrypt", / context /

h’al0103', / protected /

h' 8201662f 2f 7372632f a200012001880700008201692f 2f 6473742f 7376638201
692f 2f 7372632f 7376638201662f 2f 7372632f 821b000000bd51281400001a000f 42
4001010040’ / external _aad /

]
Figure 36: Enc_structure CBOR diagnostic
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The ASB itemfor this encryption operation is shown in Figure 37 and
corresponds with the updated target block (containing the ciphertext)
of Figure 38. This ciphertext is different than the comon one in
Figure 11 because of the different derived CEK in Figure 35

[1], / targets /
3, |/ security context /
1, / flags: parans-present /
[1, "//src/"], | security source /
[ / paraneters /
[
5, /| AAD-scope /
{0:0b1,-1:0b1} / primary nmetadata, target netadata /

[ / target block #1 /
[ / result /

96, /| COSE_Encrypt tag /

<<[
<<{ /| protected /

[ alg/ 1. 3/ A256GCM /
}>>,
{ / unprotected /
/ iv /] 5: h'6f3093eba5d85143c3dc484a

3

null, / payl oad detached /
[

[ / recipient /

<<{ / protected /
/[ alg/ 1. -28 /| ECDH SS + HKDF-512 /

}>>,

{ / unprotected /
/ kid / 4. 'ExanpleA 8,
/ sender kid / -3: 'SenderA 8,
/[ salt [/ -20: h'2fa8c8352aeal7faf 7407271a5e90eb8

} i)
h'' | enpty /

Figure 37: Abstract Security Bl ock CBOR diagnostic
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1, / type code: payl oad /

1, / block num/

0, / flags /

0, / CRC type /

h' 925¢33206eb8223957ae40693c02d1f 6a0cdb71574aa’ / ci phertext /

Figure 38: Encrypted Target bl ock CBOR di agnostic
The final bundle is encoded as the following 189 octets in base-16

9f 880700008201692f 2f 6473742f 7376638201692f 2f 7372632f 7376638201662f 2f
7372632f 821b000000bd51281400001a000f 4240850c030000586381010301820166
2f 2f 7372632f 818205a200012001818182186058478443a10103a1054c6f 3093ebab
d85143c3dc484af 6818344a101381ba3044a4578616d706c65412e38224953656e64
6572412e3833502f a8c8352aeal7f af 7407271a5e90eb840850101000056925¢3320
6eb8223957ae40693c02d1f 6a0cdb71574aaf f

A. 9. RSA Keypair COSE_Encrypt

This is an exanple of an encryption with a recipient having a
3072-bit RSA keypair identified by a "kid". The associated public
key is included as a security paraneter.

This key strength is not supposed to be a secure configuration, only
intended to explain the procedure. This padding schene uses a random
salt, so the full Layer 1 ciphertext output is not determnistic.

[
{ recipient private key /

kty / 1: 3, /| RSA/

kid / 2: ’ExampleA 9",

alg / 3: -42, /| RSAES- QAEP w SHA-512 /

ops / 4. [5, 6], / wap, unwap /

/ n/ -1. h'bb4917794481770c92alba6a35f be0677a5c3669cd39¢c530985a
234765d0c0acc874925b1578e08f 5d71dec62c1d28bb237f ¢c3f 1ddf 8f 01cab5ac207
5adel747958d818f d332781891dbda85e00d0006a538f 88d28900f 69d93c340bd7da
8d47d0e63b448671b885d35a275a7204ed15beal276acedbbca291d2843b4454f ce8
5f af 78056753b6331b01f 54c52eca23c0c255ea53919a972b548777049dc64bc4261
7ae74f claf 5bd10d72102f 32347e12161d9f b1d43c9cbf 26a49bd65a6b282276a634
15¢52b36¢ce2al86f Oeccb6bl5a4c596¢c67a9eaf ca72e665¢c3a91062b22d1f 00d05f b3
f b120f 34263406c64848d93baa65985a7974aaf c39f 83a39¢c896c907da9b7e6df 1a6
f 9¢3588ebd5ae5d6df ce569e15d17a4594098c1606b3b94cf def f 8dc41e56e9592f ¢
59de96bh6aael729444ee28e6f edd59e432f 0670465a65212774ece52¢c205748ec207
db332f eef 700d2b4a2c2a7d40ef ddac627d816b872c6e12b074704b12f 2dbb92b44f
7bd799a2848ef 0c17e1783baa33e89c1bb4b’

/ e/l -2: h 010001,

~ Y~ Y~~~
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/ d/ -3: h 8d0b34532ce688f adcb4dea67f d303ad0c84632f 87d2cf 57e59a
80319def b97df af a13c247d3828c6bcac2567507108e84ad8937cd25676ac70f 45d6
07360ef abef d3daf 42a19758df d557775b56da4b68bc4f 70c728ef 09df 397b57e01e
17f 2c96af ba541d096365e9c¢549df 5ed82d9d9c0d43ca3f 454af 1c6701af d1749636
03f 20f 52f 647225a24e81403¢c72dd0336f f 99027d44f 12b073d87f aa8c263f 1f e505
03757be3210c455df 6e92f 9aaf 89a63ec49b884af 7648c168a7116848087b94db5a8
2435e98249723543f dbe8bf 420f aa6f 578¢c382738a2a2753e7886e8152ba5ec8291d
002b87a068a73f c5f 3a3379424582d1ed5b4c338475¢c8de509f 37¢3092d3f d8337b0
9b0d9725add3380d921d4f 9f 90700116b5543cb8a40c3ec0e4661cf 09f Oebf 62c57c
dbf 63¢59390d6f 1d2dbd2ea09be5¢c21d2732109e7787cb9a4582d8c2be712a2d9355
c1b8bale597dc2012bb920e551a6f ddcOc7db08ab32b0add6ddedab6b70b4c3105dc
ed09a49c6¢cf 6e325b8b80c65f c1859f cd5’,

[ p/ -4: h fa214874981ce573589c4eh4682c12aed490c66714a4e339%ea2d
b376b6dac4bd997f deacccd4b514daedad487b86a273dec8746a5debb3f 776c46367¢C
f 163f 968c76900de21a20b75201b9a376327158e90a52e3e24e3c60b79102a572ad9
f 859364f dcelc14da0379480ee87c20f d54454847a41c644ff f 9e9e72b6d42dbcd5b
7d343abbf 785e72d494f d60e309322e5bch20763f 56c6000ae975eb6d4c23elf 3e0b
6f 6d52b74cef aa6045f bd0697740895b45af 918f af 75f ebec37f 6e88eb55" ,

/ g/ -5: h bfae414a486903f 3f 203382d3995dcae8ele716b8835d1126819
4879d9dad3d57396e3f d52a16272221d25a2f 8e82eccc29c16751061e903566825cd
66e562bad038b002684356411bc323d8212c8b7aac4dd481b511e9de45ab3b6cab78
50d30f 2861e0e7¢c6778d26b19458f f f 4f 74d2b65af 87234a090ab241ea8a51b8cbh15
294b1b283bead83f 9064ch32cbe0f 25807ee946484c6a777c19a7bd2a214cbc9edl7
8552e0af d7748511333375753852f bOb4e9c8d4f cab2d2372be59c104c1f

[ dP [/ -6: h'92f19ca44a7ca75b751216b6ab8040d58eb122ad8al16381b5cf
4ce3a8ebf c4d6f 1e78a04902celd8c7a8d68099195bc6683f 2c84e36db3a24f ec8bb
42907a78d23a10f 4e7009c79b5e6a78d5d31d31ef d8100233a5ee5df 97d7cbeb308c
c96b6aade8e9f ddb4elcbe5253d7c69c86d6cc00e37d88e4718ee53b867edbf 5a6bb
134c3chb4183ef 995924798f 72349d2be235518d3f eef d6504e18cbhlaacd20f 3e7dcc
65106b39255d3728f 2e6df a090b72d17eda5883361b4941880647¢c5¢c31025' ,

[/ dQ/ -7: h'933eall191716d4da8886c098bd2bca22ad39e596dd43balf 91a
8la6cc055c174af 1eb274df Ocea3b12¢9a127d85d43d6378900175d4659611ef 7525
2bf 4066df 6b24a0d0b89741a332586d2892134df 2267a834c40744a5b5cd97504bd9
3e742bada22964a75c350c2f 0972ce7329ee6¢c0f 79427138cc3f 55b8a1749ba0d62b
416¢cc83481cf f02af 91945c23el14a23e04bf 79236¢c568752d21a4328a53c7f 54602
5395db90c5b4e3f 0a3f 72c04013cc6adcf cbe762f 5d5e90edale2f 947ebbl’ ,

/ glnv / -8: h'2f6lebed182ff0375be59300f 2f Of 4302f 915274756b13df a
3847b56259¢c87a204e7188656460af ec04bf 8889ad2ab6cd54d56¢bf f 63eeac06620
ec6cadca22badcc4ee29b6195aaab25ef 33455ef 204eb75f 93e9f c2b0Oc7bf e11f 112
7c2b9102e729a504eb1bd350c70568acbab5b5f ef f a8272f 0458ba66491f d93387e8
6b8c8c2ed69845b6df f cOb3800dc175d3bdf 40e154053141e54db17f 9515df a719de
b426775bac26854h539e18176f 89e785bacd4672534f 683f 80b2cc7927bf 8f 7

b,
{ I/ encapsul ated CEK /

[ kty [ 1. 4, | symetric /

[ alg [/ 3: 3, I A256CGCM /

! k/ -1. h 13bf9cead057cOaca2c9e52471cadb19ddf af 4c0784e3f 3e8e39
99dbae4dced5c’
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Fi gure 39: Exanpl e Keys

The external _aad is the encoded data from Fi gure 10.

[

"Encrypt", / context /

h’ al0103', / protected /

h' 8201662f 2f 7372632f a200012001880700008201692f 2f 6473742f 7376638201
692f 2f 7372632f 7376638201662f 2f 7372632f 821b000000bd51281400001a000f 42
4001010040' / external _aad /

]

Fi gure 40: Enc_structure CBOR diagnostic

The ASB itemfor this encryption operation is shown in Figure 41 and
corresponds with the updated target block (containing the ciphertext)
of Figure 11. The recipient does not have any protected header

par aneters because RSA OAEP does not all ow any AAD
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1], / targets /

, | security context /

[/ flags: parans-present /
"/lsrc/"], | security source /

[
3
1
[1,
[ / paraneters /
[
5, | AAD scope /
{0:0b1,-1:0b1} / primary metadata, target netadata /
]
],
[
[ / target block #1 /

[ / result /
96, / COSE_Encrypt tag /
<<[

<<{ / protected /
[ alg/ 1. 3/ A256GCM /
}>>,
{ / unprotected /
/ iv [ 5: h'6f3093eba5d85143c3dc484a
3

null, / payl oad detached /

[ / recipient /
<<>>, | protected /
{ / unprotected /
[ alg /! 1. -42, | RSAES- OAEP w SHA-512 /
/[ kid /! 4: 'Exanpl eA 9

b,

h’ 18b96e7d6a93b8b3ea054677f 94dcf 71708152¢c0f 7a74b4d7¢c9d11
3769f 7e8ba660931711a743c880554b4c2e7acf c34476e1d813771eedd33a4f f be04
123db303af cd3b94a3351940a85874436349407bbaa67ce05e0cd01c56a53cf 65b99
7ad4el24a9f 2f 942f 46f 33acad4c0dd22e18df 8e53¢c51b9bd83d196316126a9a97d50c
27108c280dc067a7bc15f b63d65ee09783496143ec506bbf f 7087a0ea938f a729787
9d9e22d68d9b677526aab03f 735f 1bf 5ae1586d57950ea24e90ae04f f 9f 6af 3cdc9a
2559ecc9a6ldcb75e3af 2¢376220126f 34c398665d3bc5c5da6923ed47a2e07df fcl
6f a614a5e348cd846cch2d92e5f ef 3206626978d45f 33ac4d94671b7f c92db71dcb9
200601e398402d65846e45926315dc8d951604af 4f c21163911090c7b7c3elllb4a4d
9c1dc876f 064f 8f f 636395d0c571042f d21cf 93eech19e91157e5e179b674e91aaea
250d5521aa0e0d07e9040970a82a757887daa7675e09bd0350f d047bd8c89e1d05c5
0eb6415e419e72821935f b3b35ba66df d6’ / key-encapsul ation /

]
]
]1>>
]
]
]
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Figure 41: Abstract Security Bl ock CBOR diagnostic
The final bundle is encoded as the followi ng 547 octets in base-16

9f 880700008201692f 2f 6473742f 7376638201692f 2f 7372632f 7376638201662f 2f
7372632f 821b000000bd51281400001a000f 4240850c0300005901¢8810103018201
662f 2f 7372632f 818205a20001200181818218605901ab8443a10103a1054c6f 3093
eba5d85143c3dc484af 6818340a2013829044a4578616d706¢c65412e3959018018b9
6e7d6a93b8b3ea054677f 94dcf 71708152c0f 7a74b4d7¢c9d113769f 7e8ba66093171
1a743c880554b4c2e7acf c34476e1d813771eedd33a4f f be04123db303af cd3b94a3
351940a85874436349407bbaa67ce05e0cd01c56a53cf 65b997a4e124a9f 2f 942f 46
f 33aca4c0dd22e18df 8e53¢51b9bd83d196316126a9a97d50¢c27108¢c280dc067a7bc
15f b63d65ee09783496143ec506bbf f 7087a0ea938f a7297879d9e22d68d9b677526
aab03f 735f 1bf 5ae1586d57950ea24e90ae04f f 9f 6af 3cdc9a2559ecc9ab6ldcb75e3
af 2¢376220126f 34c398665d3bc5c5da6923ed47a2e07df f c16f a614a5e348cd846¢
cbh2d92e5f ef 3206626978d45f 33ac4d94671b7f c92db71dcb9200601e398402d6584
6e45926315dc8d951604af 4f c21163911090c7b7c3el111b4a49c1dc876f 064f 8f f 63
6395d0c571042f d21cf 93eech19e91157e5e179b674e91aaea250d5521aa0e0d07e9
040970a82a757887daa7675e09bd0350f d047bd8c89e1d05¢c50eb6415e419e728219
35f b3b35ba66df d68501010000561f d25f 64a2ee886e97ecf de7667371214f 5add54
a089f f

Appendi x B. Exanple Public Key Certificates

This section contains exanple public key certificates correspondi ng
to end-entity private keys and identities used in exanpl es of
Appendi x A with structure and extensions conformng to the profile of
Section 4. Al of the exanple certificates contain a validity tine
interval extending a short anpbunt around the original bundle creation
time of the original bundle (Figure 6).

B. 1. Root CA Certificate

This root CA certificate and private key are included for

conpl eteness in testing path validation (Section 2.6.1.2) with a ful
chain. This root CA does not allow any internediates purely as an
exanple, while a typical deployed PKI would separate a root CA from
intermedi ate signing CA(s). It also does not include any Certificate
Pol i ci es, Name Constraints, or Policy Constraints extensions as an
operational CA mght do to express or control how its subordi nates
are validated and used. 1t does, however, include an Extended Key
Usage (EKU) val ue id-kp-bundl eSecurity which indicates that this
certificate tree is authorized for securing BP data.
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Version: 3 (0x2)

Seri al Nunber:

15:15: ff:a7:40: a4: bd: 73: f5: ba
Signature Algorithm ecdsa-w th-SHA384

BPSec COSE

Issuer: CN = Certificate Authority

Validity
Not Before:
Not After

pub:
04:
Oc:
b3:
00:
54:
ec:
28:

ASN1 O

Cct

cc:
8b:
55:
71.
fd:
95:
b2:

D

7b:
44:
6a:
cO0:
40:
d5:
f b:
secp384r1l

6 00: 00: 00 2025 Gvr
: Cct 16 00: 00: 00 2025 Gwr
Subject: CN = Certificate Authority
Subj ect Public Key Info:
Public Key Al gorithm

Publ i c- Key:

ba:
of :
49:
e6:
c8:
34:
f 4:

7b:
6f :
64
1c:
75:
b4:
55:

NI ST CURVE: P-384

X509v3 ext ensi ons:

04:
ez2:
89:
06:
b8:
4a:
c7:

X509v3 Basi c Constraints:
CA: TRUE, pathlen:0

X509v3 Key Usage:

critical

Certificate Sign,

1.3.6.1.5.5.7.3.35
X509v3 Subj ect Key ldentifier:
1B: 77: 33: BE: 83: 75: 66: 6A: 75: 86: 22: F2: AB: OA: 17: 60: 3F: 42: 56: 03
X509v3 Authority Key ldentifier:
1B: 77: 33: BE: 83: 75: 66: 6A: 75: 86: 22: F2: AB: OA: 17: 60: 3F: 42: 56: 03

Si pos

Figure 42: CA Certificate Content

77:
bd:
ca:
36:
be:
f 4:

6a

e0: f7:
ab: ec:
75: f 8:
15: 68:
3. f7:
97: 71:

critical

CRL Sign
X509v3 Ext ended Key Usage:

i d- ecPubl i cKey
(384 bit)

97: 30:
df : 9c:
09: f1:
c2: 24:
46: Ob:
5a: 09:

Expires 25 May 2026

40:
7a:
1f:
be:
50:
52:

al:
72:
73:
ab:

11:

83:
ez2:
Te:
29:
1 28:
e3:

Novenber 2025

f d:
2c:
08:
17:

59:
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----- BEG N CERTI FI CATE- - - - -

M | BBDCCAXagAwW BAgl KFRX/ pOCkv XP1uj AKBggqghkj OPQQDAz Ag MRAWHAYDVQRD
DBVDZXJ0aWZpY2F0ZSBBd XRob3JpdHkwHhc NV Ux MDA2 MDAWIVDAWMh c NV Ux MDE2
MDAWVDAWWY Ag VRAWHAYDVQRDDBVDZXJ 0aWZpY2F0ZSBBd XRob3J pdHkwdj AQBgcq
hkj OPQ BBgUr gQQAI gNi AATMe7p7BHf g95cWQKCGD QyLRI9v4r 2r 7N+cenlLi LLNV
akl ki cpl+AnxH3N+CABXWOYCBj YVaM kvqspF1T9QWh1ulL4/ 90YLUNQOG+YyVITSO
SvSXcVoJUnH WEi y+/ RVx2qj ezB5MBI GA1UdEWEB/ wQ MAYBAf 8 CAQAWDg YDVROP
AQH BAQDAg EGVBMGEAL Ud J QAMVAO GCCs GAQUFBwWM MBOGAL Ud DgQVBBQbdz O+g3Vm
anWa vKr ChdgP0JWAZ Af BgNVHSMVEGDAW BQodz O+g3VmanWE vKr ChdgP0J WAz AK
Bggghkj OPQRDAWNOADBI Aj BQLYBu8JDNdPc Ok HpJZuHIBI bshDBEn3H+SNBubi S9
sRggW+gphgvVUBI 0+na0TACMQCv 0z Q7t VQHG/N8i 3f WohLNr k4Ur wf XX91t cp3M
a976M 8EULnRAMk M630RHeNGS0=

----- END CERTI FI CATE- - - - -

Figure 43: CA Certificate PEM
M GkAgEBBDBj 90cny ONTJ3Dqs SBdr 4Df 0z2Z951wOLbQyqDPC8zwower r QG6CT6+0v
sA2i 87696dWIBWYFKAEEACKhZANI AATMe7p7BHF g95cWQKGD QyLRI9v4r 2r 7N+c
enLi LLNVakl ki cpl+Anx H3N+CABXWOYCcBj YVaM kvgspF1T9Qvh1ul4/ 90YLUNQo
G+yV1TS0SvSXcVoJUhH WS y+/ RVx20=
Figure 44: CA Private Key PEM
B.2. Signing Source End-Entity Certificate
This end-entity certificate corresponds with the private key used for
signing in Appendix A 2. It contains a SAN authenticating the single

security source fromthat exanple, an EKU authorizing the identity,
and a Key Usage authorizing the signing.
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Ver si on:
Seri al
6f:fe:89:dc: b7: 6e:d3: 72: ea: 7a

Nunber :

3 (0x2)

BPSec COSE

Signature Algorithm ecdsa-w th-SHA384

| ssuer:

Validity

Subj ect :

X509v3 ext ensi ons:

Si pos

Not Bef ore:
Not After

Cct

CN = Certificate Authority

6 00:00: 00 2025 GV

Cct 16 00: 00: 00 2025 GVIr

CN = érc
Subj ect Public Key Info:

Public Key Al gorithm

Publ i c- Key:

pub:
04:
29:
06:
5d
34:
do:
48:

ASN1 O

02:
fa:
ca:
141
53:
08:
8a:

D

df : c4:
16: 72:
3f: dc:
95: 68:
ad: 75:
a7: a4:
dl: e6:
secp384r1l

97:
ef :
cl:
45:
b9:
23:
Ob:

NI ST CURVE: P-384

47:
7d:
18:
26:
28:
9d:
Oe:

X509v3 Basic Constraints:
CA: FALSE

X509v3 Subj ect Alternative Name:

f 5:
11:
€6:
e8:
06:
47:

7d

d3:
ch:
31:
1b:
67:
6¢C:

d2:
57:
40:
fO:
15:
f d:

critical

critical

i d- ecPubl i cKey
(384 bit)

19:
ca:
ba:
do:
11:
f d:

03:
3e:
ea:

74:

1 61:
20:
cbh:
09:
t4c:
de6:

85:
Cc6:
Te:
24
99:
c6:

othername: 1.3.6.1.5.5.7.8.11::dtn://src/

X509v3 Key Usage:

Di gital

X509v3 Extended Key Usage:

Si gnature

1.3.6.1.5.5.7.3.35

X509v3 Authority Key ldentifier:

critical

Novenber 2025

74: 47:
32: be:
a7: b8:
f0: 5a:
3f: 6b:
88: 36:

1B: 77: 33: BE: 83: 75: 66: 6A: 75: 86: 22: F2: AB: OA: 17: 60: 3F: 42: 56: 03

Figure 45: Signing Certificate Content
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----- BEG N CERTI FI CATE- - - - -

M | B4TCCAWegAW BAgl Kb/ 6J3Ldu03Lqgej AKBggghkj OPQQDAz Ag VRAWHAYDVQQD
DBVDZXJ0aWZpY2F0ZSBBd XRob3JpdHkwHhc NV Ux MDA2 MDAWVDAWMhc NV Ux MDE2
MDAWMVDAWWY AOVQMAVCG YDVQQDDANz ¢ mMvdj AQBgcghkj OPQ BBgUr gQQAI gNi AAQC
38SXR/ XTOhn+YYVORyn6FnLvf RHLV80oDI MYyvgbKP9zBGOYXxQLo+xX6nuF1Bl WhF
Jugh8NngCSTWW RTr XWbKAZNnFRFUTJk/ a9kl p6Q nUds/ f 101sal Nki KOeYLDn2j

f ] BEBMAWGAL Ud EWEB/ wQCVAAW] g YDVRORAQH BBWwwCqAYBggr BgEFBQcI C6AMFgpk
d&A6Ly9z ¢ mvw MA4GAL Ud DWEB/ WQEAW Hg DATBgNVHSUEDDAKBggr BgEFBQC DI z Af

BgNVHSMVEGDAW) BQhdz O+g3VimanWE vKr ChdgP0JWAz AKBggghkj OPQRDAWNoADBI

Aj BH j yxGGM™BnV5pz6Mgkn2k 8MHOAND+4ZGz Rec EVMORA9R6371sJ00Ypuy1pPrd
r we CMQDr x YHoc| ePc AKYQnAAaNbn4pm Gai TFgoQIWn1t TMy3CyeocQVBOi f 57Y
W XWO+Y=

----- END CERTI FI CATE- - - - -

Figure 46: Signing Certificate PEM

B.3. Encryption Recipient End-Entity Certificate

This end-entity certificate corresponds with the private key used for
decrypting Appendix A 7 and Appendix A.8. It contains a SAN
identifying the single security acceptor fromthat exanple, an EKU
authorizing the identity, and a Key Usage authorizing the key

agreenent.
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Version: 3 (0x2)

Seri al Nunber:

BPSec COSE

3f:24:0b: cd: a6: f7:fc: 3c: 29: de
Signature Algorithm ecdsa-w th-SHA384
Issuer: CN = Certificate Authority

Validity
Not Before: Oct 6 00:00: 00 2025 Gvr
Not After Cct 16 00: 00: 00 2025 GMr

Subj ect: CN = dst

Subj ect Public Key Info:
Public Key Al gorithm id-ecPublicKey
Public-Key: (384 bit)

pub:
04:
ev:
4b:
8e:
d7:
c7:

00:
cO:
29:
51:
8b:
3b:

57:
ba:
70:
ce:
do:
24

ea:
24
b4:
bl:
25:
31:

Oe:
64
ac:
4b:
e4:
d4:

6f :
5d:
27
72:
b6:
cd:

dc
44
e’
c5
54
cO

1 50: dd:
:d4: 71:
: 8f : 38:
1 0b: 27:
1 ab6: 45:
1 40: d6:

cl:
2d:
25:
26:
d2:
6e:

11:
b0:
00:
76:
ba:
8e:

1b:
c8:
69:
37:

b2:

ds:
35:
di:
c4:
;a9
da:

f7:dc:ab: 71: 08: 54: 5¢
ASN1 O D: secp384rl
NI ST CURVE: P-384
X509v3 ext ensi ons:
X509v3 Basic Constraints: critica
CA: FALSE
X509v3 Subject Alternative Name: critica
othername: 1.3.6.1.5.5.7.8.11::dtn://dst/
X509v3 Key Usage: critica
Key Agreenent
X509v3 Extended Key Usage:
1.3.6.1.5.5.7.3.35
X509v3 Authority Key ldentifier:

10:
4c:
28:
Oa:
t4c:
d7:

Novenber 2025

ea:
23:
f9:
dc:

31:

1B: 77: 33: BE: 83: 75: 66: 6A: 75: 86: 22: F2: AB: OA: 17: 60: 3F: 42: 56: 03

Figure 47: Key-Agreenent Certificate Content
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----- BEG N CERTI FI CATE- - - - -

M | B4DCCAWegAW BAgl KPyQLzab3/ Dwp3j AKBggghkj OPQQDAz Ag MRAWHAYDVQQD
DBVDZXJ0aWZpY2F0ZSBBd XRob3JpdHkwHhc NV Ux MDA2 MDAWVDAWMhc NV Ux MDE2
MDAWMVDAWW AOMQMAVCG YDVQQDDANK ¢ 3Qwdj AQBgcghkj OPQ BBgUr gQQAI gNi AAQA
V+0Oh9x @Bc ER&gQBuf Aui RkXUTUc S2wy DVM 0spclLSsJ+ePOCUAadEo+Y5Rzr FL
csULJyZ2N8QK3NeLOCXkt | SmRdK6e6mI TMc7JDHUz cBALNBGst r XM f cpXEl VFyj
f ] BEBMAWGAL Ud EWEB/ wQCVAAW] g YDVRORAQH BBWwwCqAYBggr BgEFBQcI C6AMFgpk
d&A6Ly 9k c3Qv MA4GAL Ud DWEB/ WQEAW DCDATBgNVHSUEDDAKBggr BgEFBQC DI z Af
BgNVHSMVEGDAW) BQhdz O+g3VmanWE vKr ChdgP0JWAz AKBggahkj OPQQDAWNNADBK
Aj Ar cmaF95pLvgj xXBYa7nt DhEEgnYVsZyt cWFu74yLx/ 7u/ mMJESKOAgOr V+uTTo
pqoCVAI NM25QZUv 9t 8r +71 EmAolenb730ri uOAxqlyvOj FOLebLSYP6/ f WeOc Ot
[ zk1CA==

----- END CERTI FI CATE- - - - -

Figure 48: Key-Agreenment Certificate PEM
Appendi x C. CDDL Definitions for BPSec

The normative definitions of BPSec [ RFC9172] do not include
correspondi ng CDDL extending the rules defined for BP. The follow ng
CDDL provides those definitions as an update to that specification
These definitions include a new socket $ext-data-asb for all possible
ASB contents and a generic rul e bpsec-context-use which allows a
security context to define a single rule for the ASB socket to
include all of their paraneter and result types together

; CGeneric structure of block-type-specific data for BIB and BCB
ext - dat a- asb = $ext-data-asb .w thin ext-data-asb-structure
ext -dat a-asb-structure = |
targets: [+ target-Dblock-nuni,
context-id: int,
asb-fl ags,
security-source: eid,
; parans present if sec-parans-present is set in #asb-flags
? paraneters: asb-id-value-list,
; One result list per itemin #targets
target-results: [+ asb-id-value-Ilist]
]
target - bl ock- num = ui nt
asb-flags = uint .bits asb-flag-bits
asb-flag-bits = &
sec- parans-present: 0O
)

; Alternatives can be added to the sockets for each context ID
asb-id-value-list = [* asb-id-val ue-pair]

; Interpretation of the pair depends on the context-id and whet her
; it is a paraneter or a result.
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asb-id-value-pair = |
id: uint,
val ue: any

]

; Provide BPv7 extension block types, they both really enbed

; "ext-data-asb" as a cbor sequence.

; Block Integrity Bl ock (BIB)

$ext ensi on- bl ock /= extensi on-bl ock-use<
11,
bstr .cborseq ext-data-asb

>

; Block Confidentiality Bl ock (BCB)

$ext ensi on- bl ock /= ext ensi on-bl ock-use<
12,
bstr .cborseq ext-data-asb

>

; Specialization of $ext-data-asb for a security context.
; The ParanPair and Resul tPair should be sockets for specializing
; those structures for the individual security context.
bpsec-cont ext -use<Contextld, ParanPair, ResultPair> = |
targets: [
+ target-bl ock- num
1
context-id: Contextld,
asb-fl ags,
? security-source: eid,
? paraneters: |
+ ParanPair .wthin asb-id-val ue-pair
1,
target-results: |
+ [
+ ResultPair .within asb-id-val ue-pair
]

]
]
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| mpl enent ati on Status

This section is to be renoved before publishing as an RFC
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[NOTE to the RFC Editor: please renpove this section before
publication, as well as the reference to [ RFC7942],

[ gi t hub-dt n- bpsec-cose], [github-dtn-denp-agent], and
[gitlab-wireshark].]

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenment by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations can
exi st.

Alimted inplenmentation of this COSE Context has been added to the
[ gi t hub-dt n-denp-agent] to help with interoperability testing.

As of the tinme of witing a COSE Context dissector has been accepted
to the default devel opment branch of the Wreshark project
[gitlab-wireshark]. That dissector integrates the full-featured COSE
di ssector on top of BPSec, so will scale with any future additions to
COSE itsel f.

An exanpl e inpl enentation of this COSE Context has been created as a
G t Hub project [github-dtn-bpsec-cose] and is intended to use as a
proof - of - concept and as a source of data for the exanples in
Appendi x A.  This exanple inplenentation only handl es CBOR encodi ng/
decodi ng and cryptographic functions, it does not construct actua
BI B or BCB and does not integrate with a BP Agent.
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