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docunent nust include Sinplified BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided w thout
warranty as described in the Sinplified BSD License.

Abst ract

Thi s docunent describes Bundl e-i n-Bundl e Encapsul ation (BIBE), a

Del ay- Tol erant Networking (DTN) Bundl e Protocol (BP) "convergence

| ayer™ protocol that tunnels BP "bundl es" through encapsul ating
bundl es. The services provided by the Bl BE convergence-| ayer

prot ocol adapter encapsul ate an outbound BP "bundle" in a BIBE
convergence-l ayer protocol data unit for transm ssion as the payl oad
of a bundle. Security measures applied to the encapsul ati ng bundl e
may augnent those applied to the encapsul ated bundl e. The protoco

i ncludes a mechani smfor recovery fromloss of an encapsul ating
bundl e, called Bundl e Retransm ssion Methods (BRM. This mechani sm
is adapted fromthe custody transfer procedures described in the
experinental Bundle Protocol (version 6) specification devel oped by
the Del ay- Tol erant Networki ng Research Group of the Internet
Research Task Force and docunented in RFC 5050
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1. Introduction

Thi s docunent describes Bundl e-i n-Bundl e Encapsul ation (BIBE), a
Del ay- Tol erant Networking (DTN) Bundl e Protocol (BP) [RFC9171]
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"convergence | ayer" protocol that tunnels BP "bundl es" through
encapsul ati ng bundl es.

Conf ormance to the bundl e-i n-bundl e encapsul ati on (Bl BE)
specification is OPTIONAL for BP nodes. Each BP node that conforns
to the BIBE specification provides a Bl BE convergence-| ayer adapter
(CLA) that is inplenmented by the administrative el enent of the BP
node’ s application agent. Like any convergence-|ayer adapter, the
Bl BE CLA provi des:

A transmi ssion service that sends an outbound bundle (fromthe
bundl e protocol agent) to a peer CLA. In the case of BIBE, the
sendi ng CLA and receiving peer CLA are both BP nodes.

A reception service that delivers to the bundle protocol agent
an i nbound bundl e that was sent by a peer CLA (itself a BP
node) via the BIBE convergence | ayer protocol

The BIBE CLA performs these services by:

Encapsul ati ng out bound bundl es in BIBE protocol data units,

whi ch take the form of Bundle Protocol admnistrative records
as described later.

Requesting that the bundle protocol agent transnit bundles
whose payl oads are BI BE protocol data units.
Taki ng delivery of BIBE protocol data units that are the

payl oads of bundl es received by the bundl e protocol agent.
Delivering to the bundl e protocol agent the bundles that are
encapsul ated in delivered BIBE protocol data units.

Bundl e-i n-bundl e encapsul ati on nmay have broad utility, but the
principal notivating use case is the deploynment of "cross domain
solutions” in DTN networks. Under some circumnmstances a bundl e may
arrive at a node that is on the frontier of a sector of network
topol ogy in which any of the bel ow scenari os nay be present,

Augnent ed security is required, fromwhich the bundl e nust
egress at sone ot her designated node. |In that case, the bundle
may be encapsulated within a bundle to which the requisite
additional BP Security (BPSEC) [RFC9172] extension block(s) can
be attached, whose source is the point of entry into the
i nsecure region (the "security source") and whose destination
is the point of egress fromthe insecure region (the "security
destination").

Bundl es conforming to Bundl e Protocol Version 6 [RFC5050] may
need to traverse a network using Bundl e Protocol Version 7
[ RFC9171]. In that case, the incom ng bundle (BPv6) may be
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encapsul ated within a bundle (BPv7) which is forwarded through
the BPv7 based networKk.

Application of other per-domain policies, including forwarding,
recovery of |lost data, and quality of service. In that case,
the node encapsul ating i ncom ng bundles within a new bundl e can
apply different policies wthout nodifying the paraneters of
the encapsul ated bundle. This may be especially useful in
service provider networks defining their policies at the edge
of a network.

Not e t hat:

If the payl oad of the encapsulating bundle is protected by a
Bundl e Confidentiality Block (BCB), then the source and
destination of the encapsul ated bundl e are encrypted, providing
defense against traffic anal ysis that BPSEC al one cannot offer

Bundl es whose payl oads are BIBE protocol data units nmay
t hensel ves be forwarded via a BlI BE convergence-| ayer adapter,
enabl i ng nested bundl e encapsul ation to arbitrary depth as
required by security policy.

Moreover, in the event that no single point of egress froman
i nsecure region of network topology can be determned at the
monent a bundle is to be encapsul ated, nmultiple copies of the
bundl e nay be encapsul ated individually and forwarded to all
candi date points of egress.

The protocol includes a nechanismfor recovery fromloss of an
encapsul ati ng bundl e, called Bundle Retransm ssion Method (BRM.
This nmechanismis adapted fromthe custody transfer procedures
described in the experimental Bundle Protocol (version 6)

speci fication devel oped by the Del ay- Tol erant Networ ki ng Research

G oup of the Internet Research Task Force and docunented in RFC 5050
[ RFC5050]. BRMis a convention by which the | oss or corruption of

Bl BE encapsul ati ng bundl es can be nitigated by the exchange of other
bundl es, which are terned "BRM signal s".

2. Conventions used in this docunent
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC-2119 [ RFC2119].
In this docurment, these words will appear with that interpretation

only when in ALL CAPS. Lower case uses of these words are not to be
interpreted as carrying RFC- 2119 significance.
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3. BI BE Design Elenents
3. 1. BIBE Endpoints

Bl BE convergence-| ayer protocol endpoints, also known as Bl BE

conver gence-|l ayer adapters (BCLAs), are inplenented by the

adm nistrative elements of the application agents of BP nodes that
conformto the BIBE protocol specification. The node of which a
given BCLA is one conponent is ternmed the BCLA's "local node". A BP
node that includes a BCLAis ternmed a "Bl BE node"

3.2. BIBE Protocol Data Units

A BIBE protocol data unit (BPDU) is a Bundle Protocol administrative
record whose record type code is 64443, whose representation
conforns to the Bundle Protocol specification for admnistrative
record representation, and whose content SHALL be a BPDU nessage
represented as described | ater

A BIBE Protocol Data Unit (BPDU) for which BRMis requested is
terned a "BRM BPDU'. The action taken by a BCLA upon delivery of a
BRM BPDU is terned the "disposition" of that BPDU, the disposition
of a BRM BPDU SHALL be either acceptance or refusal

Notionally, a BCLA is assuned to inplenment in some way, for each
Bl BE node to which the | ocal node issues BRM BPDUs, the follow ng
two data resources

1. A"BRMtransm ssion count" (BRMIC). A BRMIC is a nonotonically
i ncreasing integer indicating the number of BRM BPDUs that have
been issued to this BIBE node by the | ocal node since
instantiation of the |local node.

2. A "BRMtransm ssion database" (BRVDB), a notional array of "BRM
transmission itens" (BRMIls). The BRVDB contains one BRMIl for
each BRM BPDU i ssued to this BIBE node, by the |ocal node, for
whi ch (a) no BRM di sposition signal has yet been received in
any BRM signal (as discussed |later), and (b) the bundle
encapsul ated in that BPDU has not yet been destroyed due to,
e.g., time-to-live expiration, and (c) "retransm ssion time"

(di scussed below) either is in the future or is zero. Each
BRMTI notionally contains:
a. Areference to the bundl e encapsulated in the
correspondi ng BPDU.
b. The "transm ssion I D' of the correspondi ng BPDU, as
di scussed bel ow.
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c. A The BPDU s "retransmi ssion time," indicating the tine by
whi ch BRM di sposition for the corresponding BDPU is
expect ed.

The BRMDB itsel f being notional, normative | anguage prescribing
operations on the BRVDB is necessarily notional as well. Technica
operations on the BRVDB are an inplenmentation natter.

The BPDU nessages that constitute the content of BIBE protocol data
unit adm nistrative records are represented as foll ows.

Each BPDU nessage SHALL be represented as a CBOR array. The number
of elenents in the array SHALL be 3.

The first itemof the BPDU array SHALL be the "transm ssion I D" for
the BPDU, represented as a CBOR unsigned integer. The transm ssion
ID for a BPDU for which BRMis NOT requested SHALL be zero. The
transm ssion ID for a BPDU for which BRM IS requested SHALL be the
current value of the |local node’s BRM transnission count for the

Bl BE node to which the BPDU is to be issued, plus 1.

The second item of the BPDU array SHALL be the BPDU s retransni ssion
time (i.e., the tinme by which BRM di sposition for this BPDU is
expected), represented as a CBOR unsigned integer. Retransnission
time for a BPDU for which BRMis NOT requested SHALL be zero
Retransm ssion time for a BPDU for which BRM IS requested SHALL t ake
the formof a "DIN Tine" as defined in the Bundl e Protoco
specification; determ nation of the value of retransmission tine is
an inplenmentation matter that is beyond the scope of this
specification and may be dynamically responsive to changes in
connectivity.

The third itemof the BPDU array SHALL be a single BP bundle, termned
the "encapsul ated bundl e", represented as a CBOR byte string of
definite | ength.

3.3. BRM Signal s

A "BRM signal" is a Bundle Protocol adm nistrative record whose
record type code is 64444 and whose representation conforns to the
Bundl e Protocol specification for adm nistrative record
representation. The content of the record shall be a BRM nessage
represented as foll ows.

Each BRM nessage SHALL be represented as a CBOR array. The number of
elenments in the array SHALL be 2
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The first itemof the BRM nessage content array SHALL be a BRM
di sposition code represented as a CBOR unsigned integer. Valid
di sposition codes are defined as foll ows:

Fommm e e oo ot e mmmmmmmeaaaao- +

| Val ue | Meani ng

+=========4============================================+
0 | Bundl e Retransm ssion Method accept ed.

O o +
1 | No further information.

Fommm e e oo ot e mmmmmmmeaaaao- +
2 | Reserved for future use.

Fomm e e oo o m m e e e e e e e e e e e e e e e e eeeo—— oo +

| 3 | Redundant (reception by a node that |

| | already has a copy of this bundle). |

S R T +
4 | Depl eted storage.
S o m m e e e e e e e e e e e e e e e e mee oo +
5 | Destination endpoint IDunintelligible.
S o m e e e e e e e e e e e e e e e eee e +
6 | No known route destination from here.

S R T +
7 | No tinely contact with next node on route. |

S o m m e e e e e e e e e e e e e e e e mee oo +
8 | Block unintelligible.

S o m e e e e e e e e e e e e e e e eee e +
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4.

1.

| (other) | Reserved for future use

Figure 1: Disposition Codes

Di sposition code O indicates that the disposition of the BPDU at the
BCLA that issued the BRM signal was acceptance. All other

di sposition codes indicate that BRM was refused and, additionally,
indi cate the reason for refusal

The second item of the BRM nessage content array SHALL be a

"di sposition scope report" (or, sinply, "scope report"), represented
as a CBOR array of definite length. Each itemof the disposition
scope report array SHALL be a "disposition scope sequence" (or,
sinmply, "scope sequence"), represented as a CBOR array of two

el ements. The first elenent of each disposition scope sequence
array SHALL be the first transmission IDin a sequence of 1 or nore
consecutive transm ssion IDs corresponding to BPDUs to which the BRM
signal’s disposition is declared to apply; the second el ement of
each di sposition scope sequence array SHALL be the nunber of
transmission IDs in that sequence. Both are represented as CBOR
unsi gned i nt egers.

A BRM signal constitutes an assertion by the source of that

adm nistrative record that the indicated disposition code applies to
all BPDUs identified by the transm ssion IDs enunerated in the BRM
signal's disposition scope report. |If the disposition code is zero,
then the source of the BRM signal has accepted BRM for all bundl es
that were encapsulated in the indicated BPDUs. O herw se the source
of the BRM signal has refused BRM for all bundles that were

encapsul ated in the indicated BPDUs, for the indicated reason

Bl BE Procedures
BPDU Transm ssi on

When a BCLA is requested by the bundl e protocol agent to send a
bundl e to the peer BCLA(s) included in the destination BP endpoint
identified by a specified BP endpoint |ID:

The BCLA SHALL generate, as defined in Section 6.2 of the

Bundl e Protocol specification, a BPDU for which the third

el ement of the content array is the bundle that is to be
transmtted. The destination of the bundl e whose payload is the
BPDU (terned the "encapsul ating bundl e") SHALL be the specified
destination BP endpoint. Selection of the values of the
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parameters governing the forwardi ng of the encapsul ating
bundl e, other than the destination endpoint ID, is an

i npl ementation matter. The paraneter val ues governing the
forwardi ng of the BPDU s encapsul ated bundl e MAY be consul ted
for this purpose.

Note that any transm ssion request presented to a BCLA MAY
request that the transm ssion be subject to BRM provided that
the destination EID of the request identifies a singleton
endpoi nt ..

If BRMis requested:

o0 The first element of the BPDU s content array MJST be the
BPDU s transm ssion I D, which SHALL be 1 nore than the
current value of the BCLA's CIC for the node that is the
sol e occupant of the BPDU s destinati on endpoint.

0 The second el ement of the BPDU s content array MJST be the
BPDU s retransnission tine as discussed in 3.2 above.

o0 The bundl e protocol agent MJST add the retention constraint
"BRM accepted" to the encapsul ated bundl e.

0 The BCLA MAY establish a retransmission timer for the
corresponding BRMII. If a retransmission timer is
established, it MJST be set to expire at the
retransm ssion tinme indicated in the BPDU

O herwi se:

0 The first two elenents of the BPDU s content array MJST
both be zero.

0 Upon conpl etion of step 2 of Section 6.2 of the Bundle
Prot ocol specification (i.e., a request for transm ssion
of the encapsul ating bundl e has been presented to the
bundl e protocol agent), the BCLA SHOULD notify the bundl e
protocol agent that transm ssion of the encapsul at ed
bundl e succeeded.

Note that the BRMretransm ssion timer nechani smprovi des a neans of
recovering fromloss of an encapsul ati ng bundl e as indicated by non-
arrival of a respondi ng BRM si gnal

4.2. BPDU Reception

VWhen a BCLA receives a BPDU fromthe bundl e protocol agent (that is,
upon delivery of the payload of an encapsul ati ng bundl e):

If BRM was requested for this BPDU (as indicated by a non-zero
val ue of transmission ID):
o If the encapsul ated bundl e has the same source node |D,
creation tinestanp, and (if that bundle is a fragment)
fragnment offset and payl oad | ength as another bundl e that
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is currently retained at the BCLA's | ocal node, then BRM

redundancy MJST be handl ed as foll ows:
The BCLA SHALL add the BPDU s transmission IDto the
di sposition scope report of a pending outbound BRM
signal, destined for the node that was the source of
the encapsul ati ng bundl e, whose di sposition code is
the reason disposition code fromFigure 1 for
"Redundant reception"

0 Oherwise, if the BCLA determines that its |ocal node can
neither deliver nor forward the encapsul ated bundl e for
any of the reasons listed in Figure 1, then BRM has
failed. BRMfailure SHALL be handl ed as foll ows:

The BCLA SHALL add the BPDU s transmission IDto the
di sposition scope report of a pending outbound BRM
signal, destined for the node that was the source of
the encapsul ati ng bundl e, whose di sposition code is
the reason disposition code from Figure 1 that
i ndi cates the reason for the BRM fail ure.

0 Ot herwi se, BRM has succeeded:

The BCLA SHALL add the BPDU s transmission IDto the
di sposition scope report of a pendi ng outbound BRM
signal, destined for the node that was the source of
the encapsul ati ng bundl e, whose di sposition code is
zero (indicating that BRM was accepted).

o0 In each of these three cases:

The pendi ng out bound BRM signal MAY then be issued
i medi ately, but alternatively it MAY be issued at
sone time in the future, possibly enabling additiona
BPDUs' transm ssion |IDs to be added to the same
di sposition scope report.

If BRMwas NOT requested for this BPDU, or if BRM was requested
for this BPDU and BRM succeededwas accepted, then the

encapsul ated bundl e SHALL be delivered fromthe BCLA to the
bundl e protocol agent, whereupon reception of the encapsul ated
bundl e SHALL be perforned as defined in Section 5.6 of the
Bundl e Protocol specification in the usual manner: the
encapsul ated bundl e may be forwarded, delivered, etc.

Note that the procedures by which pendi ng outbound BRM signals are
managed, disposition scope reports are aggregated, and BRM si gna
transmission is initiated are inplenmentation natters that are
beyond the scope of this specification. Note, however, that
failure to deliver a BRMsignal prior to the earliest value of
retransm ssion tine anmong all BPDUs enumerated in the BRM signal’s
di sposition scope report may result in the unnecessary re-
forwardi ng of one or nore encapsul at ed bundl es.
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4.3. Retransmnission Tiner Expiration

Upon expiration of a retransm ssion tinmer, the BCLA SHOULD MJST
renove the correspondi ng BRMII fromthe BRVDB (destroying the

associ ated retransm ssion tinmer, if any) and notify the bundle
protocol agent that transm ssion failed for the encapsul ated bundl e
referenced by that BRMII. Note that this notification may cause the
encapsul ated bundle to be re-forwarded (possibly on a different
route).

4. 4. BRM Si gnal Reception

When a BCLA receives a BRM signal fromthe bundl e protocol agent
(that is, upon delivery of the payl oad of a BRM signal -bearing
bundl e) :

If the BRMsignal’'s disposition code is 0 (BRM acceptance),
then for each transnmission IDin the BRMsignal’'s disposition
scope report:

0 The bundl e protocol agent MJST renove the retention
constraint "BRM accepted” on the encapsul ated bundl e
referenced by the correspondi ng BRMII

0 The correspondi ng BRMII MJST be renoved fromthe BRVDB
(destroying the associated retransm ssion tiner, if any).

0 The BCLA SHOULD notify the bundl e protocol agent that
transm ssi on succeeded for the encapsul ated bundl e
referenced by the correspondi ng BRMII

O herwi se (BRMrefusal), for each transmssion IDin the BRM
signal's disposition scope report:

0 The correspondi ng BRMII MJST be renoved fromthe BRVDB
(destroying the associated retransm ssion tiner, if any).

0 Any further action taken by the BCLA is inplenmentation-
specific and may depend on the reason disposition code
citing the reasoned for the refusal. For exanple, if the
BRM si gnal ' s reason disposition code was "Depl eted
storage", the BCLA mi ght choose to notify the bundle
protocol agent that transm ssion failed for the
encapsul at ed bundl e referenced by the correspondi ng BRMII
If the reason disposition code was "Redundant reception”,
on the other hand, the BCLA m ght sinply instruct the
bundl e protocol agent to renove the retention constraint
"BRM accepted" on the encapsul ated bundl e referenced by
the corresponding BRMIT and to revise its algorithmfor
computing retransnission tine.
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5. Security Considerations

An adversary on a DIN-based network that can del ete bundles could
delete a BRMsignal in transit. This could result in BRMfailure
and t he possible re-forwardi ng of encapsul ated bundl es, degrading
net wor k per f or mance.

Al ternatively, an adversary on a DTN based network that can reorder
bundl es coul d cause bundles to be delivered to a BCLA in an order
that conplicates the efficient construction of disposition scope
reports in pending outbound BRM signals. This could result in

i nefficient BRM comruni cati ons, agai n degradi ng network perfornance.

Bl BE' s Bundl e Retransni ssion Method may be contraindicated in
environments characterized by such attacks.

6. | ANA Consi derations

The BI BE specification requires | ANA registration of the new BI BE
adm ni strative records (type codes 64443 and 64444) defined above.
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Appendi x A CDDL expressi on
For informational purposes, Carsten Bormann has kindly provided an
expression of the Bundl e Protocol specification in the CBOR Data
Definition Language (CDDL). Portions of CDDL expression that bear
on the BRM extension are presented bel ow, sonewhat edited by the
authors. Note that wherever the CDDL expression is in disagreenent
with the textual representation of the BP specification presented in
the earlier sections of this docunent, the textual representation
rul es.
adm n-record-choi ce /= Bl BE- PDU
Bl BE- PDU = [ 64443, [transmi ssion-ID: uint,
retransm ssion-tinme: uint,
encapsul at ed- bundl e: byt es,
adm n- common] |
adm n-record-choi ce /= BRM si gna
BRM si gnal = [64444, [disposition-code: uint,
di sposi tion-scope-report,
adm n- common] |
di sposition-scope-report = *di sposition-scope-sequence

di sposi tion-scope-sequence = [first-transm ssion-1D: uint,

nunber-of -transm ssi on-1Ds: uint]
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