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Abst ract

Servi ce Binding (SVCB) records introduce a new form of nane
indirection in DNS. They al so convey information about the

endpoi nt’s supported protocols, such as whether QUIC transport is
avai l abl e. This docunment specifies how DNS-Based Authentication of
Naned Entities (DANE) interacts with Service Bindings to secure
connections, including use of port nunbers and transport protocols
di scovered via SVCB queries. The " _quic" transport nane | abel is

i ntroduced to distinguish TLSA records for DILS and QUI C.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com benasc/ svcb- dane.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025.
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1. Introduction

The DNS-Based Authentication of Named Entities specification

[ RFC7671] explains how clients |ocate the TLSA record for a service
of interest, starting with know edge of the service’'s hostnane,
transport, and port nunber. These are concatenated, form ng a nane
i ke _8080._tcp.exanple.com It also specifies how clients should

| ocate the TLSA records when one or nore CNAME records are present,
aliasing either the hostname or the initial TLSA query name, and the
resulting server nanmes used in TLS or DILS

There are various DNS records other than CNAME that add indirection
to the host resolution process, requiring simlar specifications.
Thus, [RFC7672] describes how DANE interacts with MX records, and

[ RFC7673] describes its interaction with SRV records.

Thi s docunent describes the interaction of DANE with indirection via
Servi ce Bindings [SVCB], i.e. SVCB-conpatible records such as SVCB
and HTTPS. It also explains howto use DANE with new TLS- based
transports such as QU C

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

The contents of this docunent apply equally to all SVCB-conpatibl e
record types, such as SVCB and HTTPS records. For brevity, the
abbrevation "SVCB" is used to refer to these record types generally.

3. Using DANE with Service Bindings (SVCB)
Section 6 of [RFC7671] says:

Wth protocols that support explicit transport redirection via DNS
MX records, SRV records, or other simlar records, the TLSA base
domain is based on the redirected transport endpoint rather than
the origin domain.

Thi s docunment applies the sanme logic to SVCB-compati bl e records.
Specifically, if SVCB resolution was entirely secure (including any
Al i asMbde records and/or CNAMES), then for each connection attenpt
derived froma SVCB-conpatible record,
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* The initial TLSA base domain MJST be the final SVCB Target Nane
used for this connection attenpt. (Nanes appearing earlier in a
resol ution chain are not used.)

* The transport prefix MJST be the transport of this connection
attenpt (possibly influenced by the "al pn" SvcParam

* The port prefix MJIST be the port number of this connection attenpt
(possibly influenced by the "port"” SvcParam

Resol ution security is assessed according to the criteria in
Section 4.1 of [RFC6698].

If the initial TLSA base domain is the start of a secure CNAME chain,
clients MIST first try to use the end of the chain as the TLSA base
domain, with fallback to the initial base domain, as described in
Section 7 of [RFC7671]. However, donmain owners SHOULD NOT pl ace a
CNAME record on a SVCB Target Name, as this arrangenent is unusual
inefficient, and at risk for deprecation in a future revision

If any TLSA ONAME is aliased by a CNAME, clients MJST foll ow the TLSA
CNAME to conplete the resolution of the TLSA records. (This does not
alter the TLSA base donain.)

If a TLSA RRSet is securely resolved, the client MIST set the SNI to
the TLSA base donmain of the RRSet. |In usage nodes ot her than DANE-
EE(3), the client MJST validate that the certificate covers this base
domai n, and MUST NOT require it to cover any other domain.

If the client has SVCB-optional behavior (as defined in Section 3 of
[SVCB]), it MJIST use the standard DANE | ogi ¢ described in Section 4.1
of [RFC6698] when falling back to non-SVCB connection

4. Adding a TLSA protocol prefix for QUC

Section 3 of [RFC6698] defines the protocol prefix used for
constructi ng TLSA QNAMEs, and says:

The transport nanmes defined for this protocol are "tcp", "udp",
and "sctp".

When this text was witten, there was exactly one TLS-based protoco
defined for each of these transports. However, with the introduction
of QUI C [ RFC9000], there are now multiple TLS-derived protocols that
can operate over UDP, even on the same port. To distinguish the
availability and configuration of DILS and QU C, this docunent
updat es the above sentence as foll ows:
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The transport names defined for this protocol are "tcp" (TLS over
TCP [ RFC8446]), "udp" (DTLS [ RFC9147]), "sctp" (TLS over SCTP
[ RFC3436]), and "quic" (QUI C [ RFC9000]).

5. Operational considerations

5.1. Recommended configurations

Servi ce consumers are expected to use a CNAME or SVCB Al i ashWbde
record to point at provider-controlled records when possible, e.g.

al i as. exanpl e. HTTPS 0 xyz. provider. exanpl e.
www. al i as. exanpl e. CNAME xyz. provi der. exanpl e.
Xyz. provi der. exanpl e. HTTPS 1 . al pn=h2 ..

Xyz. provi der. exanpl e. A 192.0.2.1

_443. tcp.xyz.provider.exanple. TLSA

If the service needs its own SvcParanKeys, it cannot use CNAME or
Al'i asMbde, so it publishes its own SVCB ServiceMde record with
SvcParans that are conpatible with the provider, e.g.

_dns. dns. exanpl e. HTTPS 1 xyz.provider.exanple. ( alpn=h2 ..
dohpat h=/ doh{ ?dns} )

For ease of managenent, providers may want to alias various TLSA
QNAMES to a single RRSet:

_443. tcp.xyz.provider. exanpl e. CNAME dane-central . provi der. exanpl e.
dane-central . provi der. exanple. TLSA

Any DANE certificate usage node is conpatible with SVCB, but the
usage gui delines from Section 4 of [RFC7671] continue to apply.

5.2. Uni ntended pinning

As noted in Section 6 of [RFC7671], DANE encounters operationa
difficulties when the TLSA RRset is published by an entity other than
the service provider. For exanple, a custoner m ght copy the TLSA
records into their own zone, rather than publishing an alias to the
TLSA RRset hosted in the service provider’s zone. Wen the service
subsequently rotates its TLS keys, DANE authentication will fail,
resulting in an outage for this custonmer. Accordingly, zone owners
MUST NOT publish TLSA records for public keys that are not under
their control unless they have an explicit arrangenent with the key
hol der .
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To prevent the above m sconfiguration and ensure that TLS keys can be
rotated freely, service operators MAY reject TLS connections whose
SNI does not correspond to an approved TLSA base domai n.

Servi ce Bindings also enable any third party consuner to publish
fixed SvcParans for the service. This can cause an outage or service
degradation if the service makes a backward-inconpatibl e
configuration change. Accordingly, zone owners shoul d avoid
publ i shing SvcParanms for a Target Nane that they do not control, and
service operators shoul d exercise caution when nmaki ng i nconpati bl e
configuration changes.

6. Security Considerations

The use of TLSA records specified in this docunent is independent for
each SVCB connection attenpt. |In environments where DANE is
optional, this nmeans that the client m ght use DANE for sone
connection attenpts but not others when processing a single SVCB
RRSet .

Thi s docunent only specifies the use of TLSA records when all

rel evant DNS records (including SVCB, TLSA, and CNAME records) were
resol ved securely. |If any of these resolutions were insecure (as
defined in Section 4.3 of [RFC4035]), the client MJST NOT rely on the
TLSA record for connection security. However, if the client would

ot herwi se have used an insecure plaintext transport, it MAY use an

i nsecure resolution result to achieve opportunistic security.

Certain protocols that can run over TLS, such as HITP/ 1.0, do not
confirmthe nane of the service after connecting. Wth DANE, these
protocol s are subject to an Unknown Key Share (UKS) attack, in which
the client believes it is connecting to the attacker’s domain, but is
actually connecting to an unaffiliated victimdomain

[1-D. barnes-dane-uks-00]. dients SHOULD NOT use DANE with

vul nerabl e protocols. (HTTP/1.1 and later and encrypted DNS are not
normal |y vul nerable to UKS attacks, but see Appendix A for sone

i mportant exceptions.)

7. Exanpl es

The foll owi ng exanpl es denpbnstrate Service Binding interaction with
TLSA base dommi n sel ecti on.

Al'l of the RRSets bel ow are assuned fully-secure with all related
DNSSEC record types onmitted for brevity.
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7.1. HTTPS Servi ceMbde
G ven service URI https://api.exanpl e.com and record:
api . exanpl e.com HTTPS 1 .
The TLSA QNAME is _443. tcp. api.exanpl e. com

7.2. HITPS AliasMode

G ven service URI https://api.exanpl e.com and records:

api . exanpl e. com HTTPS 0 svc4. exanpl e. net .
svc4. exanpl e. net. HTTPS 0 xyz.cdn. exanpl e
xyz. cdn. exanpl e. A 192.0.2.1

The TLSA QNAME is _443. tcp.xyz.cdn. exanpl e.
7.3. QUIC and CNAME
G ven service URI https://ww. exanpl e. com and records:
www. exanpl e.com  CNAME api . exanpl e. com
api . exanmpl e.com HITPS 1 svc4. exanpl e. net al pn=h2, h3 port=8443
svc4. exanpl e. net. CNAME xyz. cdn. exanpl e.

If the connection attenpt is using HITP/3, the transport |abel is set
to _quic; otherwise _tcp is used.

The initial TLSA OQNAME woul d be one of:
* 8443. _quic.xyz.cdn. exanpl e
*  8443. tcp.xyz.cdn. exanpl e
If no TLSA record is found, the fall back TLSA QNAME woul d be one of:
* 8443. _qui c. svc4. exanpl e. net
*  8443. tcp.svc4. exanpl e. net
7.4. DNS ServiceMde
G ven a DNS server dns.exanple.comand record

_dns. dns. exanpl e.com SVCB 1 dns. ny-dns-host. exanpl e. al pn=dot
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The TLSA QNAME is _853. tcp.dns. ny-dns-host. exanple. The port and
protocol are inferred fromthe "dot" ALPN val ue.

7.5. DNS AliasMde
G ven a DNS server dns.exanple.com and records:

_dns. dns. exanpl e. com SVCB 0 dns. ny-dns- host. exanpl e.
dns. ny-dns- host. exanple. SVCB 1 . al pn=doq

The TLSA QNAME is _853. quic.dns.nmy-dns-host. exanple. The port and
protocol are inferred fromthe "dog" ALPN val ue.

7.6. New schenme Servi celMde
G ven service URl foo://api.exanpl e.com 8443 and record:
~8443. foo.api.exanple.com SVCB 1 api.exanple.com
The TLSA QNAME is _8443. $PROTO. api . exanpl e.com where $PROTO is the
appropriate value for the client-selected transport as discussed in
Section 4 .
7.7. New schenme AliasMde
G ven service URI foo://api.exanpl e.com 8443 and records:
_8443. foo. api.exanple.com SVCB 0 svc4. exanpl e. net.
svc4. exanpl e. net. SvVCB 1 .
svc4. exanpl e. net. A 192.0.2.1

The TLSA QNAME is _8443. $PROTO. svc4. exanpl e. net (with $PROTO as
above). This is the same if the ServiceMbde record is absent.

7.8. New protocols
G ven service URI foo://api.exanpl e.com 8443 and records:

_8443. foo. api.exanple.com SVCB 0 svc4. exanpl e. net.
svc4. exanpl e.net. SVCB 3 . al pn=foo, bar port=8004

The TLSA QNAME is 8004. $PROTOL. svc4. exanpl e. net or

_8004. $PROT2. svc4. exanpl e. net, where $PROTOL and $PROTO2 are the
transport prefixes appropriate for "foo" and "bar" respectively.
(Note that SVCB requires each ALPN to unanbi guously indicate a
transport.)
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8. | ANA Consi derati ons

I ANA is requested to add the following entry to the "Underscored and
A obal ly Scoped DNS Node Nanes" registry ([ RFC8552], Section 4):

9. Ref er ences

B oo el ool oo s

| RR Type | _NODE NAME | Reference |

[ oo oo ool ool )

| TLSA | _quic | (This docunent) |

+---- - - - I i I i T +
Table 1
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Appendi x A, Unknown Key-Share Attacks

In the Unknown Key-Share (UKS) Attack [I-D.barnes-dane-uks-00], a
hostil e domain ("attacker.exanple") clainms the | P addresses and TLSA
records of another dommin ("victimexanple"). A client who attenpts
to connect to "attacker.exanple" will actually be connecting to
"victimexanple".

The client then sends sone commands or requests over this connection
If the server rejects these requests, or if the attacker could have
forwarded these requests itself, the attack confers no advantage.
However, if the client issues conmands that the attacker could not
have issued, and the victimdoes not ignore these requests, then the
attack could change state at the victimserver, reveal confidenti al
information to the attacker (e.g., via sane-origin data sharing in
the client), or waste resources.

Here are sonme exanpl es of requests that the attacker likely could not
have i ssued thensel ves:
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* Requests authenticated using a TLS Cient Certificate or other
credential that is bound to the connection but not the domain.

* Requests that are only permitted if they appear to cone froma
particular |P range.

This section lists some protocols that can be used with SVCB
anal yzes their vulnerability to this attack, and indicates any
resulting restrictions on their use:

* HITP/ 0.9 and HTTP/ 1. 0: *Vul ner abl e*

Clients MJUST NOT use TLS dient Authentication with DANE and
these protocol versions.

0 Exanple attack: "https://attacker.exanple/" fetches
"/profile"™ in Javascript. The second request is directed to
"victimexanple" and authenticated by a client certificate,
revealing the user’'s profile to the attacker

Use of these protocol versions with DANE i s NOT RECOVMENDED.

* HITP/ 1.1 and later: *Slightly Vul nerabl e*

The CONNECT net hod ([ RFC9110], Section 3.6) MJST NOT be used on
a connection authenticated w th DANE.

0 Exanple attack: "attacker.exanple" advertises a CONNECT
proxy service to existing custoners of the "victimexanple"
proxy, which is access-controlled by client IP. To reduce
its own operating costs, "attacker.exanple" uses UKS to send
users back to "victimexanple", resulting in the attacker’s
service appearing to work but silently consum ng clients’
transfer quota on "victimexanple".

Clients MAY use all other methods with DANE, including Extended
CONNECT [ RFC8441]. These nethods are defended from

m sdirection attacks by server verification of the Host or
cauthority header ([RFC9110], Section 7.4).

* DNS over TLS, DTLS, or QUI C [ RFC7858] [ RFC8094] [ RFC9250] :

For resolution: *Not WVul nerabl e*

o DNS resol ution does not change state at the server, revea
confidential information to the attacker, or waste
significant resources
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- For other uses: *Mtigation Required*
0 \When using DNS for other purposes such as zone transfers
[ RFC9103], clients relying on DANE for server authentication
MUST NOT use a client certificate that is authorized by
multiple potentially hostile servers.
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