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Abst ract

The DNSSEC protocol makes use of various cryptographic algorithms to
provi de aut hentication of DNS data and proof of non-existence. To
ensure interoperability between DNS resol vers and DNS authoritative
servers, it is necessary to specify both a set of algorithm

i npl ementation requirenents and usage guidelines to ensure that there
is at least one algorithmthat all inplementations support. This
docunent replaces and obsol etes RFC8624 and noves the canonica
source of algorithminplenentation requirenents and usage gui dance
for DNSSEC from RFC8624 to an | ANA registry. This is done both to
allow the list of requirenments to be nore easily updated, and to
allowthe list to be nore easily referenced. Future extensions to
this registry can be nade under new, increnental update RFCs. This
docunent al so incorporates the revised | ANA DNSSEC consi derati ons
from RFC9157.

The docurent does not change the status (MJST, MAY, RECOVMENDED,
etc.) of the algorithms listed in RFC8624; that is the work of future
docunents.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 Decenber 2025.
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1. Introduction

DNS Security Extensions (DNSSEC) [ RFC9364] is used to provide

aut hentication of DNS data. The DNSSEC signing algorithns are
defined by various RFCs, including [ RFC4034], [RFC4509], [RFC5155],
[ RFC5702], [RFC5933], [RFC6605], [RFC8080].

To ensure interoperability, a set of "nmandatory to inplenent" DNSKEY
algorithms are defined in [RFC8624]. To mmke the current status of
the algorithms nore easily accessible and understandabl e, and to nmake
future changes to these recomendati ons easier to publish, this
docunent noves the canonical status of the algorithns from [ RFC8624]
to the | ANA DNSSEC al gorithmregistries. Additionally, as advice to
operators, it adds recommendati ons for deploying and the usage of
these al gorithns.

This is simlar to the process used for the [TLS-ciphersuites]
registry, where the canonical |ist of ciphersuites is in the | ANA
registry, and the RFCs reference the | ANA registry.

1.1. Docunment Audi ence

The col ums added to the | ANA "DNS Security Al gorithm Nunbers”

[ DNSKEY- 1 ANA] and " DNSSEC Del egation Signer (DS) Resource Record (RR)
Type Digest Algorithnms" [DS-1ANA] registries target DNSSEC operators
and i npl enent er s.

I mpl enent ati ons need to neet both high security expectations as well
as provide interoperability between various inplenentations and with
di fferent versions.

The field of cryptography evol ves continuously. New, stronger

al gorithms appear, and existing algorithns may be found to be |ess
secure than originally thought. Therefore, algorithminplementation
requi renents and usage gui dance need to be updated fromtinme to tine
in order to reflect the newreality, and to allow for a snooth
transition to nmore secure algorithms, as well as deprecation of

al gorithns deened to no | onger be secure.

I mpl enent ati ons need to be conservative in the sel ection of

algorithms they inplement in order to mnimze both code conplexity
and the attack surface.
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The perspective of inplenenters may differ fromthat of an operator
who wi shes to depl oy and configure DNSSEC with only the safest
algorithm As such this docunment al so adds new recomendati ons about
whi ch al gorithns shoul d be depl oyed regardl ess of inplenentation
status. In general, it is expected that depl oynent of aging

al gorithms shoul d generally be reduced before inpl enentati ons stop
supporting them

1.2. Updating Al gorithm Requirement Levels

By the tinme a DNSSEC cryptographic algorithmis nmade nmandatory to

i mplement, it should already be available in nost inplenentations.
Thi s docunent defines an | ANA registration nodification to all ow
future docunents to specify the inplenentati on recormendati ons for
each algorithm as the recomendation status of each DNSSEC
cryptographic algorithmis expected to change over tine. For
exanple, there is no guarantee that newy introduced algorithns wll
becone nmandatory to inplenent in the future. Likew se, published

al gorithms are continuously subjected to cryptographic attack and nmay
becone too weak, or even be conpletely broken, and will require
deprecation in the future

It is expected that the deprecation of an algorithmw |l be perfornmed
gradually. This provides time for inplenentations to update their

i mpl emrented al gorithms while remaining interoperable. Unless there
are strong security reasons, an algorithmis expected to be
downgraded from MJUST to NOT RECOVMENDED or MAY, instead of directly
fromMJIST to MUST NOT. Simlarly, an algorithmthat has not been
mentioned as mandatory to inplement is expected to be first

i ntroduced as RECOMVENDED i nstead of a MUST

Since the effect of using an unknown DNSKEY algorithmis that the
zone is treated as insecure, it is recommended that al gorithms which
have been downgraded to NOT RECOMVENDED or | ower not be used by
authoritative naneservers and DNSSEC signers to create new DNSKEY' s.
This ensures that the use of deprecated al gorithns decreases over
time. Once an algorithmhas reached a sufficiently |ow | evel of

depl oynent, it can be nmarked as MJUST NOT, so that recursive resolvers
can renove support for validating it.

Val idating recursive resolvers are encouraged to retain support for
all algorithms not marked as MJUST NOT.
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1.

2.

3.

1.

Requi renments notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

[ RFC2119] considers the term SHOULD to be equi val ent to RECOMMENDED,
and SHOULD NOT equi val ent to NOT RECOWENDED. This docunent has
chosen to use the terms RECOMMVENDED and NOT RECOMMENDED, as this nore
clearly expresses the recommendati ons to inplenenters.

Addi ng usage and i npl enmentati on recommendati ons to the | ANA DNSSEC
registries

Per this docunent, the followi ng colums are being added to the
foll owi ng DNSSEC al gorithmregi stries maintained with | ANA:

| Registry | Col um added |
[ ey e U
| DNS Security Al gorithm Nunbers | Use for DNSSEC Signi ng |
o m e e e e e e i e e ee oo o m e e e e e e e e e eee oo s +
| DNS Security Al gorithm Nunmbers | Use for DNSSEC Vali dation |
o m e e e e e e e e e St +
| DNS Security Al gorithm Nunbers | | nplement for DNSSEC Si gni ng |
T oo m e e e e e e e e e e ao - +
| DNS Security Al gorithm Nunbers | |Inplenment for DNSSEC Validation |
o m e e e e e e i e e ee oo o m e e e e e e e e e eee oo s +
| Digest Al gorithm | Use for DNSSEC Del egati on |
o m e e e e e e e e e St +
| Digest Al gorithm | Use for DNSSEC Validation |
T oo m e e e e e e e e e e ao - +
| Digest Al gorithm | I'npl ement for DNSSEC Del egation |
o m e e e e e e i e e ee oo o m e e e e e e e e e eee oo s +
| Digest Al gorithm | I'nmplement for DNSSEC Validation |
o m e e e e e e e e e St +

Table 1: Colums to add to existing DNSSEC al gorithmregistries
Col um Descri ptions

The intended usage of the four colums in the "DNS Security Al gorithm
Nunber s" table are:

Use for DNSSEC Signing: Indicates the recomendati on for using the
algorithmw thin authoritative servers.
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Use for DNSSEC Validation: Indicates the recomendation for using
the al gorithmin DNSSEC vali dators.

I mpl enent for DNSSEC Signing: Indicates the recommendation for
i mpl ementing the algorithmw thin DNSSEC si gni ng software.

I mpl ement for DNSSEC Validation: |ndicates the reconmendation for
i mpl ementing the al gorithmwi thin DNSSEC val i dators.

The intended usage of the four columms in the "Digest Al gorithnt
table are:

Use for DNSSEC Del egation: Indicates the recomendation for using
the algorithmw thin authoritative servers.

Use for DNSSEC Validation: |Indicates the recomendation for using
the algorithmin DNSSEC validators.

I mpl ement for DNSSEC Del egation: |ndicates the reconmendation for
i mpl ementing the algorithmw thin authoritative servers.

I npl enent for DNSSEC Validation: Indicates the recommendation for
i npl ementing the algorithmw thin validating resol vers.

2.2. Adding and Changi ng Val ues

Adding a new entry to the "DNS System Al gorithm Nunbers" registry
with a recommended val ue of "MAY" in the "Use for DNSSEC Signi ng",
"Use for DNSSEC Validation", "Inplenent for DNSSEC Si gni ng", or

"I npl enent for DNSSEC Validation" colums will subject to the
"Specification Required" policy as defined in [ RFC8126] in order to
pronote continued evol uti on of DNSSEC al gorithns and DNSSEC agility.
New entries added through the "Specification Required" process wll
have the value of "MAY" for all colums. (Ed note (RFC Editor -

pl ease delete this before publication): As a rem nder: the
"Specification Required" policy includes a requirenent for a

desi gnated expert to review the request.)

Adding a new entry to, or changing existing values in, the "DNS
System Al gorithm Nunbers" registry for the "Use for DNSSEC Si gni ng",
"Use for DNSSEC Validation", "Inplenent for DNSSEC Si gni ng", or

"I npl enent for DNSSEC Validation" colums to any other val ue than
"MAY" requires a Standards Action.
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Adding a new entry to the "Digest Algorithns" registry with a
recomrended val ue of "MAY" in the "Use for DNSSEC Del egati on", "Use
for DNSSEC Validation", "Inplement for DNSSEC Del egation", or

"I nmpl ement for DNSSEC Validation" columms SHALL follow the
"Specification Required" policy as defined in [ RFC8126].

Adding a new entry to, or changing existing values in, the "DNS
System Al gorithm Nunbers" registry for the "Use for DNSSEC

Del egati on”, "Use for DNSSEC Validation", "Inplenment for DNSSEC
Del egation”, or "Inplenent for DNSSEC Validation" colums to any
ot her value than "MAY" requires a Standards Action

If an itemis not nmarked as "RECOMMENDED', it does not necessarily
mean that it is flawed; rather, it indicates that the itemeither has
not been through the | ETF consensus process, has limted
applicability, or is intended only for specific use cases.

Only val ues of "MAY", "RECOMMVENDED', "MJST NOT", and "NOT
RECOMMENDED' may be placed into the "Use for DNSSEC Si gni ng" and "Use
for DNSSEC Validation" columms. Only values of "MAY", "RECOMVVENDED',
"MUST", "MJST NOT", and "NOT RECOMVENDED' may be placed into the

"I mpl enment for DNSSEC Signing" and "I nplement for DNSSEC Validation"
colums. Note that a value of "MJST" is not an allowed value for the
two "Use for" columms

The followi ng sections state the initial values to be populated into
these rows. The "Inplenent for" columm values are transcribed from

[ RFC8624]. The "Use for" colums are set to the sanme val ues as the
"Impl enent for" values since the general interpretation to date

i ndi cates they have been treated as values for both "inplenmentation"
and "use". Note that the "Use for" columms val ues use "RECOMVENDED"
when the corresponding "Inplenent for" colum is a "MJST" val ue. W
note that the values for "lInplement for™ and "Use for" may diverge in
the future as inplenentations generally precede depl oynents.

3. DNS System Al gorithm Nunbers Col utm Val ues
Initial recomendati on colums of use and inpl enentation
recomrendations for the "Domain Name System Security (DNSSEC)
Al gorithm Nunbers" are shown in Table 2.

When there are multiple RECOWENDED al gorithms in the "use" colum,
operators should choose the best algorithmaccording to |ocal policy.
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b bl oo oo sl oo s ety oo et o}
| N | Mhenoni cs | Use for | Use for | I npl ement | | npl enent |
| | DNSSEC | DNSSEC | for DNSSEC | for DNSSEC |
| | | Si gni ng | Val i dation | Si gni ng | Val i dation |
B et S pe ety Sl p—p—_— b ———————(— pip—j—p———(————— by —p———r— o
|1 | RSAMDS | MUST NOT | MUST NOT | MUST NOT | MUST NOT |
S I I R I I I I +
|3 | DSA | MUST NOT | MUST NOT | MUST NOT | MUST NOT |
I I F--- - - - F--- - - - F--- - - - F--- - - - +
|5 | RSASHAL | NOT | RECOMVENDED| NOT | MUST |
| | RECOMVENDED)] | RECOMVENDED)] |
I I I R I I I I +
| 6 | DSA-NSEC3- SHAL | MUST NOT | MUST NOT | MUST NOT | MUST NOT |
I R R R R R +
| 7 | RSASHAL- NSEC3- | NOT | RECOMVENDED| NOT | MUST |
| | SHAL | RECOMVENDED) | RECOMVENDED) |
I I I I I I +
| 8 | RSASHA256 | RECOMVENDED| RECOMVENDED| MUST | MUST |
S I I R I I I I +
| 10 | RSASHA512 | NOT | RECOMMVENDED| NOT | MUST |
| | RECOMVENDED) | RECOMVENDED) |
I T I F-- - - - F-- - - - F-- - - - F-- - - - +
| 12 | ECC- GOST | MUST NOT | MAY | MUST NOT | MAY |
I I I R I I I I +
| 13 | ECDSAP256 SHA256] RECOMVENDED| RECOMVENDED| MUST | MUST |
I R R R R R +
| 14 | ECDSAP384SHA384| MAY | RECOMMENDED| MAY | RECOMVENDED)
I T I F-- - - - F-- - - - F-- - - - F-- - - - +
| 15 | ED25519 | RECOMVENDED| RECOMVENDED| RECOMVENDED| RECOMVENDED|
I I I R I I I I +
| 16 | ED448 | MAY | RECOMVENDED| MAY | RECOMVENDED)
I R R R R R +
| 17 | SM/ SMB | MAY | MAY | MAY | MAY |
I T I F-- - - - F-- - - - F-- - - - F-- - - - +
| 23 | GOST R | MAY | MAY | MAY | MAY |
| |34.10-2012 | | | | |
S I I R I I I I +
| 253| pri vat e | MAY | MAY | MAY | MAY |
| | al gorithm | | | | |
I T I F-- - - - F-- - - - F-- - - - F-- - - - +
| 254| pri vat e | MAY | MAY | MAY | MAY |
| |algorithm O D | | | | |
S I I R I I I I +

Table 2: Initial values for the DNS System Al gorithm Nunbers col utms
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4.

DNSSEC Del egation Signer (DS) Resource Record (RR) Type Di gest
Al gorithns Col utm Val ues

Initial recomendation columms of use and inpl enentation
recomrendations for the "DNSSEC Del egati on Signer (DS) Resource
Record (RR) Type Digest Algorithnms" registry are shown in Table 3.

When there are multiple RECOUWENDED al gorithms in the "use" colum,
operators shoul d choose the best algorithm according to | ocal policy.

B ety ety e —p—p——(—_—— g ————(— o —p—p——(—— o —_———(———————— o
| Nunber | Mnenoni cs | Use for | Use for | I npl ement | | npl enent |
| | | DNSSEC | DNSSEC | for DNSSEC| for DNSSEC |
| | | Del egation | Validation |Del egation| Validation

B ool ooty el e et sty
| 0 | NULL (CDS | MUST NOT | MUST NOT | MUST NOT | MUST NOT |
I | only) I I I I I
+------ R I I R I +
|1 | SHA- 1 | MUST NOT | RECOWENDED| MUST NOT | MUST |
+------ R i R R R i I +
| 2 | SHA- 256 | RECOMVENDED| RECOMVENDED| MUST | MUST |
+------ F--- - - F-- - - - F-- - - - F--- - - i i +
| 3 | GOST R | MUST NOT | MAY | MUST NOT | MAY |
| | 34.11-94 | | | | |
+------ R I I R I i +
| 4 | SHA-384 | MAY | RECOMVENDED| MAY | RECOMVENDED |
+------ F--- - - F--- - - - F--- - - - F--- - - F-- - - - - - +
|5 | GOST R | MAY | MAY | MAY | MAY |
| | 34. 11- 2012| | | | |
+------ R I I R I +
| 6 | SMB | MAY | MAY | MAY | MAY |
+------ R i R R R i I +

Table 3: Initial values for the DNSSEC Del egati on Signer (DS)
Resource Record (RR) Type Digest Al gorithns colums

Security Considerations

The security of cryptographic systens depends on both the strength of
the cryptographic algorithns chosen and the strength of the keys used
with those algorithns. The security al so depends on the engi neering
of the protocol used by the systemto ensure that there are no non-
crypt ographi c ways to bypass the security of the overall system

Thi s docunent concerns itself with the selection of cryptographic
algorithms for the use of DNSSEC, specifically with the sel ection of
"mandatory to inplenent” algorithns. The algorithnms identified in
thi s docunent as "MJST" or "RECOMMVENDED' to inplenent are not known
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to be broken at the current time, and cryptographic research so far
|l eads us to believe that they are likely to remain adequately secure
unl ess significant and unexpected di scovery is made. However, this
isn't necessarily forever, and it is expected that future docunents
will be issued fromtime to time to reflect the current best
practices in this area.

Retiring an algorithmtoo soon would result in a zone signed with the
retired al gorithm being downgraded to the equival ent of an unsigned
zone. Therefore, algorithm deprecation nust be done only after
careful consideration and ideally slowy when possible.

6. Operational Considerations
DNSKEY algorithmrollover in a live zone is a conplex process. See
[ RFC6781] and [ RFC7583] for guidelines on howto performalgorithm
rol | overs.
DS algorithmrollover in a live zone is also a conpl ex process.
Upgrading algorithmat the sane tine as rolling to the new Key
Signing Key (KSK) key will |lead to DNSSEC validation failures, and
users MJST upgrade the DS algorithmfirst before rolling to a new
KSK.

7. 1 ANA Consi derations

The 1 ANA is requested to update the [ DNSKEY-1ANA] and [ DS- 1 ANA]
registries according to the foll owi ng sections.

7.1. Update to the "DNS Security Al gorithm Nunbers" registry
Thi s docunent requests | ANA update the "DNS Security Al gorithm
Nunbers” registry ([ DNSKEY-1ANA]) registry with the follow ng
addi ti onal col ums:
* "Use for DNSSEC Si gni ng"
* "Use for DNSSEC Validation”
*  "lnplenent for DNSSEC Signi ng"
*  "lnplement for DNSSEC Validation"

These val ues nmust be popul ated using values from Table 2 of this
docunent .
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Additionally, the registration policy for the [ DNSKEY-1 ANA] registry
shoul d match the text describing the requirements in this docunent,
and Section 2’'s note concerning val ues not nmarked as " RECOVMENDED'
shoul d be added to the registry.

Thi s docunent should be listed as a reference to the "DNS Security
Al gorithm Nunbers" registry.

7.2. Update to the "Digest Algorithns" registry

Thi s docunent requests | ANA update the "Digest Al gorithns" registry
([DS-1ANA]) registry with the foll owi ng additional colums:

* "Use for DNSSEC Del egation”
* "Use for DNSSEC Validation”
*  "lnplement for DNSSEC Del egati on”
*  "Inplement for DNSSEC Validation"

These val ues nust be popul ated using values from Table 3 of this
docunent .

* Update the registration policy for the [DS-1ANA] registry to match
the text describing update requirenents above

*  Mark val ues 128 - 252 as "Reserved”
*  Mark val ues 253 and 254 as "Reserved for Private Use"
* Delete the (now superfluous) colum "Status" fromthe registry

Section 2’'s note concerning val ues not marked as "RECOVMENDED' shoul d
be added to the registry.

Thi s docunent should be listed as a reference to the "D gest
Al gorithns" registry.
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Appendi x A. Changelog
(RFC Editor: please renmove this ChangelLog section upon publication.)
A.1. Changes fromietf-10 to ietf-11:
* Many nore coments to address | ESG revi ews
A.2. Changes fromietf-09 to ietf-10:
* Many conmments addressed from | ESG revi ews
A.3. Changes fromietf-08 to ietf-09
* Added m ssing al ogirthns (SM2/SM3 and GOST R 34. 10-2012)
A.4. Changes fromietf-07 to ietf-08
* Handl e i ssues raised during | ETF | ast call
* updat es 9157
* other nit fixes
A.5. Changes fromietf-06 to ietf-07
* changed to a standards track docunent
A.6. Changes fromietf-05to ietf-06
* Address Eric VWyncke (RAD!') AD review conments.
A.7. Changes fromietf-03 to ietf-05
* Updated "entry requirenents” to be "Specification Required"

* Marked val ues 128 - 252 as "Reserved" in "D gest Al gorithns" as
break- gl ass nechanismin case we get a flood of these. To align with the

"DNS Security Al gorithm Nunbers" registry (that reserves 123 - ...)
* Marked val ues 253 and 254 as "Reserved for Private Use" in "Digest
Al gorithns"”

* Del eted the (now superfluous) colum "Status"” fromthe "D gest
A.8. Changes fromietf-02 to ietf-03
* Fixed the reference in the Abstract (no links in Abstracts)

* Added Updates: to the header
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A.9. Changes fromietf-01 to ietf-02

* Changed the MJST values in the tables for the Use colums to
RECOMMVENDED based on di scussions on the dnsop mailing |ist.

* Other mnor wording and formatting changes
A.10. Changes fromietf-00 to ietf-01
* Only NIT fixing
A.11. Changes from hardaker-04 to ietf-00
* Just a draft name and nunber change.
A.12. Changes from-03 to -04
* Changed the colums being added from2 per table to 4, based on
di scussion within the dnsop working group rmailing list. This was
a fairly major set of changes.
A.13. Changes since RFC8624
* The primary purpose of this revision is to introduce the new
colums to existing registries. It makes no changes to the
previ ously defined val ues.
* NMerged in RFC9157 updat es.
* Set authors as Wes Hardaker, Warren Kumari .
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