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Abst ract

Thi s docunent describes an optional algorithmfor the processing of
Nanme Server (NS) resource record (RR) sets (RRsets) during iterative
resol ution, and describes the benefits and consi derations of using
this approach. Wen following a referral response from an
authoritative server to a child zone, DNS resol vers should explicitly
query the authoritative NS RRset at the apex of the child zone and
cache this in preference to the NS RRset on the parent side of the
zone cut. The (A and AAAA) address RRsets in the additional section
fromreferral responses and authoritative NS answers for the nanes of
the NS RRset, should simlarly be re-queried and used to repl ace the
entries with the lower trustworthiness ranking in cache. Resolvers
shoul d al so periodically revalidate the del egation by re-querying the
parent zone at the expiration of the TTL of either the parent or
child NS RRset, whichever conmes first.

About This Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-dnsop-ns-revalidation/.

Di scussion of this docunent takes place on the DNSOP Working G oup
mailing list (mailto:dnsop@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/dnsop/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/dnsop/.

Source for this draft and an issue tracker can be found at
https://github. com shuque/ ns-reval i dation

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. I nt roducti on

Thi s docunent recommends inproved DNS [ RFC1034] [ RFC1035] resol ver
behavi or with respect to the processing of NS record sets during
iterative resol ution.

In Upgrading NS RRset Credibility (Section 3) we recomrend t hat

resol vers, when following a referral response froman authoritative
server to a child zone, should explicitly query the authoritative NS
RRset at the apex of the child zone and cache this in preference to
the NS RRset on the parent side of the zone cut.

Upgrading NS RRset Credibility (Section 3) works nost reliably with
good quality child NS RRsets, where the nane servers referenced in
the RDATA of the NS RRset correspond to |IP addresses of nanmeservers
which correctly serve the child zone. W consider both the root, as
well as the zones del egated fromthe root, to have good quality child
NS RRset. We also note that there may be nunerous zones further down
the DNS del egation hierarchy that nay not be conpetently

adm ni stered, and may have incorrect or stale authoritative NS and
associ ated address records. As a result they may require a resol ver
to fallback to data fromthe del egating side of the zone cut for
successful resolution. Section 4 describes liniting the upgrading of
NS RRset credibility to address this.

The address records in the additional section fromthe referra
response (as glue) or authoritative NS response that match the nanes
of the NS RRset should sinilarly be re-queried if they are cached
non-authoritatively. The authoritative answers fromthose queries
shoul d repl ace the cached non-authoritative A and AAAA RRsets. This
is described in (see Upgrading A and AAAA RRset Credibility

(Section 5)).
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In Strict and opportunistic revalidation (Section 6), we make a

di stinction between strict and opportunistic revalidation. Strict
reval i dati on provi des DNSSEC protection of infrastructure data
(Section 9.1) with DNSSEC signed infrastructure data and validating
resol vers, but for it to work correctly, good quality child NS RRsets
are a pre-requisite. Opportunistic revalidation allows for fallback
to the non-authoritative data returned in the referral responses, but
theref ore does not provide the same degree of protection as strict
reval i dati on does.

Finally, in Delegation Revalidation (Section 7), we recomend that
resol vers revalidate the del egation by re-querying the parent zone at
the expiration of the TTL of the parent side NS RRset.

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thr oughout this docunment we will also use term nology with the
meani ng as defined bel ow

Tri ggering query:
the DNS query that caused ("triggered') a referral response.

Infrastructure RRsets (data):
the NS and address (A and AAAA) RRsets used by resolvers to
contact the authoritative nanme servers

Reval i dat i on:
the process of obtaining the authoritative infrastructure data

Validation (validating) query:
the extra query that is performed to get the authoritative version
of infrastructure RRsets

Del egation revalidation
re-establishing the existence and validity of the parent-side NS
RRset of a del egation

Reval i dati on point:
a del egation under revalidation

Re- del egati on:
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the process of changing a delegation information to another set of
authoritative name servers, potentially under different
adm nistrative contro

2. Motivation

There is wide variability in the behavior of deployed DNS resol vers
today with respect to how they process del egati on records. Sone of
them prefer the parent NS set, some prefer the child, and for others,
what they preferentially cache depends on the dynanic state of
queries and responses they have processed [ SOWESE] .

While this variability is expected to continue in depl oyed
i mpl ement ations, this document specifies an algorithmthat can be
adopted by resolvers to achi eve several benefits.

It preferentially and predictably prefers the authoritative NS set at
the apex of the child zone, which better conports with the the DNS
protocol’s data ranking rules. (Note that the proposed redesign of
the DNS del egation nechanismin [I-D.ietf-deleg] is expected to
fundanentally alter where authoritative del egation information wll
reside. This docunment deals with the DNS del egati on nmechani sm as
currently depl oyed.)

It offers seeveral security advantages. The mechani snms described in
this document hel p agai nst GHOST domain attacks and a variety of
cache poisoning attacks with resolvers that adhere to Sections 5.4.1
(Ranking data) and 6.1 (Zone authority) of [RFC2181]. Strictly
revalidating referral and authoritative NS RRset responses, enables
the resolver to defend itself against query redirection attacks, see
Security and Privacy considerations (Section 9).

The del egation NS RRset at the bottom of the parent zone and the apex
NS RRset in the child zone are unsynchronized in the DNS protocol
Section 4.2.2 of [RFC1034] says "The administrators of both zones
shoul d insure that the NS and glue RRs which mark both sides of the
cut are consistent and remain so.". But for a variety of reasons
they could not be [SOWESE]. Oficially, a child zone’'s apex NS
RRset is authoritative and thus has a higher cache credibility than
the parent’s delegation NS RRset, which is non-authoritative
(Sections 5.4.1 (Ranking data) and 6.1 (Zone authority) of

[ RFC2181]). Hence the NS RRset "bel ow the zone cut" should

i medi ately replace the parent’s delegating NS RRset in cache when an
iterative caching DNS resol ver crosses a zone boundary. However,
this can only happen if (1) the resolver receives the authoritative
NS RRset in the Authority section of a response fromthe child zone,
which is not mandatory, or (2) if the resolver explicitly issues an
NS RRset query to the child zone as part of its iterative resolution
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algorithm In the absence of this, it is possible for an iterative
caching resolver to never learn the authoritative NS RRset for a
zone, unless a downstreamclient of the resolver explicitly issues
such an NS query, which is not sonething that normal end user
applications do, and thus cannot be relied upon to occur with any
regularity.

Increasingly, there is a trend towards m nim zi ng unnecessary data in
DNS responses. Several popular DNS i nmpl enentations default to such a
configuration (see "mnimal-responses” in BIND and NSD). So, they
may never include the authoritative NS RRset in the Authority section
of their responses.

A common reason that zone owners want to ensure that resolvers place
the authoritative NS RRset preferentially in their cache is that the
TTLs may differ between the parent and child side of the zone cut.
Sone DNS Top Level Domains (TLDs) only support long fixed TTLs in
their delegation NS sets. This inhibits a child zone owner’s ability
to make nore rapid changes to their name server configuration using a
shorter TTL, if resolvers have no systematic nechanismto observe and
cache the child NS RRset.

Simlarly, a child zone owner nmay al so choose to have |onger TTLs in
their delegation NS sets and address records to decrease the attack
wi ndow for cache poisoning attacks. For exanple, at the tinme of
witing, root-servers.net has a TTL of 6 weeks for the root server
identifier address records, where the TTL in the primng response is
6 days.

A zone's del egation still needs to be periodically revalidated at the
parent to nake sure that the parent zone has not legitimately re-

del egated the zone to a different set of nane servers, or even
renoved the delegation. Oherw se, resolvers that refresh the TTL of
a child NS RRset on subsequent queries or due to pre-fetching, my
cling to those nane servers |ong after they have been re-del egated

el sewhere. This leads to the second recomendation in this document,
"Del egation Revalidation" - Resolvers should record the TTL of the
parent’s delegating NS RRset, and use it to trigger a revalidation
action. Attacks exploiting |ack of this revalidation have been
described in [GHOST1], [CGHOST2].
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3.

Upgrading NS RRset Credibility

When a referral response is received during iteration, a validation
query SHOULD be sent in parallel with the resolution of the
triggering query, to one of the del egated nane servers for the newy
di scovered zone cut. Note that DNSSEC validating resol vers today,
when following a secure referral, already need to dispatch a query to
one of the del egated name servers for the DNSKEY RRset, so this
validation query could be sent in parallel with that DNSKEY query.

A validation query consists of a query for the child s apex NS RRset,
sent to one of the newy discovered del egation’s nane servers.

Normal iterative logic applies to the processing of responses to
validation queries, including storing the results in cache, trying
the next server on SERVFAIL or timeout, and so on. Positive
responses to this validation query MAY be cached with an
authoritative data ranking. Successive queries directed to the sane
zone SHOULD be directed to the naneservers listed in the child's
apex, due to the ranking of this answer. |f the validation query
fails, the parent NS RRset SHOULD rermain the one with the highest
ranki ng and SHOULD be used for successive queries.

A response to the triggering query to the child may contain the NS
RRset in the authority section as well. This NS RRset however has a
| ower trustworthiness than the set fromthe direct query

(Section 5.4.1 of [RFC2181]), so regardless of the order in which the
responses are received, the NS RRset fromthe answer section fromthe
direct child s apex NS RRset query MAY be stored in the cache
eventual ly.

When a resolver detects that the child s apex NS RRset contains
different name servers than the non-authoritative version at the
parent side of the zone cut, it MAY report the m smatch using DNS
Error Reporting [ RFC9567] on the Report-Channel for the child zone,
as well as on the Report-Channel for the parent zone, with an
extended DNS error code of TBD (See Section 8).

A No Data response (see Section 2.2 of [RFC2308]) for the validating
NS query should be treated the sanme as a failed validating NS query.
The parent NS RRset SHOULD remain the one with the hi ghest ranking
and SHOULD be used for successive queries. Al resolution failures
MUST be cached as directed in [RFC9520], to prevent aggressive
requeri es.
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4.

5.

5

Linmiting upgrading NS Credibility

Upgrading NS RrRset Credibility (Section 3) works nost reliable with
good quality child NS RRsets, where the nane servers referenced in

t he RDATA of the NS RRset do result in | P addresses which serve the
child zone. W consider both the root, as well as the zones

del egated fromthe root, to have good quality child NS RRset, but
recogni ze that, because of the | ess transparently adm ni stered
further del egations (anmobng others by parties that are perhaps |ess
devoted to DNS adninistration), some of those further del egati ons may
be sub-optinmal for upgrading NS RRset credibility.. An inplenmentation
MAY limt revalidation to delegations that cross administrative
boundari es such as anywhere in ".ip6.arpa" and ".in-addr.arpa" as
well as any so-called "public suffix" such as the root zone, top

| evel zones such as ".com or ".net", and effective top | evel zones
such as ".ad.jp" or ".co.uk".

Upgradi ng A and AAAA RRset Credibility

1. Upgrading gl ue

Addi tional validation queries for the "glue" address RRs of referra
responses (if not already authoritatively present in cache) SHOULD be
sent with the validation query for the NS RRset as well. Positive
responses SHOULD be cached with authoritative data ranking. The non-
authoritative "glue" MAY be cached with non-authoritative data
ranking for fallback purposes. Successive queries directed to the
sane zone SHOULD be directed to the authoritative nanmeservers denoted
in the referral response.

The nanes fromthe NS RRset in a validating NS response may differ
fromthe nanes fromthe NS RRset in the referral response.

Qut standi ng validation queries for "glue" address RRs that do not

mat ch nanmes in a newy discovered authoritative NS RRset may be

di scarded, or they may be left running to conpletion. Their result
MJUST no | onger be used in queries for the zone. Qutstanding

val idation queries for "glue" address RRs that do match names in the
authoritative NS RRset MJST be left running to conmpletion. They do
not need to be re-queried after reception of the authoritative NS
RRset (see Section 5).

Validated "glue" may result in unreachable destinations if they are
obt ai ned from poorly managed zones with incorrect address records. A
resol ver MAY choose to keep the non-authoritative value for the
"glue" next to the preferred authoritative value for fallback

pur poses. Such a resolver MAY choose to fallback to use the non-
authoritative value as a last resort, but SHOULD do so only if all
other authoritative "glue" led to unreachabl e destinations as well.
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5

6

6

2. Upgrading additional address from authoritative NS responses

Aut horitative responses for a zone’s NS RRset at the apex can contain
naneserver addresses in the Additional section. An NS RRset

val idation response is an exanple of such a response. A primng
response i s another exanple of an authoritative zone's NS RRset
response [ RFC8109].

VWhen additional addresses in authoritative NS RRset responses are
DNSSEC verifiabl e (because the conplete RRset is included, including
a verifiable signature for the RRset) and DNSSEC secure, they MAY be
cached authoritatively i mediately wi thout additional validation
queries. DNSSEC validation is enough validation in those cases.

O herwi se, the addresses cannot be assuned to be conplete or even
authoritatively present in the same zone, and additional validation
queries SHOULD be nade for these addresses.

Note that there may be outstanding address validation queries for the
nanes of the authoritative NS RRset (fromreferral address validation
queries). In those cases no new validation queries need to be nade.

Strict and opportunistic revalidation

1. Strictly revalidating referrals and authoritative NS RRset
responses

Resol vers may choose to delay the response to a triggering query
until it can be verified that the answer cane froma nane server
listening on an authoritatively acquired address for an
authoritatively acquired nane. This would offer the nost trustworthy
responses with the least risk for forgery or eavesdroppi ng, however

wi thout fallback to | ower ranked NS RRsets and addresses, there is no
failure mtigation and a failed NS RRset validation query, due to a
broken child NS RRset or to nalfunctioning child zone’s authoritative
servers, will then lead to a hard failure to query the referred to
child zone

If the resol ver chooses to delay the response, and there are no
naneserver names in comobn between the child s apex NS RRset and the
parent’s del egation NS RRset, then any responses received from
sending the triggering query to the parent’s del egated naneservers
SHOULD be di scarded, and this query should be sent again to one of
the child s apex naneservers

It is RECOVWENDED, to scope *strict* upgrading of NS, A and AAAA
RRset credibility, to the root zone and zones del egated fromthe root
zone only (see Section 4).
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6.2. Opportunistic revalidating referral and authoritative NS RRset
responses

In practice, we expect many inplenentations may answer the triggering
query in advance of the validation query for performance reasons. An
addi tional reason is that there are unfortunately a nunber of
naneservers in the field that (incorrectly) fail to properly answer
explicit queries for zone apex NS records, and thus the revalidation
logic may need to be applied lazily and opportunistically to dea

with them |In cases where the del egated nameservers respond
incorrectly to an NS query, the resolver SHOULD abandon this
algorithmfor the zone in question and fall back to using only the
information fromthe parent’s referral response.

One may consider to only limt _strict_ upgrading of NS, A and AAAA
RRset credibility to the root zone and zones del egated fromthe root
zone, and perform _opportunistic_ revalidations for further

del egati ons (see Section 4).

7. Delegation Revalidation

The essence of this mechanismis revalidation of all del egation

nmet adata that directly or indirectly supports an owner nane in cache.
This requires a cache to renenber the del egated nanme server nanes for
each zone cut as received fromthe parent (del egating) zone's nane
servers, and also the TTL of that NS RRset, and the TTL of the

associ ated DS RRset (if seen).

A del egation under revalidation is called a "revalidation point" and
is "still valid" if its parent zone’'s servers still respond to an in-
zone question with a referral to the revalidation point, and if that
referral overlaps with the previously cached referral by at |east one
nane server nanme, and the DS RRset (if seen) overlaps the previously
cached DS RRset (if also seen) by at |east one del egated signer

If the response is not a referral or refers to a different zone than
before, then the shape of the del egation hierarchy has changed. |If
the response is a referral to the revalidation point but to a wholly
novel NS RRset or a wholly novel DS RRset, then the authority for
that zone has changed. For clarity, this includes transitions

bet ween enpty and non-enpty DS RRsets.
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If the shape of the del egation hierarchy or the authority for a zone
has been found to change, then currently cached data whose owner
nanes are at or below that revalidation point MJST NOT be used. Such
non-use can be by directed garbage collection or |azy generationa
garbage coll ection or sone other method befitting the architecture of
the cache. Wat matters is that the cache behave as though this data
was remnoved.

Since revalidation can di scover changes in the shape of the

del egation hierarchy it is nore efficient to revalidate fromthe top
(root) downward (to the owner nane) since an upper |evel revalidation
may obviate |ower |evel revalidations. Wat matters is that the
supporting chain of delegations fromthe root to the owner nane be
demonstrably valid; further specifics are inplenmentation details.

Reval i dati on MUST be triggered when del egati on neta-data has been
cached for a period at npbst exceeding the delegating NS or DS (if
seen) RRset TTL. |If the corresponding child zone's apex NS RRset TTL
is smaller than the del egating NS RRset TTL, revalidati on MJST happen
at that interval instead. However, resolvers SHOULD i npose a
sensible m nimum TTL floor they are willing to endure to avoid
potential conputational DoS attacks inflicted by zones with very
short TTLs.

In normal operations this neta-data can be quickly revalidated with
no further work. However, when re-del egation or take-down occurs, a
reval i dati ng cache SHOULD di scover this within one delegation TTL
period, allowi ng the rapid expulsion of old data fromthe cache.

8. | ANA Consi derati ons

I ANA is requested to assign a value to the "Extended DNS Error Codes"
registry [ RFC8914].

[ el s sy e ety
| INFO- CODE | Purpose | Reference |
| TBD | referral NS RRset mismatch | [this docunment] |
R o e e e e e e e e a oo - o e e e oo +

Table 1

9. Security and Privacy Considerations
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9.1. DNSSEC protection of infrastructure data

Referral response NS RRsets and glue, and the additional addresses
fromauthoritative NS RRset responses (such as the root primng
response), are not protected with DNSSEC signatures. An attacker
that is able to alter the unsigned A and AAAA RRsets in the
additional section of referral and authoritative NS RRset responses,
can fool a resolver into taking addresses under the control of the
attacker to be authoritative for the zone. Such an attacker can
redirect all traffic to the zone (of the referral or authoritative NS
RRset response) to a rogue nane server

A rogue name server can view all queries fromthe resolver to that
zone and alter all unsigned parts of responses, such as the parent
side NS RRsets and glue of further referral responses. Resolvers
following referrals froma rogue name server, that do not revalidate
those referral responses, can subsequently be fooled into taking
addresses under the control of the attacker to be authoritative for
those del egations as well. The higher up the DNS tree, the nore

i mpact such an attack has. An attacker controlling a rogue nane
server for the root has potentially conplete control over the entire
domai n nane space and can alter all unsigned parts undetected.

Strictly revalidating referral and authoritative NS RRset responses
(see Section 6), enables the resolver to defend itself against the
above described attack with DNSSEC signed infrastructure RRsets.
Unl i ke cache poi soning defences that |everage increase entropy to
protect the transaction, revalidation of NS RRsets and addresses al so
provi des protection against on-path attacks.

Si nce Decenber 6, 2023, the root zone contains a DNSSEC si ghed

crypt ographi ¢ nessage di gest [ RFC8976] [ ROOT- ZONEMD], covering al

root zone data. This includes all non-authoritative data such as the
A and AAAA RRsets for the | P addresses of the root server

identifiers, as well as the NS RRsets and glue that nmake up the

del egations. A root zone local to the resolver [RFC8806] with a
verified and validated ZONEVMD RRset, woul d provi de protection
simlarly strong to strictly revalidating the root and the top |eve
domai ns.

9.2. Cache poisoning protection

In [ DNS- CACHE- | NJECTI ONS] an overview is given of 18 cache poi soni ng
attacks of which 13 can be renedied with del egation revalidation.

The paper provides recomendations for handling records in DNS
responses with respect to an earlier version of the idea presented in
this docunment [I|-D.w jngaards-dnsext-resolver-side-nitigation].
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9. 3.

10.

10.

Upgrading NS RRset Credibility (Section 3) allows resolvers to cache
and utilize the authoritative child apex NS RRset in preference to
the non-authoritative parent NS RRset. However, it is inmportant to
i npl ement the steps described in Del egation Revalidation (Section 7)
at the expiration of the parent’s delegating TTL. Oherw se, the
operator of a malicious child zone, originally del egated to, but
subsequently del egated away from can cause resolvers that refresh
TTLs on subsequent NS set queries, or that pre-fetch NS queries, to
never learn of the re-del egated zone [ GHOST1], [CGHOST2?].

O her considerations

Some resolvers do not adhere to Sections 5.4.1 and 6.1 of [RFC2181],
and only use the non-authoritative parent side NS RRsets and gl ue
returned in referral responses for contacting authoritative nane
servers [1-D.fujiwara-dnsop-resol ver-update]. As a consequence, they
are not susceptible to many of the cache poisoning attacks enunerated
i n [ DNS- CACHE- | NJECTI ONS] that are based upon the relative
trustworthi ness of DNS data. Such resolvers are also not susceptible
to the GHOST domain attacks [GHOST1], [GHOST2]. Such resolvers wll
however never benefit from DNSSEC protection of infrastructure RRsets
and are susceptible to query redirection attacks.

Reval idating referral and authoritative NS RRset responses will

i nduce nore traffic fromthe resolver to the authoritative nane
servers. The traffic increase may be substantial if the address
RRsets for the names in the NS RRset’s RDATA were provided non-
authoritatively (as glue or as additional addresses) and need
reval i dation too [ REDI RECTED- QUERY- TRAFFI C]. Resol vers SHOULD t ake
care to limt the amount of work they are willing to do to resolve a
query to a sensible anmount.

Ref er ences
1. Normative References

[ RFC1034] Mockapetris, P., "Domain names - concepts and facilities",
STD 13, RFC 1034, DO 10.17487/ RFC1034, Novenber 1987,
<https://www.rfc-editor.org/info/rfcl034>

[ RFC1035] Mockapetris, P., "Domain nanmes - inplenentation and
specification", STD 13, RFC 1035, DA 10.17487/RFC1035,
Novenber 1987, <https://wwvrfc-editor.org/info/rfcl035>

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>

Huque, et al. Expires 22 April 2026 [ Page 13]



I nternet-Draft DNS Del egati on Revalidation Cct ober 2025

[RFC2181] Elz, R and R Bush, "Carifications to the DNS
Speci fication", RFC 2181, DO 10.17487/RFC2181, July 1997,
<https://www.rfc-editor.org/info/rfc2181>.

[ RFC2308] Andrews, M, "Negative Caching of DNS Queries (DNS
NCACHE) ", RFC 2308, DO 10.17487/RFC2308, March 1998,
<https://www. rfc-editor.org/info/rfc2308>.

[ RFC8109] Koch, P., Larson, M, and P. Hoffrman, "lInitializing a DNS
Resol ver with Primng Queries", RFC 8109,
DO 10.17487/ RFC8109, March 2017,
<https://www. rfc-editor.org/info/rfc8109>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8806] Kumari, W and P. Hof frman, "Running a Root Server Local to
a Resolver", RFC 8806, DO 10.17487/ RFC8806, June 2020,
<https://ww.rfc-editor.org/info/rfc8806>.

[ RFC8914] Kunmari, W, Hunt, E., Arends, R, Hardaker, W, and D
Law ence, "Extended DNS Errors", RFC 8914,
DA 10.17487/ RFC8914, Cctober 2020,
<https://ww. rfc-editor.org/info/rfc8914>.

[ RFC8976] Wessels, D., Barber, P., Winberg, M, Kumari, W, and W
Har daker, "Message Digest for DNS Zones", RFC 8976,
DA 10.17487/ RFC8976, February 2021,
<https://www. rfc-editor.org/info/rfc8976>.

[ RFC9520] Wessels, D., Carroll, W, and M Thonas, "Negative Caching
of DNS Resol ution Failures", RFC 9520,
DA 10.17487/ RFC9520, Decenber 2023,
<https://www. rfc-editor.org/info/rfc9520>.

[ RFC9567] Arends, R and M Larson, "DNS Error Reporting", RFC 9567,
DA 10.17487/ RFC9567, April 2024,
<https://www. rfc-editor.org/info/rfc9567>.

10.2. Informmtive References
[ DNS- CACHE- | NJECTI ONS]
Klein, A, Shulman, H, and M Wi dner, "Internet-Wde

Study of DNS Cache Injections”, n.d.,
<https://ieeexplore.ieee.org/abstract/docunent/8057202>.

Huque, et al. Expires 22 April 2026 [ Page 14]



I nternet-Draft DNS Del egati on Revalidation Cct ober 2025

[ GHOST1] Jiang, J., Liang, J., Li, K, Li, J., Duan, H, and J. W,
"CGhost Dommi n Names: Revoked Yet Still Resolvable", n.d.,
<https://ww. ndss- synposi um or g/ ndss2012/ >.

[ GHOST2] Li, X, Liu, B., Bai, X, zZhang, M, Zhang, Q, Li, Z.,
Duan, H., and Q Li, "Chost Domain Rel oaded: Vul nerable
Li nks in Domai n Name Del egation and Revocation", n.d.,
<htt ps://wwv. ndss- synposi um or g/ ndss- paper/ ghost - domai n-
r el oaded- vul ner abl e- | i nks-i n-domai n- nane- del egati on- and-
revocation/ >.

[1-D. fujiwara-dnsop-resol ver-updat e]
Fujiwara, K., "Updating Resolver Al gorithm', Wrk in
Progress, Internet-Draft, draft-fujiwara-dnsop-resolver-
updat e- 00, 31 Cctober 2016,
<https://datatracker.ietf.org/doc/htm/draft-fujiwara-
dnsop-resol ver - updat e- 00>.

[1-D.ietf-del eq]
April, T., paek, P., Wber, R, and Law ence,
"Extensi ble Del egation for DNS', Work in Progress,
Internet-Draft, draft-ietf-deleg-04, 16 Cctober 2025,
<https://datatracker.ietf.org/doc/htnm/draft-ietf-del eg-
04>,

[1-D.vixie-dnsext-resinprove]
Vixie, P. A, Joffe, R, and F. Neves, "lInprovenents to
DNS Resol vers for Resiliency, Robustness, and
Responsi veness", Work in Progress, Internet-Draft, draft-
Vi Xi e-dnsext -resi nprove- 00, 23 June 2010,
<https://datatracker.ietf.org/doc/htm /draft-vixie-dnsext-
resi nprove- 00>.

[1-D.wijngaards-dnsext-resol ver-side-mtigation]
W jngaards, W, "Resolver side mitigations", Wrk in
Progress, Internet-Draft, draft-w jngaards-dnsext-
resol ver-side-mtigation-01, 24 February 2009,
<https://datatracker.ietf.org/doc/htm/draft-w jngaards-
dnsext -resol ver-side-mtigation-01>.

[ REDI RECTED- QUERY- TRAFFI C]
Toorop, W, Thessal oni kefs, Y., Overeinder, B., Mler,
M, and M Davids, "The reduced risk of redirected query
traffic with signed root nane server data", n.d.,
<https://wwv.icann.org/en/systenifiles/fil es/reduced-risk-
redi rect ed-query-traffic-signed-root-nane-server-dat a-
22may24- en. pdf #h. 8mh7wnas7vi >.

Huque, et al. Expires 22 April 2026 [ Page 15]



I nternet-Draft DNS Del egati on Revalidation Cct ober 2025

[ ROOT- ZONENMD
Wessel s, D., "Root zone operational announcenent:
i ntroduci ng ZONEMD for the root zone", n.d.,
<https://lists.dns-oarc. net/pipernmail/dns-
oper ati ons/ 2023- Decenber/022388. ht m >

[ SOWESE] Sommese, R, Muwura, G C. M, Jonker, M, van Rijsw jk-
Deij, R, Dainotti, A, Caffy, K C., and A Sperotto,
"When parents and children di sagree: Diving into DNS
del egati on inconsistency”, n.d.,
<https://par.nsf.gov/servlets/purl/10186683>

Appendi x A, Acknow edgenent s

Wout er W jngaards proposed explicitly obtaining authoritative child
NS data in [I-D.wjngaards-dnsext-resolver-side-nmitigation]. This
behavi or has been inplenented in the Unbound DNS resol ver via the
"harden-referral -path" option. The conbination of child NS fetch and
revalidating the del egation was originally proposed in
[1-D.vixie-dnsext-resinprove], by Paul Vixie, Rodney Joffe, and
Frederico Neves

The authors would like to thank Ral ph Dol mans who was an early
col l aborator on this work, as well as the many nenbers of the | ETF
DNS Operations Wirking Group for hel pful coments and di scussion

Appendi x B. I nplenentation status

*Note to the RFC Editor*: please renobve this entire appendi x before
publi cati on.

* The Unbound resol ver software has opportunistic revalidating of
referral and authoritative NS RRset responses, as described in
Section 3, Section 5 and Section 6.2 in this docunent, inplenented

since version 1.1 (released August 29, 2008). It is enabled with
a configuration option harden-referral-path: yes which is disabled
by default.

"Redhat Enterprise Linux has been running Unbound with the harden-
referral -path: option set to yes for years wi thout problens", as
menti oned by Paul Wbuters during dnsop workgroup session at the

| ETF 119.

* The Knot Resol ver software revalidates the primng response as
part of primng the root zone since version 1.5.1 (rel eased
Decenber 12, 2017)
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* Section 7 has been inplenented in the Unbound resol ver since

version 1.4.17 (rel eased May 24,
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