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Abstract

Thi s docunent describes considerations when integrating a DNS donain
name into an application environment. Goals of this document include
m nimzing conflicts between the gl obal DNS and applications that
integrate with the global DNS, providing a consistent user experience
(unique identifier across environnents), and extending the security,
stability, and resiliency of the global DNS. Wile all sources of
potential concern cannot be enunmerated in one docunent, accounting
for at |east the considerations discussed here should inprove the
security posture of both the global DNS and integrating applications.
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1. Introduction

Thi s docunent describes considerations when integrating a DNS donain
name into an application environment. VWhile the considerations may
apply to other systens that use a dommi n-nane based syntax, this
docunent is targeted at domain names fromthe "global DNS' as defined
in [RFC2826] and [ RFC9499], i.e., the DNS nanmespace as nmnaged and
governed by I CANN s mul ti stakehol der nodel. The rest of this
docunent proceeds under this fram ng.

Domai n nanmes fromthe gl obal DNS have | ong been used as identifiers
in applications. 1In the early days, domain nanes were associ ated
with TELNET hosts, File Transfer Protocol (FTP) servers, and enmil
services. Later, domain nanes were adopted for web browsing. More
recently, blockchain applications, decentralized protocols, and
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soci al media platfornms have enmerged as new use cases for domain
names. How a domain name is enabled for use as an identifier in each
of these applications is known as a DNS integration

G ven the ever-increasi ng nunber of application environnents using or
proposing their own DNS integrations, there is a need to raise

awar eness about considerations that such applications should account
for in order to provide a "responsible” DNS integration. A
responsi ble DNS integration can be defined as one that allows a
domai n nane to be used within an application environnent in a way
that provides a consistent user experience (unique identifier across
environnments) and extends the security, stability, and resiliency of
the gl obal DNS.

In support of the devel opnment of responsible DNS integrations, this
docunent describes sonme considerations that DNS integrations should
account for. Failure to account for such considerations may result
in inconsistent user experience across environnents and risks to the
security, stability, and resiliency of the global DNS from an
application perspective. Wile all sources of potential concern
cannot be enunerated in one docunent, accounting for at |east the
consi derations di scussed here should i nprove the security posture of
both the global DNS and integrating applications.

1.1. Intended Audi ence

Thi s docunent is targeted at devel opers of applications that provide
or are considering an integration with the global DNS, e.g., to use
domai n nanes as an identifier in their application. Applications

m ght be notivated to integrate with the gl obal DNS for various
reasons: gl obal consistency, universal acceptance, human-readabl e
identifiers, stability, flexibility, verifiability, and to utilize
the reputation registrants may have al ready devel oped around their
use of a donmai n nane.

Thi s docunent does not prescribe specific mechani sms about how to
performa DNS integration, but rather provides considerations that
apply broadly to DNS integrations.

Applications may find value in using this docunent as a checkli st
that, if ensuring each consideration is accounted for, can decrease
out cones that could negatively inpact the security, stability, and
resiliency of the application and the gl obal DNS
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2. Term nol ogy

Thi s docunent uses the term nology from[RFC9499] as a baseli ne.
Additional terns applicable to DNS integrations are provided here in
al phabeti cal order:

Application environnment: An application, platform or protoco
DNS i ntegration: How a domain name is enabled for use as an
identifier in an application environnent
* Responsible DNS integration: Takes into account qualities and
consi derations that provide a consistent user experience and
extends the security, stability, and resiliency of the global DNS
* Synchronization: The property that a domain nane integrated into
an application environnent aligns with its state in the gl obal DNS

3. Considerations for a DNS Integration

This section provides considerations that a DNS integration shoul d
account for in their specification design. Failure to account for
such considerations may result in user confusion, name collisions
between an application and the global DNS, or other security related
concerns. The exact risks depend on the context and design of the
integration and are out of scope for this docunent.

3.1. Dormain Name Lifecycle

A DNS integration should account for domain name |ifecycle events.
Sone exanples of lifecycle events include expiration, change in
DNSSEC status, or technical changes that affect the integration such
as the renoval of an expected resource record. Such lifecycle events
mght result in a change of control or status of the domain nane
compared to when it was originally integrated that could require one
of the parties involved in the DNS integration to take sonme action to
stay synchronized with the state of the domain name in the gl oba

DNS.

Failure to account for the domain nane |lifecycle might result in a
DNS integration allowi ng users other than the current registrant of
the domain nane to control the domain nane in the integration which
could | ead to confusion.
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3.2. Domain Control Validation

A DNS integration should inplement validation checks to ensure only
the DNS registrant or an authorized party associated with the domain
nane can establish the integration. Sonme exanples of domain contro
validation include storing data in DNS

[1-D.ietf-dnsop-donai n-verification-techniques] or storing evidence
on a server referenced by a domain nane, e.g., at a well-known
endpoi nt as described in [ RFC8615].

Failure to performvalidation might result in a DNS integration

al | owi ng users other than the current registrant of the domain nane
to control the domain nane in the integration which could be
confusing. This could lead to a security risk which my break end
user trust.

3.3. Conpl et eness

A DNS integration should allow any domain nane that neets the
integration’s technical criteria to be integrated. Not doing so
excl udes domain names from participation for non-technical reasons,
which could lead to registrant confusion if they are not able to
associ ate their domain nane.

DNS integrations should al so be aware that gl obal DNS donmai n nanes
are not limted to ASCI| characters, e.g., as described in [ RFC5890].
Failure to account for such domain names may | ead to inadvertent

excl usi on which could also | ead to registrant confusion

3.4. Synchronization

A DNS integration should provide mechani snms to handl e cases where an
i ntegrated domain nane is no |onger synchronized. How often to
execute such nmechanisnms will vary by DNS integration and the use
cases supported. For exanple, a DNS integration that supports
financial use cases may check nore often than a DNS integration that
shows a verification of domain control badge on a social nedia
profile.

In general, the entity providing the DNS integration is primarily
responsi bl e for ensuring synchronization with the global DNS. A DNS
integration can allow other users to invoke one or nore mechani sns,
but this should not be solely relied upon as there are no guarantees
that users will do so. For exanple, if a domain name expires the
registrant that originally interacted with the DNS integration may
not be interested, aware, or available to invoke the nmechanisns to
remove the domai n nane.
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3.

3.

3.

A designer of a DNS integration should al so be cogni zant that
executing these mechanisnms too frequently may result in rate
limting. This may also occur if multiple integrated domai n nanes
share the same infrastructure which increases the potential that rate
limts would be triggered. Consequently, a DNS integration should
account for this potential in their nmechani sns.

5. DNS Prot ocol Evol ution

A designer of a DNS integration should be aware that the DNS protocol
will evolve over tine and such evol utions mght inpact their DNS
integration. For exanple, DNSSEC al gorithns have changed over tine
as new algorithnms are added, and existing algorithns are deprecated.
Failure to account for such changes m ght pose a security risk, |ead
to user confusion, or cause a lack of interoperability with the
current state of the global DNS

6. ldentifier Attribution

7

A designer of a DNS integration should not assune a domain name is a
persistent identifier that always associates to the sane registrant.
Domai n nanes nay be deleted and re-registered or be transferred,
which nmight result in the previous registrant no | onger being
associated with the donmain name. DNS integrations should account for
such changes in control to avoid potential confusion, e.g., content
being ms-attributed to the current registrant that belonged to a
previ ous registrant.

Addi tionally, domain names nmay be exposed to tenporary interruptions
such as system downtinme, DNS hijacking, or web server conpronise.
Such events may unexpectedly change who can utilize the domai n name
or inpact the ability of a DNS integration from checking the status
of the domain name. DNS integrations should have nechanisns in place
to handl e and recover from such issues, including allow ng a
registrant to re-integrate the donmai n nane.

Variety of DNS Managenent User |Interfaces

A DNS integration mght request a user follow certain actions to
enable the integration. For exanple, a TXT record m ght need to be
set or DNSSEC m ght need to be configured. However, each DNS
managenment user interface m ght expose how to achieve the required
actions in different ways. This introduces friction to the
integration process as the user mght only know what they need to do
-- e.g., add a TXT record -- but not necessarily howto do it.

I ntegrations mght provide advice for how to perform such actions for
sone interfaces, but it is not feasible to do so for all.
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3.8. DNS Record Type Support

A DNS integration mght utilize record types that are not w dely
supported at DNS providers. For exanple, new DNS record types will
take tinme to be rolled out to DNS providers or a DNS provider night
opt not to support a particular record type. To avoid such
chal l enges, a DNS integration should provide alternatives, such as a
different record type that is expected to be nore broadly deployed to
ensure users can partici pate.

4. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
5. Security Considerations

Thi s docunent does not introduce new protocol artifacts with security
consi derations, however, DNS integrations should account for genera
DNS rel ated issues including confusabl e characters such as those

di scussed in Section 4.4 of [RFC5890] and resource capacity

consi derati ons.

Resource capacity in a DNS integration inpacts who is capabl e of
performng the necessary steps to participate in or validate the
integration. For exanple, if an integration requires DNSSEC t hen
some clients mght not be able to performthe necessary cryptographic
operations on their own such as |oT devices or human users perform ng
manual validation. DNS integrations should be cognizant of this
potential gap in capabilities and howit could inpact their DNS

i ntegration.

M ni m zing conflicts between the gl obal DNS and applications that
integrate with the global DNS is one of the goals of this docunent.
Wil e all sources of potential conflict cannot be enunerated, this
effort should inprove the security posture of both the global DNS and
i ntegrating applications through highlighting considerations to
account for when providing a DNS integration.
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Appendi x A.  Integration Lessons Learned
A.1. Bluesky and AT Protocol

Bl uesky is a social nedia application built on the atproto (AT
Protocol) network. In atproto, account identities are rooted in the
Decentralized ldentifier (DID) system a WBC standard. Most DIDs are
not human readabl e, so every account is also associated with a domain
nane, referred to as a "handle". Handles are for display only: they
are not used in persistent references (URIs), and can change any time
wi t hout breaki ng social graph connections. The handl e/ Dl D

rel ati onship must be verified bi-directionally, and DNS TXT records
are one nmechanismto verify the handle-to-DI D direction. Bluesky
handl es are a DNS Integration

DNS was chosen as the handl e nanespace partially for technica
maturity, efficiency, and cost reasons. Registering a new handle
needed to be fast (second-level |atency), zero-cost, and reliable
(near-zero downtine). DNS neets all of these requirenents. The
atproto network is design to acconmodate billions of accounts, and
DNS has al so been shown to scale to hundreds of millions of

regi stered domains without significant infrastructure burden

Servi ce providers can use sub-domai ns as handl es, and allocate them
in large nunbers even nore efficiently.

Bl uesky is a small young conpany building a novel network protocol
DNS is a mature and broadly adopted technol ogy, meani ng devel opers
are already famliar with it and have software inplementations and
infrastructure at hand. The systemis financially sustainable with a
international multi-stakehol der governance structure, which neans
devel opers can build on it with confidence.
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DNS is global, distributed, and consistent which are inportant for a
di stributed network. Independent service providers and software
clients see the sane view of the domain system which means that end
users will have a coherent experience regardl ess of provider or
client.

Domai n nanmes are well established in society. Domain nanes are
conceptual ly fam liar and recogni zable to nost network users.
Policies, |egal precedent, and dispute resolution procedures are

mat ure across many jurisdictions. These hel p address the perential
chal | enges of inpersonation and trademark disputes. In particular,
many culturally relevant institutions and individuals already have
domain names with an established reputation. The flexibility of DNS
all ows those existing domains to be reused in a new context.

To maxi m ze these benefits, it is inportant that handle validation is
consi stent and reproduci ble by any party. Any valid domain nane
(hostnane) can be used as a handle and that all handles are valid

gl obal |y resol vabl e domain names. This ensures that every network
service can resolve any handle in the network, w thout requiring
special DNS software. Use of the TXT record type has broad support
in both client software and in DNS managenent interfaces. Limted
use of caching hel ps reduce breakage due to short network service
downtines, while still ensuring that handle validity lifetinme is tied
to domain registration lifetine. |In other words, changes in domain
control are reflected in changes on handle validity within a
reasonabl e time wi ndow, reducing the chance of misattribution. The
atproto handl e specification text largely defers to | ETF DNS
standards, with the goal of maintaining conpatibility as norns and
best practices evolve over tine.

A 2. Et her eum Nane Servi ce

ENS i ntegrates DNS nanes to provide a unified namespace across

bl ockchain and traditional applications. This expands ENS' s

useful ness by incorporating the mllions of existing DNS nanes into
the system allowi ng people to use famliar identifiers that are

al ready associated with their organization

The primary chal |l enges have revol ved around reliably identifying
public suffixes, and identifying the authorized user for a donain.
Early versions of the integration nmade unfounded assunptions, such as
the ownership of nic.tld formdomains. This draft will help future

i mpl ementers avoid such pitfalls.
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Appendi x B. Change Log
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