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Abst ract

Long termevolvability of the Domain Nane System (DNS) protocol
requires the ability to support change. G easing is one technique
that exercises the regular use of unall ocated protocol extension
points to prevent ossification of their current usage patterns by

m ddl eboxes or DNS inplenentations. This docunent describes

consi derations and proposals for applying grease to the DNS protocol.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github.comietf-wg-dnsop/draft-ietf-dnsop-grease.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Long termevolvability of the Domain Nane System (DNS) protocol
requires the ability to support change. G easing [GREASING is one
techni que that exercises the regular use of unall ocated protocol
extension points to prevent ossification of their current usage
patterns by m ddl eboxes or DNS i npl enent ati ons.

Greasing was originally devel oped for the TLS protocol [RFC8701].
Ongoi ng di scussion of inproving the technique as well as applying it
more generally to other protocols continues in the | ETF.

Thi s docunent outlines considerations and proposals for applying
grease to the [ RFC1034] [ RFC1035] Donmi n Nanme System (DNS).
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Backgr ound

Hi storically, DNS protocol evolution has encountered sone significant
barriers. There are various reasons, including outdated systens,
inertia, faulty inplenentations of DNS servers, m ddl eboxes that have
actively bl ocked the depl oynent of new protocol features, etc. Over
time as sonme of these inpediments have been uncovered and repaired,
progress has been possible. However, a nore systematic approach to
ensure future progress is desirable.

Remar kabl y, the Extension Mechani sns for DNS (EDNS) specification,
originally published in 1999 [RFC2671], is still not universally
depl oyed, and often depl oyed incorrectly or inconpletely. This
eventually resulted in the exercise of a DNS Fl ag Day effort

[ FLAGDAY] to identify and eradicate inplenentations and network paths
not conpliant with the specification. Tools |ike ednsconp.isc.org

[ EDNSCOWP] have been testing this and other protocol defects in

depl oyed infrastructure for many years. Even then, sone |evel of

i ncorrect behavior remmins preval ent, necessitating probing and pre-
arrangenment of the use of some extension features |ike [RFC7871] EDNS
Client Subnet and [ RFC7873] DNS Cooki es.

Greasing Opportunities
The DNS has a nunber of protocol elenments where the greasing of

unal | ocat ed code points could be enployed. Sone of themare |listed
in the table bel ow.

| DNS Header FI ags

T +
| Resource Record Type | 16-bits | 65,536 |
g S o e e e oo +
| Opcode | 4-bits | 16 |
o S Fom e e e oo +
| EDNS Version | 8-bits | 256 |
T S R o e e e e oo oo +
| EDNS Header Fl ags | 16-bits | 16 |
g S o e e e oo +
| EDNS Opt Code | 16-bits | 65,536 |
o S Fom e e e oo +
Table 1
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The goal s of periodically exercising the use of unallocated code
points are (1) to discourage and prevent m ddl eboxes and DNS

i npl ement ati ons from hardcodi ng noti ons of what are the only

al | owabl e protocol paraneter values, and (2) to prevent future
extensibility failures by not causing themto malfunction in the
presence of new val ues when they are defined.

If and when encrypted transports are conmon on the DNS resol ver to
authoritative server path, m ddl eboxes will have | ess capability to
interfere with DNS traffic. Geasing would still however continue to
be useful for identifying deficient DNS proxies, |oad bal ancers,
authoritative servers, etc.

Not e that EDNS [ RFC6891] options have a nmore conpl ex structure
i nvol ving both a code point and data. So greasing EDNS opti ons woul d
al so require generating sone random option dat a.

Correctly inplenented DNS servers will ignore these values and
interoperate. Servers that do not tolerate unknown values will fai
to interoperate and return an error (or may fail to respond). These
failures could be | ogged and be used to identify broken
implementations in the field that could be targeted for repair. DNS
resol vers should generally retry such failed queries w thout the
unal | ocat ed extension, except for greasing operations where new
queries are constructed (for exanple, greasing new resource record

types).
4. Random zed or Reserved code points

DNS resol ver inplenentations are proposed to periodically advertise
unal | ocated code points at randomin requests that they send out.

Resol vers coul d sel ect randomy fromthe unall ocated range, but then
woul d have to consi der what happens when such code points are

all ocated in the future and whether or not that will give rise to a
different class of interoperability failure. One possible way to
deal with this is for software to have pre-configured or configurable
end- of -t est dates.
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Alternatively, a subset of the currently unused val ues coul d be
reserved for DNS resol ver inplenentations to advertise at random

The expectation is that receivers will have uniform handling of
unknown code points whether they fall in a reserved range or not.

But there is a slight risk that the reserved val ues could then becone
ossified in inplenentations. Furthernore, Sone DNS protocol elenents
have only a snmall range of supported values, and it nmay not be
practical to reserve a a subset of such ranges. Sone |arger ranges
al so have a sub structure, such as the data vs neta vs g-type
classification of the RR-type space, where nultiple greasing ranges
woul d need to be reserved.

5. Reserved Code Point Val ues
[ Propose reserved ranges for sone DNS protocol el enents]

6. Sanpled Selection of Traffic
To avoid the overhead of needing to retry many queries in the event
of large scale intolerance of unallocated code points, only a sanpl ed
fraction of DNS requests emitted by a resol ver should advertise
unal | ocated code points. Many DNS resolvers are very high
transaction rate systens, so only a snall sanple size of such DNS
requests is sufficient to get a rough picture of non-conpliant
servers, perhaps 1 in 1000 requests? Furthernore, a comunity effort
of aggregating and analysing the results of failed queries from many

DNS resol ver operators can provide an even nore conprehensive view of
the ecosystem

7. Telemetry and Results Eval uation
DNS resolvers are expected to record the results of failures fromthe
use of unallocated code points. This could be in a traditional |og
file, or a nore conplex centralized telenmetry system
Additionally, the DNS Error Reporting [ ERROR- RPT] nechani sm coul d be
enpl oyed to proactively notify operators that their authoritative DNS
servers are deficient.

8. Detail ed Behavior
Work in-progress section .. Some topics to expand on
* Detail ed expected behavior of DNS resol vers/clients.

* Detail ed expected behavi or of DNS servers.

* Detection of errors.
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10.

* Fal | back behavior (or not).

* Settings: nameservers should be shipped with a default end-of-test
date to prevent tests frominterfering with future code point
assi gnnents.

* Testing should be nulti-factored.
* Tests should be able to be individually disabled.
* Sharing telenetry.

Greasing Initiated By DNS Responders

Thi s docunent |argely focusses on greasing initiated by the DNS
resol ver or querier. Geasing operations could also be initiated by
an authoritative server or DNS responder. This seens potentially a
bit nore fraught, since the responder cannot necessarily know what
the result of the greasing action was, e.g., did the querier accept
the answer with no problens, did it not accept it and retry other
servers, did it not not accept it and just fail, causing a denial of
service to the downstream application, etc. However, greasing in
this direction can be very hel pful in targeted experinents. For
exanpl e, sone early neasurenents for DELEG proposals utilized server
side greasing to insert unexpected record types in referral responses
to test the behavior of DNS resolvers. Operators of DNS zones could
performtargeted active nmeasurements or rely on reports by users to
determne if server side greasing works well.

Sone things a responder could do include: test setting the final DNS
header flag (Z), send back unknown EDNS header flags, options. higher
EDNS versions etc. All of these should in theory be ignored on
reception.

Greasi ng by DNS responders shoul d be disabl ed by default.
Security Considerations

If an inplementation does not sel ect GREASE val ues at random it may
all ow others to fingerprint specific resolvers or resol ver
i mpl ement ati ons.

Sone DNS resol ver inplenentations have traditionally resorted to
falling back to retrying queries with various extension options
disabled in the face of interoperability problens. Depending on the
specific extension affected, this may all ow an adversary to silently
di sable a security feature. Geasing of unallocated code points ains
to identify such interoperability problens and hel p DNS resol ver
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operators and inplenentations to decide when it is ok to disable

fal |l back behavior for future extensions. Hence, this mechanismis
expected to generally reduce the need for resolver fallback behavior,
and i nprove security over tine.

11. | ANA Consi derations

[If reserved code point ranges are decided, ANA will need to
formally reserve themin the rel evant protocol parameter registries.
The annotation "Reserved for Geasing" should be enployed to clearly
di stingui sh such ranges from ot her ranges that might be reserved for
private use or other purposes.]
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