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Abst ract

Thi s docunent generalizes and extends the use of DNS NOTI FY (RFC
1996) beyond conventional zone transfer hints, to allow triggering
other types of actions via the DNS that were previously lacking a
trigger mechanism Notifications merely nudge the receiver to
initiate a predefined action pronptly (instead of on a schedul e);
they do not alter the action itself (including any security checks it

m ght enpl oy) .

To enable this functionality, a nethod for discovering the receiver
endpoint for such notification nessages is introduced, via the new
DSYNC record type. Notification types are recorded in a new
registry, with initial support for parental NS and DS record updates
i ncl udi ng DNSSEC boot st r appi ng.

TO BE REMOVED: This docunent is being collaborated on in Gthub at:
https://github. con peterthomassen/draft-ietf-dnsop-generalized-notify
(https://github. com peterthomassen/draft-ietf-dnsop-generalized-
notify). The nost recent working version of the document, open

i ssues, etc. should all be available there. The authors (gratefully)
accept pull requests.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Traditional DNS notifications [ RFC1996], which are here referred to
as "NOTI FY(SOA) ", are sent froma primary server to a secondary
server to minimze the latter’s convergence tinme to a new versi on of
the zone. This nechani sm successfully addresses a significant
inefficiency in the original protocol

Today simlar inefficiencies occur in new use cases, in particular
del egati on mai ntenance (DS and NS record updates). Just as in the
NOTI FY(SOA) case, a new set of notification types will have a nmjor
positive benefit by allowing the DNS i nfrastructure to conpletely
sidestep these inefficiencies. For additional context, see
Appendi x A

Al t hough this docunment primarily deals with applying generalized
notifications to the del egati on nmi nt enance use case, future
extension for other applications (such as multi-signer key exchange)
i s possible.

No DNS protocol changes are introduced by this docunment. The
mechani sm i nst ead makes use of a wi der range of DNS messages al |l owed
by the protocol

Readers are expected to be familiar with DNSSEC [ RFC9364], i ncluding
[ RFC6781], [RFC7344], [RFC7477], [RFC7583], [RFC8078], [RFC8901], and
[ RFC9615]. DNS-specific term nology can be found in [ RFC9499].

1.1. Design Goals for Del egati on Mi ntenance

When the parent operator is interested in notifications for

del egati on mai ntenance (such as DS or NS update hints), a service
will need to be nade avail able for accepting these notifications.
Dependi ng on the context, this service may be run by the parent
operator thenselves, or by a designated entity who is in charge of
handl i ng the domain’s del egation data (such as a domain registrar).

Stenstam et al. Expi res 20 Sept enber 2025 [ Page 3]



Internet-Draft Ceneral i zed Notifications March 2025

It seens desirable to nininize the nunber of steps that the
notification sender needs to performin order to figure out where to
send the NOTIFY. This suggests that the | ookup process be ignorant
of the details of the parent-side relationships (e.g., whether there
is aregistrar or not). This is addressed by paraneterizing the

| ookup with the name of the child. The parent operator may then
(optionally) announce the notification endpoint in a del egati on-
specific way, by publishing it at a child-specific name. (A catch-
all endpoint may be indicated by w | dcarding.)

The sol ution proposed here is thus for the parent operator to publish
t he address where sonmeone listens for notifications, in a child-
specific way (see Section 3). Potential senders can easily determne
the nane of the parent and then | ook up that information (see

Section 4.1).

1.2. Requirenents Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. DSYNC RR Type

This section defines the DSYNC RR type which is subsequently used for
di scovering notification endpoints.

2.1. Wre Fornmat
The DSYNC RDATA wire format i s encoded as foll ows:

1111111111222222222233
01234567890123456789012345678901
I S i o T s S S S e s s T

| RRtype | Scheme | Port

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Target ... [/

i T S I S S T S S |

RRtype The type of generalized NOTIFY that this DSYNC RR defines the
desired target address for (see "Resource Record (RR) TYPES" | ANA
registry). For now, only CDS and CSYNC are supported values, with
the former indicating an updated CDS or CDNSKEY record set.

Schene The npde used for contacting the desired notification
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address. This is an 8-bit unsigned integer. Records with value 0O
(null schene) are ignhored by consumers. Value 1 is described in
this document, and val ues 128-255 are reserved for private use.

Al'l other values are currently unassi gned.

Port The port on the target host of the notification service. This
is a 16-bit unsigned integer in network byte order. Records with
value 0 are ignored by consuners.

Target The fully-qualified, unconpressed donmai n name of the target
host providing the service of listening for generalized
notifications of the specified type. This name MJST resolve to
one or nore address records.

Present ati on For mat

The presentation format of the RDATA portion is as foll ows:

* The RRtype field is represented as a menonic fromthe "Resource
Record (RR) TYPES" registry.

* The Schene field is represented by its menonic if assigned (see
Section 6.2), otherw se as an unsi gned deci mal integer

* The Port field is represented as an unsi gned deci mal integer

* The Target field is represented as a <domai n-nane> ([ RFC1035],
Section 5.1).

Semanti cs

For now, the only schene defined is 1 (mmenonic: NOTIFY). By
publ i shing a DSYNC record with this scheme, a parent indicates that
they would like child operators to send them a NOTI FY nessage (see
Section 4) upon publication of a new CDS/ CONSKEY/ CSYNC RRset, to the
address and port listed in that DSYNC record and using conventiona

[ RFC1035] DNS transport.

Exampl e (for the owner nanmes of these records, see Section 3)

IN DSYNC CDS NOTI FY 5359 cds-scanner. exanpl e. net.
I N DSYNC CSYNC NOTI FY 5360 csync-scanner. exanpl e. net.

Shoul d a need for other mechani snms arise, other schemes may be
defined to deal with such requirements using alternative |ogic.
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Schenes are independent of RRtype. They nerely specify a method of
contacting the target (whereas the RRtype is part of the notification
payl oad) .

3. Publication of Notification Targets

To use generalized notifications, it is necessary for the sender to
know where to direct each NOTI FY nessage. This section describes the
procedure for discovering that notification target.

Not e that generalized NOTIFY nessages are but one mechani sm for

i nproving the efficiency of automated del egati on mai nt enance. Q her
alternatives, such as contacting the parent operator via an APl or
DNS Update ([ RFC2136]), may (or may not) be nore suitable in

i ndi vi dual cases. Like generalized notifications, they simlarly
require a nmeans for discovering where to send the APl or DNS Update
requests.

As the scope for the publication mechanismis w der than only to
support generalized notifications, a unified approach that works
i ndependently of the notification method is specified in this
section.

Parent operators participating in the discovery schene for the

pur pose of del egati on mai ntenance notifications MJST publish endpoint
i nformati on using the record type defined in Section 2 under the
_dsync subdomain of the parent zone, as described in the follow ng
subsecti ons.

There MUST NOT be nore than one DSYNC record for each conbi nati on of
RRtype and Schene. It is RECOMMENDED to secure zones containing
DSYNC records with DNSSEC

For practical purposes, the parent operator MAY del egate the _dsync
domai n as a separate zone, and/or synthesize records under it. |If
child-specificity is not needed, the parent can publish a static

wi | dcard DSYNC record

3.1. Wldcard Method
If the parent operator itself perforns CDS/ CDNSKEY or CSYNC
processing for sone or all delegations, or wants to forward
notifications to some other party, a default notification target may
be specified as foll ows:

*, _dsync.exanple. |IN DSYNC CDS NOTIFY port target
*, _dsync.exanple. |IN DSYNC CSYNC NOTIFY port target
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To accommodat e i ndirect del egati on nanagenment nodel s, the designated
notification target may relay notifications to a third party (such as
the registrar, in ICANN s nodel). The details of such arrangenents
are out of scope for this docunent.

If for some reason the parent operator cannot publish wildcard
records, the wildcard | abel nay be dropped fromthe DSYNC owner nane
(i.e., it may be published at the _dsync |abel instead). This
practice requires an additional step during discovery (see

Section 4.1), and is therefore NOT RECOMVENDED.

3.2. Child-specific Method

It is also possible to publish child-specific records where the
parent zone's labels are stripped fromthe child s FQN and the
result is used in place of the wildcard | abel

As an example, consider a registrar offering donmains |ike
chil d. exanpl e, del egated from exanpl e zone. |If the registrar

provi des the notification endpoint, e.g., rr-endpoint.exanple: 5300,
the parent may publish this information as foll ows:

child. _dsync.exanple. |N DSYNC CDS NOTIFY 5300 rr-endpoi nt.exanpl e.
4. Del egation Miintenance: CDS/ CONSKEY and CSYNC Noti fi cati ons

Del egati on mai ntenance notifications address the inefficiencies
related to scanning child zones for CDS/ CDNSKEY records
[ RFC7344] [ RFC8078] [ RFC9615]. (For an overvi ew of the issues, see

Appendi x A.)

NOTI FY nmessages for del egati on nmai nt enance MJUST be formatted as
described in [RFC1996], with the qtype field replaced as appropri ate.

To address the CDS/ CDNSKEY di chot oy, the NOTI FY(CDS) nessage (with
qtype=CDS) is defined to indicate any chil d-si de changes pertaining
to an upcom ng update of DS records. As the child DNS operator
generally is unaware of whether the parent side consunes CDS records
or prefers CDNSKEY, or when that policy changes, it seens advi sable
to publish both types of records, preferably using autonmation
features of common authoritative nameserver software for ensuring
consi st ency.

Upon recei pt of NOTIFY(CDS), the parent-side recipient (typically,
registry or registrar) SHOULD initiate the same DNS | ookups and
verifications for DNSSEC boot strappi ng [ RFC9615] or DS mai nt enance
[ RFC7344] [ RFC8078] that woul d otherw se be triggered based on a
tinmer.
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4.

The CSYNC [ RFC7477] inefficiency may be similarly treated, with the
child sending a NOTI FY(CSYNC) nessage (with gtype=CSYNC) to an
address where the parent operator (or a designated party) is
listening for CSYNC notifications.

In both cases the notification will speed up processing tinmes by
providing the recipient with a hint that a particular child zone has
publ i shed new CDS, CDNSKEY and/or CSYNC records.

1.

Endpoi nt Di scovery

To locate the target for outgoing del egati on nmai nt enance
notifications, the notification sender MIST performthe follow ng

st eps:

1. Construct the | ookup name, by inserting the _dsync |abel after
the first |abel of the del egati on owner nane.

2. Performa | ookup of type DSYNC for the |ookup name, and validate
the response if DNSSEC is enabled. |If this results in a positive
DSYNC answer, return it.

3. If the query resulted in a negative response:

* |f the response’s SOA record indicates that the parent is nore
than one | abel away fromthe _dsync |abel, construct a new
| ookup nanme by inserting the _dsync label into the del egation
owner name just before the parent zone labels inferred from
the negative response, and go to step 2

For exanpl e, assume that subsub.sub.child.exanple is del egated
from exanpl e (and not from sub. chil d. exanpl e or
child.exanple). The initial DSYNC query relating to it is
thus directed at subsub. dsync.sub.child.exanple. This is
expected to result in a negative response from exanple, and
anot her query for subsub. sub.child. _dsync.exanple is then
required.

* Otherwise, if the | ookup name has any labels in front of the
_dsync label, renmove themto construct a new | ookup nanme (such
as _dsync.exanple), and go to step 2. (This is to enable zone
structures without wildcards.)

* Otherwise, return null (no notification target avail able).
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4.2. Sending Notifications

VWhen creating or changi ng a CDS/ CONSKEY/ CSYNC RRset in the child
zone, the DNS operator SHOULD send a suitable notification to one of
the endpoi nts di scovered as described in the previous section

A NOTI FY nmessage can only carry information about changes concerning
one child zone. Wen there are changes to several child zones, the
sender MJST send a separate notification for each one.

When a primary name server publishes a new RRset in the child, there
typically is a tinme delay until all publicly visible copies of the
zone are updated. |If the primary sends a notification at the exact
time of publication, there is a potential for CDS/ CDNSKEY/ CSYNC
processing to be attenpted before the correspondi ng records are
served. As a result, a desired update may not be detected (or appear
i nconsistent), preventing it from being appli ed.

It is therefore RECOWENDED that the child del ays sendi ng
notifications to the recipient until a consistent public view of the
pertinent records is ensured.

4.2.1. Tinmeouts and Error Handling

NOTI FY nmessages are expected to elicit a response fromthe recipient
([ RFC1996] Section 4.7). If no response is received, senders SHOULD
enpl oy the sanme logic as for SOA notifications ([ RFC1996] Sections
3.5 and 3.6).

The recipient’s attenpt to act upon the del egation update request nay
fail for a variety of reasons (e.g., due to violation of the
continuity requirement set forth in [RFC7344] Section 4.1). Such
failures may occur asynchronously, even after the NOTIFY response has
been sent.

In order to learn about such failures, senders MAY include an

[ RFCO9567] EDNSO Report-Channel option in the NOTIFY nessage to
request the receiving side to report any errors by naking a report
query with an appropriate extended DNS error code as described in

[ RFC8914]. (The prohibition of this option in queries ([RFC9567],
Section 6.1) only applies to resolver queries and thus does not cover
NOTI FY messages.)

VWhen including this EDNSO option, its agent domain MJST be

subordi nate or equal to one of the NS hostnames, as listed in the
child s delegation in the parent zone. This is to prevent malicious
senders from causing the NOTIFY recipient to send unsolicited report
queries to unrelated third parties.
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4.2.2. Roles

VWi | e t he CDS/ CDNSKEY/ CSYNC processing followi ng the receipt of a
NOTI FY will often be perfornmed by the registry, the protocol
anticipates that in sone contexts (especially for | CANN gTLDs),
registrars may take on the task. |In such cases, the current
registrar notification endpoint may be published, enabling
notifications to be directed to the appropriate target. The
mechani cs of how this is arranged between registry and registrar are
out of scope for this docunent; the protocol only offers the
possibility to arrange things such that fromthe child perspective,
it is inconsequential how the parent-side parties are organi zed:
notifications are sinply sent to the published address.

Because of the security nodel where a notification by itself never
causes a change (it can only speed up the tinme until the next check
for the same thing), the sender’s identity is not crucial. This
opens up the possibility of having an arbitrary party (e.g., a side-
car service) send the notifications, enabling this functionality even
bef ore the energence of native support in nameserver software

4.3. Processing of NOTIFY Messages for Del egation Mintenance

The following algorithmapplies to NOTI FY(CDS) and NOTI FY( CSYNC)
processi ng.

NOTI FY messages carrying notification payloads (records) for nore
than one child zone MJUST be discarded, as sending themis an error

O herwi se, upon receipt of a (potentially forwarded) NOTIFY nessage
for a particular child zone at the published notification endpoint,
the receiving side (parent registry or registrar) has two options:

1. Acknow edge recei pt by sending a NOTIFY response as described in
[ RFC1996] Section 4.7, and schedul e an i medi ate check of the
CDS/ CDNSKEY/ CSYNC RRsets published by that particular child zone
(as appropriate for the type of NOTIFY received).

If the NOTIFY message contains an [ RFC9567] EDNSO Report - Channe
option with an agent donmmi n subordinate or equal to one of the NS
hostnanes |isted in the del egation, the processing party SHOULD
report any errors occurring during CDS/ CONSKEY/ CSYNC processi ng
by sending a report query with an appropriate extended DNS error
code as described in [RFC8914]. Reporting nmay be done
asynchronously (outside of the NOTIFY transaction).
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When using periodic scanning, notifications preenpt the scanning
timer. If the NOTIFY-induced check finds that the CDS/ CDNSKEY/
CSYNC RRset is indeed new or has changed, the correspondi ng
child s tinmer may be reset and the scanning frequency reduced
(e.g., to once a week). |If a CDS/ CDNSKEY/ CSYNC change is |ater
detected t hrough scanning (w thout having received a
notification), NOTIFY-related state SHOULD be cl eared, reverting
to the default scanning schedule for this child.

When i ntroduci ng CDS/ CDNSKEY/ CSYNC scanni ng support at the sane
time as NOTIFY support, backwards conpatibility considerations
regarding the scanning interval do not apply; a | owfrequency
scanni ng schedul e MAY t hus be used by default in such cases.

2. Do not act upon the notification. To prevent retries, recipients
SHOULD acknowl edge the notification by sending a NOTIFY response
even when ot herw se ignoring the request, conbined with a report
query if feasible (see above). One reason to do this may be a
rate limt (see Section 5), in which case "Bl ocked" (15) may be a
sui tabl e extended DNS error code.

I mpl enenting the first option will significantly decrease the
convergence tine (between publication of a new CDS/ CDNSKEY/ CSYNC
record in the child and publication of the resulting DS), thereby
provi ding i nproved service for the child.

If, in addition to scheduling an i nmedi ate check for the child zone
of the notification, the scanning schedule is also nodified to be

| ess frequent, the cost of providing the scanning service will be
reduced.

5. Security Considerations

If an action is triggered by the receipt of a DNS NOTIFY, its
execution relies on the sanme security nodel which the receiving party
woul d apply if the action had been triggered by sonething else. This
is because the notification affects the action’s timng alone. For
exanpl e, DS bootstrapping is expected to be performed the same way

i ndependently of the type of trigger; this includes all security and
aut hentication requirenents (e.g., [RFC9615]) which the parent

regi stry/registrar has chosen to apply.

The original NOTIFY specification sidesteps nost security issues by
not relying on the information in the NOIl FY nmessage in any way, and
instead only using it to "enter the state it would if the zone’'s
refresh timer had expired" (Section 4.7 of [RFC1996]).
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This security nodel is reused for generalized NOTIFY nessages. It
therefore seens inpossible to affect the behavi our of the recipient
of the NOTIFY other than by hastening the timng for when different
checks are initiated. As a consequence, while notifications

t hensel ves can be secured via access control nechanisns, this is not
a requirenent

The receipt of a notification nessage will, in general, cause the
receiving party to performone or nore outbound queries for the
records of interest (for exanple, NOTIFY(CDS) will cause CDS/ CDNSKEY
queries). \Wien done using standard DNS, the size of these queries is
conparable to that of the NOTIFY nessages thensel ves, rendering any
anplification attenpts futile. The nunber of queries triggered per
notification is also linmted by the requirenent that a NOTI FY nessage
can refer to one child only.

However, when the outgoing query occurs via encrypted transport, sone
anplification is possible, both with respect to bandw dth and
conputational burden. In this case, the usual principle of bounding
the work, even under unreasonable events, applies.

Receivers therefore MJST inplenent rate limting for notification
processing. It is RECOWENDED to configure rate limting

i ndependently for both the notification's source |P address and the
nane of the zone that is conveyed in the NOTIFY nessage. Rate
limting also mitigates processing |oad from garbage notifications.

Al ternative solutions (such as signing notifications and validating
their signatures) appear significantly nore expensive w thout
tangi bl e benefit.

In order to facilitate schenes that are authenticated outside of
DNSSEC (such as via SI0)), zones containing DSYNC records are not
required to be signed. Spoofed DSYNC responses woul d prevent
notifications fromreaching their legitimte target, and a different
party may receive unsolicited notifications; both effects, however,

can al so be achieved in the presence of DNSSEC. The illegitinmate
target is also enabled to learn notification contents in real-tinme,
whi ch may be a privacy concern for the sender. |If so, the sender may

choose to ignore unsigned DSYNC records.
6. | ANA Consi derations

*Note to the RFC Editor*: In this section, please replace occurrences
of "(this docunent)"” with a proper reference
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6.1. DSYNC RR Type
I ANA is requested to update the "Resource Record (RR) TYPES" registry
under the "Dommin Nane System (DNS) Paraneters" registry group as
fol |l ows:
Type DSYNC
Val ue 66
Meani ng Endpoi nt di scovery for del egati on synchroni zation
Ref erence (this docunent)

6.2. DSYNC Scheme Registration

IANA is requested to create and maintain the followi ng new registry
in the "Domain Nane System (DNS) Paraneters" registry group:

Nanme DSYNC: Location of Synchronizati on Endpoints
Assi gnnent Policy Expert Review
Ref erence (this docunent)

The initial contents for the registry are as foll ows:

[} gt s fum e oo pujesfuly - o fu s fu g pu g pu g pgy b pojfpj——_——
| RRtype | Schene | NMienonic | Purpose | Reference |
[ b oo e e e oo oo e st b e e e
| | O | | Null scheme (no-op) | (this |
| | | | | document) |
Fomm oo S R TS o e e e e e oo - R +
| CDS | 1 | NOTIFY | Delegation | (this |
| | | | managenent | docunment) |
S S S oo S +
| CSYNC | 1 | NOTIFY | Delegation | (this |
| | | | managenent | document) |
Fomm oo S R TS o e e e e e oo - R +
| | 2-127 | | Unassi gned | |
S R O S Fom oo U +
| | 128-255 | | Reserved (private | (this |
| | | | use) | document) |
Fomm e - o - B Fomm oo - Tt N +
Table 1
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3.

Requests to register additional entries MJST include the follow ng
fields:

RRtype An RRtype that is defined for use

Schene The node used for contacting the desired notification address
Mhenmoni ¢ The schene’s shorthand string used in presentation format
Purpose Use case description

Ref erence Location of specification or registration source

Regi stration requests are to be recorded by | ANA after Expert Review
[ RFC8126]. Expert reviewers should take into consideration the

foll owi ng points, but are being designated as experts for a reason,
so they should be given substantial |atitude:

* Point squatting should be discouraged. Reviewers are encouraged
to get sufficient information for registration requests to ensure
that the usage is not going to duplicate one that is already
registered and that the point is likely to be used in depl oynents.
The code points tagged as "Private Use" are intended for testing
pur poses and cl osed environnments. Code points in other ranges
shoul d not be assigned for testing.

* A specification of a schene is desirable, but early assignnent
before a specification is available is al so possible. Wen
specifications are not provided, the description provided needs to
have sufficient information to identify what the point is being
used for.

* Experts should take into account that field values are fit for
pur pose. For exanple, the menonic should be indicative and and
have a pl ausi bl e connection to the schene’s notification
mechani sm

_dsync Under score Name

Per [ RFC8552], IANA is requested to add the following entries to the
"Underscored and d obally Scoped DNS Node Nanes" registry:

S T S dememmememeeaaaas +
| RR Type | _NODE NAME | Reference |
S R R o e e e oo +
| DSYNC | _dsync | (this docunent)

S TRy S I +
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7. Inplenentation Status

*Note to the RFC Editor*: please renove this entire section before
publi cati on.

Johan Stenstanis experinmental nameserver inplenments this draft
(https://github. conljohanix/tdns).

7.1. Child DNS Operator-side
* |ronDNS i npl enentati on under way
* deSEC i npl ement ati on under way (Ql/2025)
7.2. Parent-side
* SWTCH (.CH .LI) inplenmentation is under way.
* SE/.NUWII inplenent this once it is an RFC
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Appendi x A, Efficiency and Convergence Issues in DNS Scanni ng
A.1l. Oiginal NOTIFY for Zone Transfer Nudging

[ RFC1996] introduced the concept of a DNS Notify nessage whi ch was
used to inprove the convergence time for secondary servers when a DNS
zone had been updated in the primary. The basic idea was to augnent
the traditional "pull" mechanism (a periodic SOA query) with a "push”
mechani sm (a Notify) for a commbn case that was ot herw se very
inefficient (due to either slow convergence or wasteful overly
frequent scanning of the primary for changes).

While it is possible to indicate how frequently checks shoul d occur

(via the SOA Refresh paraneter), these checks did not allow catching
zone changes that fall between checkpoints. [RFCL996] addressed the
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optinization of the tine-and-cost trade-off between a secondary
checking frequently for new versions of a zone, and infrequent
checki ng, by replacing schedul ed scanning with the nore efficient
NOTI FY mechani sm

A 2. Simlar Issues for DS Mii ntenance and Beyond

Today, we have sinilar issues with sl ow updates of DNS data in spite
of the data having been published. The two npost obvi ous cases are
CDS and CSYNC scanners depl oyed in a growi ng nunber of TLD
registries. Because of the |arge nunber of child del egations,
scanning for CDS and CSYNC records is rather slow (as in infrequent).

It is only a very small nunber of the del egations that will have
updat ed CDS or CDNSKEY record in between two scanning runs. However,
frequent scanning for CDS and CDNSKEY records is costly, and

i nfrequent scanni ng causes sl ower convergence (i.e., delay until the
DS RRset is updated).

Unlike in the original case, where the primary is able to suggest the
scanning interval via the SOA Refresh paraneter, an equival ent
mechani sm does not exist for DS-rel ated scanni ng.
Al of the above also applies to automated NS and gl ue record
mai nt enance via CSYNC scanni ng [ RFC7477]. Again, given that CSYNC
records change only rarely, frequent scanning of a | arge nunber of
del egati ons seens di sproportionately costly, while infrequent
scanni ng causes slower convergence (delay until the delegation is
updat ed) .
Wi |l e use of the NOTIFY nechani smfor coordinating the key exchange
in multi-signer setups [I-D.ietf-dnsop-dnssec-automation] is
concei vabl e, the detailed specification is left for future work.
Appendi x B. Change History (to be renoved before publication)

* draft-ietf-dnsop-generalized-notify-09

Leftover editorial changes
* draft-ietf-dnsop-generalized-notify-08

| ESG revi ew editorial changes

Added gui delines for expert review (IESG feedback)

Nits fromDnsdir tel echat revi ew
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* draft-ietf-dnsop-generalized-notify-07

| ESG revi ew changes (notable: schenme now has menoni c; el se
editorial)

Nits from Opsdir tel echat review

* draft-ietf-dnsop-generalized-notify-06
Nits from Genart review
Nits from Opsdir review
Nits fromDnsdir review

* draft-ietf-dnsop-generalized-notify-05
Editorial changes

* draft-ietf-dnsop-generalized-notify-04
Add section on Inplenentation Status
Use assigned DSYNC RRtype val ue
Def i ne DSYNC presentation format
Make all needed | ANA requests
Editorial changes

* draft-ietf-dnsop-generalized-notify-03
I ncl ude DNSSEC boot strappi ng use case
Renove sections with approaches not pursued
Editori al changes

* draft-ietf-dnsop-generalized-notify-02
Nits by Tim W cinski
Dnsdir feedback
Specify timeout and error handling

Editorial nits
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Reserve schene value O

* draft-ietf-dnsop-generalized-notify-01
Reserve scheme val ues 128-255
Renarme NOTIFY rrtype to DSYNC (to distinguish from NOTI FY nmessage)
Descri be endpoi nt di scovery
Di scussi on on garbage notifications
More di scussion on anplification risks
Cl ean-up, editorial changes

* draft-ietf-dnsop-generalized-notify-00
Revi si on after adoption

* draft-thomassen-dnsop-generalized-dns-notify-02
Add rationale for staying in band
Add John as an aut hor

* draft-thomassen-dnsop-generalized-dns-notify-01
Mention Ry-to-Rr forwarding to accommpdat e RRR nodel
Add port nunber flexibility
Add schene paraneter
Drop SRV-based alternative in favour of new NOTI FY RR
Editorial inprovenents

* draft-thomassen-dnsop-generalized-dns-notify-00
Initial public draft.
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