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Abst ract

Enabl i ng support for automatic acceptance of DNSSEC Del egati on Signer
(DS) paraneters fromthe Child DNS operator (via RFCs 7344, 8078,
9615) requires the parental agent, often a registry or registrar, to
make a nunber of technical decisions around acceptance checks, error
and sucess reporting, and nmulti-party issues such as concurrent
updates. This docunent describes recomendati ons about how t hese

poi nts are best addressed in practice.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunment takes place on the Domai n Nane System
Qperations Wrking Goup nmailing list (dnsop@etf.org), which is

archived at https://mailarchive.ietf.org/arch/browse/dnsop/.

Source for this draft and an issue tracker can be found at
https://github. com peterthomassen/ draft-shetho-dnsop-ds-aut onati on.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 19 Cctober 2026.
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1. Introduction

[ RFC7344], [RFC8078], and [ RFC9615] autonmate DNSSEC [ RFC9364]

del egation trust mai ntenance by having the child publish Child DS
(CDS) and/or Child DNSKEY (CDNSKEY) records which indicate the
del egation’s desired DNSSEC paraneters ("DS autonmation").

Parental Agents using these protocols have to make a nunber of
technical decisions relating to issues of acceptance checks, tim ng,
error reporting, locks, etc. Additionally, when using the
registrant-registrar-registry (RRR) nodel (as is conmmon anongst top-
| evel dommins), both the registrar and the registry can effect
parent -si de changes to the delegation. In such a situation,

addi tional opportunities for inplenentation differences arise.

Not all existing DS automati on depl oyments have nmade the sane choices
with respect to these questions, |eading to somewhat inconsistent
behavior. Fromthe perspective of a domain holder with domai n nanes
under various TLDs, this may be unexpected and confusi ng.

In the followi ng sections, operational questions are first raised and
answered with the correspondi ng recomendati ons. Each section is
concluded with an analysis of its recomendati ons and rel ated
considerations. A conbined view of the recomendati ons from al
sections is given in Appendi x A

Readers are expected to be famliar with DNSSEC
[ RFC9364] [ RFC9615] [ RFC9859] .

1.1. Requirenents Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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2. Term nol ogy

The term Parental Agent is used as defined in Section 1.1 of

[ RFC7344]. The docunent also uses ternms defined in [ RFC9499], in

particul ar:

* DNS operat or

* Registry

* Registrant

* Registrar

In addition, the docunent nakes use of the follow ng ternmns:

Child zone: DNS zone whose del egation is in the Parent zone.

Child (DNS operator): DNS operator responsible for a Child zone

Parent zone: DNS zone that holds a delegation for a Child zone.

Parent (DNS operator): The DNS operator responsible for a Parent
zone and, thus, involved with the nai ntenance of the delegation's
DNSSEC paraneters (in particular, the acceptance of these
paraneters and the publication of correspondi ng DS records).

RRR Model: The registrant-registrar-registry (RRR) interaction
framework, where registrants interact with a registrar to register
and nanage dommi n nanmes, and registrars interact with the domain’s
registry for the provision and managenent of domai n nanes on the
registrant’s behalf. This nodel is common anpbngst TLDs.

3. Recomendations for Deploynents of DS Autonation

Depl oynents of DS automati on SHOULD fol | ow t he recommendati ons set

out in this docunent, both to achieve a nore uniformtreatnent across

suffixes — mnimzing user surprise — and to prevent disruption of

DNS and DNSSEC functionality. The reconmendati ons are intended to
provi de baseline safety and uniformty of behavior across parents.

Sheng & Thonassen Expires 19 COctober 2026 [ Page 4]



I nternet-Draft DS Aut omati on April 2026

Reconmendati ons given in this docunent are optimzed as to maxim ze
interoperability and safety. |In certain cases, |local policy may take
precedence, such as when a registry is subjected to nationa
cryptographic policy requirenments. However, not follow ng any

requi renents designated with the "SHOULD' key word will generally
lead to undesirable effects of ambiguity and interoperability issues.
When i npl erenting these recommendati ons, operators have to carefully
wei gh whether any particular deviation is justified in their
particul ar context.

Regi stries with additional requirenents on DS update checks MAY
i npl emrent any additional checks in line with |ocal policy.

4. Acceptance Checks and Safety Measures

Thi s section provides recomendati ons to address the follow ng
operational questions:

* \What kind of acceptance checks should be perforned on DS
par aneters?

* Shoul d these checks be perforned upon acceptance or al so
continually when in place?

* How do TTLs and caching i npact DS provisioning? Howinportant is
timng in a child key change?

* Are paraneters for DS automati on best conveyed as CDNSKEY or CDS
records, or both?

4.1. Reconmendati ons
1. Entities perform ng automated DS mai nt enance SHOULD verify:
a. the unanbigious intent of each DS update request as per
[I1-D.ietf-dnsop-cds-consistency], by checking its consistency
bot h
* between any published CDS and CDNSKEY records, and
* across all authoritative naneservers in the del egation,

and

b. that the resulting DS record set would all ow conti nued DNSSEC
validation if depl oyed,

and cancel the update if the verifications do not succeed.
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2. Parent-side entities (such as registries) SHOULD reduce a DS
record set’s TTL to a val ue between 515 m nutes when the set of
records is changed, and restore the normal TTL value at a | ater
occasi on (but not before the previous DS RRset’'s TTL has
expired).

3. DNS operators SHOULD publish both CDNSKEY and CDS records, and
foll ow best practice for the choice of hash digest type
[ DS- 1 ANA] .

4.2. Analysis
4.2.1. Continuity of Resolution

To maintain the basic resolution function, it is inportant to avoid
the depl oynment of flawed DS record sets in the parent zone. It is

therefore desirable for the Parent to verify that the DS record set
resulting froman automated (or even nmanual) update does not break

DNSSEC validation if deployed, and otherw se cancel the update.

This is best achieved by:

1. verifying that consistent CDS/ CONSKEY responses are served by al
of the del egation’s naneservers [I-D.ietf-dnsop-cds-consistency];

2. verifying that the resulting DS Resource Record set (RRset) does
not break the delegation if applied ([RFC7344], Section 4.1),
i.e., it provides at least one valid path for validators to use
([ RFC6840], Section 5.11). This is the case if the child's
DNSKEY RRset has a valid RRSIG signature froma key that is
referenced by at |east one DS record, with the digest type and
signing al gorithm val ues desi gnated as "RECOMVENDED' or "MJST" in
the "Use for DNSSEC Validation" colums of the relevant | ANA
registries ([ DS-1ANA] and [ DNSKEY-1ANA]). Note that these checks
need not be enforced when provisioning DS records nmanual ly in
order to enable the use other digest types or algorithns for
potentially non-interoperabl e purposes.

Even wi t hout an update being requested, Parents may occasionally

check whether the current DS contents would still be acceptable if
they were newy subnitted in CDS/ CDNSKEY form (see Section 4). Any
failures — such as a mnissing DNSKEY due to inproper rollover timng

([ RFC6781], Section 4.1), or changed al gorithm requirenents — can
then be comunicated in line with Section 5, wi thout altering or
renovi ng the existing DS RRset.
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4.2.2. TTLs and Caching

To further reduce the inpact of any m sconfigured DS record set — be
it fromautomated or from manual provisioning — the option to quickly
roll back the del egati on’s DNSSEC paraneters is of great inportance
This is achieved by setting a conparatively low TTL on the DS record
set in the parent domain, at the cost of reduced resiliency against
naneserver unreachability due to the earlier expiration of cached
records. The availability risk can be mtigated by Iimting such

TTLs to a brief tinme period after a change to the DS configuration,
during which roll backs are nost likely to occur

Regi stries therefore should significantly Iower the DS RRset’'s TTL
for sone tine following an update. Pragmatic values for the reduced
TTL val ue range between 515 m nutes. Such |ow TTLs m ght be
expected to cause increased | oad on the corresponding authoritative
nanmeservers; however, recent measurements have denonstrated themto
have negligi bl e inmpact on the overall |oad of a registry’'s

aut horitative nanmeserver infrastructure [LowTTL].

The reduction should be in effect at |east for a couple of days and
until the previous DS record set has expired fromcaches, that is,
the period during which the lowTTL is applied typically will
significantly exceed the normal TTL value. Wen using the Extensible
Provi si oni ng Protocol (EPP) [RFC5730], the domain <info> commuand
described in Section 2.1.1.2 of [RFC9803] is available for
advertising the server’s TTL policy.

Wil e this approach enabl es quick rollbacks, timng of the desired DS
update process itself is largely governed by the previous DS RRset’s
TTL, and therefore does not generally benefit froman overall speed-
up. Note also that nothing is gained fromfirst lowering the TTL of
the old DS RRset: such an additional step would, in fact, require
anot her wait period while resolver caches adjust. For the sake of
conpl eteless, there likewise is no point to increasing any DS TTL

val ues beyond their normal val ue.

4.2.3. CDS vs. CDNSKEY

DS records can be generated frominformation provided either in DS
format (CDS) or in DNSKEY format (CDNSKEY). Wile the fornat of CDS
records is identical to that of DS records (so the record data be
taken verbatin), generation of a DS record from CDNSKEY i nfornmation

i nvol ves comnputing a hash.

Whet her a Parent processes CDS or CDNSKEY records depends on their
pr ef erence:
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* Processing (and storing) CDNSKEY information allows the Parent to
control the choice of hash algorithns. The Parent nay then
unilaterally regenerate DS records with a different choice of hash
al gorithm(s) whenever deemed appropriate.

* Processing CDS information allows the Child DNS operator to
control the hash digest type used in DS records, enabling the
Child DNS operator to deploy (for exanple) experinental hash
di gests and renoving the need for registry-side changes when
addi tional digest types becone avail abl e.

The need to nmake a choice in the face of this dichotony is not
specific to DS autonmation: even when DNSSEC paraneters are relayed to
the Parent through conventional channels, the Parent has to make some
choi ce about which format(s) to accept.

As there exists no protocol for Child DNS operators to discover a
Parent’s input format preference, it is best for interoperability to
publish both CDNSKEY as well as CDS records, in line with Section 5
of [RFC7344]. The choice of hash digest type should follow current
best practice [DS-1ANA].

Publ i shing the sanme information in two different formats i s not
ideal. Still, it is much | ess conplex and costly than burdening the
Child DNS operator with discovering each Parent’s current policy.
Also, it is very easily automated. Operators should ensure that
publ i shed RRsets are consistent with each ot her

If both RRsets are published, Parents are expected to verify

consi stency between them by verifying that they refer to the sane set
of keys [I-D.ietf-dnsop-cds-consistency]. The CDS digest field need
only be verified when the hash digest algorithmis designated as
"MUST" in the "Inplement for DNSSEC Del egation"” colum of the "Di gest
Al gorithns" registry [DS-1ANA], and may ot herw se be ignored when the
di gest type is unsupport ed.

By rejecting the DS update if RRsets are found to be inconsistent,
Child DNS operators are held responsi bl e when publishing
contradictory information. Note that this does not inply a
restriction to the hash digest types found in the CDS RRset: if no
i nconsi stencies are found, the parent can publish DS records with
what ever digest type(s) it prefers.

5. Reporting and Transparency

This section provides recomendati ons to address the follow ng
operational question

Sheng & Thonassen Expires 19 COctober 2026 [ Page 8]



I nternet-Draft DS Aut omati on April 2026

* Should a failed (or even successful) DS update trigger a
notification to anyone?

5.1. Recommendati ons

1. For certain DS updates (see analysis (Section 5.2)) and for DS
deactivation, relevant points of contact known to the zone
operat or SHOULD be notifi ed.

2. For error conditions, the child DNS operator and the donmain's
technical contact (if applicable) SHOULD be notified first. The
regi strant SHOULD NOT be notified unless the problem persists for
a prol onged anount of time (e.g., three days).

3. Child DNS operators SHOULD be notified using a report query
[ RFC9567] to the agent domain as described in Section 4 of
[ RFC9859]. Notifications to hunans (donain holder) will be
performed in accordance with the comruni cati on preferences
established with the parent-side entity (registry or registrar).
The sane conditi on SHOULD NOT be reported unnecessarily
frequently to the same recipient.

4. In the RRR nodel, registries perfornming DS autonati on SHOULD
informthe registrar of any DS record changes via the EPP Change
Pol I Extension [ RFC8590] or a simlar channel

5. The currently active DS configuration SHOULD be made accessi bl e
to the registrant (or their designated party) through the
custoner portal available for domain managenent. The DS update
hi story MAY be nmade available in the sane way.

5.2. Analysis

When accepting or rejecting a DS update, it cannot be assuned that
rel evant parties are aware of what's happening. For exanple, a

regi strar may not know when an automatic DS update is perfornmed by
the registry. Simlarly, a Child DNS operator may not be aware when
their CDS/ CDNSKEY RRsets are out of sync across naneservers, thus
bei ng ignored.

To help involved parties act appropriately and in a tinmely nmanner,
entities perform ng automated DS mai nt enance shoul d report on
conditions they encounter. The follow ng success situations may be
of particular interest:

1. A DS RRset has been provisioned

a. nmanually;
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b. due to comrencing DS automation (either via DNSSEC
boot strapping, or for the first time after a manual change;
see Section 7);

c. automatically, as an update to an existing DS RRset that had
itself been automatically provisioned.

2. The DS RRset has been renpved

a. nmanually;

b. automatically, using a delete signal ([RFC8078], Section 4).
In addition, there are error conditions worthy of being reported:

3. A pending DS update cannot be applied due to an error condition
There are various scenari os where an automated DS update night
have been requested, but can’t be fulfilled. These include:

a. The new DS record set would break validation/resolution or is
not acceptable to the Parent for sone other reason (see
Section 4).

b. A lock prevents DS automation (see Section 6).

4. No DS update is due, but it was determ ned that the Child zone is
no |l onger conpatible with the existing DS record set (e.g., DS
RRset only references non-existing keys).

For these reportworthy cases, the entity perforning DS automation
woul d be justified to attenpt conmunicating the situation. Potenti al
reci pients are:

* Child DNS operator, preferably by making a report query [ RFC9567]
to the agent domain listed in the EDNSO Report - Channel option of
the DS update notification that triggered the DS update
([ RFC9859], Section 4), or else via emuil to the address contai ned
in the child zone’s SOA RNAME field (see Sections 3.3.13 and 8 of
[ RFC1035]);

* Registrar (if DS automation is perforned by the registry);

* Regi strant (domain holder; in non-technical |anguage, such as
"DNSSEC security for your domain has been enabled and will be
mai nt ai ned automatically") or technical contact, in accordance
with the conmunication preferences established with the parent-
side entity.
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For manual updates (case la), commrencing DS automation (case 1b), and
deactivating DNSSEC (case 2), it seenms worthwhile to notify both the
domain’s technical contact (if applicable) and the registrant. This
will typically lead to one notification during nornal operation of a
domai n. (Case 1lc, the regul ar operation of automation, is not an
interesting condition to report to a hunman.)

For error conditions (cases 3 and 4), the registrant need not always
be involved. It seens advisable to first notify the domain’s
techni cal contact and the DNS operator serving the affected Child
zone, and only if the problem persists for a prolonged anount of tine
(e.g., three days), notify the registrant.

When the RRR nodel is used and the registry perforns DS automati on,
the registrar should always stay informed of any DS record changes,
e.g., via the EPP Change Pol| Extension [ RFC8590].

Overly frequent reporting of the same condition to the sane recipient
is discouraged (e.g., no nore than twice in a row). For exanple,
when CDS and CDNSKEY records are inconsistent and prevent DS
initialization, the registrant may be notified twice. Additiona
notifications my be sent with sone back-off nmechanism (in increasing
interval s).

The registrant (or their designated party) should be able to retrieve
the current DS configuration through the customer portal avail able
for domai n management. Ideally, the history of DS updates would al so
be avail able. However, due to the associated state requirenents and
the lack of direct operational inpact, inplenmentation of this is

opti onal

6. Registration Locks

Thi s section provides recomendati ons to address the follow ng
operational question

* How does DS automation interact with other registration state
paraneters, such as registration | ocks?

6.1. Recomendations
1. To secure ongoing operations, automated DS nai nt enance SHOULD NOT
be suspended based on a registrar update | ock al one (such as EPP
status client Updat eProhibited [ RFC5731]).
2. \Wen perforned by the registry, automated DS nai nt enance SHOULD

NOT be suspended based on a registry update | ock al one (such as
EPP st atus server Updat eProhi bited [ RFC5731]).
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6.2. Analysis

Regi stries and registrars can set various types of |ocks for domain
regi strations, usually upon the registrant’s request. An overvi ew of
standardi zed | ocks using EPP, for exanple, is given in Section 2.3 of
[ RFC5731]. Sone registries may offer additional (or other) types of

| ocks whose neani ng and set/unset mechani snms are defined according to
a proprietary policy.

Wi |l e sone | ocks clearly should have no inpact on DS automation (such
as transfer or deletion |ocks), other types of |ocks, in particular
"update | ocks", deserve a closer analysis.

6.2.1. Registrar vs. Registry Lock

A registrar-side update | ock (such as clientUpdateProhibited in EPP)
protects against various types of accidental or malicious change
(l'i ke uni ntended changes through the registrar’s custoner portal).
Its security nodel does not prevent the registrar’s (nor the
registry’'s) actions. This is because a registrar-side | ock can be
renoved by the registrar w thout an out-of-band interaction

Under such a security nodel, no tangible security benefit is gained
by preventing automated DS nmai nt enance based on a registrar |ock

al one, while preventing it would nake nai nt enance needl essly
difficult. 1t therefore seenms reasonable not to suspend automation
when such a lock is present.

When a registry-side update lock is in place, the registrar cannot
apply any changes (for security or delinquency or other reasons).
However, it does not protect agai nst changes made by the registry
itself. This is exenplified by the serverUpdat eProhi bited EPP
status, which demands only that the registrar’s "[r]equests to update
the object [...] MIST be rejected" (Section 2.3 of [RFC5731]). This
type of lock therefore precludes DS automati on by the registrar,
whi |l e registry-side autonati on may conti nue.

DS automation by the registry further is consistent with Section 2.3
of [RFC5731], which explicitly notes that an EPP server (registry)
may override status values set by an EPP client (registrar), subject
to local server policies. The risk that DS changes fromregistry-
side DS automati on m ght go unnoticed by the registrar is mtigated
by sendi ng change notifications to the registrar; see Recommendati on
4 of Section 5.
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6.2.2. Detailed Rational e

Pre-DNSSEC, it was possible for a registration to be set up once,
then | ocked and | eft alone (no mai ntenance required). Wth DNSSEC
conmes a change to this operational nodel: the configuration may have
to be nmaintained in order to remain secure and operational. For
exanpl e, the Child DNS operator nmay switch to another signing
algorithmif the previous one is no | onger deenmed appropriate, or
roll its Secure Entry Point (SEP) key for other reasons. Such
changes entail updating the delegation’s DS records.

If authenticated, these operations do not qualify as accidental or
mal i ci ous change, but as legitimte and nornmal activity for securing
ongoi ng operation. The CDS/ CDNSKEY met hod provi des an automati c,

aut henti cated neans to convey DS update requests. The resulting DS
update is subject to the parent’s acceptance checks; in particular,
it is not applied when it would break the del egation (see Section 4).

G ven that registrar |ocks protect against unintended changes (such
as through the customer portal) while not preventing actions done by
the registrar (or the registry) thenmself, such a lock is not suitable
for defending agai nst actions perfornmed illegitimtely by the
registrar or registry (e.g., due to conpronmise). Any attack on the
registration data that is feasible in the presence of a registrar
lock is also feasible regardl ess of whether DS maintenance is done
automatically; in other words, DS automation is orthogonal to the
attack vector that a registrar |ock protects against.

Consi dering that automated DS updates are required to be

aut henticated and validated for correctness, it thus appears that
honori ng such requests, while in the registrant’s interest, cones
with no additional associated risk. Suspending automated DS

mai nt enance therefore does not seemjustified.

Following this line of thought, at the tine of document witing sone
registries (e.g., .ch/.cz/.li) perform automted DS mai nt enance even
when an "update lock" is in place. Registries offering proprietary
| ocks should carefully consider for each | ock whether its scope
warrants suspensi on

In case of a domain not yet secured with DNSSEC, automatic DS
initialization is not required to nmaintain ongoi ng operation;
however, authenticated DNSSEC boot strappi ng [ RFC9615] mi ght be
requested. Besides being in the interest of security, the fact that
a Child is requesting DS initialization through an authenticated

met hod expresses the registrant’s intent to have the del egation
secur ed.
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Further, some domains are equi pped with an update | ock by default.
Not honori ng DNSSEC boot strappi hg requests then i nposes an additiona
burden on the registrant, who has to unlock and relock the domain in
order to facilitate DS provisioning after registration. This is a
needl ess cost especially for large donmain portfolios. It is also
unexpected, as the registrant already has arranged for the necessary
CDS/ CDNSKEY records to be published. It therefore appears that DS
initialization and rollovers should be treated the same way with
respect to | ocks.

Multiple Submitting Parties

This section provides recommendati ons to address the foll ow ng
operati onal questi ons:

* How are conflicts resolved when DS paraneters are accepted through
mul tiple channels (e.g., via a conventional channel and via
aut omat i on) ?

* In case both the registry and the registrar are automating DS
updates, how to resol ve potential collisions?

Recomrendat i ons

1. Registries and registrars SHOULD provi de another (e.g., nanual)
channel for DS mmintenance in order to enable recovery when the
Child has | ost access to its signing key(s). This out-of-band
channel is also needed when a DNS operator does not support DS
automati on or refuses to cooperate.

2. DS update requests SHOULD be executed i medi ately after
verification of their authenticity, regardl ess of whether they
are received in-band or via an out-of-band channel

3. Wen processing a CDS/ CDNSKEY "del ete" signal to renove the
entire DS record set ([ RFC8078], Section 4), DS automation SHOULD
NOT be suspended. For all other renpval requests (such as when
received via EPP or a web form, DS automation SHOULD be
suspended until a new DS record set has been provisioned, in
order to prevent accidental re-initialization when the registrant
i ntended to di sabl e DNSSEC

4. \Whenever a non-enpty DS record set is provisioned, through

whi chever channel, DS automati on SHOULD NOT (or no | onger) be
suspended (including after an earlier renoval).
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5. In the RRR nodel, a registry SHOULD NOT automatically initialize
DS records when it is known that the registrar does not provide a
way for the domain holder to | ater disable DNSSEC. |If the
regi strar has declared to be perform ng aut onated DS nmi nt enance,
the registry SHOULD publish the registrar’s [ RFC9859]
notification endpoint (if applicable) and refrain fromregistry-
si de DS automati on.

7.2. Analysis

In the RRR nodel, there are nultiple channels through which DS
paraneters can be accepted:

* The registry can retrieve information about an intended DS update
automatically fromthe Child DNS operator and apply the update
directly;

* The registrar can retrieve the same and relay it to the registry;

* The registrar can obtain the information fromthe registrant
t hrough anot her channel (such as a non-automated "nmanual update”
vi a webform subm ssion), and relay it to the registry.

There are several considerations in this context, as discussed in the
fol |l owi ng subsecti ons.

7.2.1. Necessity of Non-automatic Updates

Under special circunstances, it nmay be necessary to performa non-
automati ¢ DS update. One inportant exanple is when the key used by
for authentication of DS updates is destroyed: in this case, an
automatic key rollover is inpossible as the Child DNS operator can no
| onger authenticate the associated information. Another example is
when several providers are involved, but one no | onger cooperates
(e.g., when renoving a provider froma mnulti-provider setup).

Di sabl i ng manual DS nmanagenent interfaces is therefore strongly

di scour aged.

Simlarly, when the registrar is known to not support DNSSEC (or to
lack a DS provisioning interface), it seens adequate for registries
to not perform autonated DS nmi ntenance, in order to prevent
situations in which a msconfigured del egati on cannot be repaired by
the registrant.
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7.2.2. Inpact of Non-automatic Updates: When to Suspend Automation

When an out-of-band (e.g., manual) DS update is performed while CDS/
CDNSKEY records referencing the previous DS RRset’'s keys are present,
the delegation’'s DS records may be reset to their previous state at
the next run of the autonmation process. This section discusses in
which situations it is appropriate to suspend DS automation after
such a non-automatic update.

One option is to suspend DS automation after a manual DS update, but
only until a resunption signal is observed. |In the past, it was
proposed that seeing an updated SOA serial in the child zone may

serve as a resunption signal. However, as any arbitrary nodification
of zone contents — including the regular updating of DNSSEC signature
validity tinestanps — typically causes a change in SOA serial,
resunption of DS automation after a serial change comes with a high
risk of surprise. Additional issues arise if naneservers have
different serial offsets (e.g., in a nulti-provider setup). It is
therefore advised to not follow this practice.

Note al so that "automatic roll back” due to old CDS/ CDNSKEY RRsets can
only occur if they are signed with a key authorized by one of new DS
records. Acceptance checks described in Section 4 further ensure
that updates do not break validation

Renoval of a DS record set is triggered either through a CDS/ CDNSKEY
"del ete" signal observed by the party performng the automation
([ RFC8078], Section 4), or by receiving a renoval request out-of-band

(e.g., via EPP or a web form. |In the first case, it is useful to
keep automation active for the delegation in question, to facilitate
| ater DS bootstrapping. In the second case, it is likely that the

registrant intends to disable DNSSEC for the domain, and DS
automation is best suspended (until a new DS record is provisioned
sonehow) .

One may ask how a registry can know whether a renoval request
received via EPP was the result of the registrar observing a CDS/
CDNSKEY "del ete" signal. It turns out that the registry does not
need to know that; in fact, the advice works out nicely regardl ess of
who does the autonmation:

a. Only registry: If the registry perforns autonation, then the
registry will consider any request received fromthe registrar as
out-of-band (in the context of this automation). When such
requests demand renoval of the entire DS record set, the registry
t heref ore shoul d suspend aut onati on
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b. Only registrar: The registrar can always distingui sh between
renoval requests obtained froma CDS/ CONSKEY "del ete" signal and
ot her registrant requests, and suspend autonation as appropriate.

c. In the (undesirable) case that both parties automate, there are
two cases:

* |If the registrant submts a manual renoval request to the
registrar, it is out-of-band fromthe registrar perspective
(e.g., web form, and also for the registry (e.g., EPP). As a
consequence, both will suspend automation (which is the
correct result).

* |f a CDS/ CDNSKEY "del ete" signal causes the registrar to
request DS rempoval fromthe registry, then the registry wll
suspend aut omati on (because the renoval request is received
out - of -band, such as via EPP). This is independent of whether
the registry’' s automati on has already seen the signal. The
registrar, however, will be aware of the in-band nature of the
request and not suspend automation (which is also the correct
result).

As a side effect, this works towards avoi di ng redundant
automation at the registry.

Al in all:

* |t is advisable to generally not suspend in-band DS aut onati on
when an out-of - band DS update has occurred.

* An exception fromthis rule is when the entire DS record set was
renoved through an out-of-band request, in which case the
registrant likely wants to di sable DNSSEC for the domain. DS
aut omati on shoul d then be suspended so that autonmatic re-
initialization (bootstrappi ng) does not occur

* In all other cases, any properly authenticated DS updates
recei ved, including through an automated nethod, are to be
considered as the current intent of the domain hol der.

7.2.3. Concurrent Autonatic Updates

When the RRR nodel is used, there is a potential for collision if
both the registry and the registrar are automati ng DS provisioni ng by
scanning the child for CDS/ CDNSKEY records. No disruptive
consequences are expected if both parties perform DS autonation. An
exception is when during a key rollover, registry and registrar see
different versions of the Child s DS update requests, such as when
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10.

11.

CDS/ CDNSKEY records are retrieved fromdifferent vantage points.

Al t hough unlikely due to Reconmmendation la of Section 4, this my
lead to flapping of DS updates. However, it is not expected to be
harnful as either DS RRset will allow for the validation function to
continue to work, as ensured by Recommendation 1b of Section 4. The
ef fect subsides as the Child s state eventually beconmes consi stent
(roughly, within the child s replication delay); any flapping unti
then will be a mnor nuisance only.

The issue di sappears entirely when scanning is replaced by
notifications that trigger DS mai ntenance through one party’s

desi gnat ed endpoi nt [ RFC9859], and can otherwi se be nmitigated if the
registry and registrar agree that only one of themw Il perform
scanni ng.

As a standard aspect of key rollovers [RFC6781], the Child DNS
operator is expected to nonitor propagation of Child zone updates to
all authoritative nameserver instances, and only proceed to the next
step once replication has succeeded everywhere and the DS record set
was subsequently updated (and in no case before the DS RRset’s TTL
has passed). Any breakage resulting frominproper timng on the
Child side is outside of the Parent’s sphere of influence, and thus
cannot be handled with only parent-side changes.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.

Qper ational Considerations
The docurent provi des operational recomrendati ons for DNSSEC DS
automati on. There are no additional operational considerations
beyond those listed in Appendi x A

Security Considerations

Thi s docunent considers security aspects throughout, and has no
separ at e consi derati ons.
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Appendi x A, Reconmmendati ons Overvi ew
For ease of review and referencing, the recomendations fromthis
docunent are reproduced here without further comment. For background
and analysis, refer to Sections 47.
A. 1. Acceptance Checks and Safety Measures
1. Entities perform ng automated DS nai nt enance SHOULD verify:
a. the unanbigious intent of each DS update request as per
[1-D.ietf-dnsop-cds-consistency], by checking its consistency
bot h
* between any published CDS and CDNSKEY records, and
* across all authoritative nameservers in the del egation,
and

b. that the resulting DS record set would allow conti nued DNSSEC
validation if deployed,

and cancel the update if the verifications do not succeed.
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2. Parent-side entities (such as registries) SHOULD reduce a DS
record set’s TTL to a val ue between 515 m nutes when the set of
records is changed, and restore the normal TTL value at a | ater
occasi on (but not before the previous DS RRset’'s TTL has
expired).

3. DNS operators SHOULD publish both CDNSKEY and CDS records, and
foll ow best practice for the choice of hash digest type
[ DS- 1 ANA] .

A.2. Reporting and Transparency

1. For certain DS updates (see analysis (Section 5.2)) and for DS
deactivation, relevant points of contact known to the zone
operat or SHOULD be notifi ed.

2. For error conditions, the child DNS operator and the donmain's
technical contact (if applicable) SHOULD be notified first. The
regi strant SHOULD NOT be notified unless the problem persists for
a prol onged anount of time (e.g., three days).

3. Child DNS operators SHOULD be notified using a report query
[ RFC9567] to the agent domain as described in Section 4 of
[ RFC9859]. MNotifications to humans (domai n holder) will be
performed in accordance with the comruni cati on preferences
established with the parent-side entity (registry or registrar).
The sane conditi on SHOULD NOT be reported unnecessarily
frequently to the sane recipient.

4. 1n the RRR nodel, registries perforning DS autonati on SHOULD
informthe registrar of any DS record changes via the EPP Change
Pol I Extension [ RFC8590] or a simlar channel

5. The currently active DS configuration SHOULD be nade accessi bl e
to the registrant (or their designated party) through the
custoner portal avail able for donmain managenent. The DS update
hi story MAY be nade available in the sane way.

A. 3. Registration Locks
1. To secure ongoing operations, automated DS nmai nt enance SHOULD NOT
be suspended based on a registrar update | ock al one (such as EPP
status clientUpdateProhibited [ RFC5731]).
2. \Wen perforned by the registry, automated DS mai nt enance SHOULD

NOT be suspended based on a registry update | ock al one (such as
EPP st atus server Updat eProhi bited [ RFC5731]).
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A 4.

Mul tiple Submitting Parties

Regi stries and regi strars SHOULD provi de another (e.g., manual)
channel for DS mmintenance in order to enable recovery when the
Child has lost access to its signing key(s). This out-of-band

channel is also needed when a DNS operator does not support DS

automati on or refuses to cooperate.

DS update requests SHOULD be executed inmediately after
verification of their authenticity, regardl ess of whether they
are received in-band or via an out-of-band channel

When processing a CDS/ CDNSKEY "del ete" signal to renpve the
entire DS record set ([ RFC8078], Section 4), DS automati on SHOULD
NOT be suspended. For all other renmpoval requests (such as when
received via EPP or a web form, DS automati on SHOULD be
suspended until a new DS record set has been provisioned, in
order to prevent accidental re-initialization when the registrant
i ntended to di sabl e DNSSEC

VWhenever a non-enpty DS record set is provisioned, through
whi chever channel, DS automati on SHOULD NOT (or no | onger) be
suspended (including after an earlier renoval).

In the RRR nodel, a registry SHOULD NOT automatically initialize
DS records when it is known that the registrar does not provide a
way for the domain holder to | ater disable DNSSEC. |If the

regi strar has declared to be perform ng automated DS nmi nt enance,
the registry SHOULD publish the registrar’s [ RFC9859]
notification endpoint (if applicable) and refrain fromregistry-
si de DS automati on.
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Change type to BCP

Fol d CDS/ CDNSKEY consi stency requirenents (Section 6) into
Section 2 (on acceptance checks)

Clarify continuity of validation

In RRR, clarify that registries should not bootstrap if registrar
has no deactivation interface (or if registrar does the

aut onat i on)

Renove Appendi x C (" Approaches not pursued")

* draft-ietf-dnsop-ds-automation-01

Renove Recommendation 6.1.2 which had told parents to require
publication of both CDS and CDNSKEY

Clarify Recomrendation 5.1.3 (on suspension of automation after DS
RRset renoval) and provide extra anal ysis

Provi ding access to DS update history is now optiona
Humans (donmai ns hol ders) should be notified according to
preferences established with registry/registrar (not necessarily
via email)
Renove redundant Reconmendation 5.1.5 (sane as 3.1.4)
Editorial changes
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Editorial changes
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Initial public draft.
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