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Abst ract

Many application services on the Internet need to verify ownership or
control of a domain in the Domain Name System (DNS). The genera
termfor this process is "Domain Control Validation", and can be done
using a variety of nmethods such as email, HTTP/HTTPS, or the DNS
itself. This docunment focuses only on DNS-based nethods, which
typically involve the Application Service Provider requesting a DNS
record with a specific format and content to be visible in the domain
to be verified. There is wide variation in the details of these

met hods today. This docunent provides sone best practices to avoid
known probl ens.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Source for this draft and an issue tracker can be found at
https://github.comietf-wy-dnsop/draft-ietf-dnsop-donain-
verification-techni ques/.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Many Application Service Providers of internet services need donmain
owners to prove that they control a particular DNS domain before the
Application Service Provider can operate services for or grant somne
privilege to that domain. For instance, Certification Authorities
(CAs) ask requesters of TLS certificates to prove that they operate
the domain they are requesting the certificate for. Application
Service Providers generally allow for several different ways of
proving control of a domain. In practice, DNS-based methods take the
formof the Application Service Provider generating a random token
and asking the requester to create a DNS record containing this
random t oken and placing it at a location within the donain that the
Application Service Provider can query for

Thi s docunent recomends using TXT based donmain control validation in
a way that is targeted to the specific application service and uses
random t okens.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

* Application Service Provider: an internet-based provider of a
service, for e.g., a Certification Authority or a service that
all ows for user-controlled websites. These services often require
a User to verify that they control a domain. The Application
Service Provider may be inplenmenting a standard protocol for
domai n validation (such as [ RFC8555]) or they may have their own
speci fication.

* DNS Administrator: the owner or responsible party for the contents
of a domain in the DNS

Sahi b, et al. Expi res 8 January 2026 [ Page 3]



I nternet-Draft Domai n Control Validation using DNS July 2025

* |Intermediary: an internet-based service that |everages the
services of other providers on behalf of a User. For example, an
Internediary m ght be a service that allows for User-controlled
websites and in-turn needs to use a Certification Authority
provider to get TLS certificates for the User on behal f of the
website.

* Random Token: a random val ue that uniquely identifies the DNS
domai n control validation challenge, defined in Section 5.1.1

* User: the owner or operator of a donmain in the DNS who needs to
prove ownership of that domain to an Application Service Provider
often on behal f of an account at the Application Service Provider,
working in coordination with their DNS Admi nistrator.

* Validation Record: the DNS record that is used to prove ownership
of a dommin nane ([RFC9499]). It typically contains an
unguessabl e val ue generated by the Application Service Provider
whi ch serves as a challenge. The Application Service Provider
| ooks for the Validation Record in the zone of the domain nane
being verified and checks if it contains the unguessabl e val ue.

3. Purpose of Donmain Control Validation

Domain Control Validation allows a User to denonstrate to an
Application Service Provider that they have enough control over a
domain to place a DNS chal |l enge provi ded by Application Service
Provider into the domain. Because the challenge becones publically
visible as soon as it is placed into the DNS, the security properties
rely on the causal relationship between the Application Service

Provi der generating a specific challenge and the chall enge appearing
in the DNS at a specified | ocation. Domain Control Validation can be
used either as a one-off or for a persistent validation depending on
the application scenario:

* As a one-off validation, the Validation Record is time-bound, and
it can be renoved once its presence is confirmed by the
Application Service Provider. These are appropriate when the
validation is being perfornmed as part of an action such as
requesting certificate issuance.

* As a persistent validation, the introduction of the Validation
Record into the donain denonstrates to the Application Service
Provi der that the User had control over the domain at that tine,
and its continued presence denpnstrates only that either the DNS
Admi nistrator of the domain has left the Validation Record in-
pl ace (perhaps unintentionally) or that a new owner of the donain
has re-introduced the Validation Record. The validation can be
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revoked by removing the Validation Record although this revocation
will not be noticed until the Application Service Provider next
checks for the presence of the record.

Persistent validation is only appropriate for applications where the
validation is tightly coupled to the User at the Application Service
Provider, as once a token is disclosed there is no guarantee that it
hasn’t been copi ed by the new owner of a domain.

Del egated Dormai n Validation (Section 6) is typically used as a way to
adapt between these nodes, with a persistent validation to an
Internediary enabling the Internediary to transitively perform
recurring one-off validations.

4. Scope of Validation

For security reasons, it is crucial to understand the scope of the
domai n nane being validated. Both Application Service Providers and
the User need to clearly specify and understand whet her the
validation request is for a single hostname, a wildcard (al

host names i mredi atel y under that domain), or for the entire domain
and subdonains rooted at that nane. This is particularly inportant
inlarge nulti-tenant enterprises, where an individual deployer of a
service may not necessarily have operational authority of an entire
domai n.

In the case of X.509 certificate issuance, the certificate signing
request and associ ated chall enge are cl ear about whether they are for
a single host or a wildcard donain. Unfortunately, the ACME
protocol’s DNS-01 chal |l enge nechani sm ([ RFC8555], Section 8.4) does
not differentiate these cases in the DNS Validation Record. In the
absence of this distinction, the DNS adnministrator tasked with

depl oying the Validation Record may need to explicitly confirmthe
details of the certificate issuance request to nake sure the
certificate is not given broader authority than the User intended.

In the nore general case of an Internet application service granting
authority to a domain owner, again no existing DNS chall enge scheme
makes this distinction today. New applications shoul d consider
havi ng different application nanes for different scopes, as

descri bed. Regardless, services should very clearly indicate the
scope of the validation in their public docunentation so that the
domain administrator can use this information to assess whether the
Validation Record is granting the appropriately scoped authority.

Sahi b, et al. Expi res 8 January 2026 [ Page 5]



I nternet-Draft Domai n Control Validation using DNS July 2025

5. Recommendati ons

Al'l Domain Control Validation mechanisns are inplenented by a DNS
resource record with at least the follow ng infornmation

1. A record nane related to the donai n nanme being validated, usually
constructed by prepending an application specific |abel

2. One or nore random t okens.
5.1. TXT Record based Validation
The RECOMMENDED net hod of doi ng DNS-based domai n control validation

is to use DNS TXT records as the Validation Record. The nane is
constructed as described in Section 5.2, and RDATA MJST contain at

| east a Random Token (constructed as in Section 5.1.1). If there are
mul ti ple RDATA strings for a record, the Application Service Provider
MJUST treat them as a concatenated string. |f netadata (see

Section 5.1.2) is not used, then the uni que token generated as-above
can be placed as the only contents of the RDATA. For exanpl e:

_exanpl e_service-chal | enge. exanple.com IN TXT "3419...3d206c4"

This again allows the Application Service Provider to query only for
application-specific records it needs, while giving flexibility to
the User adding the DNS record (i.e., they can be given perm ssion to
only add records under a specific prefix by the DNS adm nistrator).

Application Service Providers MJST validate that a randomtoken in
the TXT record matches the one that they gave to the User for that
specific domain name. Wether multiple Validation Records can exi st
for the same domain is up to the Application Service Provider’s
application specification. 1In case there are multiple TXT records
for the specific domain nane, the Application Service Provider MJST
confirmat |east one record matches.

5.1.1. Random Token
A uni que token should be used in the challenge. It should be a
random val ue i ssued between parties (Application Service Provider to
User, Application Service Provider to Internediary, or Internediary
to User) with the follow ng properties:
1. MJST have at least 128 bits of entropy.

2. base64ur| ([ RFC4648], Section 5) encoded, base32 ([ RFC4648],
Section 6) encoded, or basel6 ([ RFC4648], Section 8) encoded.
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See [ RFC4086] for additional information on randonmess requirenents.

Base32 encodi ng or hexadeci mal basel6 encodi ng are RECOVMENDED to be
speci fi ed when the random token would exist in a DNS | abel such as in
a CNAME target. This is because base64 relies on mxed case (and DNS
is case-insensitive as clarified in [ RFC4343]) and because sone
base64 characters ("/", "+", and "=") may not be permitted by

i mpl ementations that limt allowed characters to those allowed in
host names. |If base32 is used, it SHOULD be specified in a way that
safely omits the trailing padding ("="). Note that DNS | abels are
limted to 63 octets which limts how | arge such a token nay be.

This randomtoken is placed in either the RDATA or an owner nane, as
described in the rest of this section. Some methods of validation
may involve nultiple i ndependent random tokens.

5.1.2. Token Mt adata

It may be desirable to associate nmetadata with the token in a
Val i dati on Record. When specified, metadata SHOULD be encoded in the
RDATA vi a space-separated ASCI| key-value pairs, with the key "token"
prefixing the randomtoken. For exanpl e:

_exanpl e_service-chal | enge. exanple.com IN TXT "token=3419...3d206c4"

If there are nultiple tokens required, each one MJST be in a separate
RRto allowthemto match up with any additional attributes. For
exanpl e:

_exanpl e_service-chal | enge. exanpl e.com IN TXT "token=3419...3d206c4 attr=bar"
IN TXT "token=5454...45dc45a attr=quux”

The token MJST be the first element in the key-value list. |If the
TXT record RDATA is not prefixed with token= then the entire RDATA
shoul d be assuned to be the token (as this might split the trailing
"==" or "=" at the end of base64 encodi ng).

Keys are considered to be case-insensitive. Each Validation Record
consi sts of RDATA for val-record with the follow ng grammar (with an
ABNF per [RFC5234]):

val -record = keyval ue-1ist keyvalue-list = keyvalue-pair *( SP

keyval ue-pair ) keyvalue-pair = key "=" val ue

key = 1*key-char key-char = ALPHA/ D QT / "-" [ " "

val ue = *val ue-char value-char = ALPHA / DA T / "+" [ /" [ "=" ]
B A L
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If an alternate syntax is used by the Application Service Provider
for token nmetadata, they MJST specify a grammar for it.

5.2. Validation Record Omer Nane

The RECOMMENDED format for a Validation Record s owner name is
application-specific underscore prefix |labels. Dormain Contro
Val i dati on Records are constructed by the Application Service

Provi der by prepending the | abel "_<PROVI DER_RELEVANT NAME>-
chal | enge" to the domain nane being validated (e.qg.

" _exanpl e_servi ce-chal | enge. exanpl e.cont'). The prefix is used to
avoid collisions with existing hostnanes and to prevent the owner
name from being a valid hostnane.

If an Application Service Provider has an application-specific need
to have multiple validations for the sane |label, nmultiple prefixes
can be used, such as "_ <FEATURE>. <PROVI DER_RELEVANT NAME>-
chal | enge".

Application owners SHOULD utilize the I ANA "Underscored and d obal ly
Scoped DNS Node Names" regi stry [ UNDERSCORE- REG STRY] and avoi d using
underscore |l abels that already exist in the registry.

As a sinplification, sonme applications may decide to onit the
"-chal | enge" suffix and use just "_ <PROVI DER_RELEVANT_NAME>" as the
| abel .

5.3. Tine-bound checki ng and Expiration

For persistent validations, Application Service Providers MJST
provide clear instructions for how to performrevocations through the
renoval of a Validation Record, including details on the frequency at
which re-validation is perforned. Application Service Providers MAY
moni tor for changes in domain ownership and request re-confirmation
via a new token

For one-off validations, after domain control validation is conpleted
there is typically no need for the Validation Record to continue to
exi st after being confirnmed by the Application Service Provider. It
shoul d be safe to renove the validation DNS record once the
validation is conplete.

Application Service Providers MJST provide clear instructions on how
Il ong the chall enge token is valid for, and thus when a Validation
Record can be renmpbved. These instructions should preferably be
encoded w thin the RDATA
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The instructions for validity duration MAY be encoded in the RDATA as
token netadata (Section 5.1.2 using the key "expiry" to hold a tine
after which it is safe to remove the Validation Record. For exanple:

_exanpl e_service-chal | enge. exanple.com IN TXT "token=3419...3d206c4 expiry=2023-02-0
8T02: 03: 19+00: 00"

VWhen an expiry time is specified, the value of "expiry" SHALL be in
I SO 8601 format as specified in [RFC3339], Section 5.6.

A sinpler variation of the expiry tinme is also | SO 8601 valid and can
al so be specified, using the "full-date" format. For exanpl e:

_exanpl e_service-chal | enge. exanple.com IN TXT "token=3419...3d206c4 expiry=2023-02-0
g"

Al ternatively, if the record should never expire (for instance,
persistent validations that are checked periodically by the
Application Service Provider) and should not be renoved, the key
"expiry" SHALL be set to have val ue "never".

_exanpl e_service-chal | enge. exanple.com IN TXT "token=3419...3d206c4 expiry=never"

The "expiry" key MAY be onmitted in cases where the Application
Service Provider has clarified the record expiry policy out-of-band.

_exanpl e_service-chal | enge. exanple.com IN TXT "token=3419...3d206c4"
Note that this is semantically the sane as:
_exanpl e_service-chal | enge. exanple.com IN TXT "3419...3d206c4"

The User SHOULD de-provision the resource record provisioned for DNS-
based donmmi n control validation once it is no |onger required.

5.4. TTL Consi derations

The TTL [ RFC1034] for Validation Records SHOULD be short to allow
recovering frompotential msconfigurations. These records will not
be polled frequently so caching or resolver load will not be an

i ssue.

The Application Service Provider |ooking up a Validation Record may
have to wait for up to the SOA m nimum TTL (negative caching TTL) of
the encl osing zone for the record to becone visible, if it has been
previously queried. |f the application User wants to nake the
Val i dation Record visible nore quickly they may need to work with the
DNS administrator to see if they are willing to | ower the SQA m ni mum
TTL (which has inplications across the entire zone).
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Application Service Providers' verifiers MAY wi sh to use dedicated
DNS resol vers configured with a | ow maxi mum negative cachi ng TTL,
flush Validation Records fromresol ver caches prior to issuing
queries or just directly query authoritative nane servers to avoid
cachi ng.

6. Del egated Domain Control Validation

Del egat ed domain control validation lets a User del egate the domain
control validation process for their domain to an Internediary

wi thout granting the Internediary the ability to make changes to
their domain or zone configuration. It is a variation of TXT record
validation (Section 5.1) that indirectly inserts a CNAME record prior
to the TXT record.

The Internediary gives the User a CNAME record to add for the domain
and Application Service Provider being validated that points to the
Intermediary’s domai n, where the actual validation TXT record is

pl aced. The record name and basel6-encoded (or base32-encoded)
random t okens are generated as in Section 5.1.1. For exanpl e:

_exanpl e_service-chal | enge. exanple.com IN CNAME <internediary-randomtoken>. dcv.inte
rmedi ary. exanpl e.

The Internediary then adds the actual Validation Record in a domain
they control

<i nternedi ary-randomtoken>.dcv.internedi ary. exanple. |IN TXT "<provider-randontoken>"

Such a setup is especially useful when the Application Service
Provider wants to periodically re-issue the challenge with a new
provi der random token. CNAMEs all ow automating the renewal process
by letting the Internediary place the randomtoken in their DNS zone
i nstead of needing continuous wite access to the User’s DNS

I mportantly, the CNAME record target al so contains a random token
issued by the Internmediary to the User (preferably over a secure
channel) which proves to the Internmedi ary that exanple.comis
controlled by the User. The Internmediary nmust keep an associ ati on of
Users and domai n nanmes to the associated | nternedi ary-randomt okens.
Wthout a linkage validated by the Internediary during provisioning
and renewal there is the risk that an attacker could | everage a
"dangling CNAME" to performa "subdomain takeover" attack

([ SUBDOVAI N- TAKEOVER] ) .

When a User stops using the Internediary they should renove the

domai n control validation CNAME in addition to any other records they
have associated with the Internediary.
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7. Security Considerations
7.1. Token Guessing

If token values aren’t |ong enough or |ack adequate entropy there's a
risk that a malicious actor could guess a token through repeated
attenpts.

7.2. Service Confusion

A malicious Application Service Provider that promises to deliver
sonet hing after domain control validation could surreptitiously ask
anot her Application Service Provider to start processing or sending
mail for the target domain and then present the victimUser with this
DNS TXT record pretending to be for their service. Once the User has
added the DNS TXT record, instead of getting their service, their
domain is now certifying another service of which they are not aware
they are now a consumer. |f services use a clear description and
nane attribution in the required DNS TXT record, this can be avoi ded.
For exanple, by requiring a DNS TXT record at _vendornane. exanpl e. com
instead of at exanple.com a nmalicious service could no | onger
forward a challenge froma different service w thout the User
noticing. Both the Application Service Provider and the service
bei ng aut henticated and authorized shoul d be unanbi guous fromthe
Val i dation Record to prevent nalicious services from m sl eading the
domai n owner into certifying a different provider or service.

7.3. Service Collision

As a corollary to Section 7.2, if the Validation Record is not well-
scoped and unanbi guous with respect to the Application Service
Provider, it could be used to authorize use of another Application
Service Provider or service in addition to the original Application
Servi ce Provider or service

7.4. Scope Confusion

Anmbi guity of scope introduces risks, as described in Section 4.

Di stingui shing the scope in the application-specific |abel, along

wi th good docunentation, should help nake it clear to DNS

adm ni strators whether the record applies to a single hostnane, a

wi Il dcard, or an entire domain. Always using this indication rather
than having a default scope reduces anbiguity, especially for
protocol s that may have used a shared application-specific |abel for
different scopes in the past. Wile it would al so have been possible
to include the scope in as an attribute in the TXT record, that has
nore potential for anbiguity and m sl eading an operator, such as if
an inplenmentation ignores an attribute it doesn’'t recognize but an
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attacker includes the attribute to m slead the DNS adni ni strator.
7.5. Authenticated Channel s

Application Service Providers and internediaries should use

aut henti cated channels to convey instructions and randomtokens to
Users. Oherwise, an attacker in the mddle could alter the
instructions, potentially allowi ng the attacker to provision the
service instead of the User.

7.6. DNS Spoofing and DNSSEC Val i dati on

A domai n owner SHOULD sign their DNS zone using DNSSEC [ RFC9364] to
protect Validation Records agai nst DNS spoofing attacks, including
fromon-path attackers.

DNSSEC val i dati on SHOULD be perforned by Application Service
Providers that verify Validation Records they have requested to be
depl oyed.

If no DNSSEC support is detected for the domain being validated, or

i f DNSSEC val i dation cannot be perfornmed, Application Service
Providers SHOULD attenpt to query and confirmthe Validation Record
by mat chi ng responses frommultiple DNS resol vers on unpredictable
geographically diverse | P addresses to reduce an attacker’s ability
to conplete a challenge by spoofing DNS. Alternatively, Application
Service Providers MAY performnultiple queries spread out over a

| onger tinme period to reduce the chance of receiving spoofed DNS
answers as well as to reduce risks fromshort-lived route hijacks.

DNS Spoofing attacks are easier in the case of persistent validation
as the expected result is publically known. For exanple, absent
DNSSEC this could allow an on-path attacker to bypass a revocation by
continuing to return a record that the DNS Operator had renoved from
t he zone.

7.7. Application Usage Enuneration
The presence of a Validation Record with a predictable domain nane
(either as a TXT record for the exact domain nanme where control is

being validated or with a well-known |abel) can allow attackers to
enunerate the utilized set of Application Service Providers.
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7.8.

7

Public Suffixes

As di scussed above in Appendix A 2, there are risks in allow ng
control to be denpnstrated over domai ns which are "public suffixes”
(such as ".co.uk" or ".con'). The volunteer-managed Public Suffix
List ([PSL]) is one nechanismthat can be used. It includes two
"divisions" ([PSL-DIVISIONS]) covering both registry-owned public
suffixes (the "1 CANN' division) and a "PRI VATE" division covering
domai ns submtted by the domai n owner

Qperators of donains which are in the "PRI VATE" public suffix
division often provide nmulti-tenant services such as dynam c DNS, web
hosting, and CDN services. As such, they sonetines allow their sub-
tenants to provision names as subdomains of their public suffix.
There are use-cases that require operators of domains in the public
suffix list to denpnstrate control over their domain, such as to be
added to the Public Suffix List, or to provision a wldcard
certificate. At the sanme time, if an operator of such a domain
allows its customers or tenants to create names starting with an
underscore ("_") then it opens up substantial risk to the domain
operator for attackers to provision services on their domain.

Whether it is appropriate to allow donmain verification on a public
suffix will depend on the application. |In the general case:

* Application Service Providers SHOULD NOT all ow verification of
ownership for domains which are public suffixes in the "I CANN'
division. For exanple, " _exanple_service-challenge.co.uk" would
not be al |l owed.

* Application Service Providers MAY allow verification of ownership
for domains which are public suffixes in the "PRI VATE" divi sion,
al though it would be preferable to apply additional safety checks
in this case

Uni ntenti onal Persistence

VWhen persistent domain validation is used, a DNS Adm ni strator
failing to renove a no-longer desired Validation Record could enabl e
a User to continue to have access to the domain within the
Application Service Provider’'s service

When one-of f domain validation is used, this is typically inplenented
through automati on where a DNS Admi ni strator grants the User access
to nmake updates to the domamin’s zone configuration. |If the DNS

Adm nistrator fails to revoke access to a User who should no | onger
have access, this would enable the User to continue to perform new
val i dati ons.
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7.10. Reintroduction of Validation Records

Wien a domain has a new owner, that new owner could add a Validation

Record that was present in the previous version of the domain. In
the case of persistent validation this could be used to claimthat
the original User still has access to the domain within the

Application Service Provider’s service. Applications inplenenting
persi stent domain validation need to include this risk within their
t hreat nodel .

8. | ANA Consi derations

Thi s docurment has no | ANA acti ons.
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Appendi x A.  Appendi x
A.1. Conmmon Pitfalls

A very common but unfortunate technique in use today is to enploy a
DNS TXT record and placing it at the exact dommi n nane whose contro
is being validated (e.g., often the zone apex). This has a nunber of
known operational issues. |If the User has multiple application
services enmploying this technique, it will end up with rmultiple DNS
TXT records having the sane owner name; one record for each of the
services

Since DNS resource record sets are treated atomcally, a query for
the Validation Record will return all TXT records in the response.
There is no way for the verifier to specifically query only the TXT
record that is pertinent to their application service. The verifier
nmust obtain the aggregate response and search through it to find the
specific record it is interested in.

Addi tionally, placing many such TXT records at the sane name

i ncreases the size of the DNS response. |If the size of the UDP
response (UDP being the nost common DNS transport today) is |arge
enough that it does not fit into the Path MIU of the network path,
this may result in IP fragnentation, which can be unreliable due to
firewal | s and mi ddl eboxes is vulnerable to various attacks

([ RFC9715]). Depending on nmessage size linmits configured or being
negotiated, it may alternatively cause the DNS server to "truncate"
the UDP response and force the DNS client to re-try the query over
TCP in order to get the full response. Not all networks properly
transport DNS over TCP and sone DNS software nistakenly believe TCP
support is optional ([RFC9210]).
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O her possible issues may occur. |f a TXT record (or any other
record type) is designed to be placed at the same domain nane that is
being validated, it nmay not be possible to do so if that nane already
has a CNAME record. This is because CNAME records cannot co-exi st
with other (non-DNSSEC) records at the sanme nane. This situation
cannot occur at the apex of a DNS zone, but can at a nane deeper
within the zone.

VWhen multiple distinct services specify placing Validation Records at
the sane owner nane, there is no way to del egate an application
specific domain Validation Record to a third party. Furthernore,
even w thout del egation, an organi zation may have a shared DNS zone
where they need to provide record | evel permissions to the specific
division within the organization that is responsible for the
application in question. This can't be done if all applications
expect to find validation records at the sane nane.

A. 2. Domain Boundaries

The hierarchical structure of domain names do not necessarily define
boundari es of ownership and adm nistrative control (e.g., as

di scussed in [I-D.draft-tjw dbound2-problemstatenent]). Sonme donmin
nanes are "public suffixes" ([RFC9499]) where care may need to be
taken when validating control. For exanple, there are security risks
if an Application Service Provider can be tricked into believing that
an attacker has control over ".co.uk" or ".cont. The volunteer-
managed Public Suffix List [PSL] is one mechani sm avail abl e t oday
that can be useful for identifying public suffixes.

Future specifications nmay provide better nechanisns or
recommendat i ons for defining domain boundaries or for enabling
organi zational adnministrators to place constraints on donai ns and
subdonai ns.

A. 3. Interactions w th DNAVE

Domain control validation in the presence of a DNAME [ RFC6672] is
possible with caveats. Since a DNAME record redirects the entire
subtree of names underneath the owner of the DNAME, it is not
possible to place a Validation Record under the DNAME owner itself.
It woul d have to be placed under the DNAME target nane, since any

| ookups for a name under the DNAME owner will be redirected to the
correspondi ng name under the DNAME target.
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