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Abst r act

Thi s docunent describes the issues surrounding the handling of DNSSEC
private keys in a DNSSEC signer. It presents operational guidance in
case a DNSSEC private key becones inoperable.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Domain Name System
Qperations Wrking Goup mailing list (dnsop@etf.org), which is

archived at https://mailarchive.ietf.org/arch/browse/dnsop/.

Source for this draft and an issue tracker can be found at
https://github. com fobser/draft-fobser-dnsop-dnssec- keyrecovery.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 14 Novenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

DNSSEC [ RFC9364] uses public key cryptography to provide integrity
protection of DNS data. The private key used for DNSSEC signing
coul d becone inoperable at any point due to hardware failure, natura
di saster, operator error, or malicious action. |If no backup of the
private key exist (due to hardware linitations or operationa
policies) or if the backup is unusable for some reason, a zone can nho
| onger be changed or re-signed.

Thi s docunent describes procedures on how to restore the DNSSEC
signing functionality without rendering a zone tenporarily insecure
or bogus. For these procedures, it is assuned a conplete copy of the
DNSSEC si gned zone is still available. |f no (usable) backup exists,
it may be possible to recover the signed zone fromone of the zone's
name servers
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2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses DNS term nology from[RFC9499]. DNSSEC key states
and tineline rel ated abbreviations are defined in [ RFC7583].

The following additional definitions are used within this docunent.

I noperable (private key): The private part of a DNSKEY appearing in
the chain of trust of the zone that can no | onger be used for
signing. Causes include hardware failure, natural disaster,
operator error, or nmlicious action. A conpronised key is not an
i noperabl e private key since it can still be used for signing.

Qperabl e (private key): The opposite of an inoperable private key.
A key that can be used for signing.

3. Scope

The procedures described in this document pertain to DNSSEC
architectures with pre-signed records. Online signing, such as
described in [ RFC9824], is out of scope since it requires that each
server carrying the zone holds a copy of the signing key(s). Thus,
the operational challenges are different than described in the

i ntroduction.

The root zone is out of scope since the distribution of a new trust
anchor takes considerably |longer than the RRSIG lifetime [RFC7958].

4. DNSSEC Key Restore

In case of a catastrophe where the DNSSEC private key becones

i noperabl e and no functioni ng backups of the private key are
available, it is desirable to recover fromthis situation with DNS
resolution continuing to work for the effected zone(s) while
perform ng DNSSEC key restore operations.
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This is possible because the nmonment the DNSSEC private key becones

i noperabl e, the zone is still correctly signed and served by the
authoritative name servers. Signhatures typically have a lifetine of
many days. That neans that the operator has a lot of tine to recover
fromthis situation without the zone becom ng bogus and no | onger
validating. Hasty and inappropriate action on the other hand could

| ead to outages.

VWil e the DNSSEC private key cannot be restored because no
functioning backups exist, the function of the zone can be restored.

The restore process uses slightly nodified key rollover procedures
from [ RFC7583] .

During the restore process, the signing software operates on a pre-
signed zone. That is, the zone already contains a DNSKEY RRset and
RRSI G RRsets. The signing software mght try to renove these records
because the acconpanying private key is no |longer present. The
operator MJST prevent this, otherwi se the zone will becone bogus.

The signing software MJUST NOT renove DNSKEYs until instructed to do
so and SHOULD NOT renpbve old RRSIGs. |If a signer inplenentation does
not support keeping the old RRSIG records in place these records,
excluding the RRSIG for the ol d DNSKEY RRset, MJST be nmnual | y added
back to the zone before publication.

The exact process depends on which key(s) are inoperable and if the
zone is signed with a split KSK / ZSK key pair or a Conbi ned Signing
Key (CSK).

Performing an Al gorithm Rollover as described in [ RFC6781] using the
procedures defined in this docunment is NOT RECOMVENDED. If an
algorithmrollover is not already in progress, signing using the
currently used al gorithm should be restored first using the
procedures defined in this docunent. Once this has been conpleted a
regul ar algorithmrollover can be perforned.

4.1. Key Rollover Considerations

If a regular key rollover is in progress, the procedures described in
this docunment can be followed. They effectively cancel the ongoing
key rollover and performa new one.

If an algorithmrollover is in progress the procedures described in
this document can be followed, with the exception that a new key MJST
be added to the zone per algorithmfor which there is an inoperable
key.
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4.2. SOA considerations

VWhen restoring an inoperable ZSK or CSK, the SCOA record of the zone
SHOULD NOT be changed when introducing a new key in the DNSKEY RRset,
because the SOA cannot be re-signed with the inoperable key. 1n case
the SOA is changed, signed responses for existing records will renmain
valid, but denial of existence proofs for non-existent record types
wi || become bogus.

To ensure the zone is still propagated, any secondary nane servers
relying on | XFR/ AXFR need to be manually forced to | oad the new
versi on of the zone.

4.3. CDS/ CDNSKEY consi der ations

For restoring an inoperable KSK or CSK, a new DS record needs to be
added to the parent zone. For child zones where this update process
is ordinarily handl ed using CDS/ DNSKEY records (see [RFC8078]) the DS
update needs to be perforned manually if the ZSK or CSK i s

i noperable. This is because CDS/ DNSKEY records added to the child
zone cannot be signed with the inoperable key, and thus cannot be
cryptographically validated. Additionally, introducing CDS/ CDNSKEY
records in the zone woul d change the type bitmap of the NSEC or NSEC3
record in the zone apex, which also cannot be re-signed with the

i noper abl e key.

4.4. KSK / ZSK split, KSK operable, ZSK inoperable
Since the old ZSK is inoperable, it cannot be used to create new
RRSI Gs. Therefore the zone cannot be changed and only the Pre-
Publ i cati on nethod can be used. See [RFC7583] section 2.1
Section 3.2.1 of [RFC7583] documents the tineline for this nethod.
The foll owi ng di agram shows the tineline of the restoration. Tine
i ncreases along the horizontal scale fromleft to right and the

vertical lines indicate events in the process. Significant tinmes and
time intervals are marked

bser & Pels Expi res 14 Novenber 2026 [ Page 5]



I nternet-Draft DNSSEC Key Restore May 2026

| 1] 12 13| | 4]
Key N S AL EE R >I<—Iret—>
Key N+1 I<—Ipub->l<--_>l< _____ _l_
Key N | | | #em
Key N+1 Tpub Trdy Tact
---- Time ---->

Event 1: The new ZSK is added to the DNSKEY RRset at its publication
time (Tpub).

The inoperable ZSK and all RRSIGs it created MJST rermain in the zone.
The SOA record of the zone SHOULD NOT be changed at this point in
time, because it cannot be re-signed with the inoperable key. Any
secondary nane servers relying on | XFR/ AXFR need to be manual |l y
forced to | oad the new version of the zone.

The new ZSK nust be published | ong enough to guarantee that any
cached DNSKEY RRset contains the new ZSK. This interval is the
publication interval (Ipub), given by

| pub = Dprp + TTLkey

Dprp is the propagation delay, the time it takes for changes to
propagate to all authoritative naneserver instances. TTLkey is the
TTL of the DNSKEY RRset.

Event 2: The new ZSK can be used when it becones ready at Trdy.

Trdy = Tpub + Ipub

At this point the zone can be changed agai n.

Event 3: At some later time, the zone is signed with the new ZSK. At
this point RRSIGs fromthe inoperable ZSK can be removed. The

i noperabl e ZSK MJUST be retained in the DNSKEY RRset.

Event 4: The inoperable ZSK can be renmoved after the retire interva
(lret).

Iret = Dsgn + Dprp + TTLsig
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Dsgn is the delay needed to ensure that all existing RRsets are
signed with the new ZSK, Dprp is the propagation delay and TTLsig is
the maxi mum TTL of all RRSIG records.

Theoretically the Doubl e-Signature nethod could be used as well. In
this case records in the zone can only be changed after the retire
interval, which is at least as long as the publication interval of
the Pre-Publication method. The Double-Signature retire interval is
gi ven by:
Iret = Dsgn + Dprp + nax(TTLkey, TTLsi Q)

4.5. KSK / ZSK split, KSK inoperable

Since the old KSK is inoperable, the DNSKEY RRset cannot be changed.
Therefore, only the Doubl e-DS nethod can be used. See [ RFC7583]
section 2. 2.

If the ZSK is inoperable as well, it MJST NOT be restored yet.
Section 3.3.2 of [RFC7583] documents the tineline for this nethod.

The foll owi ng di agram shows the tineline of the restoration. The
di agram fol l ows the convention described in Section 4.1

| 1] | 2| I3l [4] | 5]
Key N —l————————!—————————!———>}<—Iret—>
Key N+1 I<-EXeg->I<-IpubP—>I<-->I< ....... l-
Key N | | | | #em
Key N+1 Tsbm Tpub Trdy Tact
---- Time ---->

Event 1: A new DS record is added to the DS RRset in the parent zone,
this is the subm ssion tine, Tsbm

Event 2: After the registration delay, Dreg, the DS record is
published in the parent zone. This is the publication time (Tpub).

Tpub = Tsbm + Dreg.
The DS record nust be published | ong enough to guarantee that any

cached DS RRset contains the new DS record. This is the parent
publication interval (IpubP)
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| pubP = DprpP + TTLds

DprpP is the propagation delay of the parent zone, i.e. the tine it
takes for changes to propagate to all authoritative servers of the
parent zone. TTLds is the TTL of the DS RRset at the parent.

Event 3: The new KSK can be used when it becones ready at Trdy.
Trdy = Tpub + | pubP

Event 4: At this point, Tact, the new KSK is added to the DNSKEY
RRset and used to generate the DNSKEY RRSI G The ol d, inoperable KSK
can be renpved. The ZSK MJST remain in the DNSKEY RRset.

If the ZSK is inoperable, the SOA record of the zone SHOULD NOT be
changed at this point in tine, because it cannot be re-signed with
the i noperable key. Any secondary nane servers relying on | XFR/ AXFR
need to be manually forced to | oad the new version of the zone. The
ZSK signing function can be restored using the procedure in the

previ ous secti on.

To ensure that no caches have DNSKEY RRset with the old KSK, the old
DS record MUST renmain in the parent zone for the duration of the
retire interval (lret), given by:

Iret = DprpC + TTLkey

DprpCis the child propagation delay, the tine it takes for changes
to propagate to all authoritative nanmeserver instances of the child
zone. TTLkey is the TTL of the DNSKEY RRset.

Event 5: The old DS record can be renoved fromthe parent zone at
Trem

Trem = Tact + Iret

4.6. CSK inoperable
Since the old CSK is inoperable, the DNSKEY RRset cannot be changed.
Therefore, only the Doubl e-DS nethod can be used. See [ RFC7583]
section 2. 2.

Section 3.3.2 of [RFC7583] docunents the tineline for this nethod.

Since the CSK is also used to sign the zone, the timng of the
Doubl e- DS net hod needs to be adj usted.

The inoperable CSK and all RRSIGs it created MJST renmain in the zone.
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The foll owi ng di agram shows the tineline of the restoration. The
di agram foll ows the convention described in Section 4.1

| 1] | 2| 131 14 (]
Key N -l--------!---------!--->I<-|ret->
Key N+1 I<-EXeg->I<-IpubP->I<-->I< ....... l-
Key N | | | | #em
Key N+1 Tsbm Tpub Trdy Tact
---- Time ---->

Event 1: A new DS record is added to the DS RRset in the parent zone,
this is the subm ssion time, Tsbm

Event 2: After the registration delay, Dreg, the DS record is
published in the parent zone. This is the publication time (Tpub).

Tpub = Tsbm + Dreg.

The DS record nust be published | ong enough to guarantee that any
cached DS RRset contains the new DS record. This is the parent
publication interval (IpubP) given by

| pubP = DprpP + TTLds

DprpP is the propagation delay of the parent zone, i.e. the tine it
takes for changes to propagate to all authoritative servers of the
parent zone. TTLds is the TTL of the DS RRset at the parent.

Event 3: The new CSK can be used when it becones ready at Trdy.

Trdy = Tpub + | pubP

Event 4: At this point the new CSK is added to the DNSKEY RRset and
used to generate the DNSKEY RRSI G

The ol d, inoperable CSK MJST renain in the DNSKEY RRset. The RRSI Gs
generated by the inoperable CSK MJST renain in the zone.

The SOA record of the zone SHOULD NOT be changed at this point in
time, because it cannot be re-signed with the inoperable key. Any
secondary nanme servers relying on | XFR/ AXFR need to be manual |l y
forced to | oad the new version of the zone.

bser & Pels Expi res 14 Novenber 2026 [ Page 9]



I nternet-Draft DNSSEC Key Restore May 2026

7.

7.

To ensure that no caches have DNSKEY RRset with the old CSK, the old
DS record MUST rermain in the parent zone for the duration of the
retire interval (lret), given by:

Iret = Dsgn + DprpC + max(TTLkey, TTLsi Q)

Dsgn is the delay needed to ensure that all existing RRsets are
signed with the new CSK. DprpCis the child propagation delay, the
time it takes for changes to propagate to all authoritative
naneserver instances of the child zone. TTLkey is the TTL of the
DNSKEY RRset and TTLsig is the nmaxi mum TTL of all RRSI G records.

Event 5: The old DS record can be renoved fromthe parent zone at
Trem

Trem = Tact + lret

At the same tinme the old, inoperable CSK and all its signatures can
be removed as wel | .

At this point the zone can be changed again.
Security Considerations
Al'l security considerations of [RFC9364] apply to this docunent.
I ANA Consi derati ons
Thi s document has no | ANA acti ons.
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