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Abst ract

The Domain Nanme System (DNS) protocol permts Del egation Signer (DS)
records at del egation points. This docunment describes nodifications
to the Domain Nane System (DNS) protocol to permit a range of
resource record types at delegation points. These nodifications are
designed to maintain conmpatibility with existing DNS resol ution
mechani sms and provide a secure method for processing these records
at del egation points.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 19 Novenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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1.

1.

1.

I nt roducti on

[ RFC4034] defines the Del egation Signer (DS) resource record as
havi ng a uni que property: it resides at a delegation as authoritative
data. Discussions and drafts within the DPRI VE, DNSOP, and DELEG
wor ki ng groups have highlighted interest in allow ng additional types
of data to be present at del egation points. This docunent reserves a
range of Resource Record (RR) types allowed at del egation points and
describes the protocol nodifications for DNS i npl ementations that
support them

To shield inplementations that do not inplenent these nodifications,
an EDNS(0) [RFC6891] flag is introduced to indicate support for this
range of RR types.

To protect against downgrade attacks, a new DNSKEY flag is
i ntroduced.

1. Conventions and Definitions

The term Del egati on Types designates the set of RR types consisting
of the range of RR types reserved in Section 2 of this docunent.

* Del egati on- Ext ensi on- aware nane server, resolver or stub resol ver
A client or server that inplenents this specification

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

2. Relationship with the DELEG draft

The DELEG draft specifies a new resource record type (DELEG that is
authoritative at a delegation point and proposes protocol

nmodi fications to support DELEG  The purpose of this docunent is to
make sure that protocol nodifications are generic for a range of

types.

1.3. Relationship with NS and DS records

The use of DS and del egati on-point NS records is orthogonal to the
use of Del egation Types. Both types MAY coexist with Del egation
Types.
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1.4. Services Provided by Del egati on Types

Servi ces provided by Del egation Types consist of information usefu

to a resol ver when connecting to servers responsible for the

del egat ed namespace. This can include, but is not Iimted to, secure
transport paraneters, policy information about zones, and DNSSEC
security paraneters

2. Del egation Types

[ RFC6895] contains three subcategories of RR type nunbers: Data
Types, Q Types, and Meta-Types. This specification adds a fourth
subcat egory: Del egati on Types.

Consi derations for the allocation of Del egation Types are as foll ows:

Deci nal Hexadeci nal Regi stration Procedure
61440- 61935 O0OxFO000- OxF1EF Expert Review or Standards Action
61936- 61951 OxF1FO- OxF1FF Private Use

2.1. Updates to Allocation Policy

[ RFC6895] establishes the allocation policy for DNS Resource Record
type nunbers and defines the Expert Revi ew process governing that
all ocation. This section updates that policy to account for the
Del egati on Types subcategory introduced in Section 2 and specifies
the criteria that apply to allocation requests within the ranges
0xF000- OxF1EF and OxF1FO0- OxXF1FF.

2.1.1. Criteria for Delegation Type Allocation

A Resource Record type MJST be all ocated as a Del egation Type, rather
than as a Data Type, if and only if all of the follow ng conditions
are net:

* The RRtype is intended to appear at a del egati on point as
authoritative data in the del egating zone, in a manner anal ogous
to the DS record as defined in [ RFC4034].

* The RR type carries information that is intended to be acted upon
by a resolver during the process of following a referral. This
i ncludes information used prior to sending queries to the
authoritative servers for the del egated zone, or after the
referral has been foll owed, such as material used to authenticate
a DNSKEY in the del egated zone.

* The RR type is not intended to appear as authoritative data within
the del egated zone itself.
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RR types that do not nmeet all of these criteria SHOULD be all ocated
fromthe existing Data Types range in accordance with [ RFC6895] and
MUST NOT be all ocated fromthe Del egati on Types range.

The fact that a record type may be useful in the context of

del egati on does not by itself qualify it for allocation as a

Del egati on Type. Record types that convey information useful to
resol vers but that are intended to appear within a zone rather than
at its delegation point in the delegating zone are Data Types and
MUST be al | ocated accordi ngly.

2.1.2. Expert Review Procedure

Al'l ocation requests in the range 0xFO00- OxF1EF require Expert Revi ew
or Standards Action, as specified in Section 2. The Designated
Experts for this range are drawn fromthe RFC6895 Experts Pool

In addition to the general Expert Review criteria established by

[ RFC6895], the Designated Experts MJST eval uate allocation requests
for Del egation Types against the criteria in Section 2.1.1. The
Desi gnat ed Experts SHOULD al so consi der

* \Wether the proposed Del egation Type requires protoco
nodi fications beyond those defined in this docunent, and if so,
whet her those nodifications have been or are being specified in an
appropri ate Standards Track docunent.

* \Wether the proposed Del egati on Type can be processed safely by
Del egati on- Ext ensi on-awar e i npl enmentations that do not
specifically inplenment the proposed type, in particular with
respect to the requirenents in Section 3.2 and Section 4.1

* \Wether the security properties of the proposed Del egati on Type
are conpatible with the DNSSEC si gning requirenments of Section 5,
and whet her any additional security considerations apply.

The Desi gnated Experts MAY approve allocation requests acconpani ed by
a stable, publicly avail able specification that need not be an RFC
provided that the specification is sufficiently detailed to allow

i ndependent interoperable inplenentation. Allocation requests for

Del egation Types that introduce new protocol behaviors or that
interact with the mechani snms defined in Section 3, Section 4, or
Section 5 of this docunent SHOULD be acconpani ed by, or integrated
into, a Standards Track docunent.
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2.1.3. Private Use Range

The range OxF1FO0- OxF1FF is reserved for Private Use in accordance
with [RFC8126]. Values in this range MJUST NOT appear in the gl oba
DNS and MUST NOT be used in any context where interoperability with

i npl ementations outside a private network is required. Private Use
val ues are not subject to Expert Review and will not be registered by
| ANA.

3. Resolver Requirenents
To indicate Del egation Types support, the resolver sets the
Del egati on Extensions (DE) flag in the EDNS(0) Flags field when
sendi ng a DNS request nessage.

3.1. The EDNS(0) DE Fl ag

The DE flag is carried in the OPT RR TTL fiel d.

+0 (MSB) +1 (LSB)
T T T I R S T T S
0: | EXTENDED- RCCDE | VERS| ON |
I T T S T S
2. | DO Cg D z I

B e T T T T e T R S
3. 2. Referral s

Del egation Types in the authority section of a DNS response nessage

i ndicate that the response contains a referral. Delegation Types are
expected to contain all the informati on needed for a resolver to act
on. Therefore, NS records that appear in addition to Del egation
Types MUST be ignored. These NS records MJST NOT be validated or
cached.

The purpose of this restriction is to avoid | eakage of DNS messages
over unencrypted transport when servers, indicated by Del egation
Types, fail to respond.
When no Del egation Types exist, the resolver MAY use NS records.
Note that the use of DNSSEC can prove the presence and absence of
Del egation Types for a del egation

4. Nane Server Requirements

Del egati on- Ext ensi on-awar e nanme servers MJST copy the val ue of the
EDNS(0) DE flag fromthe request to the response.
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4.1. Including Delegation Types in a Referral Response

VWhen the DE flag is set, the server includes Del egation Types in
referrals and ignores NS types. Wen there are no Del egation Types
for areferral, it includes NS types. The proof of existence of
types for the del egated name MUST be incl uded.

When the DE flag is clear, and no NS records exist for a referral,
there is no facility for the resolver to continue resolving the

del egat ed namespace. A nane error SHOULD be returned in this case.
Wiile this nay seemcounterintuitive, since the nane does exist, it
is the only response code that stops the resolver from asking other
aut horitative name servers for the sane information. Authoritative
servers SHOULD include an Extended DNS Error [ RFC8914] to clarify the
reason.

4.2. Explicit queries for Del egation Types

When the DE flag is set, a query for a Del egation Type SHOULD result
in an authoritative answer if the Del egati on Type exists, or a NODATA
response (AA flag set, RCODE=0, enpty answer section).

When the DE flag is clear, a query for a Del egati on Type SHOULD
result in an authoritative answer if the Delegation Type exists; in a
referral with NS types if NS types exist, or in a NODATA response if
ot her Del egation Types exi st.

5. DNSSEC Requirenents
I n a DNSSEC-si gned zone, Del egation Type RRsets MJST be signed.

To avoid a downgrade attack, where the Del egati on Types and NSEC (or
NSEC3) records can be replaced by unsigned NS records, causing the
resol ver to use unencrypted transport, a secure signal in the form of
a DNSKEY flag is introduced. This secure signal indicates that NSEC
or NSEC3 records MJST be present in a referral response.

5.1. The DNSKEY-ADT fl ag
The DNSKEY Flags field consists of 16 bits:
1 1 1 1 1 1

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5
AR S g S s S S R SR S

| | Zon| Rev| | ADT| SEP|
g S S
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Bit 14 is the Authoritative Del egati on Types (ADT) flag. It
indicates to a validator that a referral MJST contain an NSEC or
NSEC3 record to prove presence or absence of types for the del egated
nane.

5.2. Validating a Referra

When the DNSKEY-ADT flag is set in any DNSKEY fromthe DNSKEY RRset
of the del egating zone, the validator MJST check the Del egation Types
in the authority section of the referral against the Type Bit Mps of
the NSEC or NSEC3 record that matches the del egated nane. |If any are
absent, the referral MJST be considered tanpered with, and the
response MJST be ignored.

6. Operational Considerations

A Validating Stub Resolver that is Del egati on-Extensi on-aware MJST
only use security-aware resolvers that are Del egati on- Ext ensi on
aware. A Del egati on- Ext ensi on-aware Val i dati ng Resol ver that uses
forwarders MJST only use Del egati on- Ext ensi on-aware and security-
aware forwarders. O herw se DNSSEC-secure zones might fail to
val i dat e and DNSSEC-i nsecure zones ni ght observe inconsi stent
answers.

7. Security Considerations

This section discusses the security properties of the nmechani sns
defined in this docunent, identifies attack surfaces, and describes
the mtigations provided or required.

7.1. Threat Model

The threat nodel assumed by this docunent includes an on-path
attacker capable of intercepting, nodifying, dropping, and injecting
DNS nessages in transit between a resolver and an authoritative nane
server. Of-path attackers capabl e of response forgery (e.g., via
birthday attacks on UDP) are al so considered. Attackers may attenpt
to cause a resolver to use unencrypted transport, to resolve nanes
incorrectly, or to be denied service entirely.

7.2. Downgrade Attacks
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7.2.1. Stripping of Delegation Types from Referrals

An on-path attacker may renove Del egati on Types and associ at ed NSEC
or NSEC3 records froma referral response, |eaving only unsigned NS
records. A resolver that accepts such a nodified referral would
proceed to resolve the del egated nanme using unencrypted transport,
defeating the purpose of Del egation Types such as those indicating
encrypted transport paraneters.

The DNSKEY- ADT flag defined in Section 5.1 provides a mtigation
against this attack for validating resolvers. Wen the ADT flag is
set in any DNSKEY of the del egating zone's DNSKEY RRset, a validating
resol ver MIUST verify that the referral contains NSEC or NSEC3 records
proving the presence or absence of Del egation Types for the del egated
nane. A referral lacking this proof MIST be treated as tanpered with
and MJST be i gnored.

This mitigation is effective only when all of the follow ng
condi tions hol d:

The del egating zone is signed with DNSSEC

The ADT flag is set in the delegating zone's DNSKEY RRset.
The resol ver perforns DNSSEC validation

The resolver enforces the ADT requirement as specified in
Section 5.2

* ok X F

Operators of zones that publish Del egati on Types MJIST set the ADT
flag in their DNSKEY RRset to ensure that validating resolvers can
detect this formof tanpering. Zones that have not set the ADT flag
provi de no cryptographic protection against this attack

7.2.2. Stripping of the DE Flag from Queries

The DE flag is carried in the EDNS(0) OPT record of query nessages
sent by resolvers. An on-path attacker nmay renove this flag froma
query before it reaches the authoritative nanme server. A server that
receives a query with DE clear will respond w thout Del egation Types,
returning NS records only.

However, when the ADT flag is set in the del egating zone's DNSKEY
RRset, a validating resolver expects that NSEC or NSEC3 proof of

Del egati on Types MJST acconpany any referral fromthat zone. This
obligation is established by the DNSKEY, not negotiated per-query via
the DE flag. Consequently, a referral response |acking the required
NSEC or NSEC3 records MJST be rejected by a validating resol ver

whet her or not the DE flag was stripped fromthe outgoing query. In
this case, the ADT nechani sm defeats the DE-stripping attack
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This mitigation is subject to the same conditions as those listed in
Section 7.2.1: the del egati ng zone nust be signed, ADT nust be set,
and the resolver nust validate. 1n the absence of these conditions,
no cryptographic protection against DE-flag stripping is available,
and the considerations in Section 7.5 apply.

7.2.3. Interaction Between Flag Stripping Attacks

The two downgrade attacks descri bed above may be attenpted in

conbi nation. An attacker who strips the DE flag froma query causes
the authoritative server to respond with NS records only and no

Del egation Types. Wthout Del egation Types in the response, the
resol ver cannot apply the NS-ignoring rule defined in Section 3.2,
and woul d ordinarily follow the NS records to resolve the del egated
nanme, potentially over unencrypted transport.

As described in Section 7.2.2, the ADT flag defeats this conbi ned
attack for validating resolvers in zones where ADT is set. The
resolver’s obligation to require NSEC or NSEC3 proof derives fromthe
previously validated DNSKEY RRset, not fromthe contents of the
referral itself. A referral containing only NS records, with no NSEC
or NSEC3 proof, will be rejected regardl ess of whether Del egation
Types were present.

The residual risk in both Section 7.2.2 and this section therefore
reduces to the same condition: zones in which ADT is not set, or in
whi ch DNSSEC i s not depl oyed, provide no cryptographic protection
agai nst either attack. This is a deploynent risk, addressed in
Section 7.5.

7.3. Injection of Del egation Types

Section 3.2 specifies that when Del egati on Types are present in a
referral response, acconpanying NS records MJST be ignored. An
attacker capable of injecting or forging a referral response could
exploit this rule by introducing a fabricated Del egation Type into
the response, causing the resolver to ignore legitimte NS records
and use only the attacker-supplied Del egati on Type, which may point
to an attacker-controlled server

This attack is mtigated by DNSSEC. |In a DNSSEC si gned zone,

Del egation Type RRsets MUST be signed as specified in Section 5. A
validating resolver will reject responses containing unsigned or
incorrectly signed Del egati on Types.

I n unsi gned zones, no cryptographic protection against this attack is
avai | abl e.
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7.4. Denial of Service via NXDOVAIN for Legacy Resol vers

Section 4.1 specifies that when the DE flag is clear and no NS
records exist for a referral, the authoritative name server SHOULD
return a Nanme Error (NXDOVAIN) response. This behavior is intended
to prevent a | egacy resolver from exhausting other authoritative
servers for information it cannot act upon

An attacker may attenpt to exploit this behavior by stripping the DE
flag froma query directed at a zone that publishes only Del egation
Types and no NS records, causing the server to return NXDOVAIN for a
name that legitimtely exists.

However, a resolver that set the DE flag expects NSEC or NSEC3 pr oof
in any NXDOVAI N response, denonstrating that the queried nane does
not exist or that no Del egation Types are present at or above it. A
bare NXDOWAI N response | acking such proof is therefore detectable by
a validating resolver. Wen the ADT flag is set in the delegating
zone's DNSKEY RRset, the resolver MJST reject an NXDOVAI N response
that does not include the required NSEC or NSEC3 records, as the
absence of proof indicates tanpering.

As with the attacks described in Section 7.2, this nmitigation depends
on the del egating zone bei ng DNSSEC-si gned, ADT being set, and the
resol ver perfornming validation. In zones where these conditions do
not hold, a DE-stripping attack may result in an NXDOVAI N response
that the resol ver cannot distinguish froma legitinmte one, causing a
deni al of service for the queried nanme. This residual risk is
addressed in Section 7.5.

Aut horitative servers SHOULD incl ude an Extended DNS Error [RFC8914]
code in NXDOVAI N responses returned when the DE flag is clear and no
NS records exist, to assist in diagnosing msconfiguration or attack.

7.5. Partial Deploynent and Transition Risks

The mechani sns defined in this document are effective only when

depl oyed end-to-end. During the transition period in which some
resol vers, authoritative servers, and zones have adopted this
specification and others have not, a nunber of residual risks apply.

The ADT flag provides protection agai nst the downgrade attacks
described in Section 7.2 only when the del egating zone i s DNSSEC
signed, ADT is set in the zone's DNSKEY RRset, and the resol ver
perfornms validation. In zones that publish Del egati on Types but have
not set ADT, or that are not signed, no cryptographic protection
against referral -stripping or DE-flag-stripping attacks is avail abl e.
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10.

10.

Zone operators that publish Del egation Types in signed zones are
REQUI RED to set the ADT flag upon deployment. Zones relying on

Del egation Types for security properties such as encrypted transport
MUST be DNSSEC- si gned.

| ANA Consi der ati ons

I ANA is requested to change reservations in the DNS Paraneters RR
types registry, with this document as the Reference.

* Range OxF000-OxF1EF to Regi stration Procedure "Expert Review or
St andards Acti on"
* Range OxF1F0-OxF1FF to Registration Procedure "Private Use"

I ANA is requested to assign flag 2 in the "EDNS Header Flags (16
bits)" registry in the "Domain Nane System (DNS) Paraneters" registry
group to "DE Del egati on Extensions", with this docunment as the
Reference. This flag is described in Section 3.

I ANA is requested to assign flag 14 of the 16-bit flags field in the
"DNSKEY FLAGS' registry to indicate Authoritative Del egati on Types,
with this document as the Reference. This is described in

Section 5. 1.
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