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Abst ract

Del egation information (i.e. the NS RRset, possible glue, possible DS
records) shoul d al ways be kept in sync between child zone and parent
zone. However, in practice that is not always the case.

When the del egation information is not in sync the child zone is
usual Iy working fine, but wthout the amount of redundancy that the
zone owner |ikely expects to have. Hence, should any further

probl ems ensue it coul d have catastropi c consequences.

The DNS nane space has lived with this problemfor decades and it
never goes away. O, rather, it will never go away until a fully
aut omat ed nechani smfor how to keep the information in sync
automatically is depl oyed.

Thi s docunent proposes such a nechani sm

TO BE REMOVED: This docunent is being collaborated on in Gthub at:
https://github. com johani x/draft-ietf-dnsop-del egati on-ngnt-vi a-ddns
(https://github. conljohanix/draft-ietf-dnsop-del egation-ngnt-vi a-
ddns). The nost recent working version of the docunment, open issues,
etc, should all be available there. The authors (gratefully) accept
pul | requests.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 21 August 2026.
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1. Introduction

For DNSSEC signed child zones with TLD registries as parents there is
an energing trend towards running so-called "CDS scanners" and "CSYNC
scanners" by the parent.

These scanners detect publication of CDS records (the child
signalling a desire for an update to the DS RRset in the parent) and/
or a CSYNC record (the child signalling a desire for an update to the
NS RRset or, possibly, in-bailiwick glue in the parent).

The scanners have a nunber of drawbacks, including being inefficient
and slow. They are only applicable to DNSSEC signed child zones and
they add significant conplexity to the parent operations. But given
that, they do work.

[ RFC9859] proposes a method to alleviate the inefficiency and
sl owness of scanners. But the DNSSEC requirenent and the conplexity
remai n.

Thi s docunent proposes an alternative nmechanismto automate the

updati ng of delegation information in the parent zone for a child
zone based on DNS Dynam ¢ Updates secured with SI G 0) signatures.
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This alternative nechani smshares the property of being efficient and
provi de rapid convergence (simlar to generalized notifications in
conjuction with scanners). Furthernore, it has the advantages of not
requiring any scanners in the parent at all and al so not being
dependent on the child (and parent) bei ng DNSSEC- si gned.

Know edge of DNS NOTI FY [ RFC1996] and DNS Dynani ¢ Updates [ RFC2136]
and [ RFC3007] is assumed. DNS SIGE0) transaction sighatures are
docunented in [RFC2931]. 1In addition this Internet-Draft borrows
heavily fromthe thoughts and probl em statenent from [ RFC9859].

1.1. Requirenents Notation

The key words "*MJST*", "*MJST NOT*", "*REQUI RED*", "*SHALL*",
"*SHALL NOT*", "*SHOULD*", "*SHOULD NOT*", "*RECOMMENDED*", "*NOT
RECOMVENDED* ", "*MAY*", and "*OPTIONAL*" in this docunment are to be
interpreted as described in BCP 14 [ RFC2119] [ RFC8174] when, and only
when, they appear in all capitals, as shown here.

2. Is there a Use Case?

Because of the drawbacks of CDS and CSYNC scanners they are unlikely
to be able to fully autonate the nmi ntenance of del egation
information in all parent zones. The prinmary reasons are the hard
requi renent on DNSSEC in the child zones and the conplexity cost of
operating the scanner infrastructure. |In practice, scanners are
likely nostly realistic for parent zones that are operated by well -
resourced registries.

Al the parts of the DNS nane space where the parent is smaller and
nmore resource constrai ned would be able to automate the del egation
managenent via this nechani smwi thout the requirenment of operating
scanners. Also all parts of the nane space where there are child
zones that are not DNSSEC signed woul d be able to use this.

Qovi ously, also well-resourced parent zones w th DNSSEC-signhed child

zones woul d be able to use this DNS UPDATE-based mechani sm but in

those cases scanners plus generalized notifications would al so work.
3. DNS NOTI FY versus DNS UPDATE

DNS NOTI FY and DNS UPDATE nessages share several properties and are
used to address sinilar issues.

3.1. Simlarities between NOTI FY and UPDATE

Bot h NOTI FY and UPDATE are "push" rather than "pull" nessages and
therefore very efficient.
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Bot h NOTI FY and UPDATE are nessages, in DNS packet format. They are
used by one party (the sender) to inform another party (the

reci pient) that some piece of DNS informati on has changed and that as
a consequence of this change the recipient of the nessage may want to
al so nmake a change to its DNS dat a.

A NOTI FY (as per [RFC1996]) is only a hint and the recipient may
ignore it. But if the recipient does listen to the NOTIFY it should
make its own | ookups to verify what has changed and whether that
shoul d trigger any changes in the DNS data provided by the recipient.

3.2. Differences between NOTI FY and UPDATE

The difference between the UPDATE and the NOTIFY is that the UPDATE
contains the exact change that should (in the opinion of the sender)
be applied to the recipients DNS data. Furthernore, for secure
Dynam ¢ Updates, the nessage al so contains proof why the update
should be trusted (in the formof a digital signature by a key that
the recipient trusts).

In this docunment the term "Dynam c Update” or "DNS UPDATE" inplies
secure dynam ¢ update. Furthernore this docunent inplies that the
signature algorithns are always based on asymmetric crypto keys,
usi ng the sane algorithns as are being used for DNSSEC. |.e. by
using the right algorithmthe resulting signatures will be as strong
as DNSSEC- si gnat ur es.

DNS UPDATEs can be used to update any information in a zone (subject
to the policy of the recipient). But in the special case where the
data that is updated is the delegation information for a child zone
and it is sent across a zone cut (i.e. the child sends it to the
parent), it acts as a glorified generalized NOTIFY.

The DNS UPDATE in this case is essentially a nessage that says:
"the delegation information for this child zone has changed; here
is the exact change; here is the proof that the change is
aut hentic, please verify this signature"
4. Term nol ogy
SI0) An assymmetric signing algorithmthat allows the recipient to

only need to know the public key to verify a signhature created by
the senders private key.
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Updating Del egation Information via DNS UPDATEs.

This is not a newidea. There is lots of prior art and prior
docunents, including the expired I-D. andrews-dnsop-updat e- parent -
zones- 04.

The functionality to update del egation information in the parent zone
via DNS UPDATE has been available for years in a | east one DNS

i mpl ementation (BIND9). However, while DNS UPDATE is used
extensively inside organisations it has not seen much use across
organi sati onal boundaries. And zone cuts, alnost by definition,
usual Iy cuts across such boundari es.

When sending a DNS UPDATE it is necessary to know where to send it.
Inside an organisation this information is usually readily avail abl e.
But outside the organisation it is not. And even if the sender would
know where to send the update, it is not at all clear that the
destination is reachable to the sender (the parent primary is likely
to be protected by firewalls and ot her neasures).

This constitutes a probl emfor using DNS UPDATES across zone cuts.

Anot her concern is that traditionally DNS UPDATEs are sent to a
primary naneserver, and if the update signture verifies the update is
automatically applied to the DNS zone. This is often not an
accept abl e nechanism The recipient may, for good reason, require
additional policy checks and likely an audit trail. Finally, the
change should in nany cases not be applied to the running zone but
rather to sone sort of provisioning systemor a database

Thi s creates another problemfor using DNS UPDATEs for managi ng
del egati on information

Bot h problens are addressed by the proposed nechani smfor |ocating
the recipient of a generalized NOTIFY

Locating the Target for a generalized NOTIFY and/ or DNS UPDATE

Section 3 of [RFC9859] defines a new RR type, DSYNC, that has the
followi ng format:

{gnane} IN DSYNC {RRtype} {schene} {port} {target}

where {target} is the domain name of the recipient of the NOIIFY
message. {RRtype} is typically "CDS" or "CSYNC' in the case where
del egation informati on shoul d be updated (there are al so other uses
of generalized notifications).
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Finally, {schene} is an 8 bit unsigned integer to indicate the type
of notification mechanismto use. Schenme=1 is defined as "NOTI FY"
(and the presentation format is also "NOTl FY"), as in "send a
generalized NOTIFY to {target} on port {port}".

Thi s docunment proposes the definition of a new {schenme} for the sane
record that is used for generalized NOTIFY. Schene=TBD is here
defined as "UPDATE", as in "send a DNS UPDATE to {target} on port
{port}". \When parsing or presenting DNS zone data the 8 bit unsigned
i nteger TBD should be replaced by the string "UPDATE", as in the
exanpl es bel ow.

Apart from defining a new scheme to specify the nechani sm " UPDATE"
(rather than the nechani sm "NOTI FY") this docunent does not say
anyt hi ng about what name to | ook up or what RR type. The UPDATE
mechani sm shoul d use exactly the sane nethod of locating the target
of the UPDATE as is used for generalized NOTIFY.

Thi s | ookup addresses the first issue with using DNS UPDATE across
organi zati onal boundari es.

Exanpl e 1: a parent zone announces support for DNS UPDATE as a
mechani sm for del egati on synchronization for all child zones:

_dsync.parent. | N DSYNC ANY UPDATE 5302 ddns-receiver. parent.

Exanmpl e 2: a parent zone announces support for different DNS UPDATE
targets on a per-child basis:

| dA. _dsync. parent. | N DSYNC ANY UPDATE 5302 ddns-receiver.registrarl
| dB. _dsync. parent. | N DSYNC ANY UPDATE 5302 ddns-receiver.registrar3
| dC. _dsync. parent. | N DSYNC ANY UPDATE 5302 ddns-receiver.registrar?2

The DSYNC RRset is |ooked up, typically by the child prinary nane
server or by a separate agent for the child, at the time that the
del egation information for the child zone changes in sonme way that
woul d pronpt an update in the parent zone. When the {schene} is
"UPDATE" (i.e. the number 2 in the wire protocol) the interpretation
is:

Send a DNS UPDATE to the I P address for the nane {target} on port
5302, where {target} is the donmain nane in the right-hand side of the
DSYNC record that matches the gname in the DNS query.
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8.

Linmitation of Scope for the Proposed Mechani sm

DNS UPDATE is in wide use all over the world, for all sorts of
purposes. It is not in w de use across organi zati onal boundari es.
Thi s docunent only address the specific case of a child zone that
makes a change in its DNS del egation information that will require an
update of the corresponding information in the parent zone. This

i ncl udes:

* changes to the NS RRset
* changes to glue (if any)
* changes to the DS RRset (if any)

* changes to the KEY RRset (only used for validation of UPDATE
nmessages)

Only for those specific cases is the descri bed nechani sm proposed.
The DNS UPDATE Recei ver

Wil e the sinplest design is to send the DNS UPDATEs to the primary
name server of the parent it will in nost cases be nore interesting
to send themto a separate UPDATE Receiver. To separate the primary
nane server fromthe UPDATE Receiver, use a {target} with addresses
separate fromthe addresses of the primary nanme server

1. Processing the UPDATE in the DNS UPDATE Recei ver

The receiver of the DNS UPDATE nessages should inplenment a suitably
strict policy for what updates are accepted (typically only allow ng
updates to the NS RRset, glue and DS RRset).

Furthernore, it is strongly recomended that the policy is further
tightened by only allowi ng updates to the del egation information of a
child zone with the exact same name as the nane of the SI0) key the
si gned the UPDATE request. |.e. an UPDATE request for the del egation
information for the zone child.parent. should only be processed if it
is signed by a SIG0) key with the nane child. parent. and the
signature verifies correctly.
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Once the DNS UPDATE message has been verified to be correctly signed
by a known and trusted key with the correct nane and al so adhere to
the update policy it should be subjected to the sane set of
correctness tests as CDS/ CSYNC scanner woul d have perforned. |If
these requirenents are also fulfilled the change may be applied to
the parent zone in whatever manner the parent zone is nmintained (as
atext file, data in a database, via and AP, etc).

9. Interpretation of the response to the DNS UPDATE.

Al'l DNS transactions are designed as a pair of nessages and this is
true also for DNS UPDATE. The interpretation of the different
responses to DNS UPDATE are fully docunmented in [RFC2136], section
2. 2.

9.1. RCCDE NCERROR

A response with rcode=0 ("NOERROR') should be interpreted as a
confirmation that the DNS UPDATE has been received and accept ed.
I.e. the change to the parent DNS data should be expected to be
published in the parent zone at some future tine.

9.2. RCODE REFUSED

A response with rcode=5 ("REFUSED') should be interpreted as a

per manent signal that DNS UPDATEs are not supported by the receiver.
This woul d indicate a parent m sconfiguration, as the UPDATE shoul d
not be sent unless the parent has announced support for DNS UPDATE

via publication of an appropriate target |ocation record.

9. 3. RCODE BADKEY

A response with rcode=17 ("BADKEY") should be interpreted as a
definitive statement that the DNS UPDATE Recei ver does not have
access to the public SIG0) key needed for signature verification
In this case the child should fall back to bootstrap of the Sl G 0)
public key into the DNS UPDATE Recei ver, see bel ow

9.4. No response to a DNS UPDATE

The case of no response is nore conplex, as it is not possible to
know whet her the DNS UPDATE actually reached the receiver (or was
lost in transit) or the response was not sent (or lost in transit).

For this reason it is suggested that a | ack of response is left as

i npl ement ati on dependent. That way the inplenentation has sufficient
freedom do chose a sensible approach. Eg. if the sender of the DNS
UPDATE nmessage (perhaps the primary nanme server of the child zone)
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10.

only serves a single child, then resendi ng the DNS UPDATE once or
twice may be ok (to ensure that the lack of response is not due to
packets being lost in transit). On the other hand, if the sender
serves a | arge nunber of child zones bel ow t he sane parent zone, then
it may already know that the receiver for the DNS UPDATEsS i s not
respondi ng for any of the child zones, and then resendi ng the update
imediately is likely pointless.

Management of SI G 0) Public Keys

Only the child should have access to the SIG0) private key. The
correspondi ng SI 0) public key should preferably be published in
DNS, but it doesn't have have to be. The SIG0) public key only
needs to be available to the parent DNS UPDATE Recei ver. Keeping all
the public SI0) keys for different child zones in some sort of

dat abase is perfectly fine.

1. Bootstrapping the SIG0) Public Key Into the DNS UPDATE Recei ver

Bootstrap of the child public SIG0) key to be trusted by the UPDATE
Recei ver may be done either manually or automatically. Mnually may
in various cases be the preferred nethod, especially in the case of
non-registry parents with a small nunber of child del egati ons.

I f the UPDATE Recei ver only supports manual bootstrap, then that is
what will happen (apart frominform ng the child about this policy).
If the child wants to enforce manual bootstrap it needs to request
this fromthe UPDATE Recei ver.

In those cases there is by definition some nmechanismin place to
conmuni cate information fromthe child to the parent, be it emnil, a
web form pieces of paper or sonmething else. The same nechani sm can
be extended to al so be used to communicate the initial SIG0) public
key fromthe child to the parent.

Regar dl ess of whether manual bootstrap or automatic bootstrap is to
be used (subject to the UPDATE Receiver policy), the bootstrap nust
be initiated. This is done by the child issuing a self-signed DNS
UPDATE to the parent containing:

DEL child.parent. {ttl} ANY KEY
ADD child.parent. {ttl} IN KEY ...

The first record is an instruction to del ete any previ ous keys for
this child (CLASS=ANY in a DNS UPDATE is a request to delete an
entire RRset). The second is an instruction to add the new key.
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When recei ving such a nessage (where the self-signature vali dates)
the parent UPDATE Reci ever SHOULD mark that key as "known" (but not
yet trusted) and then either put that key into a queue for |ater |ook
up and validation of the corresponding KEY record (if supporting
automati c bootstrap) or put that key into a queue for subsequent
manual validation and verification

10.1.1. Automatic Bootstrap of the SI0) Public Key

Aut omat ed boot strapping is al so possible, subject to the policy of
the UPDATE Receiver. The basic idea is to publish the public SIE0)
key as a KEY record either at the child apex or at a special nane
bel ow the name of an authoritative nanmeserver for the zone located in
a DNSSEC- signed zone. This publication must occur prior to the
initial key upload. Then the UPDATE Receiver (or an agent) may | ook
that KEY up for subsequent validation

10.1.2. Autonmatic Bootstrap When Child Zone |s DNSSEC- si gned

If the child zone is DNSSEC-si gned (including a signed del egation via
a DS record), then the KEY record containing the SIG0) public key

| ocated at the zone apex can be | ooked up and validated by the DNS
UPDATE Recei ver

child.parent. IN KEY ...
child. parent. IN RRSIG KEY ...

In case of validation success the key SHOULD be pronoted to "trusted"
by the UPDATE Receiver. At this point any old keys shoul d be
del et ed.

In case of validation failure (or absence of a DNSSEC sighature) the
SI G(0) SHOULD NOT be pronoted to the set of keys that the UPDATE
Recei ver trusts and any old keys MJST be kept.

10.1.3. Autonatic Bootstrap When Child Nameserver |s In A DNSSEC- si gned
Zone

If the child zone is unsigned but at |east one of the authoritative
naneservers for the zone is located in a DNSSEC-si gned zone
(including a signed delegation via a DS record), then the KEY record
containing the SI G 0) public key can be | ooked up and validated by
the DNS UPDATE Recei ver.

Exanpl e: assune that the unsigned child zone "child. parent.” has two
nameservers
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chil d. parent.
chil d. parent.

IN NS ns.child. parent.

I N NS ns. provi der. exanpl e.

ns.child.parent. is located in the unsigned zone child.parent. and a
KEY record | ocated under that nane can not be DNSSEC-val i dat ed.

ns. provi der. exanple. on the other hand is |located in a DNSSEC si gned
zone. In this case the KEY record containing the public SIGO0) key
for child.parent. may be |located at the special |abe

" _sigOkey.{child}._signal.{naneserver}":

_sigOkey. child. parent. _signal.ns.provider.exanple. IN KEY ..
_sigOkey. child. parent. _signal.ns.provider.exanmple. IN RRSIG KEY ...

In case of validation success the key SHOULD be pronoted to "trusted"
by the UPDATE Receiver. At this point any old keys shoul d be
del et ed.

In case of validation failure (or absence of a DNSSEC sighature) the
SI G(0) SHOULD NOT be pronoted to the set of keys that the UPDATE
Recei ver trusts and any ol d keys MJST be kept.

This bootstrap nmechanismis identical to the nethod used for DNSSEC
bootstrap as described in [RFC9615]. As the proof of the SIG0) key
being authentic is based on a clear DNSSEC signature chain this
method is as secure as if the child zone had been signed.

1.4. Automatic Bootstrap Wien Child Zone Is Unsigned

Hence, to bootstrap the public SIG0) key for a child zone it is
possi ble for the parent use a "bootstrap policy" a |la:

* Look up the KEY RRset in the child zone. Conpare to the child KEY
received in the self-signed DNS UPDATE

* To mtigate a possible on-path attacker, do the | ook up of the
child KEY RRset, using TCP transport, fromnultiple vantage
points, at nultiple tines. The child KEY RRset must be consistent
over time and space.

* N©Make on-path attacks even nore difficult by adding a requirenent
to, in addition to TCP, also use a nore secure transport, |ike
DoT, DoH or DoQ once those becone nore generally avail able for DNS
queries to authoritative servers. The child KEY RRset nust be
consi stent over all tested transports.
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* |f the received KEY RRset is consistent frommultiple vantage
points and rmultiple times then it is considered authentic and
pronoted by the parent’s UPDATE Receiver from "known" to "trusted"
SIG0) key for the child. At this point any old SIG0) public
keys for the child should be del eted.

Should a "registry" parent want to support this mechanism (as a
service to its unsigned children) then a likely nodel is that the
target of the DNS UPDATE is operated by the registrar (or possibly
that the DNS UPDATE is forwarded to the registrar). The registrar
performs its nornmal verifications of a change and then transforns the
update into an EPP [ RFC5730] transaction to comrunicate it to the
registry

Thi s bootstrap mechani smfor the case of an unsigned child is
essentially identical to the "automati ¢ DNSSEC Boot strap via CDS"
service a la [RFC8078] that multiple TLD registries provide today.
It does not provide the provable authenticity of the two previous
met hods but it is possible to nake on-path attacks arbitrarily
difficult by using a | arger nunber of repeated queries froma | arger
nunber of vantage points.

1.5. Publishing Supported Bootstrap Methods

As there are nultiple possible nmethods to bootstrap the initia
SIG0) public key to becone trusted by the parent it becones
important for child zone operators to be able to find out which

met hod to use. One alternative would be to send this information
inside the KeyState EDNS(0) option that is already needed to inquire
state for specific keys. This does have the drawback of being |ess
visible and potentially nore difficult to use operationally.

Anot her nethod is to utilize the same mechani smas used in

[1-D. berra-dnsop-announce-scanner] to announce details about CDS and
CSYNC scanner capabilities. This mechani smuses an SVCB record

| ocated at the target of the DSYNC record to announce capabilities.
For the UPDATE Receiver the inportant capabilites are primarily
supported bootstrap methods.

1.5.1. SVCB Key "boot strap"
The "bootstrap" key is used to signal what nechani sns are supported

for upgrading an unsigned del egation to a signed del egation. Three
mechani sms are currently identified:
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* "at-apex": This is an indication that the UPDATE Recei ver supports
automati c bootstrap of the SIG0) public key for signed child
zones by the child publishing the DNSSEC si gned KEY record at the
child zone apex.

child.parent. |IN KEY ...
child.parent. |IN RRSIG KEY ...

See Automatic Bootstrap Wien Child Zone |Is DNSSEC- si gned
(Section 10.1.2)

* "at-ns": This is an indication that the UPDATE Recei ver supports
automati c bootstrap of the SI 0) public key by publishing the
DNSSEC- si gned KEY record both at the zone apex AND at the specia
nanme "_sigOkey.{child}._signal.{nameserver}." bel ow the nanme of an
authoritative naneserver located in a signed zone. This nmechani sm
is simlar to what is described in [ RFC9615] for CDS bootstrap

chil d. parent. IN NS ns. provi der.com

chil d. parent. I N KEY ...

_sigOkey.{child}. _signal.ns.provider.com |IN KEY ..
_sigOkey.{child}. signal.ns.provider.com |IN RRSIG KEY ...

See Automatic Bootstrap Wien Child Naneserver Is In A
DNSSEC- si gned Zone (Section 10.1.3)

* "unsigned": This method is simlar to what [ RFC8078] describes for
CDS boot st rappi ng.

chil d. parent. IN KEY ...

See Automatic Bootstrap Wien Child Zone |Is Unsigned
(Section 10.1.4)

* "manual": This is an indication that the UPDATE Recei ver supports
sone ot her mechani smfor bootstrap of the SI G 0) public key.

The val ue of the "bootstrap” key is a string with one or nore of the
defined mechani snms, separated by ",". The nechani sns may occur in
arbitrary order.

New nmechani snms are likely to be defined in the future.

1.5.2. Conplete Exanple

Exampl e for a parent that operates an UPDATE Recei ver that only

support the secure automatic bootstrap nethods "at-apex" and "at-ns"
O herwi se nmanual bootstrap is needed.
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_dsync. parent . exanpl e. I N DSYNC ANY UPDATE O updat er. parent. exanpl e.
updat er. parent.exanple. IN SVCB 0 . (bootstrap="at-apex, at - ns, nanual ")

10.

10.

I.e. this UPDATE Recei ver does not support the "unsigned" nethod
based on [ RFC8078].

2. Rolling the SIG0) Key

Once the parent (or registrar) DNS UPDATE Receiver has the key, the
child can update it via a DNS UPDATE just |ike updating the NS RRset,
the DS RRset or the glue in the parent zone (assuming a suitable DNS
UPDATE policy in the parent). |I|.e. only the initial bootstrapping of
the key is an issue.

Not e, however, that the alternative of re-bootstrapping (by whatever
boot st rappi ng mechani smwas used) in case of a key conprom se may be
a better alternative to the parent supporting key rollover for child
SI J(0) keys. The decision of whether to allow SI G(0) key rollover
via DNS UPDATE is left as parent-side policy.

3. Re-bootstrapping In Case of Errors

Sonetinmes things get out of sync in spite of all efforts. It could
be an operator error in the parent end | osing the child public key or
it could be an error in the child end losing the private key.

Anot her possibility could be a key rollover that for sone reason
didn't sync correctly.

If [I-D. berra-dnsop-keystate] is supported then the child can inquire
with the UPDATE Receiver about the KeyState of the SIG0) key it
woul d use in an UPDATE request.

In all such cases, as soon as the child becones aware of the problem
it should sinply re-bootstrap by the sanme nechani sm as used
initially. The self-signed DNS UPDATE that starts the bootstrapping
process contains a

DEL child.parent. {ttl} ANY KEY
and that is an instruction to the parent UPDATE Receiver to delete

any SI G 0) public keys for this child (and after that start the
process to validate the new key).
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11.

11.

11.

Not e that when receiving such a self-signed DNS UPDATE t he parent
MUST NOT del ete any old keys until the new key has been validated and
therefore pronoted to "trusted". This is needed and inportant to
avoid the potential attack vector of an adversary causing a parent to
invalidate the child key by just sending a self-signed bootstrap
UPDATE (which will not validate, but if the old key is deleted then
the harm woul d al ready be done).

Comuni cati on Between Child and Parent UPDATE Recei ver

There are two cases where comruni cati on between child and parent
UPDATE Recei ver woul d benefit greatly from sone additiona
i nformati on.

1. Comunication in Case of Errors

An error response fromthe parent UPDATE Recei ver woul d be inproved
by nore detail provided via a set of new Extended DNS Error Codes
[RFC8914]. In particular, it would be useful to be able to express
the follow ng "states":

* "SI 0) key is known, but not yet trusted": indicating that
bootstrap of the key is not yet conplete. Wiiting may resol ve the
i ssue.

* "SI 0) key is known, but validation failed": indicating that
bootstrap has failed and waiting will not resolve the issue.

* "Automatic bootstrap of SI G 0) keys not supported; manual
bootstrap required": indicating that while the parent does support
del egati on sychronization via DNS UPDATE, it does only support
manual boot strap.

2. Comunication To Inquire State

Ext ended DNS Errors [ RFC8914] provides an excel |l ent nechani sm for
addi ng nore detail to error responses. However it is, intentionally,
limted to:

* returning extra information fromthe receiver to the origina
sender. It is not possible to "send" information, only "return”
i nformation.

* no information except the actual error code is neant for automatic
processing. it is therefore not possible to conmmunicate things
like, eg. a Keyld via EDE
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The conmuni cati on between child and parent would gain fromthe
addition of the ability to also send inquiries to the parent:

* For the child to be able to inquire about the state of the parent.
I.e. "I operate under the assunption that the key {key} is known
and trusted by you (the parent). |Is this correct?"

* For the child to inquire about things: "Do you (parent) support
aut omati ¢ boot strappi ng or not?"

[1-D. berra-dnsop-keystate] is proposed as a nechanismto inprove the
conmmuni cati on between child and parent, both in the error case and in
the inquiry case. |If that draft is supported then all of the above
exanpl es would travel as a new "KeyState codes" in a KeyState OPT as
specified in [I-D. berra-dnsop-keystate].

11.3. Mitual Authentication

In a traditional DNS UPDATE only the sender (i.e. the child in this
case) of the UPDATE is providing information. The receiver is only a
consuner of the information (assum ng that the receiver able to
validate the SIG0) signature of the sender, and that the UPDATE
adheres to policy, etc).

However, in the proposed mechanismwi th the new KeyState OPT the
UPDATE Recei ver can also send information back to the sender (the
child). One exanple is details about the SI0) key bootstrap policy
of the parent. This opens up the possibility for an adversary to
potentially cause disruption by sending forged responses to the
child.

For this reason the current proposal is that the UPDATE Receiver also
mai ntains a SI 0) key pair, including publication of the public key
in DNS. This key is then used to sign responses to the child. This
requires that the child goes though a simlar bootstrap process to
get the public key of the UPDATE Recei ver as the parent does.

Once such bootstrap is conplete the child can use the public key of

the UPDATE Receiver to verify the authenticity of responses fromthe
UPDATE Recei ver, thereby maki ng the nutual authentication conplete.
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12. Scal ability Considerations

The primary existing mechani smfor automatic synchronizati on of DNS
del egation information is based on parent-side "scanning" of the
child zones for CDS and/ or CSYNC RRsets, perform ng DNSSEC val i dation
on the result and then, in the CSYNC case, based on the result, issue
and validate a potentially |arge nunber of additional DNS queri es,

all of which nmust be DNSSEC validated. This nmakes a CDS/ CSYNC
scanner for a parent with a significant nunber of delegations a
conpl ex and resource consumi ng service. Anong the issues are rate-
limting by |arge DNS operators and inherent difficulties in issuing
mllions of recursive DNS queries where all received data nust be
val i dat ed.

By conparision, the DNS UPDATE based nechani sm for automatic
synchroni zation shifts nost of the effort to the child side. It is
the child that is responsible for detecting the need to update the
del egation information in the parent zone (which nmakes sense as it is
the child that has nade a change and therefore, in many cases,

al ready "knows"). It is the child rather than the parent that
comput es what records should be added or renoved. Al of this is
good for scalability.

Furthernmore, the information collection and validation effort for the
UPDATE Receiver is restricted to validation of a single DNS nessage,
using a SIG0) key that the UPDATE Recei ver already has.

Hence, as the data collection and validation is nuch sinplified the
task of the UPDATE Receiver is nostly focused on the policy issues of
whet her to approve the UPDATE or not (i.e. the sane process that a
CDS and/ or CSYNC scanner foll ows).

13. Security Considerations.

Any fully automatic nmechanismto update the contents of a DNS zone
opens up a potential vulnerability should the mechani sm not be
i npl emented correctly.

In this case the definition of "correct” is a question for the
recei ver of the DNS UPDATE. The receiver should verify the
authenticity of the DNS UPDATE and then do the sanme checks and
verifications as a CDS or CSYNC scanner does. The difference from
the scanner is only in the validation: single SIG0) signature by a
key that the UPDATE Receiver trusts vs DNSSEC signatures that chain
back to a DNSSEC trust anchor that the validator trusts.
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14.

15.

16.

16.

Anot her issue of concern is whether a parent-side service that

provi des support for changes to child delegation information via DNS
UPDATE is open for potential denial-of-service attacks. The answer
is likely no, as it is possible to have a very strict rate-limting
policy based on the observation that no child zone should have a
legitimate need to change its delegation information frequently.

Furthernmore, as the location of the UPDATE Receiver can be separated
fromany parent name server even in the worst case the only service
that can be subject to an attack is the UPDATE Receiver itself, which
is a service that previously did not exist.

I ANA Consi derati ons.

I ANA is requested to assign a new "schene” value to the registry for
"DSYNC Location of Synchronization Endpoints" as follows:

Ref erence (this docunent)

[ ool oo ool e oo s s s s s e U}
| RRtype | Schene | Purpose | Reference |
[ ety el ety el
|  ANY | TBD | Del egati on nanagenent | (this docunent) |
F----- - - F----- - - I i I I R I I +

Table 1
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Appendi x A,  Change History (to be renoved before publication)

*

draft-ietf-dnsop-del egati on-ngnt -vi a- ddns- 00
Re-submitted as a W5 docunent after adoption.
draft-j ohani - dnsop- del egati on- ngnt - vi a- ddns- 06

Added the nore secure bootstrap of the SI0) public key based on
RFC9615 in addition to the original nmechani smbased on RFC3078.

Repl aced references to the draft on generalized notifications with
a reference to RFC9859.

draft -j ohani - dnsop- del egat i on- ngnt - vi a- ddns- 05

Fi xed typos in the KeyState OPT section.

Added a section on nutual authentication.

Fi xed spelling errors.

draft-j ohani - dnsop- del egati on- ngnt - vi a- ddns- 04

Rewor ked the section on automatic bootstrapping a | a RFC8078.

Added a section on re-bootstrapping the SIG0) key with the parent
after problens.

Added text on the inportance of augmenting error responses using
EDE ( RFC8914).
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Added text on the insufficiency of RFC3914 for chil d-to-parent
communi cation and a reference to the (upcomng) draft on a new OPT
code to alleviate this.

* draft-johani-dnsop-del egati on-ngnt - vi a- ddns- 03

Update the draft based on the excellent dnsdir review of draft-
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child the CDS RRset.

Added a section on scalability considerations.

Expanded the Security Considerations section with a paragraph on
the potential for DDOS attacks ainmed at the UPDATE Recei ver
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Change the RRtype fromthe original "NOTIFY" to the proposed
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Expand the description of howto interpret different RCODE
responses to the UPDATE. Expand the description of bootstrapping
alternatives. Change the mmenonic of the RR type used from
"NOTI FY" to "DSYNC' in the exanples
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