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Abst ract

Thi s document provides guidelines and docunents Best Current Practice
for operating authoritative DNS servers, recursive resolvers and stub
resolvers in a mxed | Pv4/1Pv6 environnent. This docunent recommends
that both authoritative DNS servers and recursive resolvers support
IPv4 and I Pv6. It al so provides gui dance on how recursive DNS

resol vers shoul d sel ect upstream DNS servers, including when

| Pv4- enbedded | Pv6 addresses are avail abl e.

Thi s docunent obsol etes RFC 3901.
Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github.comietf-wg-dnsop/draft-ietf-dnsop-3901bis.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 26 July 2026
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This creates a conpl ex | andscape where authoritative DNS servers

m ght be accessible only via specific network protocols

[ VBDNSRDY- 23] . At the sanme tinme, DNS resolvers may only be able to
access the Internet via either 1Pv4d or | Pv6 connectivity. This poses
a chal l enge for such resolvers because they nmay receive queries for
nanes whose authoritative DNS servers do not support the sane |IP
address famly as the resolver itself.

[ RFC3901] was initially witten at a tine when |Pv6 depl oyment was
not wi despread, focusing primarily on maintaining nane space
continuity within the I Pv4 | andscape. Two decades later, not only is
I Pv6 wi dely deployed, it is also becomng the de facto standard in
many areas, such as nobile and access networks and data center

underl ays. Furthernore, since 2012, |Pv6 support being required for
all 1P-capabl e nodes has been established as a best current practice
[ RFC6540]. This docunent broadens the scope of [RFC3901]
recomrendi ng | Pv6 connectivity for authoritative DNS servers,
recursive resolvers, and stub resol vers

Thi s docunent provides:

* Quidance on | P address fam |ly-rel ated nane space fragnentati on and
best practices for avoiding it.

* Quidelines for configuring authoritative DNS servers for zones.
* Quidelines for operating recursive DNS resol vers.
* @uidelines for stub DNS resol vers.

Wil e transition and coexi stence setups nmay mitigate sone of the DNS
resolution issues in a nmixed | P address fam |y Internet, naking DNS
data accessi ble over both IPv4 and IPv6 is the nost robust and

fl exi bl e approach. This approach allows resolvers to retrieve the
informati on they need without requiring internediary translation or
encapsul ation services, which may introduce additional failure cases.

Refer to Appendix A for an overview of the main changes since
[ RFC3901] .

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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2

Ter mi nol ogy

Thi s docunent uses DNS term nol ogy as described in [ RFC9499].
Furthernore, the following terns are used with a defined neaning:

| Pv4 nane server:
A name server that provides either authoritative or recursive DNS
services and is reachable via IPv4. This does not inply anything
about the DNS data served, but rather that the name server
recei ves and answers queries over |Pv4.

| Pv6 nane server:
A name server that provides either authoritative or recursive DNS
services and is reachable via IPv6. This does not inply anything
about the DNS data served, but rather that the name server
recei ves and answers queries over |Pv6.

Dual - st ack nane server
A nane server that is both an "I Pv4 nane server" and an "Il Pv6 nanme
server".

Name Space Fragnentation

When a resolver |ooks up a nane, it starts at the root and foll ows
referrals until it reaches a nane server set that is authoritative
for the nane. However, if the referrals lead to a nanme server set
that only contains nane servers reachable via an | P address famly
not supported by the resolver, the resolver is unable to continue DNS
resol ution.

If this occurs, the DNS has effectively fragnented due to ni smatching
| P address fanmily support between the recursive DNS resol ver and the
aut horitative DNS server.

Wth the depl oynent of both |IPv4 and | Pv6, nane space fragnentation
can occur for different reasons. One reason is that DNS zones are
consistently configured to support only either I Pv4d or | Pv6. Another
reason is misconfigurations that nake a zone unresol vabl e by either

I Pv4d-only or IPv6-only resolvers. The latter is often hard to
identify because the inpact of msconfigurations affecting one IP
address fanmily (IPv4 or IPv6) nay be hidden in a dual -stack setting.
In the worst case, where both | P address families nmust be fully
supported by a resolver, a specific nane may only be resolvable via
dual - st ack enabl ed resol vers
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3.1. Msconfigurations Causing | P Address Family Rel ated Name Space
Fragment ati on

Even when an adm ni strator assunes that they have enabl ed support for
a specific IP address famly on their authoritative DNS server,
various m sconfigurations may break the DNS del egati on chain of a
zone for that | P address famly, preventing any of its records from
bei ng resolved by clients that only support that |IP address fanily.
Such m sconfigurations may remai n undetected if nost clients can
successfully fall back to the other I P address famly.

The foll owi ng nanme-rel ated nisconfigurations can cause broken
del egation for one | P address famly:

No A/ AAAA records for NS nanes
If all of the NS resource records (RR) for a zone in their parent
zone have either only A RRs or only AAAA RRs, then resolution via
the other I P address fanmily is not possible.

M ssi ng gl ue:
If the name froman NS record for a zone is in-domain (i.e., the
nane is within the zone or below), a parent zone needs to contain
both I Pv4 and | Pv6 glue records. A parent needs to serve the
corresponding A and AAAA RRs in the additional section when
returning the NS RRs as the referral response [ RFC9471].

No A/ AAAA RR for in-domain NS
If the parent provides glue records for both I P address famlies
but the child zone itself |acks corresponding A or AAAA RRs for
its in-domain NS nanes, resolution via the nissing |IP address
famly will fail during delegation revalidation (see, e.qg.
[1-D.ietf-dnsop-ns-revalidation]).

Zone of sibling donmain NSes not resolving:
If the nanme froman NS RR for a zone is in a sibling donain, the
correspondi ng zone needs to be resolvable via the | P address
famly in question as well. It is insufficient if the nane
pointed to by the NS RR has an associated A or AAAA RR
correspondi ngly.

Parent zone not resolvable via one | P address fanily:
For a zone to be resolvable via an IP address fanily the parent
zones up to the root zone needs to be resolvable via that IP

address famly as well. Any zone not resolvable via the concerned
I P address fanmi|ly breaks the del egation chain for all its
children.

The above m sconfigurations are not nutual ly exclusive.
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Furthernore, any of the m sconfigurations above nmay not only
materialize via a mssing RR but also via an RR providing the IP
address of a name server that is not configured to answer queries via
that | P address fam |y [ V6DNSRDY-23].

Finally, at the tine of this witing, addresses (A or AAAA RRs) for a
del egation’s authoritative name servers are the only type of glue
defined for the DNS. In the future, alternative, yet related,

del egati on systenms may be avail abl e, where other considerations

appl y.

3.2. Network Conditions Causing |IP Address Fami |y Rel ated Nane Space
Fragment ati on

In addition to explicit msconfigurations in the served DNS zones,
network conditions may also influence a resolver’s ability to resolve
nanes in a zone. The nobst commopn issue are packets requiring
fragmentation given a reduced path MU (PMIU) and MIU di scards, i.e.,
packets bei ng dropped on-path due to exceeding the MIU of the link to
the next-hop without the sender being notified. This can manifest in
the foll owi ng ways:

DNS- over - UDP packets requiring fragnmentation

When using EDNS(0) to conmuni cate support for DNS nessages | arger
than 512 octets [ RFC6891] via conventional DNS-over-UDP transport
according to [ RFC1035], an | P packet carrying a DNS response nay
exceed the PMIU for the path to a resolver. [If an authoritative
DNS server does not follow [ RFCO715], i.e., honors EDNS(0) sizes
| arger than 1232 octets, it will try to fragnment the packet
according to the discovered PMIU. Such packets nostly occur for
DNSKEY responses wi th DNSSEC [ RFC4034] .

In general, DNS servers SHOULD foll ow [ RFC9715], which provides
addi ti onal gui dance on preventing fragnentati on by ensuring that
t he maxi mum DNS/ UDP payl oad size does not exceed 1400 octets.
Thi s can be acconplished by setting an upper bound for received
EDNS(0) sizes, with nost inplenentations using an upper bound
EDNS(0) size of 1232 octets as per the suggestions made by the

[ DNSFl agDay2020] initiative, to ensure that generated packets
always fit into | ower bound of the IPv6 MIU of 1280 octets, as
defined in [ RFC8200]. Hence, DNS servers MAY also opt to set an
EDNS(0) size of 1232 octets as suggested by the [ DNSFI agDay2020]
initiative, instead of using the |arger value of 1400 octets
suggested by [ RFC9715].
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Additionally, DNS servers MAY opt to explicitly not rely on path
MIU di scovery [RFC4821] or PLPMIUD [RFC8899]. It can do so, for
exanple, by setting I1PV6_USE M N MIU=1 from [ RFC3542] to avoid the
need to perform PMIU di scovery.

DNS- over - TCP packets requiring fragnmentation
A resolver can for various reasons also initiate connections via
TCP for resolution to an authoritative server. However, simlar
to the case of DNS-over-UDP, DNS-over-TCP may encounter MIU
discards if PMIUD does not work and, thus, the MSS honored by the
authoritative DNS server leads to | P packets exceeding the actua
PMIU of the path taken by responses. |In that case, simlar to the
case of DNS-over-UDP, DNS resolution will time out when the
recursive DNS resolver did not receive a response in tine.

[ RFC9715] does not provide explicit guidance on mitigating this

i ssue. However, transferring the guidance from[RFC9715], setting
an MBS of 1388 octets would reduce the inpact of this issue.

Hence, it is RECOMMENDED t hat DNS servers set an MSS of no nore
than 1388 octets for TCP connections. Simlarly, aligned with the
recommendat i ons of the [DNSFl agDay2020], DNS servers MAY ensure
that a total packet size of 1280 octets is not exceeded by setting
an MBS of 1220 octets. Additionally, DNS servers MAY opt to not
rely on PMIU di scovery. |t can do so, for exanple, by setting

| PV6_USE_M N _Mru=1 from [ RFC3542] .

Broken I P Connectivity at the Resol ver
Simlar to authoritative servers, (stub) recursive resolvers my
face broken | P connectivity for either IPv4d or |Pv6:

I Pv4 connectivity for a DNS resol ver nmay experience issues, e.g.,
if the resolver is deployed behind a Carrier G ade NAT (CG\)

[ RFC6888] that inplenments strict timeouts on active sessions, or
limts the nunber of available TCP and UDP ports nunbers for
connecti ons bel ow the nunber required by the multiple connections
necessary during recursive DNS resolution. Simlarly, [RFC1918]
addressing may be in use on the resolver, while address
translation is not performed, or, simlar to the case for |Pv6,
when the DNS resol ver has a gl obal |1Pv4 address, but that address
is not forwarded on the resolver’s network

| Pv6 connectivity for a DNS resol ver may experience issues, if,
e.g., a client has been assigned a gl obal unicast |Pv6 address,
but IPv6 traffic is not forwarded on the resol ver’s network.

Al so, a resolver may only have received an [ RFC4193] uni que | oca
I Pv6 uni cast address (ULA), which does not allowit to reach

gl obal addresses without translation. Simlarly, |Pv6
connectivity can experience issues when |Pv4-1Pv6 transition
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technol ogi es |i ke NAT64 [ RFC6146] on | Pv6-nostly networks

[ RFC9313] are in use, where the use of NAT64 can be, e.g.

di scovered through PREF64 in Router Advertisenents (RAs) [RFC8781]
or DNS64 [ RFC7050]. There, the synthesized | Pv6 addresses used
in, e.g., 464XLAT [ RFC6877] encounter additional PMIU fl uctuation
due to the difference in header size between |Pv4 and | Pv6,

possi bly inpacting DNS resol ution.

Not e: This docunent only explicitly di scusses DNS-over-TCP and DNS-
over-UDP. However, several other transport nethods between recursive
and authoritative DNS severs exist, including DNS over various
encrypted transports. Sone of these technol ogi es provi de additiona
mechani sms for preventing the inpact of a reduced PMIU or MU

di scards. CGuidance in this docunent focuses on IP address famly
support, and questions of the underlying transport protocol (TCP or
UDP). |If DNS servers use an additional protocol |ayer, e.g., DNS-
over-TLS [ RFC7858] or DNS-over-QUI C [ RFC9250], for their
conmmuni cati on, and that protocol supports additional neasures to
prevent fragnentation on the IP layer related issues, these neasures
SHOULD be used for the connection. Oherwise, if the protocol is not
resilient to IP layer fragmentation related issues by default, the
above gui dance for TCP and UDP based connecti ons SHOULD be applied
anal ogousl y.

3.3. Reasons for Intentional |IP Address Fanily Rel ated Nanme Space
Fragment ati on

Intentional IP related name space fragmentation occurs if an operator
consciously decides not to deploy IPv4 or IPv6 for a part of the
resolution chain. Mst comonly, this is realized by intentionally
not listing A/AAAA RRs for NS names. Based on a 2023 study, the
share of zones not resolvable via IPv4 is negligible, while alittle
| ess than 40% of zones are not resolvable via | Pv6 [ V6DNSRDY- 23] .
However, as |Pv4 address exhaustion progresses, |Pv6 adoption is
expected to increase.

4. Policy Based Avoi dance of Nane Space Fragnentation
Wth the final exhaustion of |IPv4 address pools in RIRs, e.g.,

[ RIPEV4], and the progressing depl oynent of IPv6, |IPv4 and | Pv6 have
becone conparably relevant. Yet, while it is observed that the first

zones beconi ng exclusively | Pv6 resolvable, there is still a ngjor
portion of zones solely relying on | Pv4 [ V6DNSRDY-23]. Hence, dual -
stack connectivity is still instrumental to be able to resolve zones

and avoi d name space fragmentation
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Havi ng zones served only by nanme servers reachable via one |IP address
famly would fragment the DNS. Hence, the need for a way to avoid
this fragmentation.

The recomended approach to maintain nanme space continuity is to use
admi nistrative policies, as described in this section

4.1. Cuidelines for Authoritative DNS Server Configuration

It is usually recommended that DNS zones contain at |east two nane
servers (Section 4.1 of [RFCL034]). Typically, these servers are
geographi cal ly diverse and operate under different routing policies
[ RFC2182], as also mirrored by, e.g., the I ANA requirenments for TLD
authoritative name servers [I ANANS]. To prevent DNS name space
fragmentation, at |east two | Pv4-reachable and two | Pv6-reachabl e
nane servers MJST be configured for a zone. A single nane server
that is reachable over both IPv4 and | Pv6 counts once per address
famly. Specifically, key requirenents for a zone are:

| Pv4 adopti on:
To mai ntain nane space continuity, every DNS zone MJST be served
by at least two authoritative DNS servers providing services via
I Pv4. Furthernore, the delegation configuration of an NS
(Resolution of the parent, resolution of sibling domain nanes,
glue) MUST NOT rely on I Pv6 connectivity being avail abl e.

| Pv6 adopti on:
To mai ntain nane space continuity, every DNS zone MJST be served
by at least two authoritative DNS servers providing services via
I Pv6. To avoid reachability issues, authoritative DNS servers
MUST NOT use | Pv4-enbedded addresses [ RFC6052] (i ncluding
| Pv4- Mapped | Pv6 addresses and deprecated | Pv4-Conpati bl e
addresses [RFC4291]) for receiving queries. Furthernore, the
del egation configuration of an NS (Resolution of the parent,
resol ution of sibling domain names, glue) MJST NOT rely on | Pv4
connectivity being avail abl e.

Consi st ency:
Both I Pv4 and I Pv6 transports MJST serve identical DNS data to
ensure a consistent resol ution experience across different network

types.

Avoi ding | P Fragnmentation:
I P fragmentation has been reported to be fragile [ RFC8900].
Furthernmore, I Pv6 transition technol ogies can introduce unexpected
MIU breaks (e.g., when NAT64 is used (Section 7 of [RFC7269])).
Therefore, IP fragnentati on SHOULD be avoi ded by foll ow ng
gui dance on naxi mum DNS payl oad sizes [ RFC9715] and providing TCP
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fall back options [RFC7766]. Sinilar to the guidance in

[ RFC9715], authoritative DNS servers MAY set an MSS of either 1388
(anal ogous to [RFC9715]) or 1220 (anal ogous to the

[ DNSFI agDay2020] suggestions) in TCP sessions carrying DNS
responses.

To prevent nanme space fragnmentation, zone validation processes SHOULD
ensure that:

* There are at |l east two | Pv4 address records and two | Pv6 address
records avail able for the nane servers of any child del egation
within the zone.

* The zone’'s authoritative servers follow [ RFC9715] for avoiding
fragmentati on on DNS-over - UDP

* The zone's authoritative servers support DNS-over-TCP [ RFC9210].

* The zone's authoritative servers can be reached via |Pv4 and | Pv6
when perform ng DNS resolution via IPv4-only and | Pv6-only
net wor ks respectively.

CGui del i nes for Recursive DNS Resol vers

To ensure robust DNS resoluti on even when faci ng nanespace
fragmentation, every recursive DNS resol ver SHOULD be dual - st ack.
Exceptions apply if one of the bel ow nethods to prevent nanespace
fragmentation are in place.

Wil e the zones that | Pv6-only recursive DNS resolvers can resol ve
are growi ng, they do not yet cover all zones. Hence, a recursive DNS
resol ver MAY be I Pv6-only, if it uses a transition nechani smthat
allows it to also query IPv4-only authoritative DNS servers or uses a
configuration where it forwards queries failing | Pv6-only DNS
resolution to a dual -stack recursive DNS resolver (i.e., a resolver
that is also able to perform DNS resolution over IPv4). |If a
recursive DNS resolver is aware of a PREF64 to use for NAT64

[ RFC6146], either through static configuration or by discovering it
(e.g., [RFC8781]), it MAY synthesize | Pv6 addresses for renote
authoritative DNS servers

Simlarly, a recursive DNS resolver MAY be IPv4-only, if it uses a
configuration where such resolvers forward queries failing | Pv4-only
DNS resolution to a dual -stack recursive DNS resolver (i.e., a
resolver that is also able to perform DNS resol ution over |Pv6).
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Finally, when responding to recursive queries (i.e., a query with the
RD bit set [RFC1035]), a DNS resol ver SHOULD foll ow t he above

gui dance on fragnmentation avoi dance (Section 4.1) for conmunication
bet ween authoritative DNS servers and recursive DNS resol vers

anal ogousl vy.

4.3. @idelines for DNS Stub Resol vers

Contrary to authoritative DNS servers and recursive DNS resol vers,
stub DNS resolvers are nore likely to find thenselves in either an

| Pv6-nostly or | Pv4-only environment, as they are usually run on end-
hosts / clients. Furthermore, a stub DNS resolver has to rely on
recursive DNS servers discovered for the |local network, e.g., using
DHCPv4 [ RFC2131], DHCPv6 [ RFCB8415], and/or router advertisenments

[ RFC8106]. In that case, the stub resolver may obtain nultiple
different IPv4 and | Pv6 DNS resol ver addresses to use.

To prioritize different IPv4 and | Pv6 DNS resol ver addresses, a stub
resol ver SHOULD foll ow [ RFC6724]. However, a stub DNS resol ver
SHOULD NOT utilize | Pv4-enbedded | Pv6 addresses if it is able to
identify themas such, e.g., by having discovered the PREF64 in use
for the network [ RFC8781].

When providing rmultiple DNS servers to stub resol vers, network
operators SHOULD consider that various inplenmentations can only
configure a small set of possible DNS resolvers, e.g., only up to
three for libc [MAN], and additional resolvers provided may be

i gnored by clients.

5. Security Considerations

The gui delines described in this nmeno introduce no new security
considerations into the DNS protocol itself.

Nevert hel ess, corner cases exist where forwardi ng queries requiring
an | P address family for resolution that is not supported by the
initial resolver lead to an infinite forwardi ng | oop, under the
foll owi ng conditions:

* Two resolvers handle queries for a set of clients, each of these
resol vers support one and only one address famly that is distinct
fromthe address fanily supported by the other resolver;

* Both resolvers are configured to forward queries requiring DNS

resolution via the I P address famly they do not support to the
ot her; and
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* A query for a zone that is not resolvable via | Pv4 and not
resol vable via IPv6 is received

In such a case, a query for the non-resol vabl e zone woul d be
endl essly forwarded between these resol vers.

To prevent such cases, single-stack recursive DNS resol vers SHOULD be
configured to forward queries they cannot resolve due to |acking
support for one address famly to dual -stack recursive DNS resol vers.
Furthernore, recursive DNS resol vers MJST NOT be configured to
forward queries to DNS resolvers that are configured to forward
queries to themin the first place.

Recomendati ons for recursive and stub resolvers rely on a correctly
di scovered PREF64. Security issues may materialize if an incorrect
PREF64 is used. Hence, guidance from|[RFC9872] on securely

di scoveri ng PREF64 SHOULD be fol | owed.

6. | ANA Consi derati ons

Thi s docunent requests | ANA consider updating its technica
requirenents for authoritative DNS servers to require both |IPv4 and
| Pv6 addresses for each authoritative server [I ANANS], in accordance
with its processes for review ng and revising these procedures.
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Appendi x A.  Changes Since [ RFC3901]

The foll owi ng changes have been made to the guidance published in
[ RFC3901] :

* Expanded the terninology section, also taking considerations from
[ RFC9499] into account.
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* Expanded nanmespace fragnentation, independently discussing IP
address famly rel ated nanespace fragmentation, network condition
based namespace fragnentation, and intentional nanespace
fragment ati on.

*  Now reconmends the use of IPv4 and | Pv6 for authoritati ve DNS
servers, instead of |eaving | Pv6 optional

*  Now recomends testing | Pv4 and | Pv6 resolvability when del egating
zones, instead of only testing |IPv4d resolvability.

* Added gui dance on handling IP |ayer fragmentation

* Added guidance for |IP address fam |y handling for recursive and
stub resol vers
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