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Abst ract

Network slicing in 5G enables |ogical networks for comunication
services of multiple 5G customers to be nultiplexed over the sane
infrastructure. While 5G slicing covers |ogical separation of
various aspects of 5Ginfrastructure and services, user’'s data pl ane
packets over the Radi o Access Network (RAN) and Core Network (5CC)
use I P in many segnents of an end-to-end 5G slice. Wen end-to-end
slices in a 5G System use network resources, they are mapped to
correspondi ng Transport Network (TN) slice(s) which in turn provide
the bandwi dth, |atency, isolation, and other criteria required for
the realization of a 5G slice

Thi s docunent describes mapping of 5G slices to TN slices using UDP
source port nunber of the GIP-U bearer when the TN slice provider is
separated by an "attachment circuit” fromthe networks in which the
5G network functions are depl oyed, for exanple, 5G functions that are
distributed across data centers. The slice mapping defined here is
supported transparently when a 5G user devi ce nobves across 5G
attachnent points and session anchors.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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type conmuni cations (HMIC). The slice types list is exenplary and
other slice types can be defined in future.

5G network slicing is defined by the 3GPP [TS. 28. 530-3GPP] as an
approach, "where | ogical networks/partitions are created, with
appropriate isolation, resources, and optim zed topology to serve a
pur pose or service category (e.g. use casel/traffic category, or for
MNO i nternal reasons) or customers |ogical systemcreated "on-
demand”. A 5G slice instance requested by an end-user is realized by
a 5G network slice subnet (NSS) which is a collection of network
functions across RAN and 5GC that nake up the 5G slice. However, the
capabilities of TN slices and slice characteristics for QS, hard
/soft isolation, protection and other aspects are out of scope of
3GPP st andards.

TN slices in this docunent can be used to realize slices between 3GPP
control plane NFs or for a UE's user plane. For realizing contro

pl ane slicing, the TN slice is deployed along the interface between
two 3GPP NFs and this is not considered further in this docunent.

User plane 5G slice for each user’s PDU session is mapped to
corresponding TN slices and is the focus of this docunent. A PDU
session in 5Gis a |logical connection that provides a path between a
User Equi pnent (UE) and a data network such as the internet. Since
the 3GPP Single Network Slice Selection Assistance Information
(S-NSSAI) is not visible to TNs, the source UDP port nunber of the
GIP-U (or UDP encapsul ated GIP) bearer is used to convey a napping to
the TN slices on each 3GPP interface (i.e., F-U N3, N9). Follow ng
UE handover, the S-NSSAl is mapped seam essly to the corresponding
GIP-U (or UDP encapsul ated GIP) source port nunber of the newy
attached network and can be considered to be "nobility aware".
Mapping a 3GPP slice to a TN slice using GIP-U (UDP) source port
nunber is useful when the 3GPP network function and PE for TN slice
are in different I P subnets. Slice mapping using UDP source port
nunbers may be used in TN of public or private 3GPP networKks.

A TN slice across 3GPP interfaces may use nultiple technol ogies or
network providers. In practice, the orchestration and architecture
may not be nmonolithic or uniform For exanple, there nmay be distinct
connectivity domains including Data Centers, Public Coud, Wde Area
Net wor ks, and different orchestration entities. Several network
scenari os and nechanisns to map 3GPP and | ETF network slices are
found in [I-D.ietf-teas-5g-network-slice-application] and
[I-D.ietf-teas-5g-ns-ip-nmpls]. Unlike mapping of a fronthaul 3GPP
slice to a TN slice, TN slice(s) for 3GPP backhaul (F1-U N3/N9)
corresponds to slice characteristics of the UE session during initial
setup (user initiates 3GPP connectivity session) and followi ng UE
mobility. For exanmple, a UE served by the 3GPP system for high

t hroughput, low |l atency service and related 3GPP slice should be
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mapped to a TN slice that provides the correspondi ng characteristics
even after handover. This docunment defines a nmechani sm where the
source UDP port nunber of a |layer 3 GIP bearer (or UDP encapsul at ed
GIP) is used to map a 3GPP slice to the TN slice at the Provider Edge
(PE). 3GPP slice managenent ([TS.28.541-3GPP]), Attachnent Circuit
(AC) in [I-D.ietf-opsawg-teas-attachnent-circuit] YANG nodel for UDP
tunnel bearer in [I-D.jlu-dnmmudp-tunnel -acaas] provide the basis for
the necessary mapping. It is not the purpose of this docunent to
standardi ze or constrain the inplenmentation of slicing or user plane
functionality in 3GPP

Thi s docunent describes a potential way to nap user plane packets of
a 3GPP PDU session identified by a 3GPP slice (S-NSSAl) to an | ETF
Network Slice Service as defined in [ RFC9543]. Section 2 provides an
overview on how I P transport slices apply in a 3GPP context.

Section 3 describes howto map a 3GPP slice to a TN slice at a

provi der edge. UDP source port ranges in TN underlays for slice
mapping i s described in Section 4.

2. Scope of Transport Networks in 5G Slicing

3GPP [TS. 28.530-3GPP] discusses TN in the context of network slice
subnets, but does not specify further details. This section provides
an overview of the processes to provision and map 5G slices in
backhaul and m d-haul network segnents with GIP-U (UDP) source port
number .
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5G Control and Managenent Pl anes
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Figure 1: Backhaul and M d-haul Transport Network for 5G

Figure 1 depicts a 5G System (5GS) in which a gNBis split into a
gNB-CU-CP, nultiple gNB-CU-UPs and nultiple gNB-DUs, as described in
[TS.38.401-3CGPP]. In addition, the figure is expanded to show the IP
transport and PE (Provider Edge) providing |IP transport service to
5GS user plane entities 5GAN (e.g., gNB) and UPF. Each PE hosts the
Servi ce Demarcation Points (SDPs) to the TN slice provider. The |IETF
Network Slice Controller (NSC) interfaces with the 3GPP network
(customer network) that requests for TN slices (I ETF network slice).
The 5G managenent plane in turn requests the Network Slice Controller
(NSC) to setup resources and connectivity for the network slice as
defined in [ RFC9543]. 5G E2E network slice orchestration

[ TS.28.533-3GPP] is used to manage the life cycle of 5G E2E network
slice across RAN, TN and core network.

In this architecture, end-to-end user plane connectivity between the
UE and a specific Data Network (DN) is supported by the F1-U
interface (between gNB-DU and gNB-CU-UP), the N3 interface between
the gNB-CU-UP and the UPF, and the N9 interface between UPFs in the
core network. Over these interfaces, GIP-U is used to transport UE
PDUs (1Pv4, |Pv6, |Pv4ve, Ethernet or Unstructured) as specified in
[TS. 29.281-3CGPP]. Data in each user’s PDU session is mapped to
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3.

3.

corresponding TN slices across N3/N9/F1-U interfaces based on the 5G
slice requirements. Miltiple UEs traffic (e.g., eMBB) at a location
that have the sane requirenents may use a TN slice. 3GPP network
functions (i.e., gNB-DU g¢gNB-CU and UPF) nay however be distributed
(e.g., across multiple data centers) and therefore require nultiple
TN slices across the respective interfaces. The TN PE does not
consider 5Q in the DSCP or GIP-U header for mapping the 5G slice
3GPP @S with 5Q and correspondi ng DSCP mappi ng can be applied to
traffic flows in PDU sessions in the slice independently. Mapping a
3GPP slice to a TN slice using GIP-U (UDP) source port nunber is
described in Section 3.3.

The gNB-DU can al so be split into tw entities (O-RU and O DU) as
defined by O-RAN Alliance and therefore the user plane includes the
fronthaul interface between ORU and O-DU. However, as this
interface does not rely on GIP-U to transport UE PDU, the fronthaul
interface is out of scope of this docunent. M d-haul and backhau
are described further in Section 3.1.

Mappi ng 3GPP Slice to Transport Network Slices
1. Md-haul and Backhaul Transport Networks

As described in Figure 1, 3GPP functions gNB-CU (user plane) and gNB-
DU may be distributed and have a m d-haul transport between the two
3GPP network functions. |If an |IP based m d-haul interface is used,
the network slice instance (NSI) information can be MPLS, SRv6 based
as defined in [TS. 28.541-3GPP]. However, if the 3GPP network
function (slice custoner) is physically separated fromthe TN slice
provider (e.g., a gNB-CU (user plane) with baseband units deployed in
a data center), the MPLS, SRv6 information may not be practical to
carry across to the separated TN slice provider. |In this case, the
source UDP port nunber of the GIP-U can be used to indicate the slice
in the TN slice provider.

The backhaul transport over which the protocols for N3 and N9
interfaces run are described in [TS.23.501-3GPP] and

[ TS. 23.502-3GPP]. The end-user (UE) sessions (1P, Ethernet,
unstructured) are carried over GIP-U transport protocol over the N3
and N9 interfaces. GIP-U between the 3GPP network functions (gNB
UPF) serves as an overlay protocol across one or nore MPLS, SRv6 or
Et hernet TNs in between. During UE session setup, a nunber of
paraneters for context managenment are configured in the gNB, UPF and
that includes network slice (S-NSSAI). On an Ethernet based backhaul
interface, the slice information is carried in the Ethernet header
through the VLAN tags. |If an |IP based backhaul interface is used,
the network slice instance (NSI) information can be MPLS, SRv6 based
as defined in [TS. 28.541-3CGPP]. However, if the 3GPP network
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function (slice custoner) is physically separated fromthe TN slice
provider (e.g., a gNB-CU (user plane) or UPF, or both are deployed in
a data center), the MPLS, SRv6 information nmay not be practical to
carry across to the separated TN slice provider. |In this case, the
source UDP port nunber of the GIP-U can be used to indicate the slice
in the TN slice provider.

3.2. 3GPP Slice Configuration Overview

Conmruni cati on services in 3GPP and the concepts to provision and
manage it are described in [TS.28.530-3GPP]. A brief overviewis
given here with the intent to describe howit is related to an IP
transport slice and the nmapping between it and the 3GPP sli ce.

Conmuni cati on services (e.g., an eMBB service) may be realized in a
3GPP network using one or nore slices identified by NSSAl (Network
Slice Selection Assistance Information) in the 3GPP control plane
signaling. In the 3GPP managenent plane, the network slice
identified by NSSAI is realized in a Network Slice Subnet (NSS). For
exanple, a slice S-NSSAl is available to a user at different

| ocations (and even PLMNs) and maybe realized in an NSS at that

| ocation. An NSS consists of sets of functions from5GC and RAN t hat
belong to the NSS. Network interfaces of functions in an NSS may be
associated to one or nore slice subnets. These relationships are
illustrated in Figure 2. Fromthe viewpoint of IP transport slicing
and mapping to 3GPP slices, an TN slice is associated to 3GPP core or
RAN network functions in a 3GPP Network Slice Subnet (NSS). Thus, it
can represent a slice of a transport path for a tenant between two
3GPP user plane functions.
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Figure 2: Slice Configuration

Figure 2 shows the slice hierarchy describ
3 conmmuni cation services enhanced to show
i nstances (TS1, TS2, TS3). As an exanpl e,
5CGC wi th NSSAI 000A, OOOB and ot hers, 5GC
list of NSSAI allowed for the UE. One of

the NSSAl is whether the UE may nove to an
lifetime of the session. 1In this case, th
it has a mapping to TN slice during initia
handover. For exanple, a UE that attaches
and served by user plane instances CN1 and
to provide the resources in the I P network
session. Follow ng handover with S-NSSAI

served by user plane instances CNI’
the new | ocati on.
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3.3. Slice Mpping using UDP Source Port Number

When a 3GPP user plane function (5G AN, UPF) and IP transport PE are
on different nodes or separated across a network, the PE router needs
to have the neans by which to classify the | P packet from 3GPP entity
based on sone header information. In [RFC9543] term nology, this is
a scenario where there is an AC between the 3GPP entity (customer
edge) and the SDP (Service Demarcation Point) in the TN (provider
edge). The AC is provisioned between a 3GPP user plane node (i.e.,
gNB, UPF) in, for exanple, a data center, to a PE router that serves
as the service denarcation point for the TN slice. The follow ng
par agr aphs provide an outline of operations in a 5G systemprior to
PDU session setup, and during PDU session setup in mapping 3GPP slice
to | ETF transport slice. It should be noted that outlines of 3GPP
procedures bel ow and data structures in Figure 3 are only to
illustrate the concepts in the use of YANG nodel extensions for |ayer
3 GIP bearers in [I-D.jlu-dmmudp-tunnel -acaas]. It is not the

pur pose of this docunent to standardize or otherw se constrain the

i mpl emrentation of slicing and user plane functionality in 3GPP.

Prior to PDU session setup, the TN and 3GPP user plane nodes are
provi sioned with the necessary informati on for mapping the slices.
The PE router in TN is provisioned to map all packets arriving on a
| ayer 3 attachnment circuit (the outer header carrying the GIP-U
tunnel), i.e., a UDP source port number/range to correspondi ng

[ RFC9543] slice characteristics as shown in Section 4. 3GPP user

pl ane nodes (gNB, UPF) are provisioned with GIP transport interface
informati on paraneters in [TS. 28.541-3GPP]. Each EP_Transport (a

| ogi cal transport interface in 5G user plane entities) is configured
with an ATTACHVENT Cl RCUI T contai ni ng UDP source port nunber/range
for each of the slices (S-NSSAl) supported by the 3GPP user pl ane
node. "ATTACHVENT CIRCU T" is one of the enunerated options in
connecti onPoi nt1d (external EndPoi ntRefList) attribute in

EP _Transport. The YANG nodel for the layer 3 GIP bearer (UDP tunne
with source port nunber/range) is defined in

[1-D.jlu-dmm udp-tunnel -acaas] and inherits the attachment circuit in
[1-D.ietf-opsawg-teas-attachment-circuit].

During PDU session setup, the 5G control plane configures paraneters
to setup the user plane for the UE's PDU session across F1-U, N3 and
N9 interfaces. One of paraneters configured by the 5G control plane
is the S-NSSAI. Data packets of the PDU session can be associated to
the EP_Transport /S-NSSAl configured in the user plane entities for
forwarding. The ATTACHVENT CIRCU T for the per S NSSAl EP_Transport
interface has UDP source port nunber/range which is used when
forwardi ng a GIP-U packet belonging to the PDU session. The 3GPP
user plane node can now associ ate the provisioned slice and
EP_transport to that signaled for the PDU session.
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An example is shown in Figure 3.

upstream GIP- U packet

s>
cust onmer edge attachnent slice provider cust onmer edge
circuit "aca~
o e e e e oo o + ! \ o m e e e - +
| gNB- CU | _ \ / I P \ | UPF |
INS IPi/f = +--/ Data Center\---(PE) Backhaul (PE)-+N3 IP i/f =
| gNB-AN2-if | \__ Network__/ \ _ | UPF-CN1-i f |
oo \----- + \_ / \_ o\ L +
\ \
\ oo +
R T I T + | Slice Mapping: |
R e + | | Mat ch: |
| | 3GPP CP Config | | | vlan-id = 100
|| NSSI = AN2 | | | src-port = 5678]|
R T + | | Acti on: |
I +| | select NS = TS2
|| Slice Mapping to UPF-CN1-if: || R e T +
| | S-NSSAI =000B | ]
|| EP_Transport: |
|| - ipAddress = UPF-CN1-if |
|| - connectionPointlDType = |
| ] "ATTACHVENT _CI RCUI T" |
|| - connectionPointld = "acl"-------- +
| e Ho
R e + |
V
o m e e e e e e e e e e e e e e e e e e e e e e eme—— o - +

| * "acl" properties: |
| - vlan-id: 100 |
| - src-port = 5678 |
| - CE address (gNB-CU): gNB- AN2-i f |
| - PE address: 192.0.2.2/30 |
| - Routing: static 198.51.100.0/24 via |
| 192.9.2.1 tag primary_UP_slice

Figure 3: Slice Mapping using UDP source port

Figure 3 shows the configuration and mappi ng applied to network
instances in a 3GPP network slice subnet and correspondi ng TN

i nstances for sending an upstream GIP packet from gNB-CU (user pl ane)
to UPF. The gNB-CU (user plane) function is in a data center (site
1) and separated fromthe IP transport slice provider by an AC ("acl"
in Figure 3). The AC ("acl") is for an EP_Transport configured as
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specified in [TS. 28.541-3GPP] and realized using
[I-D.ietf-opsawg-teas-attachnent-circuit] and rel ated extensions for
GIP (UDP tunnel) in [1-D.jlu-dmm udp-tunnel -acaas].

In this exanple, a GIP-U packet at gNB-CU (user plane) is froma UE
session with S-NSSAI = 000B and to be forwarded to UPF-CN1 (i.e., as
al ready setup by SMF during PDU session establishnment). The

associ ated 3GPP and TN instances in the figure provide mapping to
slice resources. The gNB-CU (UP) uses the slice mapping to "acl"
shown in Figure 3 when forwarding the GIP-U packet to UPF-CN1-if with
source address of gNB-AN2-if and UDP source port nunber 5678 (GIP-U

/ UDP out er encapsul ation source port). The slice mapping proposed in
this docunment does not depend on VLANs, however, this exanple is to
illustrate that the UDP mappi ng can be used in conjunction with other
AC properties. The GIP-U packet is forwarded by the data center
network to the PE router at |P backhaul network. The PE matches on
VLAN | D of GIP-U packet and | P source port to select the provisioned
slice (NS = TS2). The GIP-U packet is then forwarded to the UPF.

For a downstream GIP-U packet, the UPF custoner edge may simlarly be
attached to a PE and have simlar slice configuration and mappi ng
(details are not shown in the figure)

PEs can thus be provisioned with a policy based on the source UDP
port nunber (and other identifiers like VLAN) to the underlying
transport path and then deliver the QoS/slice resource provisioned in
the TN. The source UDP port number that is encoded is the outer IP
(corresponding to GIP-U header) while the inner |P packet (UE

payl oad) is unaltered. The source UDP port nunber is encoded by the
node that creates the GIP-U encapsul ation and therefore, this
mechani sm has no inpact on UDP checksum cal cul ati ons.

3GPP network operators may use | Psec gateways (SEG to secure packets
between two sites - for exanple over an F1-U, N3 or N9 segnment. The
IP network slice identifier in the GIP-U packet should be in the
outer | P source port nunber even after |PSec encryption for PE
transport routers to inspect and provide the | evel of service

provi sioned. Tunnel node - which is the case for SEG | PSec gat eways
- adds an outer |P header in both AH (Authenticated Header) and ESP
(Encapsul ated Security Payl oad) nodes. The |PSec secured GIP-U
packet should be UDP encapsul ated and the GIP-U source port nunber
copied to the outer UDP encapsul ation source port nunber for the PE
to select the slice. Wen GIP-U packets use the source port nunber
as an entropy field for |load bal ancing, copying it to the outer UDP
source port nunber would preserve this as intended for |oad bal anci ng
[ RFC8085], section 5.1.1. UDP source port and ranges in Figure 4
all ow for slice selection at the PE when the UDP source port is also
used for | oad bal anci ng.
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4. Transport Network Underl ays

Traffic engi neered underl ay networks are an essential conponent to
realize the slicing defined in this docunent. TNs should be able to
realize m dhaul, backhaul and control plane slices shown in Figure 1.
This section outlines how GIP/UDP source ports are used to map to
slice types. [RFC9543], section 7 describes in nore detail how a
network slice can be realized over different TN technol ogi es

i ncl udi ng enhanced VPN, | P/ MPLS and SR-TE.

An exanple with different user plane slice types and transport paths
is shown in the figure. |In this case with 3 different 3GPP Slice and
Service Types (SSTs), 3 transport TE paths are setup. For uplink
traffic, an underlying TE transport path may be froma gNB-CU to a
UPF for example. A simlar downlink path and underlying transport
fromUPF to gNB-CU is configured. The figure shows UDP port ranges,
SST, transport path (in this exanple pseudowi re/VPN) and transport
pat h characteristics.

| GTP/ UDP SRC PORT]| SST | Transport Path | Transport Path |
| | in SSNSSAl | Info | Characteristics |

| Range Xx - Xy

I I I
| X1, X2(discrete | MoT | PWID VPN info, | GBR (Cuaranteed |
| val ues) | (massive | TE-PATH A | Bit Rate) |
| | 1 oT) | | Bandwi dth: Bx |
| | | | Delay: Dx |
| | | | Jditter: x|
oo o - Fomm e oo - o e e e e oo - o e e e e oo - +
| Range Yx - Yy | | | | | |
| Y1, Y2(discrete | URLLC | PWID VPN info, | GBRwith Delay |
| wval ues) | (ultra-1ow | TE- PATH B | Req. |
| | latency) | | Bandwi dth: Bx |
| | | | Delay: Dx |
| | | | Jditter: x|
o e R o e e e oo o e e e oo +
| Range Zx - Zy | | , | |
| Z1, Z2(discrete | EMBB | PWID VPN info, | Non- GBR |
| wval ues) | (broadband)| TE-PATHC | Bandwi dt h: Bx |
o a o T o o +

Figure 4: Mapping of Transport Paths on F1-U N3/ N9
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In sone E2E scenarios, additional path characteristics with finer
granularity may be desired in the underlying TN, such as for
security. In such cases, there would be a need to have separate sub-
ranges under each SST to provide the TE path in preserving the
security characteristics. The UDP source port range captured in
Figure 4 would be sub-divided to maintain the TE path for the current
SSTs with the security. The current solution doesn’t provide any
mandate on the UE traffic in selecting the type of security.

There are many possi ble TN technol ogi es that may be used to realize
these slices. These are described in [ RFC9543].

5. Acknow edgenent s
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6. Security Considerations

Thi s docunent specifies the use of UDP source port to identify a
(customer) 3GPP slice at the TN provider edge (PE). The YANG nodel
shoul d conformto security constraints described in

[1-D.jlu-dmm udp-tunnel -acaas] and
[1-D.ietf-opsawg-teas-attachnment-circuit].

Section 3 describes the configuration and managenent of slices that
may be depl oyed with 3GPP nodes or PE nodes that are not in the
trusted operator boundary. To avoid spoofing and other attacks,
security nechanisns with ACLs and | PSec nust be depl oyed. The
configurati on and managenent procedures here should conformto
security constraints for slice authentication, isolation, data
confidentiality and integrity, and privacy described in section 10 of
[ RFC9543] .
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Thi s docunent has no requests for | ANA code point allocations.
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Appendi x A, Abbreviations

5G AN

5G5S

AC

9

e

2

eVBB

Chunduri ,

5G Access Networ k

5G System

Attachment Gircuit

Cell Site Router

Control Plane (5QG
Centralized Unit (5G gNB)
Data Network (5QG
Distributed Unit (5G gNB)

enhanced Mbil e Broadband (5G
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gNB Next Generation Node B

GBR Guaranteed Bit Rate (5QG

GIP-U  GPRS Tunneling Protocol - User plane (3GPP)
M oT Massive 10T (5G

MPLS Mul ti Protocol Label Swtching

NG RAN  Next Generation Radi o Access Network (i.e., gNB, NG eNB -
RAN functions which connect to 5GC)

NSC Network Slice Controller

NSS Net work Slice Subnet

NSSAI Network Slice Selection Assistance Infornation
NSSI Networ k Slice Subnet ldentifier

NSSF Net work Slice Sel ection Function

PDU Protocol Data Unit (5Q
PW Pseudo Wre
SDP Servi ce Denmrcati on Point

S- NSSAI Single Network Slice Selection Assistance |Information

SST Slice and Service Types (5Q
SR Segnent Routi ng

TE Traffic Engi neering

uP User Pl ane(5QG

UPF User Pl ane Function (5QG

URLLC Utra reliable and | ow | atency comruni cations (5QG

Aut hors’ Addr esses
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