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Abst r act

Segnment Routing over | Pv6 for the Mobile User Plane specifies

i nt erwor ki ng between SRv6 networ ks and GIP-U networks incl uding
requi red behaviors. This docunment specifies a new behavi or naned
End. M GIP6. E. Red whi ch i nproves the End. M GIP6. E behavi or nore
hardware-friendly by indicating the behavior with one SID.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 27 Decenber 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . .
2. Conventions and Def| n|t| ons .
2.1. Termnology . .
3. End. M GTP6. E. Red BehaV| or .o
Control Plane Specification .
.1.1. Egress PE .
.1.2. Ingress PE
Dat a Pl ane Specificati on
2.1. Ingress PE
2.2. Egress PE .
Security Considerations .
| ANA Consi der ations .
Ref er ences
6 1. Normative Ref erences
6.2. Informative References
Aut hors’ Addr esses

w
WWNwwE

SESR
O~NNOOOOOOUITUNOITOADMNWWWN

1. I nt roducti on

Segnent Routing over I Pv6 for the Mobile User Plane [ RFC9433] defi nes
i nt erwor ki ng between SRv6 [ RFC8986] networks and GIP-U [ TS. 29281]

net wor ks i ncl udi ng requi red behaviors such as End. M GTP6. E.  Thi s
End. M GITP6. E behavi or converts SRv6 packets to GIP-U packets for
downlink(DL) traffic at an egress MJP-PE

[1-D.ietf-dmm mup-architecture] when a gNB [TS. 23501] is using |Pv6/
GTP.

In End. M GTP6. E behavior, an ingress MJP-PE needs two SIDs in an SRH
with the renote endpoint information (IP address and TEID) in
different places in the SRH and an egress MJP-PE al so needs to fetch
the last SID next to the active SID before outer |Pv6 and SRH
decapsul ation to restore the | Pv6/ GTP-U header fromthose SIDs, in
whi ch current hardware pipelines may be unfamliar or insufficient to
i mpl enent .
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Thi s docunment specifies a new behavi or naned End. M GIP6. E. Red whi ch
makes End. M GTP6. E behavi or nore hardware-friendly by indicating the
behavior with one SID. This behavior utilizes an |Interwork Segnent
Di scovery (1SD) Route and Type 1 Session Transforned (ST) Route of
MUP SAFI [I-D. npne-bess-nmup-safi], specified in
[1-D.ietf-dmmnup-architecture] to restore the gNB address fromthe
reduced SRH [ RFC8754] .

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

2.1. Term nol ogy

Termi nol ogy used in this docunent is given by [ RFC9433] and
[1-D.ietf-dmm nmup-architecture].

3. End. M GIP6. E. Red Behavi or

End. M GTP6. E. Red (Endpoi nt Behavior with encapsul ation for |Pv6/ GIP-U
tunnel with reduced SRH) is used in the interworking scenarios
described in [ RFC9433] for the downlink toward the | egacy gNB using

| Pv6/ GTP.

Figure 1 depicts a topology used for the exanple. This topology is
the sane as Figure 4 described in Section 5.3 of [RFC9433] but
term nology is replaced by one used in

[1-D.ietf-dmm nmup-architecture].

I nterwork Segnent Direct Segnent
I P GIP-U SRv6 / \
+- -+ S + [N3] +-------- + S + [N6e] / \
| UE| ------ | gNB |------ | MJIP-PE |-------- | MJIP-PE |------ \ DN /
+- -+ +----- + B + B + \ /

Egress PE for DL Ingress PE for DL
Figure 1: Exanpl e Topol ogy for Interworking
In this topol ogy, we assurme the addressing as bel ow

* The prefix length of the Interwork Segment, that is, actual RAN IP
Prefix is’

a .
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* The length of the LOC+FUNCT field of the SID for End. M GTP6. E. Red
behavi or on the Egress PE is 'b’

Figure 2 shows the relationship between RAN I P Prefix, gNB address
and End. M GTP6. E. Red SI D

0
I
| NLRI in |SD Route 40+b
oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +
| advertised RAN I P Prefix |
o m e e e e e e e e e e e e e e e e eeeo— o on +
| actual RAN I P Prefix | stuff field
o e e e e e e oo o o m e e e oo - +
| a bits | 40-a+b bits

gNB addr ess : 128
o e e e e e e e e oo s S o e e oo +
| | Pv6 address |
o e e e e e e oo o o m e e e oo - o e e e e oo - +

/:

End. M GTP6. E. Red SID /
o o a o o e e oo +
| SRGWIPv6-LOC-FUNC | Args. Mob. Session| remainder bits |
Tt oo o - o e e e e oo - +
| b bits | 40 bits | 128-40-b bits

Figure 2: Relationship between RAN I P Prefix and gNB address and SID

In one of deploynment scenarios, the length of actual RAN I P Prefix
can be 64 bits (a=64) or shorter (a<64) and the length of SRGWMI Pv6-
LOC- FUNC can be 48 bits (b=48) in both cases of full SID and uSI D
These are given by the addressing design of the RAN and the SRv6
domain. In this case, the stuff field is 24 bits (or nore) and then,
the prefix length of advertised RAN IP Prefix (the NLRI in in the I1SD
Route) is 88 bits.

3.1. Control Plane Specification

3.1.1. Egress PE
If the actual RAN IP Prefix is shorter than b+40 bit-1ength, then the
Egress PE nakes up the m ssing 40-a+b bits(stuff field) fromthe gNB

address so that the Egress PE can generate a prefix of b+40 bit
| ength (advertised RAN I P Prefix).
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The Egress PE generates SID prefixes of End. M GTP6. E. Red behavi or
(b bits of SRGWIPv6-LOC-FUNC field) for each advertised RAN I P
Prefi xes and hol ds the nmappi ng.

The Egress PE MUST advertise an Interwork Segnent Discovery (I SD)
Route [I-D.ietf-dmm nmup-architecture] which NLRI contains the
advertised RAN I P Prefix with the corresponding SID infornation.

3.1.2. Ingress PE

The I ngress PE receives a Type 1 Session Transfornmed (ST) Route
[1-D.ietf-dmmnup-architecture] for the UE fromthe MJP Controller
and an |1SD Route for the gNB fromthe Egress PE. \Wen the Type 1 ST
Route can be resolved with the RAN IP Prefix in the NLRI field of the
I SD Route, the Ingress PE MJIST generate a conplete SID val ue by
merging b+40 bit-length SID value stored in the | SD Route and the

| ast 128-40-b bits of the Endpoint Address (the | Pv6 address of the
gNB) then store the conplete SID as H Encaps(.Red) behavior for the
host route of the UE in the FIB

3.2. Data Plane Specification

3.2.1. Ingress PE
When the Ingress PE receives a packet toward the UE and finds the
corresponding local SIDin the FIB, then just perform H Encaps(. Red)
behavi or.

3.2.2. Egress PE

When Egress PE node N receives a packet destined to D, and Dis a
| ocal End. M GTP6. E. Red SID, N does the foll ow ng:

SO1. Store the I1Pv6 DA and SA in buffer nenory

S02. Pop the I Pv6 header and all its extension headers

S03. Push a new | Pv6 header with a UDP/ GTP-U header

S04. Set the outer IPv6 SAto S

S05. Set the outer IPv6 DA (from buffer menory and nmappi ng)

S06. Set the outer Payload Length, Traffic C ass, Flow Label,
Hop Limt, and Next Header fields

S07. Set the GIP-U TEID (from buffer nenory)

S08. Subnit the packet to the egress |Pv6 FIB | ookup for

transm ssion to the new destination
Not es:

*  The source address S SHOULD be an End. M GTP6.D SID instanti ated at
N or | Pv6 address of the UPF.
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4.

6

* The higher b+40 bits IPv6 DA can be restored fromthe advertised
RAN | P Prefix corresponding to the SID in the mapping, and | ower
128-40-b bits can be restored from|ower 128-40-b bits of the
End. M GITP6. E. Red SID (remainder bits field in Figure 2).

* GIP-UTEID is restored fromthe Args. Mob. Session field in the SID
as defined in [ RFC9433].

Security Considerations

The security considerations for Segnent Routing are discussed in

[ RFC8402]. Mdre specifically, for SRv6, the security considerations
and t he mechani sms for securing an SR donain are discussed in

[ RFC8754]. Together, they describe the required security nmechani sns
that allow establishment of an SR domain of trust to operate

SRv6- based services for internal traffic while preventing any
external traffic fromaccessing or exploiting the SRv6-based
services

The technol ogy described in this docunent is applied to a nobile
network that is within the SR domain. 1It’s inportant to note the
resenbl ance between the SR domain and the 3GPP Packet Core Donain.

Thi s docunent introduces new SRv6 Endpoi nt Behaviors. Those

behavi ors operate on control plane information, including information
within the received SRH payl oad on which the behavi ors operate.
Altering the behaviors requires that an attacker alter the SR domain
as defined in [ RFC8754]. Those behaviors do not need any speci al
security consideration given that they are depl oyed within that SR
domai n.

| ANA Consi derati ons
The foll owi ng val ues have been allocated in the "SRv6 Endpoi nt

Behavi ors" [ RFC8986] subregistry within the top-Ievel "Segnent
Rout i ng Paraneters" registry:

B e bl oo e e oo s s el el 1)
| Value | Hex | Endpoi nt behavior | Reference

[ el e s el sl
| 168 | Ox00a8 | End. M GTP6. E.Red | This.ID |
+------- F----- - - I I IR R I +

Table 1: New SRv6 Mobil e User-pl ane Endpoi nt
Behavi or Types

Ref er ences
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