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1. Introduction

RFC EDI TOR. PLEASE REMOVE THE FOLLOW NG PARAGRAPH BEFORE PUBLI SHI NG
The source for this draft is maintained in GtHub at:
https://github.comietf-wg-dmarc/draft-ietf-dmarc-failure-reporting
(https://github.comietf-wy-dmarc/draft-ietf-dmarc-failure-reporting)

Domai n- based Message Aut hentication, Reporting, and Conformance
(DVMARC) [I-D.ietf-dmarc-dmarcbhis] is a nmechani smby which a mail -
originating organi zation can express domai n-1evel policies and
preferences for nessage validation, disposition, and reporting, that
can be used by a nail-receiving organization to inprove nail

handl i ng. This docunent focuses on one type of reporting that can be
request ed under DVARC

Failure reports provide detailed information about the failure of a
singl e message, or a group of simlar nessages failing for the sane
reason. Their purpose is twofold. On the one hand they are neant to
aid in cases where a Domain Oaner wi shes to determ ne the cause of
failures that were part of aggregate reports (see
[1-D.ietf-dmarc-aggregate-reporting]). On the other hand, they can
all ow the Domain Omer to quickly identify and address harnful
messages i nvolving direct donain abuse. It is inportant to note that
these reports can contain the header fields or sonetines the entire
content of a failed nmessage, which may contain personally
identifiable information (PI1). The potential disclosure of Pl
shoul d be consi dered when deci di ng whether to request failure reports
as a Domain Omer, or what information to include or redact in
failure reports when creating themas a Miil Receiver, or whether to
create failure reports at all. Refer to Section 7 for nore

di scussi on on privacy considerations.

1.1. Term nol ogy
There are a nunber of terms defined in Section 3.2 of
[I-D.ietf-dmarc-dmarchbhis] that are used within this docunent.
Under st andi ng those definitions will aid in reading this document.
The format of DMARC failure reports is derived from Aut hentication

Fai l ure Reporting Using the Abuse Reporting Format ([RFC6591]) and
the ternms defined there are used here.
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The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

1. 2. Docurment St at us

Thi s docunent, in part, along with DMARCbhis [I-D.ietf-dmarc-dnmarchi s]
DVARCbi s Aggregate Reporting [I-D.ietf-dmarc-aggregate-reporting],
obsol etes and repl aces [ RFC7489].

2. DMARC Failure Reports

Besi des the header fields or the entire contents of a fail ed message,
failure reports supply details about transm ssi on and DVARC

aut henti cation, which nay aid a Domain Ower in determ ning the cause
of an authentication failure.

Failure reports are nornmally generated and sent al nost i mediately
after the Mail Receiver detects a DMARC failure. Rather than waiting
for an aggregate report, these reports are useful for quickly
notifying the Domain Omers when there is an authentication failure.
Failure reports also provide nmore informati on about the failed
message than is available in an aggregate report. This allows the
failure report consumer to better determ ne whether the failure is of
a message that the domain owner intended to authenticate or one for
whi ch use of its donmin was not authorized.

These reports should include as nuch of the nessage header fields and
body as possible, consistent with the reporting party’ s privacy
policies, to enable the Domain Owmer to diagnose the authentication
failure.

When a Dommin Owmer requests failure reports for the purpose of
forensic analysis, and the Mail Receiver is willing to provide such
reports, the Mail Receiver generates and sends a nessage using the
format described in [RFC6591]; this docunent updates that reporting
format, as described in Section 4.

The destination(s) to which failure reports are sent, and options for

when they will be sent, are defined by the "ruf" and "fo" tags as
defined in Section 4.7 of [I-D.ietf-dmarc-dmarchis].
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When multiple URIs are provided to receive failure reports, the
report generator MJST make an attenpt to deliver to each of them
External destinations MJST be verified, see Section 5. Report
generators MJST NOT consider "ruf" tags in DMARC Policy Records
havi ng a "psd=y" tag, unless there are specific agreenents between
the interested parties.

Report generators MJST ensure not to flood report consumers wth
excessive reports, which would all ow deni al -of -service, see
Section 8. 1.

3. Oher Failure Reports

Thi s docunent describes only DMARC failure reports. DKIMfailure
reports and SPF failure reports are described in [RFC6591]. A Mil
Recei ver generating DVARC failure reports MAY issue failure reports
specific to the failed authentication nechanisminstead of, or in
addition to, DVARC failure reports, based on its own policy, the
failure in question, and the content of the "fo" tag in the retrieved
DMVARC Pol i cy Record.

Note that DKIMfailure reports and SPF failure reports can al so be
requested using the nethods described in [ RFC6651] and [ RFC6652],
respectively. Report Cenerators are free to follow any of the
speci fications.

4. Reporting Format Update

Qperators inplenenting this specification also inplenment an augnented
version of [RFC6591] as foll ows:

1. A DVARC failure report includes the follow ng ARF header fields,
with the indicated normative requirenment |evels:

* |dentity-Alignnent (REQUI RED; defined bel ow)
* Delivery-Result (OPTI ONAL)

*  DKI M Domai n, DKIMIdentity, DKIM Sel ector (REQUI RED for DKIM
failures of an aligned identifier)

*  DKI M Canoni cal i zed- Header, DKI M Canoni cal i zed- Body ( OPTI ONAL
if reporting a DKIM failure)

*  SPF-DNS (REQUIRED for SPF failure of an aligned identifier)
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2. The "ldentity-Alignnent" field is defined to contain a comma-
separated list of authentication mechanismnanes that failed to
authenticate an aligned identity, or the keyword "none" if none
did. ABNF ([ RFC5234]):

id-align = "ldentity-Alignment:" [ CFW5]
( "none" /
dmarc-nethod *( [CFW5] "," [CFWS] dnmarc-nethod ) )
[ CFViE]

( "dkint / "spf" )
; each may appear at nobst once in an id-align

dmar c- net hod

3. Authentication Failure Type "dmarc" is defined for the Auth-
Failure field, which is to be used when a failure report is
gener at ed because sonme or all of the authentication nechani sns
failed to produce aligned identifiers. Note that a failure
report generator MAY al so i ndependently produce an ARF nessage
for any or all of the underlying authentication methods.

5. Verifying External Destinations

It is possible to specify destinations for failure reports that are
outside of the Organizational Donmain of the DMARC Policy Record that
was requesting the reports. These destinations are comonly referred
to as "external destinations" and may represent a different domain
controll ed by the same organi zation, a contracted report processing
service, or sone other arrangenent.

In case of external destinations, a Mail Receiver who generates
failure reports MJUST use the Verifying External Destinations
procedure described in Section 4 of
[1-D.ietf-dmarc-aggregate-reporting], substituting the "ruf" tag
where the "rua" tag appears in that procedure.

This prevents a bad actor from publishing a DMARC Policy Record
requesting failure reports to an external destination, and then

del i berately sending nmessages that will generate failure reports as a
formof abuse. It also prevents a Domain Omer fromunilaterally
publ i shing a DMARC Policy Record with an external destination for
failure reports, forcing the external destination to deal with
unwant ed nessages and potential privacy issues.

5.1. Transport

Emai | streans carrying DMARC failure reports SHOULD be DVARC al i gned
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6

6

1.

Reporters MAY rate limt the nunber of failure reports sent to any
reci pient to avoid overloading recipient systens. Unaligned reports
may in turn produce subsequent failure reports that could cause mai

| oops.

I ANA Consi derations
Feedback Report Header Fields Registry Update

I ANA is requested to change the "ldentity-Alignnent" entry in the
"Feedback Report Header Fields" registry, which is part of the
"Messagi ng Abuse Reporting Format (MARF) Paraneters" registry group
to refer to this docunent.

Privacy Consi derations

The generation and transm ssion of DMARC failure reports raise
significant privacy concerns that nust be carefully considered before
depl oynent .

G ven these factors, many |l arge-scale providers limt or entirely

di sabl e the generation of failure reports, preferring to rely on
aggregate reports, which provide statistical visibility w thout
exposi ng sensitive content. Operators that choose to enable failure
reporting are strongly encouraged to:

* Limt the scope and duration of use to targeted diagnostic
activities.

* Ensure that reporting URIs are carefully controlled and val i dat ed.

*  Apply mnimzation techniques, such as redaction of nessage bodies
and header fields, to reduce sensitive data exposure.

* Always transmit reports over secure channel s.

In summary, while DMARC failure reports can offer diagnostic val ue,
the associ ated privacy concerns have | ed nmany operators to restrict
their use. Aggregate reports renmain the reconmended nmechani sm for
gaining visibility into authentication results while preserving the
confidentiality of end-user conmunicati ons.

Particul ar privacy-specific issues are expl ored bel ow.
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7.1. Data Exposure Considerations

Failure reports may include PIl and non-public information (NPI) from
messages that fail to authenticate, since these reports may contain
message content as well as trace header fields. These reports may
expose sender and recipient identifiers (e.g., RFC5322. From
addresses), and al though the [ RFC5965] format used for fail ed-nmessage
reporting supports redaction ([ RFC6590]), failed-nessage reporting is
capabl e of exposing the entire nessage to the Report Consuner. They
may al so expose PlIl, sensitive business data, or other confidential
conmmuni cations to unintended recipients. Such exposure can create
regul atory, legal, and operational risks for both senders and
receivers. Exanples include product |aunches, termination notices
for enployees, or calendar data. Even innocuous-seem ng failures
(such as mal forned or "broken" cal endar invitations) can result in
the | eakage of private communicati ons.

Domai n Oamners requesting reports will receive information about nail
usi ng their domain, but which they did not actually cause to be sent.
This m ght provide valuable insight into content used in abusive
messages, but it mght also expose PIl or NPl fromlegitimte
messages mstakenly or accidentally failing authentication

I nformation about the final destination of mail, where it night

ot herwi se be obscured by internedi ate systens, may be exposed through
a failure report. A commonly cited exanple is exposure of nenbers of
mailing lists when one |ist nenber sends nessages to the list, and
failure reports are generated when that nessage is delivered to other
list menbers. Those failure reports would be sent to the Domain
Omer of the list nmenber posting the nessage, or their del egated
Report Consumer(s).

Simlarly, when nmessage forwarding arrangenments exist, Domain Omers
requesting reports may receive infornmation about nmail forwarded to
domai ns that were not originally part of their nessages’ recipient
list. This neans that destinations previously unknown to the Donain
Omner may now becone vi sibl e.

7.2. Report Recipients

A DMARC Policy Record can specify that reports should be sent to a
Report Consumer operating on behal f of the Domain Omer. This night
be done when the Dormai n Owmer sends reports to an entity to nonitor
mai | streans for deliverability, performance issues, or abuse.
Recei pt of such data by third parties may or may not be permitted by
the Mail Receiver’'s privacy policy, terms of use, et cetera. Domain
Omers and Mail Receivers should both revi ew and under st and whet her
their own internal policies constrain the use and transm ssion of
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DMARC r eporti ng.

Sone potential exists for Report Consuners to performtraffic

anal ysis, nmaking it possible to obtain netadata about the Mi
Receiver’'s traffic. 1In addition to verifying conpliance with
policies, Miil Receivers need to consider that before sending reports
to a third party. On the other hand, a Domain Oaner nmay publish a
destination address that appears to be an Internal Report Consumer
but is actually a forwarding address; in this case, the fina
destination of a report is not guaranteed.

7.3. Additional Darage

The risks associated with failure reports are conpounded by vol une
and content distribution concerns. Partially or unredacted reports
may propagate |arge ampunts of spam phishing, or nmalware content,

all of which may require special handling by Report Consuners or
other recipients to avoid incidents. This underscores the need to
avoi d m sconfiguration of the destinations in the "ruf" reporting
URIs, and the suggestions for redaction in this docunent, for exanple
usi ng the nmethod described in [ RFC6590]. All of these concerns are
hei ght ened for high-volume domains. To mitigate such concerns, the
foll owi ng steps should be consi dered:

By report generators:

* defang URIs by substituting hxxp for http;
* renove nalicious attachnments such as word docunents or pdfs.

By report consuners:

isolate report streans from other mail strearns;

use sandboxes in evaluating failure reports;

use network segnentation

limt access to failure reports to authorized individuals with
appropriate security training.

L T

8. Security Considerations

Wil e reviewing this docunent and its Security Considerations, the
reader should also review the Privacy Considerations above, as well
as the Privacy Considerations and Security Considerations in sections
10 and 11 of [I-D.ietf-dmarc-dmarchis]; and in sections 7 and 8 of
[1-D.ietf-dmarc-aggregate-reporting].
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8.1. Denial of Service

Failure reports represent a possible denial-of-service attack that
could be perpetrated by an attacker who sends nunerous nessages
purporting to be fromthe intended victi mDonain Owmer but which fail
both SPF and DKIM this would cause participating Mail Receivers to
send failure reports to the Donain Omer or its del egate(s),
potentially in |arge nunbers. Accordingly, participating Mil

Recei vers are encouraged to aggregate these reports as nmuch as is
practical, using the Incidents field of the Abuse Reporting Fornmat
[ RFC5965]. |Indeed, the aimis not to count each and every failure,
but rather to report different failure conditions. Various pruning
techni ques are possible, including the follow ng:

* store reports for a period of tine before sending them allow ng
detection, collection, and consolidation of |ike incidents;

* apply rate linmiting, such as a nmaxi num nunber of reports per
mnute that will be generated (and the renai nder discarded.)
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Appendi x A.  Exanpl e Failure Report

This is the full content of a sanple failure nmessage, including the
message header.
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Recei ved: from gen. exanpl e (gen.exanple [192.0.2.1])
(TLS: TLS1. 3, 256bi ts, ECDHE_RSA AES 256_GCM SHA384)
by mail.consumer. exanpl e wi th ESMIPS
i d 00000000005DCODD. 0000442E; Tue, 19 Jul 2022 07:57:50 +0200
DKI M Si gnature: v=1; a=rsa-sha256; c=rel axed/sinple;
d=gen. exanpl e; s=nmail; t=1658210268;
bh=r Cr h1aFDE8d/ FI t t 8wbcu48bLCu40OMR3QXqphUZPAI ME;
h=Fr om To: Dat e: Subj ect : Fr om
b=I ND9JkuwF9/ 5841kzxMPeej 0VYi mVzNKozR2R89MBeYO2z A CBbl x507Gz0YK7E
/ h6ps| WrDODBVFz LI wY9CXv4Vu62Qs NORBI XHP] EXCkoM2VCD5z Cd+5i 5dt CFX7Mkh
LThb2zJ3ef kIl bSBORQRWxcmRvCPV72z6! t / Ds9sucVELRDODYH x+i WhAUQr | 0s6ZCh
u/ YOUG f 60LPpyl j f PuBEpFwo80nsHy @ P/ 4S5KEy kgPQW CgLPPKvJwulaAl Oj +j G
g2yl G3f nc/ ERDeDWACt R67YNabEKBW j qCRLNxKt t azVi JTZ5dr cLf pX0853KoougX
Rl t p7zdoLdy4A==
From DMARC Filter <DMARC@en.exanpl e>;
To: dmarcfail @onsuner. exanpl e
Date: Tue, 19 Jul 2022 00:57:48 -0500 (CDT)
Subject: FW This is the original subject
M nme-Version: 1.0
Content-Type: multipart/report; report-type=feedback-report;
boundary="=_m nme_boundary_"
Message- 1 d: <20220719055748. 4AEQD403CC@en. exanpl e>;

This is a MMe-fornmatted nessage. |If you see this text it means that
your E-mail software does not support M Me-formatted nmessages.

--=_m nme_boundary_

Content - Type: text/plain; charset=utf-8
Content-Disposition: inline

Cont ent - Transf er- Encodi ng: 7bi t

This is an authentication failure report for an email nessage
received fromIP 192.0.2.2 on Tue, 19 Jul 2022 00:57:48 -0500.

--= mnme_boundary_
Cont ent - Type: nessage/ f eedback-report
Cont ent - Transf er- Encodi ng: 7bi t

Feedback- Type: auth-failure

Version: 1

User-Agent: DMARC-Filter/1.2.3

Aut h- Fai l ure: dmarc

Aut henti cati on-Results: gen. exanpl e;
dmarc=fail header.fromsconsumner. exanpl e

ldentity-Aignment: dkim

DKI M Dormai n: consuner . exanpl e

DKI M I dentity: @onsuner.exanpl e

DKI M Sel ector: epsilon
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Ori gi nal - Envel ope-1d: 65E1A3F0AQ

Original -Mil-From author=gen. exanpl e@ or war der . exanpl e
Source-1P: 192.0.2.2

Sour ce-Port: 12345

Report ed- Domai n: consuner. exanpl e

--=_mnme_boundary_
Cont ent - Type: message/rfc822; charset=utf-8
Cont ent - Transf er - Encodi ng: 7bi t

Aut henti cati on-Results: gen. exanpl g;
dki meper merror header. d=f orwar der. exanpl e header. b="Ej CoN c3";
dki met enperror header . d=f or war der . exanpl e header. b="mMBGEWPc" ;
dki meper merror header. d=consumer. exanpl e header. b="hETr yntCb";
dki meneutral header. d=consuner. exanpl e header. b="C2nsAp3A";
Received: from mail.forwarder.exanple
(mai | . forwarder.exanple [|IPv6: 2001: db8: : 23ac])
by mail.gen.exanple (Postfix) with ESMIP id 5E8B0C159826
for <x@en. exanpl e>; Sun, 14 Aug 2022 07:58:29 -0700 (PDT)
Recei ved: from mail . forwarder.exanple (local host [127.0.0.1])
by mail.forwarder.exanmple (Postfix) with ESMIP id 4Ln7QMf nvz6Bq
for <x@en. exanpl e>; Tue, 19 Jul 2022 07:57:44 +0200
DKI M Si gnature: v=1; a=ed25519-sha256; c=rel axed/rel axed;
d=f orwar der . exanpl e; s=ed25519-59hs; t=1658210264;
x=1663210264; bh=KYH g7For vDonyyDLYS] auMYMASSEI qu75/ 9w3O ONg=;
h=Message- | D: Dat e: Li st -1d: Li st-Archive: Li st -Post: Li st - Hel p:
Li st - Subscri be: Li st - Unsubscri be: Li st - Oaner : M ME- Ver si on: Subj ect :
To: Ref erences: From | n- Repl y- To: Cont ent - Type:
Cont ent - Transf er - Encodi ng: aut ocrypt: cc: content -t ransf er - encodi ng:
content-type:date:fromin-reply-to: nessage-id: ni ne-version:
openpgp: ref erences: subj ect:to;
b=Ej CbN c3bTU4QkZH zwTbYxBDpOk8kpm\5Xh5h1M7T8J4vt Ro+hvaf JazT3ZRgq+7
+4dz EQMUh] +NQJ YXXNUAA==
DKI M Si gnature: v=1; a=rsa-sha256; c=rel axed/rel axed;
d=f orwar der . exanpl e; s=rsa-wgJg; t=1658210264; x=1663210264;
bh=KYH g7For vDbnyyDLYS] auMYMABSEI qu75/ 9w30 ONg=;
h=Message- | D: Dat e: Li st -1d: Li st - Archi ve: Li st - Post : Li st - Hel p:
Li st - Subscri be: Li st - Unsubscri be: Li st - Oaner: M ME- Ver si on: Subj ect :
To: Ref erences: From I n- Repl y- To: Cont ent - Type:
Cont ent - Transf er - Encodi ng: aut ocrypt: cc: content -t ransf er-encodi ng:
content-type:date:fromin-reply-to: nessage-id: ni ne-version:
openpgp: r ef erences: subj ect:to;
b=nTBGEWPc VpBpeq@8pchXpCGHBTOJ/ Rwi 8Zd2WZTXWheQGRCQAILRcbBJIpj gnr wt qd
761 gawH86t i hz47/ 12J1GCdNx 1gf azsol 3yaqgf ooRDYgOnSyZHr Yh@BrmodnPcqZzj 4
[ 25L5278sc/ UNr YORaz2n7R/ skbVZ0bvSo2eEi GUBf cpOB8+a5SKNYskhavi Al 4eG B
i RMUHEP7gP8dESdnZguNbY5HI 32UMDpPPNgaj zd/ BgcqbveYpRr WCDOhe Y47 POV7 GHM
i/ KLHi ZXt JsL3/ Pr/ ATL+HTj dX8EDSsy1K5/ JCvJCFsJHnSvkEaJQGLNn/ 2nD3eV@r 8
Iwlb@0aY+VCQ==
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X-Original -To: users@ orwarder. exanpl e
Recei ved: from mail . consumer. exanpl e

(mail . consuner. exanpl e [192.0. 2.4])

(using TLSv1l.3 with cipher TLS_AES 256_GCM SHA384 (256/256 bits)
key- exchange ECDHE (P-256) server-signature ECDSA (P-384)
server-di gest SHA384)

(dient did not present a certificate)

by mail.forwarder.example (Postfix) with ESMIPS id 4Ln7s55xnz4nP

for <users@ orwarder.exanpl e>;

Tue, 19 Jul 2022 07:57:41 +0200 (CEST)

Aut hentication-Results: nail.forwarder. exanpl e;
arc=none sntp.renmote-ip=192.0.2.4
Aut henti cation-Results: nail.forwarder. exanpl e;

dki mepass (512-bit key; secure) header.d=consuner. exanpl e
header. i =@onsuner . exanpl e header. a=ed25519- sha256
header . s=epsi | on header. b=hETr yntb;

dki mepass (1152-bit key; secure) header. d=consuner. exanpl e
header.i =@onsuner . exanpl e header. a=r sa- sha256
header. s=del t a header. b=C2nsAp3A

DKI M Si gnature: v=1; a=ed25519-sha256; c=rel axed/rel axed;
d=consuner . exanpl e; s=epsilon; t=1658210255;

bh=KYH g7For vDonyyDLYS] auMYMABSEl qu75/ 9w30 ONg=;

h=Dat e: Subj ect : To: Ref erences: From | n- Repl y- To;

b=hETr ynChz6T1Dyo5dCEdk8r PykKLdhJCPFeJOTi i P/ kaoN2af pUYtj +Sr 1 +I 83l p
p1F/ Ff YSGy7zz3QBCOdxBA==

DKI M Si gnature: v=1; a=rsa-sha256; c=rel axed/rel axed,;

d=consumer. exanpl e; s=delta; t=1658210255;

bh=KYH g7For vDonyyDLYS] auMYMABSEl qu75/ 9w30d ONg=;

h=Dat e: To: Ref er ences: From I n- Repl y- To;

b=C2nsAp3AMNX33Ng7nN St P0921xE3XG8Ju3i AKdYB3EKhsri | ON5I j WA gl JECst
j LNKSo7KWZZ2| kH dVZ9Rs1CGHT2uaKylsc/ xnNl C5r Hdhr xanmi wpTSo4PsT8di sf ¢
3DVF6(Q62n0EsdLFgcwlKY8A9i nFqYKY2t qoo+y4zM |t qCYx3xj sj 31 Ol FLuX

Aut hor: Message Aut hor <aut hor @onsuner. exanpl e>
Received: from|[192.0.2.8] (host-8-2-0-192.isp.exanple [192.0.2.38])

(AUTH: CRAMt MD5 uXDG n@VYTO/ k, TLS: TLSL1. 3, 128bits,

ECDHE_RSA_AES 128 GCM SHA256)

by mail.consuner. exanpl e with ESMIPSA

i d 00000000005DC076. 00004417; Tue, 19 Jul 2022 07:57:35 +0200

Message- |1 D <2431dc66- b010- c9cc- 4f 2b- alf 889f 8bdb4@onsuner . exanpl e>
Date: Tue, 19 Jul 2022 07:57:33 +0200

Li st-1d: <users. forwarder. exanpl e>

Li st-Post: <mailto:users@ orwarder. exanpl e>

Li st-Hel p: <mailto:users+hel p@ orwar der. exanpl e>

Li st - Subscri be: <mailto:users+subscri be@ orwar der. exanpl e>

Li st - Unsubscri be: <mailto: users+unsubscri be@ orwar der. exanpl e>

Li st-Omer: <nuailto:users+owner @ orwar der . exanpl e>

Precedence: |i st

M ME-Version: 1.0
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Subject: This is the original subject

Cont ent - Language: en-US

To: users@ orwar der. exanmpl e

Aut henti cation-Results: consuner. exanpl e; auth=pass (details omtted)
From Message Aut hor <aut hor @onsuner. exanpl e>

I n- Repl y-To: <20220718102753. 0f 6d9dde. cel @xanpl e. cone

Cont ent - Type: text/plain; charset=UTF-8; format=flowed

Cont ent - Transf er - Encodi ng: 8bi t

[ Message body was here ]
--= mne_boundary_--

The Source-Port field definition is given by [ RFC6692]

In the final MME entity, the local-parts of To and From addresses
are reported unredacted. Since we know that the |local parts are PII,
we can reduce the privacy risk by redacting them |In the exanple,
the report generator could have replaced "users" with "l RLxexey" and
"author" with "RT47aVey" throughout the entity.

If the body of the message is not included, the last MM entity
woul d have "Content-Type: text/rfc822-headers" instead of nessage/
rfc822.

endi x B. Change Log {change-| og}
[RFC Editor: Please renove this section prior to publication.]
00 to 01

* Replace references to RFC7489 with references to I-D.ietf-dmarc-
dmar chi s.

* Replace the 2nd paragraph in the Introduction with the text
proposed by Ned for Ticket #55, which enjoys sone consensus:
https://mail archive.ietf.org/arch/ nsg/ dnmarc/

Hpt VyJ9Sgr f x\WWRbe GMORagPr hCw
(https://milarchive.ietf.org/arch/nsg/dmarc/
Hpt VyJ9Sgr f x\VW\Rbe GMORagPr hCw)

* Strike a spurious sentence about criticality of feedback, which

was neant for feedback in general, not failure reports. |In fact,
failure reports are not critical to establishing and maintaining
accurate authentication deploynents. Still attributable to Ticket
#55.

* Renove the content of section "Verifying External Destinations"
and refer to I-D.ietf-dmarc-aggregate-reporting.

es (ed) & Vesely (ed) Expires 21 June 2026 [ Page 15]



I nternet-Draft DMARC Fai |l ure Reporting Decenber 2025
* Renmove the content of section "Security Considerations" and refer
to |-D.ietf-dmarc-dmarchis.

* Slightly tweak the wording of the exanple in Appendix A 1 so that
it makes sense standing al one.

* Renmove the sentence containing "nmust include any URI(s)", as the
i ssue arose <eref
target="https://mailarchive.ietf.org/arch/nsg/dmarc/
nFk0qi TCy8t zghRvexus01W Bl w'/ >.

* Add paragraph in Security Considerations, noting that note that
Organi zati onal Domains are only an approxi mation..

* Add a Transport section, nentioni ng DMARC confornmance and failure
report mail |oops (Ticket #28).

B.2. 01 to 02

* Add a sentence to nake clear that counting failures is not the
aim

B.3. 02 to 03
* Updated references.
B.4. 03 to 04
* Add an exanpl e report.
* Renmove the old Acknow edgenents section
* Add a | ANA Consideration section
B.5. 04 to 05
* Convert to markdown
* Renove irrelevant material
B.6. 05 to 06

* A Vesely was incorrectly removed fromlist of docunent editors.
Cor r ect ed.

* Added Term nol ogy section with recoonended boilerplate re:
RFC21109.
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B. 7.

*

06 to 07

Reduce Term nol ogy section
mnor nits

07 to 08

Speci fy what detailed information a report contains, in the 1st
par agr aph of Section 2

A coupl e of typos

08 to 09

Replace & t; with < and &gt; with > in Appendix B

09 to 10

Add an informative section about other failure reports (DKIM SPF)
10 to 11

Renove appendi x with redundant exanples - pull request by Dani el
K

11 to 12

Ref erence Terminology in [I-D.ietf-dmarc-dnarchi s]
Expand the Verifying External Destinations section and reference
[1-D.ietf-dmarc-aggregate-reporting]

12 to 13

Update references to nunbered sections of

[I-D.ietf-dmarc-dmarcbhis] and [I-D.ietf-dnmarc-aggregate-reporting]
Clarify potential information disclosures when failure reports are
sent

M nor edits for readability and clarity

13 to 14

In the introduction (last paragraph) mention that the purpose is
twof ol d, debug and anti - abuse.

In Section 2 (2nd paragraph) clarify that failure reports all ow
better determning the failure reason
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B.15. 14 to 15

* Expanded Privacy Considerations section as discussed on |ist.
* Add tentative | ANA Consi deration subsections

B.16. 15 to 16

Qualification of RFCs 6651/2 in Section 3.

Spell "Auth-Failure" at bullet 3 of Section 4.

Cite RFC 6590 when nentioni ng redaction

s/ using the wong sending path/failing authentication/.
Renove unnecessary | ANA Consi derati ons.

* ok X Xk

B.17. 16 to 17
* Renove the | ast paragraph of Secority Considerations.
B.18. 17 to 18
Reword the first purpose (Intro) and cite aggregate-reporting.
Forward reference to Privacy Consideration

s/fo=/"fo"/, [ruf=/ruf/, [urls/URISs/.
Specify parent registry in | ANA Consi derations.

L I

B.19. 18 to 19

* Renpve the term "scal able" from Abstract and | ntroduction

* s/ Sender Donmi n/ Domai n Oaner/ .

* Reference to dnarcbis, section 3.2 onits own |ine.

* Renove the phrase (sonetinmes referred to as "forensic reports").

* Note that Donain Ower can use dot-forward to not decalre
consuner.

* Mention we could have encrypted the exanple.

*

Don’t nention MX
B.20. 19 to 20

* Replace "dot-forward" with a periphrasis to downplay fina
destination.

B.21. 20 to 21

Move the |ast paragraph of Section 2 to Security Considerations.
Explicitly say we obsolete 7489 and update 6591 in the abstract.
Reword "W thout this check, a bad actor ..." in Section 5.

Fi x | ANA request.

Mention RFC 6591 in Term nol ogy (Section 1.1).

L I
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B.22. 21 to 22

* Reword obsol eting sentence in the abstract and nove it to
Section 1.2.

B.23. 22 to 23

* Merge Med' s pull request
Aut hors’ Addresses

St even M Jones

DMVARC. or g
Emai | : snj @marc. org

Al essandro Vesely
Tana
Email: vesely@ana.it
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