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Abst ract

Domai nKeys ldentified Mail v2 (DKIM2) permits a person, role, or
organi zation that owns a signing domain to docunent that it has
handl ed an emai| nessage by associating their domain with the
message. This is achieved by providing a hash value that has been
calcul ated on the current contents of the nessage and then applying a
cryptographi c signature that covers the hash val ues and other details
about the transm ssion of the nessage. Verification is performed by
querying an entry within the signing donmain’s DNS space to retrieve
an appropriate public key. As a nessage is transferred from aut hor
to recipient systenms that alter the body or header fields wll

provi de details of their changes and cal cul ate new hash val ues
Further signatures will be added to provide a validatable "chain".
This permits validators to identify the nature of changes made by
intermediaries and apply a reputation to the systens that nmade
changed. DKIM2 also allows recipients to detect when nessages have
been unexpectedly "replayed" and will ensure that Delivery Status
Notifications are only sent to entities that were involved in the
transm ssi on of a message.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Domai nKeys ldentified Mail v2 (DKIM) permits a person, role, or
organi zation to docunment that they have handl ed an ermail message by
associ ating a domain name [ RFC1034] with the nessage [ RFC5322]. A
public key signature is used to record that they have been able to
read the contents of the nessage and wite to it.

Verification of claims is achieved by fetching a public key stored in
the DNS under the relevant domain and then checking the signature.

Message transit fromauthor to recipient is through Forwarders that
typically make no substantive change to the nessage content and thus
preserve the DKIM2 signature. Were they do make a change the
changes they have nade are docunented so that these can be "undone"
and the original signature validated.

VWhen a nessage is forwarded from one systemto anot her an additiona
DKI M2 signature is added on each occasion. This chain of custody
assi sts validators in distinguishing between nessages that were
intended to be sent to a particular ermail address and those that are
bei ng "replayed" to that address.

The chain of custody can al so be used to ensure that delivery status
notifications are only sent to entities that were involved in the
transm ssi on of a nessage.

Organi zations that process a nessage can add to their signature a
request for feedback as to any opinion (for exanmple, that the emnai
was considered to be span) that the eventual recipient of the nmessage
wi shes to share.

1.1. DKIM2 Architecture Documents
Readers are advised to be familiar with the material in TBA, TBA and
TBA whi ch provide the background for the devel opnent of DKIM, an
overvi ew of the service, and depl oynent and operations gui dance and
advi ce.

2. Term nol ogy and Definitions

This section defines terns used in the rest of the docunent.
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The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119]. These words take their normative meani ngs only when they
are presented in ALL UPPERCASE.

DKIM2 is designed to operate within the Internet Miil service, as
defined in [RFC5598]. Basic enmmil terminology is taken fromthat
speci fication.

DKI M2 inherits many ideas fromDKIM ([ RFC6376]) which, for clarity we
refer toin this specification as DKIML. In addition, sone features
were influenced by experience with (see [ CONCLUDEARC]) the
experinental ARC protocol ([RFC8617]).

Synt ax descriptions use Augrmented BNF (ABNF) [ RFC5234].

Thi s docunent uses JSON [ RFC8259] to encode the "recipes" which
record changes nade to a nessage header fields or body. The JSON
obj ects are then base64 encoded. This nmeans that a standard JSON
parser can be used to create what may be quite conpl ex data
structures. Unrecognised fields within JSON objects MJUST be ignored.

2.1. Signer

Elements in the mail systemthat sign nmessages on behal f of a domain
are referred to as Signers. These may be MJAs (Mail User Agents),
MBAs (Mail Submi ssion Agents), MIAs (Miil Transfer Agents), or other
agents such as mailing list "exploders". |In general, any Signer wll
be involved in the injection of a nessage into the nessage systemin
some way. The key point is that a nessage nust be signed before it

| eaves the admi nistrative domain of the Signer.

2.2. Forwarder

[ RFC5598] defines a Relay as transnitting or retransmtting a nessage
but states that it will not nmodify the envel ope information or the
message content semantics. It also defines a Gateway as a hybrid of
User and Rel ay that connects heterogeneous nmail services. 1In this
docunent we use the concept of a Forwarder which is an MIA t hat
receives a nessage and then, as an alternative to delivering it into
a destination nmail box, can forward it on to another systemin an

aut omat ed, pre-determ ned, nanner.
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2. 3. Revi ser

As will be seen, a Forwarder nmay alter the message content or header
fields, in such a way that existing signatures on the nessage will no
| onger validate. |If so, then a record will be nmade of these changes.
We call a Forwarder that makes such changes a Revi ser

2.4. Verifier

Elements in the mail systemthat verify signatures are referred to as
Verifiers. These may be Forwarders, Revisers, MIAs, Miil Delivery
Agents (MDAs), or MJUAs. It is an expectation of DKIM2 that a

reci pient of a nessage will wish to verify some or all signatures

bef ore determ ning whether or not to accept the message or pass it on
to another entity.

2.5. Signing Donain

A domai n nane associated with a signature. This domain may be

associated with the author of an email, their organization, a conpany
hired to deliver the email, a mailing |list operator, or sone other
entity that handles email. Wat they have in comon is that at sone

poi nt they had access to the entire contents of the email and were in
a position to add their signature to the email.

2.6. Oiginator

The entity that creates and sends the initial formof a nessage. The
Originator adds the first Message-Ilnstance header field (ms1) and the
first DKIM-Signature header field (i=1) to the nmessage.

2. 7. Header Field

As defined in [ RFC5322], a header field is a single logical line in
the nessage header consisting of a field name, a colon, and a field
body (value). 1In this docunent "header field" always refers to a
single field; "header fields" (plural) refers to multiple fields.
The unqualified term "header"” is avoided to prevent anbiguity.

2.8. Tag
A nanmed elenment within a header field (see Section 6 and Section 7).

A tag consists of a tag-nane and a tag-val ue separated by an equal s
sign. Tags are separated by semi colons within the header field.
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2.9. Message Body

The content of an enmail nessage that follows the blank line after the
header fields, treated as a sequence of octets. In this docunent,
the terns "body" and "nmessage body" are used interchangeably.

2.10. Hash

A fixed-length val ue produced by applying a cryptographic hash
function (such as SHA-256) to an input. DKIM uses hashes to create
a conpact, verifiable representation of nessage header fields and the
message body.

2.11. dossary
The following terns are used throughout this docunent:

DKIML The origi nal Domai nKeys Identified Mail protocol as specified
in [ RFC6376] .

DKI M2- Si gnature A header field containing a cryptographic signature
over the Message-Instance and DKI M2-Si gnature header fields of a
nmessage, along with netadata about the signing donmain, SMIP
envel ope, and ti nmestanp.

Message- I nstance A header field containing cryptographic hashes of
the message header fields and body, along with optional recipes
that all ow undoi ng changes nade at that hop.

Reci pe A set of instructions encoded as a JSON object within the r=
tag of a Message-lnstance header field. Recipes allow a Verifier
to reconstruct the previous state of a nessage fromits current
state, by specifying which parts of the header fields or body to
copy and which literal values to substitute.

Chain of Custody The sequence of DKI M2-Signature header fields on a
message, each recording the SMIP envel ope addresses (MAIL FROM and
RCPT TO used at each hop. A valid chain of custody denonstrates
that the message followed a plausible path from Oiginator to the
current recipient.

Sel ector A subdivision of the key namespace for a signing domain,
used to |l ook up the public key in DNS. The selector value is
combi ned with the signing domain to formthe DNS query nane:
sel ect or. _domai nkey. domai n.
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2.12. \Witespace
There are two forns of whitespace used in this specification

* WSP represents sinple whitespace, i.e., a space or a tab character
(formal definition in [ RFC5234]).

* FWs is folding whitespace. It allows multiple |ines separated by
CRLF foll owed by at | east one whitespace, to be joined.

The formal ABNF for these are (WSP given for information only):

WGP
FWS

SP / HTAB
[*WBP CRLF] 1*W8P

The definition of FWs is identical to that in [ RFC5322] except for
t he excl usi on of obs-FWs

2.13. Inported ABNF Tokens

The foll owi ng tokens are inported fromother RFCs as noted. Those
RFCs shoul d be considered definitive.

The foll owing tokens are inported from[RFC5321]:

*  "Domai n"

*  "Forwar d- pat h"

* "reverse-path"

The foll owi ng tokens are inported from|[RFC5322]:

* "field-name" (nane of a header field)

O her tokens not defined herein are inported from][RFC5234]. These
are intuitive printives such as SP, HTAB, WsP, ALPHA, DIA T, CRLF
etc.

2.14. Common ABNF Tokens

The foll owi ng ABNF tokens are used el sewhere in this docunent:
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ALPHADI G TD

(ALPHA / DIGT / "-" [ "_")

textstring [ FWS] ALPHADI Gl TD *( ALPHADI G TD) [ FW\S]

ALPHADIG TPS = (FWs / ALPHA/ DIGT / "+" [ "I")

base64string ALPHADI G TPS *(ALPHADI G TPS) [[FWB] "=" [[FW8] "="]]
Not e that base64strings are defined in [ RFC4648], but that docunent
does not contain any ABNF. Note that a base64string MJUST be padded
with trailing = characters if needed.

Note that the definition of base64string allows for the presence of
FW5, which sinplifies folding header fields to an allowable |ine
length. FW5S within base64strings will be ignored when their value is
bei ng used.

3. Signing and Verification Cryptographic Al gorithmns

DKI M2 supports nultiple hashing and digital signature al gorithns.
One hash function (SHA256) is specified here and two signing
algorithnms are defined by this specification: RSA-SHA256 and
Ed25519- SHA256. Signers and Verifiers MJST inpl enent SHA256
Si gners SHOULD i npl ement bot h RSA- SHA256 and Ed25519- SHA256
Verifiers MIST inpl enent both RSA- SHA256 and Ed25519- SHA256

3.1. The SHA256 Hashing Al gorithm

The SHA256 hashing algorithmis used to conpute body and header
hashes as defined in Section 5.1 and Section 5. 2.

The resultant values are identified by the text string "sha256" and
pl aced i nto Message-|nstance header fields.

3.2. The RSA-SHA256 Signing Al gorithm

The RSA- SHA256 Signing Al gorithm conmputes a hash over all the
Message- | nst ance and DKI M2- Si gnature header fields as described in
Section 8.5 using SHA-256 (FIPS-180-4-2015) as the hash-alg. That
hash is then signed by the Signer using the RSA algorithm (defined in
PKCS#1 version 1.5 [RFC8017]) as the crypt-alg and the Signer’s
private key. The hash MUST NOT be truncated or converted into any
formother than the native binary form before being signed. The
signing al gorithm MJST use a public exponent of 65537

Si gners MJST use RSA keys of at |east 1024 bits. Verifiers MJST be

able to validate signatures with keys ranging from 1024 bits to 2048
bits, and they MAY be able to validate signatures with | arger keys.
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The signature val ue (expressed in base64) is placed (with the
identifying text string "rsa-sha256") into DKI M2-Si gnature header
fields.

3.3. The Ed25519- SHA256 Signing Al gorithm

The Ed25519- SHA256 Signi ng Al gorithm conputes a hash over all the
Message- | nst ance and DKI M2-Signature fields as described in
Section 8.5 using SHA-256 (FIPS-180-4-2015) as the hash-alg. It
signs the hash with the PureEdDSA vari ant Ed25519, as defined in
Section 5.1 of [RFC8032].

The signature val ue (expressed in base64) is placed (with the
identifying text string "ed25519-sha256") into DKI M2-Signhature header
fields.

3.4. Oher Algorithns

O her algorithms MAY be defined in the future. Verifiers MJST ignore
any hashes or signatures using algorithnms that they do not inplenent.

3.5. Selectors

To support multiple concurrent public keys per signing donain, the
key nanespace is subdivided using "sel ectors"”

The nunber of public keys and correspondi ng selectors for each domain
is determ ned by the domain owner. Many domain owners will use just
one sel ector, whereas adm nistratively distributed organi zati ons can
choose to manage di sparate selectors and key pairs in different
regions or on different enmail servers. Selectors can also be used to
del egate a signing authority, which can be withdrawn at any tine.

Sel ectors also nake it possible to seam essly repl ace keys on a
routine basis by signing with a new selector, while keeping the key
associated with the old selector avail able.

Periods are allowed in selectors and are conponent separators.
Periods in selectors define DNS | abel boundaries in a manner sinilar
to the conventional use in domain names. This will allow portions of
the sel ector nanespace to be del egated

ABNF:

sel ector = Domai n
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3.6. Key Managenent

Sone | evel of assurance is required that a public key is associated
with the clainmed Signer. DKIM does this by fetching the key from
the DNS for the domain specified in the d= field of the

DKI M2- Si gnat ure header field.

DKI M2 keys are stored in a subdomain naned "_domai nkey". G ven a
DKI M2- Si gnature field with a "d=" tag of "example.coni and a sel ector
of "foo.bar", the DNS query will be for

"foo. bar. _donai nkey. exanpl e. coni'.

NOTE: these keys are no different, and are stored in the sane
| ocations as those for DKIML ([ RFC6376]).

Further details can be found in [DKIMEYS].
4. Reci pes

A set of "recipes" is used to recreate the previous version of the
body and/or header fields of a nessage. The recipes are provided
within a JSON object with the schena:

"$schema": "https://json-schema. org/draft/2020-12/schema",
"$id": "https://dkinR.org/schemas/recipe-vl",
"title": "DKIM recipes”,
"description": "see draft-dki mdkinR-spec”,
"type": "object",
"properties": {
"h": {
"description": [ "recipes to recreate header fields",
"keys are header field names matched case-insensitively"”,
"and there MJUST NOT be keys that differ only in case"],
"oneO™X": |
{
"description": "per-field-nanme recipe arrays",
"type": "object",
"m nProperties": 1,

"additional Properties": { "$ref": "#/ $defs/recipe-steps" }

}1

{ . .
"description": "previous header state cannot be recreated",
"type": "null"

}

]
b
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"description": "recipes to recreate the body",
"oneO™X": |
{
"description": "body recipes”,
"$ref": "#/ $def s/ reci pe-steps”
H
{
"description": "previous body state cannot be recreated”
"type": "null"
H
{
"description": "body was truncated (DSN)",
"type": "object",
"properties": {
"z": { "type": "bool ean", "const": true }
1
"required": ["z"], "additional Properties": false
}
]
}
}
"anyOf " [
{ "required": ["h"] },
{ "required": ["b"] }
1,
"$defs": {
"reci pe-steps": {
"type": "array",
"itens": {
"oneO™X": |
{
"description": "copy lines/fields, start to end inclusive",
"type": "object”,
"properties": {
"c": { "type": "array",
"itens": { "type": "integer", "mininmm: 1},
"mnltens": 2, "maxltens": 2
}
}
"required": ["c"], "additional Properties": false
H
{
"description": "data lines/values to enmt",
"type": "object",
"properties": {
"d": { "type": "array",
"items": { "type": "string" },
"mnlitens": 1
Clayton, et al. Expires 22 COctober 2026 [ Page 12]
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}

,equired": ["d"], "additional Properties”: false

}

Note that the specification of JSON schenmas is naintai ned by the JSON
Schema organi sation, and the rel evant specification docunent is
linked to by the $schena field in each JSON schenman

4.1. Header Recipes

A Header Recipe is an array of instructions applied to the specified
header fields with the given header field nane. These instructions
are applied in order to the nmessage which has been received so as to
recreate the message as it was before nodificati ons were made

If there is no "h" field in the JSON object then there was no
nmodi fication to the header fields.

If the "h" field value is null (there are no recipes for any header
field) then the previous state of the header fields cannot be
recreated. Verifiers of the message may be able to determ ne, by
seeing which entity makes this declaration, that this is acceptable
to them because, for exanple, that entity is providing a
contractual |y arranged service

Mat chi ng of header field names is always done without regard to case.

If a header field nane is not present in the JSON object then al
header fields with that header field nane are to be retained.

If the recipe array for a header field name that is present in the
JSON object is enpty then all instances of that header field are to
be renmoved to reinstate the previous state of the message.

Header fields are nunbered "bottom up" (the opposite direction to the
body Iines). That is to say, when wal king the header fields fromthe
top of the nessage to end of the header fields then the | ast header
field instance encountered with any particul ar header field nanme is
nunbered 1, the header field (with the sane header field nane) above
that is nunbered 2, and so on.
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The header fields should be treated as being unw apped (in the nornal
[ RFC5321] manner). That is, all of the physical lines that forma
singl e header field are processed under the sanme | ogi cal nunber.

The recipes are processed in order and the resulting header fields
are emtted so that |ater header field will appear above earlier
header fields in the recreated nessage.

Each recipe step is a JSON object with exactly one key:

A "c" step has the form{"c": [start, end]}. The rel evant header
field instances nunbered fromstart to end inclusive, are to be
emtted. The start value of each "c" step MJUST be in ascendi ng order
and MUST be greater than the end value of all preceding "c" steps for
this header field nane.

A "d" step has the form{"d": ["valuel", "value2", ...]}. Each string
inthe array is treated as a value to which the rel evant header field
nane and a colon is prepended and a CRLF is appended and the
resultant string is then emtted. Note that the way in which hashes
are cal cul ated (see Section 5.2) nmeans that no heed needs to be taken
of wrapping or the case of the header field name. The text strings
MUST NOT contain CR or LF characters. |If a string is enpty then the
CRLF will inmmediately follow the header field name and col on

4.2. Body Recipes

A Body Recipe is an array of instructions applied to the nessage body
whi ch can recreate the nessage as it was before nodifications were
made.

If there is no "b" field in the JSON object then there was no
nmodi fication to the nessage body. Note that the JSON schema requires
either "h" or "b" to be present.

If the "b" field is null (there are no recipes) then the previous
state of the nmessage body cannot be recreated. Verifiers of the
message may be able to determine, by seeing which entity makes this
declaration, that this is acceptable to them because, for exanple,
that entity is providing a contractually arranged servi ce.

Body |ines are nunbered "top down" (the opposite direction to the
header fields). The first line of the body (i mediately after the
blank line that indicates that there are no nore header fields) is
nunbered 1.
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The recipes are processed in order and the resulting body lines
fields are emtted so that later lines will appear bel ow earlier
lines in the recreated nessage.

Each recipe step is a JSON object with exactly one key:

A "c" step has the form{"c": [start, end]}. The nessage body lines
fromstart to end, inclusive, are to be emtted. The start val ue of

each "c" step MJST be in ascending order and MJUST be greater than the
end value of all preceding "c" steps.
A "d" step has the form{"d": ["linel", "line2", ...]}. Each string

in the array has a CRLF appended and the resultant string is enitted.
The text strings MJUST NOT contain CR or LF characters. |If a string
is enpty then just a CRLF is emtted.

A "z" step has the form{"z": true} and indicates that the body was
truncated (see the DSN handling in Section 11).

5. Message Hash Val ues

A set of cryptographic "hashes" are used to record the current
message body and header fields. The hashes are placed into the h=
tag of a Message-Instance header field.

To provide for algorithmc dexterity nore that one hash val ue, using
a different algorithm MAY be supplied in the same Message- | nstance
header field.

Si nce Message- | nstance header fields are ignored when cal cul ating the
header hash val ue, the body hash and header hash may be calculated in
any conveni ent order.

5.1. Conputing the Body Hash

The body of nessages is treated as nerely a string of octets. DKIM
messages MAY be either in plain-text or in MM format; no speci al
treatment is afforded to MME content. Message attachnments in MM
format MJST be included in the content that is signed.

The DKI M2 body hash is calculated in the sane manner as DKIML' s
"sinple" schene:

Al enpty lines at the end of the nessage body are ignored. An enpty
line is aline of zero length after renoval of the line termnator

If there is no body or no trailing CRLF on the nessage body, a CRLF
is added. That is "*CRLF" at the end of the body is converted to
"CRLF".
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No ot her changes are nade to the body, which is then processed by the
rel evant hash algorithn(s). The nane of the hash and the hash val ue
(converted to base64 form is then inserted into (Signers) or
conpared to (Verifiers) the value of the "h=" tag of the Message-

I nstance header field that is being created/verified. |If nultiple
hashes are calculated then nmultiple entries within the "h=" val ue
wi Il be inserted/conpared.

5.2. Computing the Header Fields Hash

The header fields hash cal cul ati on done by a Signer MJST apply the
followi ng steps in the order given. A Verifier will need to do the
equi val ent steps in order to check that the hash they have received
is correct.

* |gnore sonme header fields

When cal cul ating the header field hash "Received" or "Return-Path"
header fields MJST be ignored. These are Trace headers as
described in [ RFC5321] and serve only to docunent details of the
SMIP transmi ssi on process.

When cal cul ating the header field hash any header field with a
header field name starting with "X-" MJST be ignored. Currently
depl oyed emai| systens use these fields as proprietary Trace
headers whi ch have no defined nmeaning for other systems and it
considerably simplifies reporting on changes to header fields to
i gnore them

When cal cul ating the header field hash any "Message-| nstance" or
"DKI M2- Si gnhature" header fields MJST be ignored. These header
fields will be included in the hash value that will be signed by a
DKI M2- Si gnature header field and it sinplifies inplenentations if
they are not included tw ce, especially when determ ning whet her
all nodifications to a nessage have been correctly decl ared.

When cal cul ating the header field hash any "DKI M Si ghat ure" header
fields and any header fields whose field nanme starts with "ARC"
MJUST be ignored. Not including DKIML and ARC si gnatures neans
that systens that wish to add other types of signature as well as
a DKIM2 signature are free to do this in any conveni ent order

* Convert all header field names (not the header field values) to
| owercase. For exanple, convert "SUBJect: AbC' to "subject: AbC'.
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* Unfold all header field continuation |ines as described in
[ RFC5322]; in particular, lines with term nators enbedded in
continued header field values (that is, CRLF sequences foll owed by
W5P) MUST be interpreted without the CRLF. [|nplenentations MJST
NOT renove the CRLF at the end of the header field val ue.

* Convert all sequences of one or nore WSP characters to a single SP
character. WSBP characters here include those before and after a
I'ine fol di ng boundary.

* Delete all WBP characters at the end of each unfol ded header field
val ue.

* Delete any WEP characters remaining before and after the col on
separating the header field nane fromthe header field value. The
col on separator MJST be retained.

* Place the header fields in al phabetical order by the header field
nane.

* |f there is nmore than one header with the sanme header field name
then the header fields are placed in the order in which they were
likely to have been placed into the nessage header, that is from
the last within the header upwards (the sane ordering as is used
in the header recipes (see Section 4.1).

It is sonetimes suggested that sonme MIAs re-order header fields
after they receive an emmil. |If an MIA does change the order of
header fields with the sanme header field nane (and those header
fields will be included in the hash calculation) then it is their
responsibility to recover the original order before verifying an
exi sting signature or passing a previously signed nmessage to

anot her MIA that may wish to do such verification.

* The hash(es) of the concatenated header fields are cal cul at ed.

The nane of the hash and the hash value (converted to base64 forn) is
then inserted into (Signers) or conpared to (Verifiers) the val ue of
the "h=" tag of the Message-Ilnstance header field that is being
created/verified. |If nultiple hashes are calculated then multiple
entries within the "h=" value will be inserted/conpared.

6. The Message-Instance Header Field
A Message- | nstance header field docunents the current contents of the

message and, in the case of a Reviser, records any rel evant changes
that have been nade to the incom ng nessage
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The Message-|nstance header field is a list of tag values as
descri bed below. The n= and h= tags MJST be present. The r=tag is
opti onal

The tag identifiers (before the = sign) MJUST be treated as case
insignificant, the tag value (after the = sign) is case significant.
The tags nay appear in any order, but MJST be only one of each kind.
Unknown tags, for extensions, MJST be ignored.

ABNF:

m-field = "Message-lnstance:" m-tag-1list

m-tag-list = *([FW8] m-tag [FW8] ";" [FWE])

m-tag =m-mtag / m-h-tag/ m-r-tag / x-tag

x-tag = ALPHA *(ALPHA / DG T / "_") "=" o%21-3A / 9%&3C- 7E

; for extension

6.1. nmr the revision nunber of the Message-Instance header field
The Originator of a message uses the value 1. Further Message-
I nstance header fields are added with a value one nore than the
current highest nunbered Message-Ilnstance header field. Gaps in the
nunbering MUST be treated as neking the whol e nessage i npossible to
verify.
ABNF:
m-mtag = Ox6d [FWB] "=" [FW5] 1*DIAT

6.2. r=recipes to recreate the previous instance of the nessage
The r= tag value is the base64 encoded version of the JSON object
that contains the recipes that allow the previous instance of the
nmessage to be recreated (see Section 4}.
ABNF:
m-r-tag = W72 [ FW5] "=" baseb4string

6.3. h= the hash values for the nessage

The h= tag val ue contains the hash nane, header hash val ue and body
hash value. Calculating the hash values is explained in Section 5.

ABNF:
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m - h-tag = 68 [ FWS] "=" hash-set *("," hash-set )

hash- set = [ FW5] hash-nane [FW5] ":" header-hash ":" body-hash
hash- nane = "sha256" / x-hash-nane

header - hash = base64string

body- hash = base64string

x-hash- nane textstring ; for |ater expansion

7. The DKI M2-Signature Header Field

The signature of the email is stored in a DKIM-Si gnature header
field. This header field contains tag values that provide the
signature and key-fetching data. The i= mr t= nf= rt= d= and s=

tags MJUST be present. The other tags are optional

The tag identifiers (before the = sign) MJST be treated as case
insignificant, the tag value (after the = sign) is case significant.
The tags nay appear in any order, but MJST be only one of each kind.
Unknown tags, for extensions, MJST be ignored.

ABNF:

sig-field = "DKI M2- Sighature:" sig-tag-1list

sig-tag-list = *([FW5] sig-tag [FW8] ";" [FWE])

sig-tag =sig-i-tag / sig-mtag / sig-t-tag / sig-nf-tag /

sig-rt-tag / sig-d-tag / sig-s-tag / sig-n-tag /
sig-f-tag / x-tag

It will be noted that we have not included a version nunber
Experience from | M onwards shows that it is essentially inpossible
to change version nunmbers. |If it becomes necessary to change DKI M2
in the sort of inconpatible way that a v=2 / v=3 version nunber would
support, it is expected that header fields will be | abelled as DKI M
i nst ead.

7.1. i= the sequence nunber of the DKI M2-Signature header field
The Originator of a nessage uses the value 1. Further
DKI M2- Si gnature header fields are added with a value one nore than
the current hi ghest nunbered DKI M2-Signature header field. Gaps in
the nunbering MIUST be treated as nmki ng the whol e nessage unsi gned.
ABNF:

sig-i-tag = %69 [FWS] "=" [FWS] 1*DIGT
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7.2. nr the highest nunbered Message-|nstance header field

This value allows verifiers to determ ne which entity made a
particular revision to the nmessage header fields or body.

ABNF:
sig-mtag = %&6d [FW5] "=" [FW5] 1*DIA T

7.3. n= nonce val ue
This text value, if present, has a neaning to the creator of the
signature but MJUST NOT be assuned to have any neaning to any other
entity. It MAY be used as an index into a database to assist in
handling Delivery Status Notifications or for any other purpose.
To discourage use of this tag field as an alternative to the use of
nmore appropriate header fields, the Iength of the string MJST NOT
exceed 64 characters and inpl enentati ons SHOULD rej ect nessages where
this limt has been ignored.
Not e the val ue MUST be sinple ASCI1 and MJUST NOT contain sem col on
ABNF:

sig-n-tag
nonce-val ue

%% 6e [FWS] "=" [FWS] nonce-val ue
*64(%21-3A /| 9%3C- 7E)
; printable ASCI1 except sem colon, max 64 chars

7.4. t= signature timestanp

The tinme that this header field was created. The format is the
nunber of seconds since 00:00: 00 on January 1, 1970 in the UTC tinme
zone. The value is expressed as an unsigned integer in decinal
ASCII. This value is not constrained to fit into a 31- or 32-bit

i nt eger.

I mpl enent ati ons SHOULD be prepared to handle values up to at |east
10712 (until approximately AD 200,000; this fits into 40 bits).

I npl enent ati ons MAY ignore signatures that have a tinestanp in the

future. Inplenmentations MAY ignore signatures that are nore than 14
days ol d.

ABNF:

sig-t-tag = W74 [FWB] "=" [FWB] 1*DIA T
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7.5. nf=the MAIL FROM used when the nessage was sent

DKI M2 records the [ RFC5321] MAIL FROM val ue that was used when the
nmessage was transmtted over an SMIP link fromthe signing MIA. Note
that MAIL FROM may be just "<>", for exanple for a Delivery Status
Notification

The value is recorded as the base64 encodi ng of the [RFC5321]
reverse-path because of the conplex syntax of reverse-path val ues
(whi ch can include characters which woul d confuse naive parsers of
DKI M2- Si gnature header fields). The angle brackets MJST be incl uded,
but any "Mil -paranmeters" that were present after the reverse-path
MUST NOT be incl uded.

ABNF:
sig-nf-tag = %6d %66 [FWS] "=" base64string
7.6. rt=the RCPT TO val ue(s) used when the nmessage was sent

DKI M2 records the [ RFC5321] RCPT TO val ue(s) that were used when the
message was transmtted over an SMIP link fromthe signing MIA

The value is recorded as the base64 encodi ng of the [RFC5321]
Forwar d- pat h because of the conpl ex syntax of Forward-path val ues
(whi ch can include characters which woul d confuse naive parsers of
DKI M2- Si gnature header fields). The angle brackets MJST be incl uded,
but any "Rcpt-paranmeters” that were present after the Forward-path
MUST NOT be incl uded.

When a nessage is intended for nore than one recipient then the RCPT
TO val ues provided MAY include all of the recipients so that a single
copy of the email MAY be sent to all of the recipients in a single
SMIP transaction. Alternatively, nultiple copies of the email may be
generated so as to not immediately reveal who el se received the
emai | .

However, if "bcc:" recipients are involved then in order to neet the
requi renents of [RFC5322] Section 3.6.3 each and every bcc recipients
MUST NOT reveal ed to any other nessage recipient.

ABNF:

sig-rt-tag = W72 %74 [FW5] "=" base64string *("," base64string)
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7.7. d= the donain associated with this signature.

This domain is used to formthe query for the public key. The domain
MUST be a valid DNS nane under which the DKIM2 key record is
publ i shed.

The domain name in the d= tag MJUST exactly nmatch the rightnost |abels
of the domain name of the nf=tag. That is to say, the domain name
of the nf= tag MJST either match the d= domain exactly or be a sub-
domai n of the d= domai n nane.

When the nf= domain is enpty ("<>"), as will be the case for Delivery
Status Notifications (DSNs), then no match is required.

ABNF:
sig-d-tag = %64 [FW5] "=" [FW5] Donain
7.8. s= the signature value(s) for the nessage

The s= tag val ue contains the selector, signature algorithm name and
signature value. Calculating the value is explained in Section 8.5.

The sel ector val ues subdivides the namespace for the domain being
used for signing.

The algorithmvalue is the one used to generate the signature.
Verifiers MJUST support "RSA-SHA256" for which the string "rsa-sha256"
i s used and "Ed25519- SHA256" for which the string "ed25519-sha256" is
used. See Section 3 for a description of these algorithns.

To provide for algorithmc dexterity nore than one signature, using
different algorithms, MAY be supplied. Since the DNS | ookup for the
public key will check that the k= al gorithmval ue nmatches, a
different selector MJST necessarily be used for each signature.

ABNF:

sig-s-tag = &73 [FW5] "=" [FW5] sig-set *( "," sig-set )

si g- set = selector [FWE] ":" [FWB] sig-nane [FW5 ":" nessage-sig
si g- nane = "rsa-sha256" / "ed25519-sha256" / x-sig-nane

X-sig-name = textstring ; for later extension

message-sig base64string
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7.9. f=flags

Fl ags serve two purposes; they either report what has been done to
the nmessage by the systemcreating the DKI M2-Signature or they nake a
request to systens that handle the mail thereafter. Flags are
separated by commas, and optional white-space allows systens to add
several flags without creating long |lines.

If a flag value is not recognised it MJST be ignored.
The flag values that report things are:

"expl oded": this nessage (identified by its unique header hash val ue
(recorded in the h= JSON object of the rel evant Message-Instance) is
being sent to nore than one email address. An MIA which receives a
message MAY use this information to help it distinguish between
mal i cious "DKIMreplay" and legitimate activity perforned by mailing
list. If this flag is not present in at |east one DKI M- Signature
header field then an MIA MAY assunme that only one copy of a
particul ar nmessage (identified by rel evant cryptographic hash val ues)
is intended to exist;

The flags val ues that nake requests are:

"donot expl ode": this Signer requests that the nessage not be sent to
more than one recipient. A systemthat, by local policy, ignores
this request MJST NOT allow any of the copies it creates to be
forwarded on to any MIA outside its control

"donotnodi fy": this Signer requests that the nessage not be nodified
fromthe formin which it is sent. A systemthat, by local policy,

i gnores this request MJST NOT allow the message to be forwarded on to
any MIA outside its control

"feedback": this Signer requests feedback about how this nessage is
handl ed during delivery and thereafter. This docunment does not
descri be what such feedback night be or where it might be delivered.
If this flag is absent then feedback is explicitly not required.

ABNF:
sig-f-tag = %66 [FW5] "=" [FW5] sig-f-tag-data

*( [FWs] "," [FWB] sig-f-tag-data)
sig-f-tag-data = "donot nmodi fy" | "donot expl ode" | "feedback"

"expl oded" | x-sig-f-tag-data
textstring ; for |ater extension

x-sig-f-tag-data
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8.

8.

8.

1.

2

Si gner Actions

This section gives the actions that need to be undertaken by the
signer of a message. They nay be done in any appropriate order

Add any Necessary Message-|nstance Header Fields

If a systemis generating the initial formof a nmessage or if it is a
Revi ser that has nmade changes to the message body and/or header
fields then it MJST conpute the body hash as described in Section 5.1
and the hash of the header fields as described in Section 5.2.

If the message does not contain a Message-Ilnstance header field then
one MUST be added.

I f hashing the nessage body or rel evant header fields does not give
the sane hash val ues as those recorded in the highest version (n¥)
Message- | nstance header field then a new Message- | nstance header
field MUST be added and if they are the sane a new Message-| nstance
header field SHOULD NOT be added.

A Message- | nstance header field MJUST contain "recipes" to be able to
recreate the nmessage corresponding to the hash values in the
currently highest nunmbered Message-|nstance header field, or a nul
recipe to indicate that recreating the previous version of the
message will not be possible.

A system may add nore than one Message-|nstance header field if it

wi shes to do so, but the DKIM2 design allows all nodifications nade
by any single systemto be docunented in a single Message-I|nstance

header fi el d.

Note that the first (mrl) Message-I|nstance header field MAY contain
"recipes" if it is wished to record any changes nade to a nessage as
it enters the DKIM2 ecosystem Al other Message-I|nstance header
fields SHOULD contain at |east one "recipe".

Provide a "Chain of Custody" for the Message

The DKI M2-Si gnature header field contains the MAIL FROM and RCPT TO
val ues that will be used when the nessage is transnmtted, so these

[ RFC5321] "envel ope" val ues MJUST be available to (or deducible by) a
Si gner.

The receiver of a message will check for an exact match (i ncluding
the local parts of the enmail addresses) between the MAIL FROM/ RCPT
TO [ RFC5321] protocol values and the nf= and rt= values in the

hi ghest nunbered (nobst recent) DKIM2-Signature header field. It is
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acceptable for there to be nore RCPT TO enmmi| addresses recorded in
rt= than are actually used in the SMIP conversation, but any RCPT TO
val ue which is used MIST be present.

Verifiers will check for a rel axed donmain match (see Section 8. 3)
bet ween the signing domain (d=) and the donmain in the MAIL FROM
val ue.

When t he message being signed already has a DKI M2-Si gnat ure header
field (i.e. it has already been transmtted at |east once) then a
valid "chain of custody" MJST be apparent when all of the

DKI M2- Si gnat ure header fields are considered. This "chain of
custody" contributes to the way in which DKIM2 tackles "DKIMreplay"
att acks.

In any situation where a nessage will be forwarded in such a way that
the nf= on the outgoing nessage is such that the "chain of custody"
woul d be broken then the Signer MJST generate an extra

DKI M2- Si gnat ure header field that causes values to match, i.e. a
record nust be fabricated that docunents the mail being passed from
one domain to anot her

It will be noted that the creation of this extra header field wll
require the Signer to have access to a DKIM2 private key associ ated
with a domain in the RCPT TO entry. This is often achieved by the
Signer creating the private key and never sharing it and then taking
one of two approaches to publishing the public key. The first is to
provide the public key (and sel ector value) to the domai n owner who
creates an appropriate DNS entry. The alternative is for the Signer
to create a public key DNS entry within a part of the DNS that they
control and the domain owner publishes a CNAME pointing at this.

If an MIA does not change anything in the nessage which would require
a new Message-Instance header field and it is going to send it
onwards to a systemthat be able to verify the existing nessage (that
is no changes are made to the MAIL FROM and RCPT TO val ues) and there
is no other reason to add a DKI M2- Si gnature header field then the MA
MAY choose not to add one. This neans that an essentially
transparent SMIP forwardi ng system need not be made "DKI M2 aware".

8.3. The Rel axed Domain Match Al gorithm

To assist in addressing the "DKIM replay" problem DKI M2 provides a
"chain of custody" for every nmessage. This is established by
checking that the MAIL FROM val ue recorded in every DKI M- Signature
header field (except of course the i=1 instance) can be matched with
a RCPT TO val ue of the next | ower nunbered DKI M2-Si gnature header
field.
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It is also necessary to check DKI M- Signhature header fields for a
mat ch between the signing domain (specified in the d= tag) and the
MAI L FROM domai n.

To all ow systens to use existing "bounce-handling" schemes with
speci al subdomains in their MAIL FROM val ues a "rel axed" approach is
taken to the nmatches between these val ues.

* Only the domain part of the MAIL FROM and RCPT TO val ues is used
for these matches The |l ocal part (and the @ are ignored.

* |f there is not an exact match between the donai n names then
| abel s are renmoved, one by one fromthe left hand side of the MAIL
FROM domai n name and t he comparison is repeated.

* |f no |labels remain then there is no match.
8.4. Select a Private Key and Correspondi ng Sel ector Val ue

Thi s specification does not define the basis by which a Signer shoul d
choose which private key and selector value to use -- this will be a
matter of adm nistrative convenience. Distribution and managenent of
private keys is al so outside the scope of this docunent.

8.5. Calculate a Signature Val ue

A Signer calculates a signature solely over the Message-Instance and
DKI M2- Si gnature header fields of the message. The hashes of the body
and other header fields are covered by the hashes in the highest
version (n¥) Message-Instance header field and hence the signature
will in practice be signing the nessage as a whol e.

Most cryptographi c schenes proceed by first cal culating a hash val ue

and then signing the hash value, but the DKI M2-Signature header field
only provides the final signature value. This nmeans that there is no
difficulty if the hash value is inordinately long, or is not enitted

by the cryptographic routine being used.

The signature al gorithm MJST apply the follow ng steps in the order
given (which are not quite the same as the steps undertaken in
cal cul ati ng header hashes).

* Convert all relevant header field nanes (not the header field

val ues) to | owercase. For example, convert "DKIM-signature” to
"dki n2-si gnature"”.
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9

* Unfold all header field continuation |ines as described in
[ RFC5322]; in particular, lines with term nators enbedded in
continued header field values (that is, CRLF sequences foll owed by
W5P) MUST be interpreted without the CRLF. [|nplenentations MJST
NOT renove the CRLF at the end of the header field val ue.

* Delete all WBP characters. This nmeans all WSP characters before
and after the colon separating the header field name fromthe
header field value, all WSP characters within the unfol ded header
field value and all trailing WPS characters before the CRLF. The
col on separator and the CRLF MJUST be retai ned.

* Place the header fields in order. First come the Message-|nstance
header fields in ascending instance (m=) order. Second are the
DKI M2- Si gnature header fields in ascending sequence (i =) order
Last of all is an inconpl ete DKIM-Signature header field (the one
that this systemis creating) with all tags present except that
the signature value(s) within the (s=) value are set to the nul
string (""). The inconplete header field MJST be unfol ded, MJST
have a trailing CRLF and MJST have spaces renoved in just the sane
way as the conplete header fields being processed.

* The concatenated header fields are then fed to the signature
algorithm(s). Once all the values are avail able the nul
signature value strings are replaced by the base64 val ues of the
si gnat ur es.

Verification Requirenents
The details of verification appear in Section 10 below. This section

consi ders when verification should be perfornmed and how thorough it
needs to be.

.1. Check Most Recent Signature and Hashes for the Message

A Verifier SHOULD check the validity of the nost recently applied
(hi ghest nunbered i= value) DKIM-Signature header field and the
associ ated (m=) Message-|nstance before accepting an email.

If these checks do not pass then a Delivery Status Notification (DSN)

for the email MJST NOT be generated thereafter -- hence the best
strategy, if the email is not wanted, is to reject it (with a 5xx
error code) whilst the relevant SMIP conversation is still ongoing.

If the check gives a TEMPFAIL result then a 4xx error code SHOULD be
used to allow the sending MIA to understand the situation
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If the checks do pass and it is later deternmined that the email is
unacceptabl e for any reason then a DSN MAY be created and passed to
the systemthat delivered the email. The details of this procedure
appear in Section 11.

9.2. Checking the Message-Instance Header Fields

If the message has been nodified since its original creation then the
Message- I nstance header fields will enable a Verifier to determ ne
whet her or not all the changes made are correctly recorded by using
the "recipes" to construct each precedi ng version of the nessage.

Note that if it is only the first formof the nmessage is of interest
then all the "recipes" can be applied in turn and only one hash val ue
checked -- the correctness of the intermedi ate hash val ues are not
relevant to this assessnent.

9.3. Checking the DKI M- Si gnature Header Fields

However, in order to check the chain of custody, to assess whet her
the message has been expl oded, to pick out "feedback” requests to be
honoured or to assign reputation to Revisers then all of the

DKI M2- Si gnature header fields will have to checked for validity. The
TBA docunent expl ores these issues in nore detail

9.4. Interpret Results/Apply Local Policy

It is beyond the scope of this specification to describe what actions
the recipient of an email perforns, but mail carrying valid DKI M
signatures gives the recipient opportunities that unauthenticated
email would not. Specifically, an authenticated email provides

predi ctabl e i nformati on by whi ch other decisions can reliably be
managed, such as trust and reputation. Conversely, it is hard to
assign trust or reputation to unauthenticated enmil.

If an MIA wi shes to reject nessages where signatures are m ssing or
do not verify, the handling MIA SHOULD use a 550/5.7.x reply code.

VWhere the Verifier is integrated within the MIA and it is not
possible to fetch the public key, perhaps because the key server is
not available, a tenporary failure nessage MAY be generated using a
451/ 4.7.5 reply code

Temporary failures such as inability to access the key server or
other external service are the only conditions that SHOULD use a 4xx
SMIP reply code. In particular, cryptographic signature verification
failures MJUST NOT provoke 4xx SMIP replies.
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10. Verifier Actions

This section discusses the detail of the actions taken by a Verifier
In essence this will involve repeating all the actions taken by a
Signer to produce a Message-|nstance or DKI M2-Signature header field.
To avoid a lot of repetition these actions will not be spelled out in
detail. Once a hash value has been calculated it is then conpared
with the value reported by the Signer, or the Signer’s public key is
used to determ ne whether a signature that has been provided is
correct.

When a Verifier is determ ning whether a particul ar DKI M2-Si gnature
header field it MJST consider the state of the nessage when that
header field was added to the nmessage. That means it MUST first
apply all relevant recipes to reconstruct the body and header fields
and it MJST ignore any Message-|nstance and DKI M2-Signature fields
that were added after that point.

10.1. CQutput States
For compatibility with the Authentication-Results header field
defined in [RFC8601] a verification will result in one of four
states:

PASS: The nmessage was successfully verifi ed.

FAI L: The nessage could be verified but a hash or signature was not
correct.

PERVERROR: The nessage could not be verified due to sone error that
i s unrecoverable, such as a required header field being absent or
mal f or med.

TEMPERROR: The nmessage could not be verified due a tenporary
inability to retrieve a public key. A later attenpt may produce a
different.

A Verifier MAY cease verifying once a single failure is detected.
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Verifiers wishing to communicate the results of verification to other
parts of the mail systemnmay do so in whatever manner they see fit.

If they wish to provide a human-readable string to describe a failure
to verify (any state except PASS) then in order to provide the

maxi mum possi bl e assi stance to senders they SHOULD use the text
strings specified in this docunent. These hunman-readabl e nessages
are described with ne<x> or tag=<y> pl acehol ders, the <x> and <y>
MJST be replaced with the relevant ordinal or tag nane (w thout the <
and > characters). Simlarly <value> MIST be replaced by a rel evant
string for the particul ar nessage.

If the verification is being perfornmed during an SMIP protoco
conversation the human-readabl e string SHOULD be part of the 5xx or
4xx response string.

If the results of the verification are being communicated in a
Delivery Status Notification nmessage ([ RFC3461]) the human-readabl e
string should be included.

If, by local policy, a systemw shes to accept a nessage whi ch has
failed authentication it mght choose to add an enail header field to
the nessage before passing it on. Any such header field SHOULD

i nclude the human-readabl e string and SHOULD be inserted before any
exi sting DKIM2-Signature or pre-existing authentication status header
fields in the header field block. The Authentication-Results: header
field ([RFC8601]) MAY be used for this purpose. It should be noted
that any "Authentication-Results" header field will count as a

nodi fication to the emamil if any further DKIM-Signature header
fields are to be generated.

2. Ensure that the DKIM2 Header Fields are Valid

Verifiers MJST nmeticul ously validate the format and val ues of al

rel evant Message- | nstance and DKI M2-Si gnature header fields. It MJST
al so ensure that all required instances of these header fields are
present and that all required tags are present. Recall however that
unknown tags MJST be ignored.

As a special case, there MIUST NOT be a Message-Instance field with a
hi gher nme val ue than occurs in any DKIM-Signature field.

Possi bl e errors:
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PERMERRCR Message- | nstance nme<x> ni ssi ng
PERVMERROR Message- | nst ance me<x> syntax error
PERVERROR Message- | nst ance me<x> tag=<y> m Ssi ng
PERVMERROR Message- | nstance nme<x> i s not signed
PERMERROR DKI M2- Si gnat ure i =<x> mi ssi ng
PERMVERRCR DKI M2- Si ghat ure i=<x> syntax error
PERMVERRCR DKI M2- Si gnat ure i =<x> tag=<y> m ssing

3. Check the tinmestanps

Verifiers SHOULD return a failure it is nore than 14 days since the
tinmestanp recorded in the "t=" tag of any DKI M2-Si gnature header
field.

Possi bl e errors:
PERMERROR DKI M2- Si gnat ure i =<x> signature expired
4. Check the Chai n-of - Cust ody

As explained in Section 8.2 a Verifier MIST check an exact match

bet ween the MAIL FROM and RCPT TO paraneters used when delivering a
message and the values found in the nf= and rt= tags of the highest
nunmber ed DKI M2- Si gnature header field. There nmay be extra values in
the rt= value, but all RCPT TO values actually used for delivery MJST
be present.

The val ues of domai ns MUST BE put into | ower-case before doing these
checks. As is usual in email protocols the case of the local part of
an enail address is assuned to matter. Note that these checks MJUST
NOT use the rel axed domain match al gorithm

A Verifier SHOULD check that there is a rel axed domain match (see
{rel axed-donai n-nmat ch}) between the signing donmai n of the nobst
recently applied DKI M2-Signature header field and the nf= value in
that header field.

Possi bl e errors:
PERVERROR: MAI L FROM <val ue> did not match

PERMERROR: RCPT TO <val ue> did not match
PERVERROR: MAI L FROM and d= do not match
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TEMPERROR: DKI M2- Si gnat ur e
PERVMERROR: DKI M2- Si ghat ur e

PERMERROR: DKI M2- Si ghat ur e
PERVERROR: DKI M2- Si ghat ur e

5. Fetch the Public Key

The public keys of all the signatures in DKIM-Signature fields are
needed to conplete the verification process. Details of key
managenent and representation are described in Section 3.6 and

[DKI MKEYS]. The Verifier MJUST validate the key record and MJST NOT
use any public key records that are mal f or med.

Note that DNS timeouts MJUST be reported as TEMPERROR but a DNS result
that indicates the key is absent MJUST be reported as a PERVERROR
Additionally, as [DKIMKEYS] nmekes clear, if nore than one record is
returned this is an error. The human-readabl e error nmessage SHOULD
provide the selector value so that it is clear which key has caused a
probl em

Note that [DKIMKEYS] has retired the h= field and DKI M
i npl ementations MJST ignore this tag if it is present.

Possi bl e errors:

=<x> public key <val ue> could not be fetched
=<x> public key <val ue> does not exi st

=<x> public key <value> has a syntax error
=<x> public key <val ue> al gorithm m smatch

i
i
PERVMERROR: DKI M2- Si gnature i =<x> public key <value> has multiple records
i
i
i

PERVMERROR: DKl M2- Si ghat ur e

10.

=<x> public key <val ue> has been revoked
6. Performthe Signature Verification Calculation

Verifying a signature consists of actions semantically equivalent to
the foll ow ng steps:

1. Prepare a canonicalized version of the Message-Instance and
DKI M2- Si gnature header fields as described in Section 8.5. The
signature val ue(s) thenselves will need to be renoved to
correspond with what was actually signed. Note that this
canoni cal i zed version does not actually replace the origina
content.

2. Use the relevant public key value(s) to check the signature(s).

3. If there is nore than one signature provided then they MJST all
be checked if the Verifier is able to do so. |If any signature
fails then an error SHOULD be reported. |If all signatures that

can be checked fail then PERMFAIL MJST be report ed.
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4. |If sone signatures fail and other pass then any error that is
reported should provide that information (e.g. PERVMFAIL "rsa-
sha256 signature passed, ed25519-sha256 signature failed").

The reasoning for requiring that all signatures pass is that if a
signature schene has recently becone deprecated because it is known
to be cryptographically flawed then Signers will use a second
(unbroken) signature schene. However, such a Signer may stil

provide the other signature for the benefit of Verifiers that have
yet to upgrade -- reasoning perhaps that attacks are too expensive to
be a very significant security issue. A Verifier that determni nes
that one signature passes whilst the other fails may well be in a
position to prevent an attack

Possi bl e errors:
FAI L: DKI M2-Signhature i=<x> public key <val ue> incorrect signature
7. Validating Body and Header hashes

Verifying a hash value requires a Verifier to repeat the hash
calculation perforned by the Signer as set out in Section 5.1 and
Section 5.1. The values can then be directly conpared.

Since there may be nore than one hash al gorithm given the human-
readabl e error nessage SHOULD i ndi cate which algorithms result
failed to match.

Possi bl e errors:

FAI L: Message | nstance nr<x> header hash <val ue> mi smatch
FAI L: Message | nstance mr<x> body hash <val ue> m smatch

Delivery Status Notifications in the DKIM ecosystem

In the DKIM2 ecosystem when a message cannot be delivered then this
is reported to the sending machi ne by neans of an [RFC5321] return
code or, if the SMIP session has conpl eted, by generating a Delivery
Status Notification (DSN, as defined in [ RFC3461].

A DSN MUST be addressed to the MIA that sent the nessage. This
prevents "backscatter" by passing failures back along the chain of
MIAs that were in involved in passing the nessage forwards. This is
achi eved by using the nf= tag fromthe highest numnbered

DKI M2- Si gnature field. If this field is null ("nf=<>") then a DSN
MUST NOT be sent.
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1. DSN cont ent s

As set out in [RFC3461], the DSN has a top-level MM part of type
mul tipart/report. Anobng other things, that M ME part nust contain a
M ME part of type nessage/rfc822 that holds either the origina
message exactly as it was submitted by the sending systemor just the
header fields of that nessage.

Al'l relevant DKI M2-Signature header fields (and Message-I|nstance
header fields if the nessage body is supplied) MIST verify. The DSN
itself MUST have appropriate Message-I|nstance and DKI M2- Si ghature
fields, noting that the MAIL FROMto be used will be null ("<>"

If the nmessage body has been truncated (rather than omtted
altogether) then in order to allow verification of the DNS contents a
Message- | nstance header field MJUST be added to the nessage with a
body recipe containing a {"z": true} step

1.1. Bounce Propagation

A Forwarder which receives a DSN MAY decide to propagate this DSN to
the MAIL FROM address used to deliver the nessage to it (which can be
found in the rel evant DKI M2-Signhature header field). The DSN SHOULD
be handled in the usual way, w th Message-|nstance header fields
docunenting any changes and a DKI M2-Signature field with an

i ncremented hop count val ue added.

The Forwarder MAY alternatively decide to reconstruct the nessage (or
just the nessage header fields) as they were when the nessage was
delivered to the Forwarder and construct a DSN using that
information. The information in Message-I|nstance header fields can
be used to achieve this. The resultant DSN is sent to the MAIL FROM
address fromthe now hi ghest nunbered DKI M2-Si gnature header field.
Doing this will ensure that details of where the nessage was
forwarded to will not be revealed to the previous hop

1.2. Authentication of |Inbound Bounce Notifications

VWhen a systemreceives a DKIM2 signed bounce notification, and the

i ncluded original message is also DKIM2 signed, it SHOULD verify that
this nmessage (or just the header fields if the body is not present)
has not been altered.

Thi s neans:
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1. The DSN s DKI M2-Signhature will have a signing donain that is
aligned with the recipient of the message that is being returned.
The recipient’s address is located in the rt=tag of the |ast
(highest i= tag) DKIM-Signature in the returned nessage.

2. The last (highest i= tag) DKIM-Signature header field of the
returned nessage will be one that was generated by the system
recei ving the bounce notification, determ ned by exam ning the d=
and nf= tags of that DKIM-Signature header field.

3. The header fields of the enbedded nessage (in the nessage/rfc822
M ME part) can be verified. |If the nessage body is present then
that can also be verified by inspecting the Message- | nstance
header field(s).

If the verification fails then the DSN MUST NOT be propagated any

further. |If verification has been perfornmed prior to accepting the
DSN from the sender the DSN SHOULD be rejected with a 550/5.7.x
return code. |f the verification cannot be conpl eted because of a

tenmporary issue (wWith DNS | ookups) then a 4xx return code should be
used.

Preventing Transport Conversions
DKI M2’ s design is predicated on valid input.

In order to be signed a message will need to be in "network normal "
format (text is ASCI|I encoded, lines are separated with CRLF
characters, etc.).

A nmessage that is not conpliant with [ RFC5322], [RFC2045], [RFC2047]
and ot her relevant nessage format standards can be subject to
attenpts by internediaries to correct or interpret such content. See
Section 8 of [RFC6409] for exanples of changes that are commonly
made. Such "corrections" may invalidate DKIM signatures or have

ot her undesirabl e effects, including some that involve changes to the
way a nessage is presented to an end user

When cal cul ating the hash on nessages that will be transmitted using
base64 or quoted-printable encoding, Signers MJST conpute the hash
after the encoding. Likewise, the Verifier MJST incorporate the

val ues into the hash before decodi ng the base64 or quoted-printable
text. However, the hash MJST be conputed before transport-I|eve
encodi ngs such as SMIP "dot-stuffing” (the nodification of |ines
beginning with a "." to avoid confusion with the SMIP end- of - nessage
mar ker, as specified in [RFC5321]).
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16.

Further, if the nmessage contains local encoding that will be nodified
before transm ssion, that nodification to canonical [RFC5322] form
MJST be done before signing. |In particular, bare CR or LF characters
(used by sone systens as a local |ine separator convention) MJST be
converted to the SMIP-standard CRLF sequence before the nessage is
signed. Any conversion of this sort SHOULD be applied to the nessage
actually sent to the recipient(s), not just to the version presented
to the signing algorithm

More generally, the Signer MJST sign the nessage as it is expected to
be received by the Verifier rather than in sonme |local or interna
form

EAl ([ RFC6530]) Considerations for DKIM
TBA

I ANA Consi der ati ons
TBA

Security Considerations
TBA

Changes from Earlier Versions

draft-ietf-dki mdki n2-spec-01

Additions to terninology. |nmproved ABNF. Renoved definition of tag-
list and placed relevant text in the two header field definitions.
Unt angl ed he description of what needs to be verified fromthe
description of howto verify and provided a |list of human-readabl e
strings to generate for errors.

draft-ietf-dki mdkin2-spec-00

Renoved JSON for hashes, signatures and SMIP paraneters. Provided
valid JSON for recipes and added "z" for truncated body. Changed
al gorithm names for signing. Sinplified the canonicalisation
performed for the header fields signed by DKIM-Signhature. Changed
v=to nm= for nessage instance nunbering

General tidying up of specifying tag=val ue specifications and
associ ated ABNF. Various other fixes for issues flagged in W5

[[This section to be renoved by RFC Editor]]
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