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Abst ract

Digital enblens are a nmeans for digital assets to signal that they
should be treated in a specific way by reference to sonme nornmative
framework. This docunent lists the requirenments and use cases that
an architecture for digital enblens nmust accommodat e.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wgy-
diemgithub.io/diemrequirenents/draft-ietf-diemrequirenents. htm.
Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-di emrequirements/.

Di scussion of this docunent takes place on the Digital Enblens
Working Goup mailing list (mailto:diem@etf.org), which is archived
at https://mailarchive.ietf.org/arch/browse/diem Subscribe at
https://ww. ietf.org/ mailman/listinfo/dieni.

Source for this draft and an issue tracker can be found at
https://github.comietf-wy-di enfdi emrequirenents.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 19 July 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Digita

entities that

enbl ems are a neans for an asset to signal to validating
it should be protected or treated in a specific way,

O © OO 0000

usi ng some normative framework. The DIEM WG will define a set of
standards for an architecture that enabl es discovery and validation
of digital enblens. This docunent |ists the requirenents that the

architecture nust accommbdat e.

across different use cases. Not all use cases share all

requirenents.
st andar ds,

accordance with the DIEM charter as of this witing [ CHARTER].
definitions have been reproduced in section Conventions and
Definitions.

Decci o, et

and "validation"

These requirenments were identified

We envision an architecture systemconprising multiple
which can be flexibly profiled for different use cases.
We use the terns "(digital) enblem™ "bearer

in
These
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2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

The definitions for terms "(digital) enblem™ "bearer," and
"validation" are reproduced fromthe charter [CHARTER] as of this
writing.

(Digital) Enblem Enblenms such as the Red Cross, Red Crescent, Red
Crystal, and Blue Shield can be synmbols of protection governed by
International Humanitarian Law (I1HL). Enblens can al so be
identified by other |aws, agreenents, or standards. There is a
need to present enblens through digital conmmunication channels.
Enbl ens presented in such ways are called digital enblens.

Digital enblens extend the range of identifying marks fromthe
physical (visual and tactile) to the digital realm

Asset: A digital resource, system or service - such as a server
data repository, or networked device - that can display a digita
enblem An asset represents the digital equivalent of an object,
installation, or service that woul d be desi gnated by a physica
enbl em

Enbl emissuer: The entity that operates or controls an asset that
bears a digital enblem Depending on the applicable enblem the
i ssuer may have received authorization to i ssue enblens, and in
such cases, enblemissuers are also called _authorized entities_.
For exanple, enmblemissuers could be a nedical or humanitarian
organi zation, a cultural institution, or an operator of
installations containing dangerous forces, anobng others.

Aut hori zing entity: An entity conpetent to grant authorization for
the use, by an authorized entity, of a digital enblem The
aut horizing entity ensures that such authorization is issued and
recorded in accordance with applicable | egal requirenents,

enabling technical and operational verification. |In certain
specific cases, the authorizing entity is also the authorized
entity.

Validator: An entity that queries, inspects, or otherw se interacts

with assets to determ ne whether they are marked with a valid
digital enblem Validators may include technical systens, network
operators, or other actors inplenenting protective or non-

i nterference nmeasures consistent with the enbl enm s purpose.
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Validation: "To validate an enmblent neans to confirmthe
authenticity or legitinmacy of a particular synmbol or design, often
by checking its details against a known standard or reference
point. Validation may include ensuring that the enbl em has not
been forged, stolen, or tanpered with.

3. Requirements

The DI EM architecture will allow validators to discover and validate
digital enblens that are associated with assets. This section
contains the requirenments that this architecture will address. They
are based on use cases identified thus far (see Section Use Cases),
but note that not all use cases share all requirenents. W

categori ze these requirenents into: requirenents on digital enblens
and their format, on their discovery, on their validation, and other
requirenents.

3.1. Digital Emblem Requirenents
3.1.1. Digital Enbl em Format

Digital enblens MIUST identify the marked asset and their kind of
digital enblem Beyond that, digital enblens MAY include other data,
for exanple, an issuer or a validity window As of witing, the D EM
charter requires that digital enmblenms MUST explicitly identify the

mar ked asset by a Fully Qualified Domain Nane (FQDN).

3.1.2. Enblem Semantics

I ndi vi dual use cases MJST specify the semantics of the enblem It
must be clearly stated how di scovery and validation of a digital
enbl em shoul d i nform val i dat or behavi or.

3.2. Discovery Requirenents
3.2.1. Discovery

Digital enbl ens MJUST specify how validators can check for the

presence of a digital enblem That is, given an asset a validator
must be able to determnmine whether it has an associ ated emblem For
exanpl e, verifying whether a FQDN has an enbl em associated with it
could be realized by fetching digital enblemassociated records for

sai d FQDN.
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3.2.2. Renpvabl e

Digital enblens MAY require to be renovable in that checking for the
presence of an asset’s enblens results in no enblem Note that
checking for enblem presence is independent of its validation. That
is, enblens do not count as renoved when they becone invalid.

3.2.3. Undet ect abl e Val i dati on

A digital enblem MAY require that its discovery and validation is
undetectable. This requirenent is notivated by enblens that mark its
asset as protected and ask validators to not disrupt the marked
asset. |If enblemdiscovery were detectable, nalicious parties could
m suse the digital enblemas an intrusion detection system

For specific use cases and designs, it nmay be acceptable that certain
parties can detect enblem di scovery and validation, for exanple, when
the validator can hide in a sufficiently large anonymity set, or it
is acceptable that the given party could detect the discovery or
validation. Concrete designs MJST specify a threat nodel for

undet ectabl e validation. This threat nodel nust detail which parties
can detect enbl em di scovery and validation, under which conditions,
and to what extent.

3.3. Validation Requirenents
3.3.1. Validation

Digital enblens MAY require validation. Validation MJST support
verification of all the enblenis data and its context. In
particul ar, validation MJST ensure that the enblemwas issued for the
respective asset. Some use cases MAY use unverified digital enblens.

3.3.2. Authorization

Digital enblens MAY require authorization by third-parties. Any

aut hori zati on nechani sm MUST account for the possibility of
comprom se of cryptographic key material, for exanple, by specifying
revocation mechani snms or using short-lived credentials. Individua
profiles MJUST standardi ze a trust nodel that describes how validators
can di scover authorities and how the system selects authorities.

3.4. Oher Requirenents
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3.4.1. Extensibility

The digital enblemarchitecture should be extensible. The initial
wor k shoul d not preclude future extensions and individual standards
shoul d be designed as general as possible.

4. Extensions

In this section, we sketch how the digital enblemarchitecture could
be extended by future standards to accommpdate nore use cases, but it
is not a conprehensive |ist.

4.1. Data Fornats

Enbl ens for additional use cases may be defined via new profiles in
future standards, potentially including new types of atom c data
el ements requiring additional specification

4.2. Asset ldentifier Discovery

It may be non-obvious for sone use cases to learn the identifier
associated with an asset, and thus inpossible to discover enbl ens
associated with that asset. To accommpdate for such use cases, one
coul d specify neans to discover identifiers for different types of
assets.

4.3. Implicit Discovery

An alternative approach to the above problem would be to bind enbl ens
inplicitly to the marked asset. Inplicit binding could identify the
mar ked asset by the enblenis |ocation. For exanple, if enblens were
distributed via NFC, the marked asset could be the asset to which the
NFC chip was attached. As of this witing, the current charter scope
requires that digital enblens explicitly identify their asset, but

such di scovery mechani sns could be investigated in future W5 worKk.

4.4. Confidentiality

Sone use cases may contain confidential or sensitive data, and may
require nmechani sns to protect such data. For exanple, this could be
realized with encryption of the general enblemdata format that will
be part of the architecture or by only serving enbl ens over channels
with access control nechanisns.
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4.5.

5

5

5

1.

2

3.

Proof of Presence

For some enblens, it may be relevant to track that an enbl em has been
presented. This could be achieved, for exanple, by standardi zing
different distributions nechanisns, e.g., using decentralized

aut henti cated data structures.

Use Cases

D fferent use cases have different requirements. The purpose of this
docunent is to list the requirenents that will be addressed with the
initial architecture. The use cases overlap and would benefit froma
DI EM architecture devel oped to provide the requirenments |listed above,
though some may require additional extensions. W al phabetically
list use cases here so that rel evant stakehol ders can provide input
whet her their use case woul d i ndeed benefit froma DIEM architecture,
and invite participants to provide use cases or details that we have
nm ssed.

We provide auxiliary material under Informative References.
Basel Convention

Regul ates the trans-boundary nmovenment of hazardous wastes. Use cases
are functionally identical to OPCWand | AEA.

Ransar Convention on the Wetl ands

The Convention on Wetlands of International |nportance especially as
Waterfow Habitat "providees the single nost global franmework for

i ntergovernnental cooperation on wetland issues" and it features a
list of geographic areas designated by Menber States. A digital
enbl em for the geographic areas potentially requires

* Indication of l|ocation

* Access to presence or absence of Ransar designation of a specified
| ocation

* Textual description

* Ability to validate the presence or absence of Ransar designation
I nternational Atom c Energy Agency (| AEA)

| AEA admini sters several treaties, especially related to the

controll ed shipnment of atomc fuels and wastes across borders.
Sinml|ar use case as OPCW
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5.

5

5

4. International Humanitari an Law
4.1. Background

The Geneva Conventions and their Additional Protocols constitute the
core of IHL. Sone assets enjoy certain specific protections under

I HL, including that they must not be attacked, and IHL codifies four
types of protective enblens for arned conflict, which inform other
parties that marked assets benefit from one or several of these
specific protections:

* The enblens of the Red Cross, Red Crescent, and Red Crysta
* The Blue Shield enbl em

* The enblem for the protection of civil defense marks

* The dangerous forces enbl em

However, these enblenms can currently only be used to mark physica
assets, and there is no way to mark digital, network-connected
infrastructure that enjoys the sane protections. A digital enblem
using the DIEM architecture could address this gap, and we call such
enbl ens digital enblens for |HL.

4. 2. Domai n Model and St akehol ders

In context of enblems under IHL, enblens will mark assets that are
digital services and that solely serve protected purposes (for
exanple, a nedical unit, a cultural site, or an installation
cont ai ni ng dangerous forces). Such enblenms will be issued by the
party controlling the marked service, and they signal that these
assets must be respected and protected. Enblens nmust only be issued
by entities that have been authorized to bear a digital enblemor
other distinctive sign under international law. Such authorizations
must be issued by a state, other party to an arnmed conflict, or other
entity conpetent under international |aw.

For digital enblens under IHL, validators will typically be arned
forces under the command of either state or non-state actors. In
situations of arnmed conflict, all such actors are under an obligation
to check whether assets subject to mlitary activities bear an
enmblem Sinmilarly, other malicious |ICT actors, whilst not
necessarily obligated under IHL, nay choose to respect assets bearing
the enblem Concretely, we can assunme that they will typically first
identify an asset that they plan to engage with and then check

whet her that asset bears an enbl em
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5.4.3. Requirements

The purpose of a digital enblemis to prevent disruptions of assets
by informng verifiers that narked assets enjoy protection under |HL.
Digital enblens will only be able to do so when verifiers are willing
to pay attention to them As verifiers intend to attack assets that
are not protected under IHL, this will only be the case they are
confident that their targets cannot fake protection and that they do
not alert their target about an inmnent attack. Therefore, digita
enbl ens under IHL require validation for authenticity (Section 3.3.1)
that is undetectable (Section 3.2.3).

At the same tinme, digital enblems under IHL should fit well into the
exi sting framework of IHL and not put enblemissuers at increased
risk. First, IHL requires that, emblemissuers nust seek

aut horization froma conpetent authority prior to applying them (see
Section 3.3.2 and Section 5.4.2). The authorization nust be
decentralized, i.e., there nmust be no central authorities that govern
the use or distribution of digital enblens. Second, bearing an
enbl em can increase the risk for targeted attacks. W require that
enbl em i ssuers must be able to individually assess that risk and
renove enbl ens whenever they see the risks to outweigh the benefits,
i.e., we require that digital enblens are renovable (Section 3.2.2).

Beyond the DI EM architecture as described in this docunent, digita
enbl ens under | HL woul d benefit from other discovery nechani sns than
the DNS, as not all assets may have domai n nanes associated with

t hem

5.5. Organization for the Prohibition of Chem cal Wapons (OPCW

Requires protection of Schedule 1 chemicals in transit between
signatory countries for research, mnedical, pharmaceutical, or
protective purposes. Enblemwould identify place, date, and vol une
of production, and the enblem can contain confidential data.

5.6. Press
Journalists in conflict zones use protective markings that indicate
their status as a non-conbatant. Digital assets belonging to the

press could be digitally marked, and protective markings in conflict
zones could be digitized.
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5.7. United Nations Economi c and Soci al Council (ECOSOC)

UN Model Regul ati ons [ UNMODELREGS] i ncl udes "Reconmendations on the
Transport of Dangerous Goods." This includes |abeling of itens with
a four digit "UN Nunber" that indicates the conpbunds contai ned

wi thin, such as chenicals, explosives, flammble |liquids, etc. For
exanple, itens containing lithiumbased batteries are |abeled with
3480 or 3481 and acconpanied by a specific "battery mark" enbl em

5.8. United Nations Peacekeepers

UN Peacekeepers use protective markings in theater as well as
facilities associated with the m ssion.

5.9. World Custons Organization (WO

Speci fies "Harnoni zed Systens"” codes [HARMONI ZED] that classify itens
such as livestock, arnms and amunition, chem cals, plastics,

machi nery, foodstuffs, etc. They also provide a systemfor |abeling
origin of items and valuation of items, all enforced by numerous
international trade agreenents between individual nations and groups
of nations.

5.10. World Health Organization (WHO

Simlar to the use case of the Red Cross, Red Crystal, and Red
Crescent.

5.11. United Nations Food and Agriculture O ganization (FAO

Anmong other things is responsible for the International Plant
Protection Convention (I PPC) and International Standards for

Phyt osani tary Measures standards including | SPM 15 that requires wood
packaging materials (pallets, crates, dunnages) to be debarked, heat-
treated or fum gated with nethyl-brom de, and stanped or branded with
a conpliance mark known as a "wheat stanp."”

5.12. World Intellectual Property Organization (WPO
W PO admini sters 26+ treaties with different protections for
different things. Brands that are protected under international |aw

(e.g., Madrid Protocol) can nmark their shipnments with an enbl em
all owi ng custons agents to positively identify legitinnate products.
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5

8.

8.

8.

13. International Cvil Aviation O ganization (I CAO

Requires protection of civil aviation flights and the ability to
assert that they are not dual-use (i.e., not carrying mlitary
cargo). Digital enblemwould carry a geographic description of the
flight plan, its current location, and an indicator of its identity
(i.e., tail nunber). Potential need for the enblemto reference a
limted or partially redacted flight manifest.

Security Considerations

Because this is a requirenments docurment, it does not directly have
security considerations. However, multiple of the defined

requi renents include security properties. The architecture and

st andards devel oped need to detail the security properties of

val idation and authorization especially. Use cases have threat
nmodel s and di scussion of mtigating specific threats is needed. For
exanple, in a use case where renpvability (Section 3.2.2) is needed,
there are security considerations such as the potential for replay of
renoved enbl ens.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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