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Abst r act

Sone critical applications may use a wireless infrastructure.

However, wirel ess networks exhibit a bandw dth of several orders of
magni t ude | ower than wired networks. Besides, wreless transm ssions
are lossy by nature; the probability that a packet cannot be decoded
correctly by the receiver may be quite high. 1In these conditions,
providing high reliability and a | ow delay is challenging. This
docunent lists the requirenents of the Operation, Admnistration, and
Mai nt enance (OAM features are recommended to provide availability
and reliability on top of a collection of wireless segments. This
docunent describes the benefits, problens, and trade-offs for using
OAMin wireless networks to achi eve Service Level (bjectives (SLO).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 July 2026.
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1. Introduction

The Reliable and Available Wreless (RAW working group ains to
extends DetNet to approach end-to-end determ nistic performances over
a network that includes schedul ed wireless segnments. |In wred
net wor ks, many approaches try to enable Quality of Service (QS) by
implementing traffic differentiation so that routers handl e each type
of packets differently.

Det erm ni stic Networking (DetNet) [RFC8655] has proposed to provide a
bounded end-to-end | atency on top of the network infrastructure,
conprising both Layer 2 bridged and Layer 3 routed segnments. Their
wor k enconpasses the data plane, OQAM tine synchronization
managenent, control, and security aspects.

However, wi reless networks create specific challenges. First of all,
radio bandwidth is significantly lower than in wired networks. In
these conditions, the volune of signaling nessages has to be very
limted. Even worse, wireless links are |ossy: a Layer 2

transm ssion may or may not be decoded correctly by the receiver,
dependi ng on a broad set of paraneters. Thus, providing high
reliability through wireless segnments is particularly challenging.

Wred networks rely on the concept of links . Al the devices
attached to a link receive any transnission. The concept of a link
in wireless networks is somewhat different fromwhat many are used to
in wreline networks. A receiver may or may not receive a
transm ssi on, depending on the presence of a colliding transm ssion,
the radio channel’s quality, and the external interference. Besides,
a wireless transnmission is broadcast by nature: any _nei ghboring_
device may be able to decode it. This docunent includes detail ed
information on the inplications for the OAM feat ures.

Last but not |east, radio |inks present volatile characteristics. |If
the wirel ess networks use an unlicensed band, packet |osses are not
anynore tenporally and spatially independent. Typically, |inks may

exhibit a very bursty characteristic, where several consecutive
packets may be dropped because of, e.g., tenporary externa
interference. Thus, providing availability and reliability on top of
the wireless infrastructure requires specific Layer 3 nechanisns to
counteract these bursty |osses. Besides, Layer 3 has to be
_informed_ of the physical characteristics to make the right

deci sion, and to avoi d exacerbating physical issues (e.g., overloaded
I'ink because it becane unreliable, overloaded radi o channels).

Qperations, Adm nistration, and Mai ntenance (OQAM Tools are of

primary inportance for |IP networks [RFC7276]. They define a tool set
for fault detection, isolation, and perfornance neasurenent.
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The primary purpose of this docunent is to detail the specific
requirenents of the OAM features recommended to provide reliability
and availability on top of a collection of wireless segnents. This
docunent describes the benefits, problens, and trade-offs for using
OAMin wireless networks to provide these properties.

1.1. Termi nol ogy

In this docunment, the term QAMwi || be used according to its
definition specified in [ RFC6291]. W expect to inplenment an OAM
framework in RAWnetworks to maintain a real-tinme view of the network
infrastructure, and its ability to respect the Service Level

oj ectives (SLO), such as delay and reliability, assigned to each
data fl ow.

We re-use here the sane terni nol ogy as
[1-D.ietf-detnet-oamframework]:

* OAMentity: a data flowto be nonitored for defects and/or its
performance netrics neasured. For such entity, we define the
foll owi ng terns:

- OAM donain: a network used by the nonitored flow. An OAM
domai n may have MEPs on its edge and M Ps within.

- Miintenance End Point (MEP): an OAMinstance that is capabl e of
generating OAM test packets in the particul ar sub-layer of the
OAM donmi n.

- Maintenance Internedi ate endPoint (MP): an OQAM i nstance al ong
the flow in the particular sub-layer of the OAM domain. A MP
MAY respond to an OAM nessage generated by the MEP at its sub-
| ayer of the sane OAM donmai n.

* control/mnagenent/data pl ane: the control and nmanagenent pl anes
are used to configure and control the network (long-termj. On a
per-node basis, the data plane applies rules and policies for each
packet. For exanple, selecting the tine-frequency bl ock or the
next hop on a packet-by-packet basis. Relative to a data fl ow,
the control and/or managenent plane can be out - of - band.
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rel

Active nmeasurenent nethods (as defined in [ RFC7799]) nodify a
normal data flow by inserting novel fields, injecting specially

constructed test packets [RFC2544]). It is critical for the
quality of information obtained since generated test packets are
in-band with the nonitored data flow In other words, a test

packet is required to cross the same network nodes and |inks and
receive the same Quality of Service (QS) treatnment as a data
packet. Active methods may inpl enent one of these two strategies:

- In-band: control information follows the same path as the data
packets. In other words, a failure in the data plane nmay
prevent the control information fromreaching the destination
(e.g., end-device or controller).

- out-of-band: control information is sent separately fromthe
data packets. Thus, the behavior of control vs. data packets
may differ.

Passi ve neasurenent nmethods [ RFC7799] infer information by
observing unnodi fied existing flows.

al so adopt the followi ng terminology, which is particularly
evant for RAWspecific (aka wrel ess) segnents.

pi ggybacki ng vs. dedi cated control packets: control information
may be encapsul ated in specific (dedicated) control packets.
Alternatively, it may be piggybacked in existing data packets,
when the MIU is |arger than the actual packet |ength.

Pi ggybacki ng nakes specifically sense in wirel ess networks, as the
cost (bandwi dth and energy) is sublinear with the packet size.

I ndeed, the cost to access the nedium (e.g., early wake-up to dea
with clock drifts) cannot be neglected, and is counted once,

what ever the packet size.

router-over vs. nmesh under: a control packet is either forwarded
directly without being processed (nmesh under) or handl ed hop- by-
hop by each router. While the latter option consunmes nore
resources, it allows collecting additional intermediary
information, particularly relevant in wirel ess networks. For

i nstance, each router is a MP and inserts its owm IDin the
packet’s hader, so that the destination reconstructs a posteriori
the list of IDs that actually forwarded a packet.

Defect: a tenporary change in the network (e.g., a radio link
which is broken due to a nmobil e obstacle);

Fault: an irrevocabl e change which may affect the network
performance, e.g., a node runs out of energy.
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* End-to-end delay: the time between the packet generation and its
reception by the destination.

1.2. Acronyns
OAM Operations, Administration, and Mii ntenance
Det Net Det erm ni stic Networking
PSE Path Sel ection Engine [|-D. pthubert-raw architecture]
QS Quality of Service
RAW Rel i abl e and Avail abl e Wrel ess
SLO Service Level njective
SNVP Si npl e Net wor k Managenent Protocol
SDN Sof t war e- Def i ned Net wor k
1.3. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Rol e of OAM i n RAW

RAW net wor ks expect to provide availability and reliability over a
wirel ess network infrastructure. Mst critical applications wll
define an SLOrequired for the data flows it generates. RAW expects
to exploit OAMto inprove the RAWoperation at the service and the
forwardi ng sub-1ayers.

To respect strict guarantees, RAWrelies on the Path Sel ecti on Engi ne
(PSE) (as defined in [I-D.pthubert-rawarchitecture] to nonitor and
mai ntain the L3 network. Any L2 scheduling nmechani sm nay be used to
al | ocate transm ssi on opportunities, based on the radio |ink
characteristics, the SLO of the flows, or the nunber of packets to
forward. The PSE exploits the L2 resources reserved by the schedul er
and organi zes the L3 paths to introduce redundancy, fault tolerance
and create backup paths. QAMrepresents the core of the pre-

provi sioning process by supervising the network. It maintains a

gl obal view of the network resources to detect defects, faults, over-
provi sioning, anonali es.
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Fault tol erance al so assunmes that nultiple paths nust be provisioned
so that an end-to-end circuit remains operational regardl ess of the
conditions. The Packet Replication and Elim nation Function

([1-D. pthubert-rawarchitecture]) on a node is typically controlled
by the PSE. OAM nechani sns can be used to nonitor that PRECF is

wor ki ng correctly on a node and within the donain.

To be energy-efficient, out-of-band OAM SHOULD only be used to report
aggregated statistics (e.g., counters, histograns) fromthe nodes
using, e.g., SNWVP or Netconf/Restconf using YANG based data nodel s.
The out-of -band OAM fl ow MAY use a dedicated control and nmanagenent
channel , dedicated to this purpose.

RAW supports both proactive and on-demand troubl eshooti ng.
Proactively, it is necessary to detect anomalies, report defects, or
reduce over-provisioning if it is not required. However, on-denmand
may al so be required to identify the cause of a specific defect.

I ndeed, sone specific faults nay only be detected with a gl obal,
detail ed view of the network, which is too expensive to acquire in
the normal operating node.

The specific characteristics of RAWare di scussed bel ow.
2.1. Link concept and quality

In wireless networks, a _link_ does not exist physically. A device
has a set of *neighbors* that correspond to all the devices that have
a non-null probability of receiving its packets correctly. W make a
di stinction between:

* point-to-point (p2p) link with one transmitter and one receiver
These |links are used to transmt unicast packets.

* point-to-multipoint (p2np) |ink associates one transmitter and a
collection of receivers. For instance, broadcast packets assune
the existence of p2np links to avoid duplicating a broadcast
packet to reach each possibl e radi o nei ghbor.

In schedul ed radi o networks, p2np and p2p |inks are conmmonly not
schedul ed si nul taneously to save energy and/or to reduce the nunber
of collisions. Mbdre precisely, only a fraction of the nei ghbors may
wake up at a given instant.

Each wireless link is associated with a link quality, often neasured
as the Packet Delivery Ratio (PDR), i.e., the probability that the
recei ver can decode the packet correctly. It is worth noting that
this link quality depends on nmany criteria, such as the | evel of
external interference, the presence of concurrent transm ssions, or
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the radi o channel state. This link quality is even tine-variant.

For p2mp links, consequently, we have a collection of PDR (one val ue
per receiver). Oher nore sophisticated, aggregated nmetrics exist
for these p2np links, such as [anycast-property]

Br oadcast Transni ssi ons

In nmodern switched networks, unicast transm ssions are delivered
exclusively to the destination . Wreless networks are nuch cl oser
to the traditional *shared access* wired networks. Practically,

uni cast and broadcast franes are handled simlarly at the physica
layer. The link layer is just in charge of filtering the frames to
discard irrelevant receptions (e.g., different unicast MAC

addr esses) .

However, contrary to wired networks, we cannot ensure that a packet

is received by *all* the devices attached to the Layer 2 segnment. It
depends on the radi o channel state between the transmitter(s) and the
receiver(s). |In particular, concurrent transm ssions nay be possible

or not, depending on the radio conditions (e.g., do the different
transmitters use a different radio channel or are they sufficiently
spatially separated?)

Conpl ex Layer 2 Forwarding

Mul tipl e neighbors may receive a transm ssion. Thus, anycast Layer 2
forwarding helps to maxim ze reliability by assigning multiple
receivers to a single transmission. That way, the packet is |ost
only if *none* of the receivers decode it. Practically, it has been
proven that different neighbors may exhibit very different radio
conditions, and that reception i ndependence nmay hold for some of them
[anycast-property]. Anycast transmission typically exploit p2nmp

I'i nks.

End-to-end del ay

In a wireless network, additional transm ssions opportunities are
provi sioned to accomvpdat e packet | osses. Thus, the end-to-end del ay
consi sts of:

* Transm ssion delay, which is fixed and depends mainly on the data
rate, and the presence or absence of an acknow edgenent.

* Residence time, corresponds to the buffering delay and depends on
the schedule. To account for retransm ssions, the residence tine
is equal to the difference between the tine of |ast reception from
the previous hop (anobng all the retransm ssions) and the tinme of
em ssion of the last retransm ssion
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3. (Operation

OAM features will enable reliability and availability with robust
operations both for forwarding and routing purposes.

3.1. Information Collection

The nodel for exchanging information should be the sane as for a
Det Net network to ensure inter-operability. YANG may typically
fulfill this objective.

However, RAW networks inply specific constraints (e.g., |ow
bandwi dt h, packet | osses, cost of medium access) that nmay require to
mnimze the volume of information to collect. Thus, we discuss in
Section 4.1 different ways to collect information, i.e., transfer the
OAM i nformation physically fromthe emtter to the receiver. This
corresponds to passive OAM as defined in [ RFC7799].

3.2. Continuity Check

Simlarly to DetNet, we need to verify that the source and the
destination are connected (at |east one valid path exists).

3.3. Connectivity Verification

As in DetNet, we have to verify the absence of m sconnection. W
focus here on the RAWspecificities.

Because of radi o transmi ssions’ broadcast nature, several receivers
may be active at the sane time to enabl e anycast Layer 2 forwarding.
Thus, the connectivity verification nust test any conbination. W
al so consider priority-based mechanisns for anycast forwarding, i.e.
all the receivers have different probabilities of forwarding a
packet. To verify a delay SLO for a given flow, we nust also
consider all the possible conbinations, |eading to a probability
distribution function for end-to-end transm ssions. |If this
verification is inplenented naively, the nunber of conbinations to
test may be exponential and too costly for wireless networks with | ow
bandw dt h.

3

3.4. Route Tracing

Wrel ess networks are broadcast by nature: a radio transm ssion can
be decoded by any radi o neighbor. In nultihop wreless networks,
several paths exi st between two endpoints. |In hub networks, a device
may be covered by several Access Points. The network nust select the
nmost efficient path or AP, concerning specifically the reliability,
and the del ay.
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Thus, nmultipath routing / multi-attachnent can be viewed as making
the network nore fault-tolerant. Even better, we can exploit the
broadcast nature of wireless networks: we may have multiple

Mai nt enance Internediate Points (MP) for each of these kinds of hop
Wiile it may be reasonable in the nulti-attachnent case, the
complexity quickly increases with the path | ength. |ndeed, each MP
has several possible next hops in the forwardi ng plane. Thus, all
the possi bl e paths between two MEPs should be retrieved, which nmay
qui ckly beconme intractable if we apply a naive approach

3.5. Fault detection

Wred networks tend to present stable performances. On the contrary,
wirel ess networks are tine-variant. W nust consequently nake a
di stinction between _expected_ evolutions and mal functi ons.

3.6. Fault identification

Wil e Det Net already expects to identify mal functions, sone problens
are specific to wireless networks. W nust consequently coll ect
metrics and inmplenent algorithns tailored for wrel ess networKking.

For instance, the decrease in the link quality nay be caused by
several factors: external interference, obstacles, multipath fading,
mobility. It is fundanental to be able to discrinminate the different
causes to make the right decision

4., Adm nistration

The RAW network has to expose a collection of nmetrics to support an
operat or naki ng proper decisions, including:

* pPacket |osses: the tine-w ndow average and maxi num val ues of the
nunber of packet |osses have to be neasured. Many critica
applications stop working if a few consecutive packets are
dr opped.

* Received Signal Strength Indicator (RSSI) is a very comopn netric
in wreless to denote the link quality. The radio chipset is in
charge of translating a received signal strength into a nornalized
quality indicator.

* Delay: the tine el apsed between a packet generation / enqueui ng
and its reception by the next hop. 1In wreless netwrks, the
del ay has also to take into consideration possible
retransm ssions.
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* Battery lifetime: the expected renaining battery lifetine of the
device. Since many RAW devi ces m ght be battery-powered, this is
an inportant nmetric for an operator to make proper deci sions.

* NMobility: if a device is known to be nobile, this mght be
consi dered by an operator to take proper deci sions.

These netrics should be collected per device, virtual circuit, and
pat h, as Det Net already does. However, in RAW we have to deal with
themat a finer granularity:

* per radio channel to neasure, e.g., the level of externa
interference, and to be able to apply counter-neasures (e.g.,
bl ackl i sting).

* per physical radio technology / interface, if a device has
mul tiple N Cs.

* per link to detect a mishehaving link (asymetrical link, or with
a fluctuating quality).

* per resource block: a collision in the schedule is particularly
challenging to identify in radio networks with spectrumreuse. In
particular, a collision may not be systematic (depending on the
radi o characteristics and the traffic profile).

RAW i nherits the same requirenents as DetNet: we need to know t he
distribution of a collection of nmetrics. Besides, wreless networks
are known to be highly variable. Changes may be frequent, and may
exhibit a periodical pattern. Collecting and anal yzing this anmount
of measurenments is challenging. OAMshould find an efficient method
to encode these tinme-series in a conmpact form

4.1. Efficient nmeasurenent retrieval (Passive OAM

We have to mninm ze the nunber of statistics / neasurenents to
exchange:

* energy efficiency: |ow power devices have to limt the volume of
monitoring information since every bit consunes energy.

*  bandwi dth: wireless networks exhibit a bandwi dth significantly
| ower than wired networks.

* per-packet cost: it is often nore expensive to send severa
packets instead of conmbining themin a single |ink-layer frame.

Theol eyre, et al. Expires 20 July 2026 [ Page 11]



I nternet-Draft OAM features for RAW January 2026

In conclusion, we have to take care of power and bandw dth
consunption. The follow ng techni ques reduce the cost of such
mai nt enance:

* on-path collection: control information is inserted in the data
packets if they do not fragnment the packet (i.e., the MIU is not
exceeded). Information Elenents represent a standardi zed way to
handl e such information. 1P hop by hop extension headers may help
to collect netrics all along the path.

* flags/fields: we have to set-up flags in the packets to nonitor to
be able to nonitor the forwarding process accurately. A sequence
nunber field may help to detect packet losses. Similarly, path
i nference tools such as [ipath] insert additional information in
the headers to identify the path followed by a packet a
posteriori.

* hierarchical nonitoring: localized and centralized nechani sns have
to be conbined together. Typically, a local nechani sm shoul d
continuously nonitor a set of netrics and trigger renote QAM
exchanges only when a fault is detected (but possibly not
identified). For instance, local tenporary defects mnmust not
trigger expensive OAMtransni ssions. Besides, the wireless
segnents often represent the weakest parts of a path: the vol une
of control information they produce has to be fixed accordingly.

Several passive techni ques can be conbined. For instance, the Det Net
forwardi ng subl ayer MAY conbi ne In-band Network Telermetry (INT) with
P4, iOAM and i Path to conmpute and report different statistics in the
track (e.g., nunber of link-layer retransmissions, link reliability).

4.2. Reporting OAM packets to the source (Active CAM

The MEP will collect nmeasurenents fromthe OAM probes received in the
moni tored track. However, the aggregated statistics nust then be
reported to the other MEP that injected the probes. Unfortunately,
the nmonitored track MAY be unidirectional. |In this case, the
statistics have to be reported out-of-band (through, e.g., a

dedi cated control or managenent channel).

It is worth noting that Active OAM and Passive OAM t echni ques are not
mutual |y exclusive. In particular, Active OAMis useful when a
statistic cannot be accurately acquired passively.

Besi des, Active OAM may al so use piggybacki ng techni ques: the OAM
packet nay be piggybacked in a frame if the MU is sufficient.

I ndeed, increasing the nunber of transm ssions in radi o networks nmay
very negatively inpact the perfornmance of radio networks,
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particularly for schedul ed access, with fixed timeslot durations.
Thus, OAM packets may be buffered until another frame has sufficient
space, and has to be transmitted to the sanme neighbor. In
concl usi on, active OAM packets may be out-of-band or in-band.

5. Mai nt enance

Mai nt enance needs to facilitate the maintenance (repairs and
upgrades). In wireless networks, repairs are expected to occur nuch
nmore frequently, since the link quality may be highly tine-variant.
Thus, mai ntenance represents a key feature for RAW

5.1. Transient state after reconfiguration

Because of the wireless medium the link quality may fluctuate, and
the network needs to reconfigure itself continuously. During this
transient state, flows may begin to be gradually re-forwarded,
consuming resources in different parts of the network. QOAM has to
make a distinction between a netric that changed because of an usua
net wor k change (e.g., flow redirection) and an unexpected event

(e.g., afault). 1In a general manner, OAM nechani sns have to provide
a consistent view of the OAM donmi n, even during the reconfiguration

5.2. Predictions

RAW needs to inplenent self-optimzation features. While the network
is configured to be fault-tolerant, a reconfiguration nmay be required
to keep on respecting | ong-term objectives. The network nust
continuously retrieve the state of the network, to judge about the
rel evance of a reconfiguration. Mre precisely, the OAM nechani sns
have to provide enough information to predict and quantify:

* the gain of the reconfiguration: what would be the network state
after the reconfiguration (e.g., reduction of the bandw dth or
energy consunption)?

* the reconfiguration cost: what is the cost (energy, bandw dth) to
reconfigure the forwardi ng and managenent pl anes?

Wrel ess networks exhibit non |inear dependencies anong links / radio
channel s / technol ogi es that conplexify significantly such
predictions.

6. Requirements

This section lists requirenents for OAMin a RAW donai n:
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7

10.

Mai nt enance | nternmedi ate and End Point device MJST expose a |ist
of available nmetrics per flow It MJST at |east provide the end-
to-end Packet Delivery Ratio, end-to-end |atency, and Maxi num
Consecutive Failures (MF).

PREOF functions MJST guarantee order preservation for a flow

OAM nodes MUST provi de aggregated statistics to reduce the vol ume
of traffic for measurenents. They MAY send a conpressed
distribution of measurements, or MN/ MAX val ues over a tinme
interval .

Mai nt enance End Poi nts SHOULD support route tracing with hybrid
OAM t echni ques.

| ANA Consi der ati ons

Thi s docunent has no actionable requirenments for 1 ANA. This section
can be renoved before the publication

Security Considerations
Thi s docunent |ists the OAM requirenents for an OAM wi rel ess donain
and does not raise any security concerns or issues in addition to
ones common to networking and those specific to a Det Net discussed in
[ RFCO055] .
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