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Abstract

Aimng at scaling determnistic networks, this docunment describes the
techni cal and operational requirenents when the network has | arge
variation in |latency anmong hops, a great nunber of flows and/or

mul tiple domains without the sane tine source. Different
determnistic | evels of applications co-exist and are transported in
such a network. This docunent al so describes the correspondi ng
Determ nistic Networking (DetNet) data pl ane enhancenent

requirenents.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 25 May 2025.
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1. Introduction

Packet networks are evol ving from bandwi dt h-guaranteed Quality of
Service (QoS) to | atency-guaranteed QoS that guarantees bounded

| atency and definite |latency. Bounded | atency and definite |atency
can be further understood as in-tinme delivery, in which a packet
arrives without exceeding a predeternmined tine, and on-tine delivery,
in which a packet arrives at a predetermined time, respectively. In
addition, network survivability, which typically guarantees traffic
recovery within 50 nms in the event of a network failure, is evolving
to a level that guarantees | ossless recovery. |In order to realize
the evolution of QoS and network survivability of these networks,

Ti me-Sensitive Networking (TSN) technol ogy and Deterministic
Net wor ki ng (DetNet) technol ogy are considered to be essenti al

TSN is a set of standards devel oped by the | EEE 802.1 TSN Task G oup
(TG [IEEEB02.1TSN] and specifies nechani sns and protocol s necessary
to realize highly available | EEE 802.1 networks with bounded | at ency
to carry tinme-sensitive, real-tine application traffic.

Det Net, of which architecture is defined in RFC 8655 [ RFC8655],
provides a capability to carry specified unicast or multicast data
flows for real-tinme applications with extrenely | ow data | oss rates
and bounded | atency under a single administrative control or within a
cl osed group of administrative control. The overall franework for

Det Net data plane is provided in [ RFC8938], and various docunents on
different data plane technol ogi es and their interworking technol ogies
to extend the service range of data that TSN intends to deliver to
the IP (Internet Protocol) and MPLS (Milti-Protocol Label Switching)
net wor ks have been standardi zed.

When determ nistic networks becone | arge and/or nultiple domains
shoul d be stitched, DetNet solutions need to take into consideration
one or nmore of the follow ng points:

* There is relaxed clock synchronization or no clock synchroni zation
in different domains. (Section 3.1)

* The end to end path is a comnbination of | ow and high | atency hops.
(Section 3.2)

* There are various transm ssion rates supported at different ports
and on different network nodes. (Section 3.3)
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* There are a large nunber of flows which may be difficult to
identify per-flow state and cause the high utilization of
bandwi dth. (Section 3.4)

* The topol ogy changes and failures of |inks or nodes might be nore
common. (Section 3.5)

* The flow fluctuation caused by a | arge nunber of flows nmay happen
frequently. (Section 3.6)

* The nunber of hops m ght be large with conpl ex topol ogy.
(Section 3.7)

* The mechani sms used to ensure bounded | atency (e.g., queuing
mechani sm) may be multiple or have different configuration/
paraneters in multi-domains. (Section 3.8)

Such domains are normally within a single adm nistrative contro
network or multiple cooperating administrative networks within a

cl osed group of administrative control [RFC8655]. However, they may
bel ong to different Autonomous System (AS) domai ns and be controll ed
by nmultiple peering or cascaded controllers, and at the sane tine
they may not have the sane tine clock source. Maintaining per flow
status becomes inpractical in the large scale network. Aggregation
and di saggregation of flows take place at the boundaries of Det Net
domains as well as within a DetNet domain with various rules. The
flow identification and packet treatnent should take care of one or
conbi ned changes introduced by scaling deterministic networks.

Based on the consideration above, this document describes
requirenents for scaling determnistic networks which demands the
enhancenent based on the existing bounded | atency mechani sms and the
correspondi ng data plane to ensure the DetNet service for a single
adm nistrative network or multiple (cooperating) adm nistrative
networks that defined in the DetNet charter. The determnistic
network for open Internet is not within current scope.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al

capital s, as shown here
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Wil e [RFC2119] and [ RFC8174] describe interpretations of these key
words in terms of protocol specifications and inplenmentations, they
are used in this docunment to describe technical and operationa
requirenents to realize scaling determnistic networks

3. Technical Requirenments in Scaling Determnistic Networks

Due to the attributes described in Introduction Section, the
correspondi ng techni cal requirements shoul d be consi dered.

3.1. Tolerate Tine Asynchrony

A deterministic network nay span over multiple networks with one or
nmor e cooperating admni strative domains. There are many types of
network nodes in the multiple domains which may introduce disparate
|l ocal tinme variation, which require the tol erance of tinme asynchrony.

3.1.1. Support Asynchronous C ocks Across Domai ns

One of DetNet’'s objectives is to stitch TSN islands together. Al
devices inside a TSN domain are time-synchroni zed, and nost of TSN
technologies rely on precise tine synchronization

[ 1 EEES02. 1Qbv] [ | EEE802. 1Qch] [ | EEE802. 1Qav]. However, different TSN

i sl ands may have different clocks which are not synchroni zed as shown
in Figure 2, where the tinme difference of two TSN domains is D

Det Net needs to connect these two TSN domai ns together and provide
end-to-end determnistic |atency service. The mechani sm adopted by a
determnistic network MUST be prepared to cross nultiple non-synced
TSN domains. This can be done, for exanple, by putting extra buffer
space at the ingress of a new donain, increasing the dead tine as a
guard band [l EEE802. 1Qdv], or using sone tim ng conpensation
mechani sm This document does not intend to list all the potentia
ways.
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Figure 1: d ock asynchrony between two TSN i sl ands
.1.2. Tolerate Clock Jitter & Wander within a C ock Synchronous Donain

Wthin a single tinme synchronization domain, different clock accuracy
is expected, for exanple the crystal oscillator in Ethernet is
specified at 100 ppm [ Fast-Ethernet-M1-cl ock], Synchronous Ethernet
(SyncE) can achieve 50 ppb [ G 8262], and nobre precise tine

synchroni zation [ G 8273] is expected in 5G nobil e backhaul. The

cl ocks experience different jitter and wander. It nay cause
different |evel of asynmmetry of the path. The deterministic networks
SHOULD be able to recover or absorb such time variance within a
domai n.

.1.3. Provide Mechanisns not Requiring Strict Tine Synchronization

It is usually hard to achieve the full tinme synchronization when the
scal e of networks becone |arge. Sone networks |ike nobile backhaul
use frequency synchroni zation, such as SyncE, instead of the strict
time synchronization. It is desired that the same determnistic
performance in term of the bounded latency and jitter SHOULD be

achi eved when full time synchronization is not available, that is to
say, when only partial synchronization (SynckE is one of the exanples)
is in use.

3.1.4. Provide Mechani sns not Requiring Synchronization

There can be a | arge nunber of traffic flows in a deterministic
networ k and some of them are not periodic. Asynchronization based
met hods can neet the requirenents of those traffic flows. Mreover,
the mechani sns not requiring the time and/or frequency

synchroni zation elimnate the hardware cost and difficulty at the
networ k nodes. [I|EEE802.1Qcr] conceptually uses per-flow based
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asynchronous shaper to achi eve bounded | atency. The effectiveness of
the per-fl ow based asynchronous shaper can be proven through

mat hemati cal analysis. It can naturally tolerate the tine variance,
but it exhibits the concerns of per-flow state buffer nmanagenent.
When it is in use, the requirenent in Section 3.3 SHOULD be carefully
met .

3.2. Support Large Single-hop Propagation Latency

In sone deternministic networks, a single hop distance is enough to
generate large | atency. The speed of optical transnission in fiber
is 200 kmins. Thus, the propagation delay of a single hop can be in
the order of a fewnilliseconds. It is nuch greater than that of a
Local Area Network (LAN), and introduces inpacts on queuing

mechani sms, such as cyclic or time aware scheduling method. So, the
requi renent for propagation delays in end-to-end conputations is
needed, such as considering the propagation | atency when setting the
period in both time synchroni zati on or frequency synchronization
based met hods, or setting the extra buffer in the asynchronization
based nmethods, to nmeet the requirements of determnistic forwarding
bet ween t he network nodes.

Here, we use an exanple to describe the influence of |arge single-hop
propagati on del ay on cycle based nethods, but not to specify any
solution. For a cyclic based nethod, suppose a determ nistic network
wants to keep using the sinple cycle mapping rel ati onship, however
the link distance between two nodes is |longer. Mreover, a
downstream node may have many upstream nodes with different |ink
propagati on delays (e.g., 9 us, 10 us, 11 us, 15 us and 20 us). |In
order to absorb the I ongest |ink propagation delay, the |ength of
cycle nust be set to nore than 20 us. In [IEEE802.1Qch], propagation
delay is part of the dead time inposed in a cycle, which inmpacts the
bandwi dth utilization. However, since packet’s arrival time varies
within the receiving cycle, larger cycle length means |arger del ay
vari ance.
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Figure 2: The influence of |ink propagation delay on a cyclic nethod

Note that Figure 2 is just to show an exanple of |atency caused by

| arge single-hop propagation. CQF is not limted to 2 queues,

i nstead using nore than 2 queues can be an option to solve large |ink
| atency related concerns. [Miltiple-CQF] describes this problemin
nmore detail and al so proposes a nmechanismto address it.

3.3. Accommpdat e the Hi gher Link Speed

A determnistic network can use higher speed |inks, especially for
its backbone. At the tinme of publication, determnistic nmechanisns
used in a local network is usually deployed in Iink speed of 10 Mps
or 1 Gbhps, or possibly 10 Gops. The data rates of 10G 100G 400G
and even higher are conmmnly used in wide area networks. Wth the
increasing of the data rate, the network scheduling cycle can be
reduced if the sane anpunt of the data is required to be sent in each
cycle for each application. O, nore data can be sent if the network
cycle time remains the sane. For the former, it requires the nore
precise tine control (e.g., cycle in the order of a few m croseconds
or sub-m croseconds) for the input streamgate and the timed output
buffer. For the latter, nore buffer space is required, which inposes
nmore conpl ex buffer or queue nmanagenent and | arger nenory
consunpti on.

Anot her aspect to consider is the aggregation of the flows. 1In the
determnistic network, the nunber of flows can be hundreds or tens of
thousands. They can be aggregated into a small nunber of

determnistic path or tunnels. It is practical to have a few fl ow
based or aggregated-fl ow based status in the local network. But in
hi gher speed and | arger scale networks, it is hardly feasible. |If
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[ EEE802.1Qcr] is in use, it requires nore buffers conparing to the
other full/partial time synchronized mechanisns. Therefore, it
requires optimzations to support higher |ink speeds.

3.4. Be Scalable to A Large Nunber of Flows and Tol erate High
Utilization of Bandw dth

A deterministic network nmay have a | arge number of traffic flows.
According to [ RFC2475], per-flow state identification in the network
becones infeasible as flow count scales up. So, it is al nost

i mpossible to identify individual IP flows froma nassive nunber of
flows in the Det Net data plane or configure the per-flow state
machi ne in each node. DetNet allows the | everage of the flow
aggregation, while individual flows may join and exit the aggregated
flowrapidly in the scaling network with a | arge nunber of fl ows,

whi ch causes the dynamic in identification of the aggregated Det Net
flow The wildcards and val ue ranges used in the identification may
have to change in order to ensure the aggregated fl ows have
conpati bl e determ nistic characteristics.

For scaling network, proper provision at the control plane to
acconmodat e such hi gher aggregation is required. Provisioning on the
aggregated flows normally inprove the scalability at the cost of
coarse granularity of the inconing traffic filtering and protection
It is desirable that adding a flow to the network does not affect the
| atency of the existing flows or require conplex re-cal cul ati ons, but
should require as less work as possible. For instance, the filtering
and policing configuration is perforned only on ingress nodes and not
on internedi ate nodes. [I|EEE802.1Qbv] uses traffic classes to divide
the flows, the nunber of which is usually 8  Therefore, the
forwardi ng nechanismitself is not conplex with a | arge nunber of

fl ows or higher aggregation. However, when adding new fl ows, the
Gate Control List may be changed, and the re-calculation is conplex.
There m ght be the nethod to sinplify the cal culation or
configuration, which need nore work to enhance it.
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Meanwhil e, the traffic that requires deterninistic networking can
significantly fill up the capacity of a link or the portion of the
link which is dedicated to such traffic, for exanple, nore than 75%
and/or up to near 100% utilization. Usually, the resources required
for DetNet are reserved, however, the over-provisioning of |ink
capacity may not work in such cases. |In order to guarantee
deterministic latency and jitter in this environnent, it is better to
provi de scal abl e queui ng solutions to inprove the bandw dth
utilization based on the current nethods, including the TSN and ot her
publ i shed standards. For instance, when the bandwi dth utilization is
hi gh, the guard band in each cycle in [I EEE802. 1Qch] is a type of
over-provisioning and can be inproved with nore scal abl e queui ng add-
ons.

3.5. Tolerate Failures of Links or Nodes and Topol ogy Changes

Determ nistic networks may involve nore network devices, and the

i ncrease or decrease of network devices in deterministic networks is
more frequent than that in LANs. A sinple use case to understand is
ultra-lowlatency (public) 5G transport networks, which would require
Det Net extend to every 5G base station. For sone network operators,
their networks may need to connect ~100 K base stations (serving

mul tiple nobile networks operators), and this nunmber will only
increase with 5G

On the one hand, the nunerous devices may |lead to nore network |ink
failures. Path switching or re-convergence of routing will cause
hi gh | atency of packet |oss and retransm ssion, which is usually in
seconds before the network becones stable again. As the added del ay
magni t udes involved are too large to use jitter conpensation
techniques. It is necessary to support certain nechanisns to adapt
to failures of links or nodes and topol ogy changes.

On the other hand, the change of the nunber of devices nmay affect the
i npl ementation and adj ustnent of determ nistic network mechani sm
such as the topol ogy discovery, queuing nechani sm and packet
replication and elimnation. For instance, having nultiple fully

di sjoint paths when inplenenting the Packet Replication, Elimnation,
and Ordering Functions (PREOF) gives a better chance of survival when
one of the nodes or links in the path fails. At the sane tine, it
brings the chall enges of finding paths with simlar distance and/or
nunber of hops so that there is enough buffer space to absorb the

| atency di fference caused by different paths when the scale is |arge.
So, a method is expected to support flexible planning of nultiple
pat hs and provide a solid foundation for the inplementation of PRECF
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3.6. Prevent Fl ow Fl uctuation

More kinds of DetNet traffic flows described in Section 3.4 will
cause nore dynamc joining or leaving of the flows, which wll
further cause nore flow fluctuation as well as nore unpredictability
of the DetNet flows. Such as:

* Various and massive traffic flows of different applications in
scaling networks easily cause nore bursty traffic.

* There will be nore aggregation nodes which receive the flows from
nmor e upstream nodes addi ng the nondeterninistic delay of the
packet treatnent.

* The bursts of flows can be accunul ated as the flows traverse,
join, and separate over hops. Once one of the nodes nmakes a m nor
error in packet treatnment, it will have a cunul ative effect on
downst r eam nodes

* Loops formed in a network topol ogy increase the maxi num bursts of
fl ows exponentially [ ANDREWS] [ BOUl LLARD] [ THOVAS] .

* The node and link failures are nore common in a | arge network
(Section 3.5) which requires dynanic traffic steering to an
alternate path, it will also easily cause the flow fluctuation

Noti ng that the non-DetNet flows are al so massive and may have
potential inpact on the scalability of the DetNet flows, for

i nstance, causing the high utilization of the bandw dth and
suppressing the possibility of nore resource reservation and the
traffic steering of DetNet flows. However, it is assunmed that there
will be the strategy in the ingress to deal with the non-DetNet flows
and prevent the real-time influence on the DetNet fl ows.

It is required to support bursty traffic and sone nmethods to decrease
the micro-burst. So, the pre-planned, ingress traffic conditioning,
scal abl e queui ng, and enhanced capacity of buffer are required to
acconmodat e the flow fluctuation, and the time required for network
reconfiguration to reflect such changes is required to be controll ed,
e.g., less than a specified amunt of tine.
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3.7. Be Scalable to a Large Number of Hops with Conpl ex Topol ogy

Scaling networks often results in situations where an end-to-end fl ow
i nvol ves a | arge nunber of hops, e.g., 15 or nore. The network
topol ogy can al so be conplex, including star, ring, nesh, and their

conbi nations, and can possibly be hierarchical. It is required to
support networks with such various types of topol ogies and | arge hop
counts.

Delivering DetNet Q@S in |large and conpl ex networks requires end-to-
end bounds on both latency and jitter, as discussed in Section 3.1 of
[ RFC8655]. Achievabl e end-to-end | atency bounds necessarily depend
on the nunmber of hops for a flow. In the best case, the added
queui ng mechani smlatency for DetNet QoS is bounded by a fixed
constant per hop maxi mum val ue so that the resulting end-to-end

| at ency bounds are a linear function of the nunber of hops in
addition to the inherent forwarding | atency of the nodes invol ved.

In contrast, it is possible to achieve fixed constant end-to-end
jitter bounds that are independent of the nunber of hops. Such fixed
constant jitter bounds are strongly preferable to jitter bounds that
increase with an increasing nunber of hops.

Det Net QoS requires resource allocation in advance (e.g., of link
bandwi dt h and node buffer resources), as discussed in Section 3.2.1
of [RFC8655]. The conplexity of resource allocation processing may
range fromlinear (e.g., allocating resources for each hop via a
pat h- based resource reservation protocol such as RSVP [ RFC2205]) to
potentially exponential (e.g., if solving a conplex graph
optinization problemis required). This resource allocation

conpl exity does not directly affect achievable end-to-end | atency and
jitter bounds, but it does surface in other areas such as the anount
of conputation and el apsed tinme required to admt a new flowto a
Det Net network without disrupting the DetNet QS provided to already
admtted fl ows.

Di fferent queuing nmechani snms exhibit different properties across
achi evabl e end-to-end jitter bounds, achievable end-to-end | atency
bounds and complexity. Al three of these areas are considerations
in evaluation and sel ection of scal able Det Net queui ng nmechani sns.

3.8. Support Milti-Mechanisns in Single Domain and Ml ti-Donai ns

There will be a large nunber of flows as described in Section 3.4,
and the flows nmay have different |evels of demand for DetNet service.
[ RFC8578] provides various use cases and their requirenents in the
areas of industry, electricity, buildings, etc. Sonme of themclearly
specify the requirenents for latency and jitter, while sone others do
not for the jitter. D fferent types of users have different denmands,
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just as a network provider provides different network services for
personal business or enterprise business.

One kind has critical Service Level Agreenent (SLA) requirenent, such
as renote control or cloud Progranmabl e Logic Controller (PLC) of
manuf acturing and differential protection of electricity. |If these
servi ces exceed the boundaries of latency and jitter, it will bring
property |l osses and security risks, so they cannot tolerate with any
non-determ nistic situation and can pay nore on the network service.
Anot her kind has relatively |oose | evels of SLA requirenent, such as
cloud gaming, cloud Virtual Reality (VR) and online neeting for
"consuner" networks. The users of these applications hope to have a
better network experience, but they can tolerate it to a certain
extent. For instance, exceeding the upper boundary of latency within
a small probability is acceptable. Those different applications
expect different kind of solutions, which are related to the cost
nmore or |ess.

The different SLA demands need different DetNet technol ogies as well
as the multi-domain demand in scaling networks, which results in the
requirenents for the diverse queuing nmechani snms. For strict
determnistic services, strict queuing technol ogi es need to be used,
and all network devices may need to be upgraded. For non-strict
deterministic services, it may only be necessary to upgrade sone

net wor k devi ces (maybe edge nodes) or share correspondi ng network
resources. Mreover, as nore queui ng nechani sns are developed, it is
al so desirable to provide the queuing solutions with nultiple |evels
of determnistic capabilities and schedul e the reasonabl e resources
to achieve the optinization of network resource utilization. Those
di fferent queuing technol ogi es may be used in:

* the same network which requires the some of the equipment in the
same network providing multiple queuing technol ogies. The
operator can select the service type/level accordingly.

* the multiple domain network which support different queuing
technol ogi es whil e needs the coordi nation with each ot her

* different network inplenmentations intended for different

application domains individually, where there is no additiona
requirenents for the coordination
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Critical latency requiremnents:

| <->| Industrial, tight jitter, strict latency Iimt

|

| . . .

| <----- >| Industrial, strict latency limt

I

| <----.. ... ---->| non-periodic, relative | oose | atency requirenents
I

I >| Best effort

I

e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e eeme e >

0 | at ency

Figure 3: Different levels of application requirenents
3.8.1. Support Provisioning of Miultiple Mechanisns

It is required to provide diversified deterministic service for
various applications in a determnistic network and to support the
correspondi ng diversified mechani snms (possibly at multiple DetNet QS
| evel s). For instance, different queuing nechani sns can provide
different levels of latency, jitter and other guarantees, and there
may be situations where a network device provides multiple queuing
mechani sms at the same tinme. For exanple, a network aggregation

devi ce may use the nechani sns specified in [| EEEB02. 1Qbv] and

[1 EEE802. 1Qcr], and ot her nechanisns to forward traffic to different
paths at the sane tine. By providing a variety of queui ng nechanisns
to neet diversified deternministic service requirenents, conpared with
smal | scal e environment, this demand is particularly promnent in

| arge-scal e networks. For instance, there nmay be nore than eight
queues or sub-queues to support nore conplicated queui ng mechani snms
comparing with the eight traffic classes in TSN enabl ed networks.
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Accordingly, the configuration for nultiple queuing nechani sns can be
complicated in determnistic networks and MJST support the unified or
simplified scheduling and managenent of nultipl e queuing nmechani sms.
For exanple, in the distributed scenario with no controller, the
related i nformati on of the queuing nmechani sms coul d be advertised
anong the domain, including the types and rel ated al gorithms, queue
forwarding capability with different levels of latency and jitter
guarantees, etc. |In the centralized scenario, the queuing nechani sns
and other information could be reported to the controller to build a
determnistic network resource topol ogy pool for path calculation

In addition, for refined managenent of forward resources and
provi di ng resource assurance for determnistic forwarding when
establishing/deleting sessions, it is required to establish unified
mechani sms on quantificati on and neasurenment of resources associ ated
with interfaces and queues.

3.8.2. Support Mechanisns Swi tchover Crossing Milti-domains

In determ nistic networks, end-to-end service may across multiple
net wor k domai ns, which may adopt a variety of different queuing
mechani sms within each domain, or may have different |ink speeds
(Section 3.3) for the sane queui ng mechani sm

Both of the two cases may generate additional end-to-end | atency,
jitter and packet |oss, because the different queuing nmechani snms and
l'ink speeds provide different scheduling granularities or phases

bet ween the domains. For the different queui ng nechani sns

swi tchover, such as fromtine synchronous nechani sm|[| EEE802. 1Qbv] to
asynchronous nechani sm [ | EEEB02. 1Qcr], a coll aboration nmechani sm
crossing nulti-donmains MJST be considered. For the different Iink
speed switchover, such as from 1CGips to 10CGhps (or reverse), the
quantification of determ nistic forwarding resources (such as tine
slots) of the queuing nechani sm MJUST match the |ink speed.

The devi ce used to connect domains requires a flexible queue
stitching function, such as increasing the buffer of the inter-donain
devices to provide enough adjustnent space for the flow to cross

di fferent queuing nmechani snms, the jitter conpression to reduce the
coupl ing between the queui ng nmechani sns of two domai ns, or an
additional traffic shaping solution to nake the traffic snmooth, so
that for the sanme scale of service flows, they can be forwarded
successful ly based on different queui ng nechani sns and/ or the |inks
with different speeds in nultiple domains.
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4.

4.

Dat a Pl ane Enhancenent Requirenents

According to [ RFC8938], the DetNet data plane can provide or carry
two netadata in MPLS and | P data planes: Flow |ID and sequence nunber.
The Flow I D could be used for identification of the DetNet flow or
aggregate flow, and the sequence nunber could be used for PREOF for
each DetNet flow. The FlowID is used by both the service and
forwardi ng sub-layers, but the sequence nunber is only used by the
service layer. Metadata can also be used for OAM i ndi cati ons and
instrunmentation of DetNet data plane operation

General | y speaking, nore data plane netadata and rel ated processing
SHOULD be supported in the deterninistic networks. By introducing

| Pv6 Extension Headers [ RFC8200] and Segment Routing over |Pv6

[ RFC8986], native | Pv6 data plane should be supported with the

| Pv6-sepcific enhancenent. This section lists the data pl ane
enhancenent requirenents based on but not linmted to the technica
requirenents in Section 3, describing howto use IP and/or MLS, and
related OAM to support a data plane nmethod of flow identification
and packet treatment over Layer 3. There mi ght be sone enhancenent
of the control plane to neet the requirenents in Section 3, which is
out of scope of this docunment and expected to be di scussed and added
in or other individual docunents.

[I-D.ietf-detnet-controll er-plane-franework]

1. Support Aggregated Flow Identification

Current |1 Pv6 aggregated flow identification is generally based on 5
or 6 tuples, |IP prefixes, or wildcards as indicated in [ RFC3938].
However, in determnistic networks the number of individual flows can
be huge, and they may randomy join and | eave the aggregated fl ow at
each hop as described in Section 3. Such behaviours |lead to the
difficulty in identifying aggregated flows by relying on the prefixes
or wi | dcards.

In addition, the deternministic services may demand different
determnistic QoS requirenents according to different |evels of
application requirenents. The flow identification with service-I|eve
aggregation should be supported. The flow identification is also
used to quickly push a packet to a suitable queue. 1In scaling
networks, there are a large anount of flows requiring determnistic
| atency service and nornmal forwarding service. Explicit flow
identification nakes it easier to quickly distinguish the DetNet
flows without requiring the longest match rule on nultiple tuples in
I P data plane. Therefore, explicit aggregated flow identification
SHOULD be support ed.
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4.2. Support Information used by Functions Ensuring Determnistic
Lat ency

According to Section 3.1, the determnistic network shoul d support
synchroni zed or asynchroni zed queui ng nmechani sns. Different queuing
mechani sms require different information to be defined as the Det Net -
specific netadata to help the functions of ensuring determnistic

| at ency, including regulation, queue managenent, etc. For instance,
the data pl ane needs to support the identification of cycle for
cyclic queuing and forwarding or the latency related information for
time based queuing in order to enable the applicability of the
respective queui ng and/ or scheduling nmechanisns in the | arge scale
net wor k.

VWhen different queuing mechani snms are depl oyed at a network node,
met adat a used for each queui ng nmechani sm shoul d be provided at the
same tinme. Wen nultiple netadata carried in one packet, netadata
shoul d be self-described and extensible to tol erate variabl e nunber
of metadata. Meanwhile, extra data will cause extra processing,
referring to fixed or variable | ength | ookups, total number of read/
wite access to the packet header, etc. So, the data pl ane
processing efficiency also needs to be consi dered when ensuring
determnistic |atency, but the specific nethod or solution is out of
scope of this docunent.

Thi s docunent does not specify what metadata and what format to be
carried in data plane. The solution docunent should be specific
enough on why and how the information carried as data plane neta data
works in conjunction with the queuing or other functions and how it
hel ps the determ nistic network depl oynent.

5. Concl usi on

Thi s docunent specifies the technical requirenents for scaling
determnistic networks and the correspondi ng data pl ane enhancenent
requirenents. Sone of the proposed queui ng nmechani snms and trials are
cited, and the authors of the docunent think those proposals give
reasonably sound insights to enhance the current queui ng nechani sns
to neet the requirenents of scaling determnistic networks.

6. Security Considerations

When Det Net flows span multiple domains and require nulti domain
col l aboration, security guarantee needs to be strengthened.
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Appendi x A,  Exanples of Scaling Deterministic Network Trials

Sone trials have been carried out to verify the concept of |arge-
scal e determ nistic networks.

In order to verify the determ nistic technology of |arge-scale
networks, a trial of Deterministic IP on China Environment for

Net work | nnovations (CENI), which is a network built for new network
technology trial, was deployed. A network with a distance of 3,000
km over 13 hops was tested, and the jitter was controlled wthin
100us.

In order to verify the renote control on Deterministic IP, which
required that the | atency should be controlled within 4 ns and jitter
shoul d be controlled within 20 us. A trial cooperated with Baostee
spanned 600 km was depl oyed. Baosteel is a Chinese steel conpany and
put forward this demand. Both of the first and second trials are
based on a frequency synchroni zati on sol ution

In order to realize multi flows synchronization on an inter-
provincial network in an exhibition, Energen proposed the requirenent
that two flows of video and VR were sent from province A, and arrived
at province B together, so people can see the synchroni zation of

vi deo coll ected by canera and the VR nodel. This requirenment was
proposed to facilitate the virtual industry product deploynment. Due
to tine and other problens, it was realized by the edge network
device for a relatively |lower |evel of SLA

Teaming up with a smart factory operator, network operators,

equi pnent conpani es, and universities, ETRl denonstrated an ultra-| ow
| atency, high-reliability 5G wired and wirel ess network-based renote
industrial Internet of Things (I10T) service by connecting a contro
center and a smart factory through three different operators

networks at a distance of 280 km In this trail, it was denonstrated
that real-tine renote smart manufacturing service is possible by
maki ng round-trip delay below 3 ns within a smart factory and bel ow
10 ms between renote 5G industrial devices. |In the future, the team
pl ans to exam ne feasibility of |arge-scale deterninistic networking
by connecting smart factories in Gyeongsan, South Korea and Qul u,

Fi nl and.
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These trials show that both operators and enterprise users begin to

put forward requirenments for the certainty of

| ar ge- scal e net works,

but the inplementation technol ogies are not exactly the sane.
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