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Abst ract

Thi s meno proposes a nmechani smcal |l ed "guaranteed Latency Based
Forwar di ng" (gLBF) as part of DetNet for hop-by-hop packet forwarding
with per-hop determnistically bounded latency and mnimal jitter.

gLBF is intended to be useful across a w de range of networks and
applications with need for high-precision deterministic networking
services, including in-car networks or networks used for industrial
aut omati on across on factory floors, all the way to ++100Ghps

count ry-w de networKks.

Contrary to other mechani sns, gLBF does not require network w de

cl ock synchronization, nor does it need to maintain per-flow state at
net wor k nodes, avoi di ng drawbacks of other known nethods while

| everagi ng their advant ages.

Specifically, gLBF uses the queui ng nbdel and cal cul us of Urgency
Based Scheduling (UBS, [UBS]), which is used by TSN Asynchr onous
Traffic Shaping [TSN-ATS]. gLBF is intended to be a plug-in

repl acenent for TSN-ATN or as a parallel nechani sm beside TSN ATS
because it allows to keeping the sane controller-plane design which
is selecting paths for TSN ATS, sizing TSN ATS queues, cal cul ating
| atencies and adnmitting flows to cal culated paths for cal cul ated

| at enci es.

In addition to reducing the jitter conpared to TSN-ATS by additiona
buffering (dampening) in the network, gLBF also elimnates the need
for per-flow, per-hop state mai ntenance required by TSN-ATS. This
avoi ds the need to signal per-flow state to every hop fromthe
control |l er-plane and associ ated scaling problens. It also reduces
i mpl ementation cost for high-speed networking hardware due to the
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avoi dance of additional high-speed speed read/wite menory access to
retrieve, process and update per-flow state variables for a | arge
nunber of fl ows.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 July 2026.
Copyright Notice
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docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment nmust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Overview (informative)
1.1. Term nol ogy

CaaS Control as a Service. Coud (conpute) and network services to
enabl e control (loops) with network connected devices, for exanple
cars.

CQF Cyclic Queuing and Forwarding. A queuing nechani sm defined by
annex T of | EEE802.1Q

DT Dead Time. Atermfrom CQ- indicating the tine during each cycle
in which no franes can be sent because the the receiving node
could not receive it into the desired cycle buffer

node Termused to indicate a systemthat with respect to gLBF does
not act as a host, aka: sender/receiver. This neno avoids the
termrouter to avoid inplying that this is an IP/IPv6 router, as
opposed to an LSR (label switch router). Likew se, a node can
al so be an 802.1 bridge inplenenting gLBF.

TCQF Tagged Cyclic Queuing and Forwarding. The nechani sm specified
in this meno.

1.2. Sunmmary

This nmeno proposes a nmechani smcall ed "guaranteed Latency Based
Forwar di ng" (gLBF) for hop-by-hop packet forwarding with per-hop
determnistically bounded latency and ninimal jitter

gLBF is intended to be useful across a w de range of networks and
applications with need for high-precision determnistic networking
services, including in-car networks or networks used for industrial
aut omati on across on factory floors, all the way to ++100Ghps

count ry-wi de networKks.

At its foundation, gLBF addresses the problens of burst accurul ation
and jitter accumul ati on across multiple hops.
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Burst accunul ation is the phenonenon in which bursts of packets from
senders in adm ssion-controlled network will increase across

i ntermedi ate nodes. This can only be managed wi th exponentia
conplexity in adm ssion control processing and significantly worst-
case increase in end-to-end | atency and/or | owered naxi mum
utilization. What is needed for dynanmic, |arge-scale or easy to
manage adni ssion control solutions are forwardi ng mechani sms w t hout
this problem so that adm ssion control for bandwidth and jitter/
buffer-requirements can be linear: deconposed into solely per-hop
cal cul ations i ndependent of changes in prior-hop traffic
characteristics. Wthout forwarding plane solutions to overcone
burst accunul ation, this is not possible

Exi sting sol uti ons addressing burst-accurul ati on do this by

mai ntai ni ng inter-packet gaps on a per-flow basis, such as in TSN
Asynchronous Traffic Shaping (TSN-ATS). gLBF instead ensures inter-
packet gaps are al ways nai ntai ned without the need for per-flow
state. The basic idea involves assigning a specific queuing del ay
budget for any given node and class of traffic. This budget is pre-
known from adm ssion control calculus. As the packet is transnitted,
the actual queuing delay that was experienced by the packet at the
node is subtracted fromthat budget and carried in a new header field
of the packet. Upon receiving the packet, the subsequent node

subj ects the packet to a delay stage. Here the packet needs to wait
for the time specified by that paranmeter before the node proceeds
with regul ar processing of the packet. This way, any queuing del ay
vari ations are absorbed and determnistic delay w thout the
possibility of burst accunul ation can be achieved.

By addressing burst-accumnul ati on, gLBF al so overcones the probl em of
jitter-accunulation. This is the second core problem of mechani sns
such as TSN ATS: Dependi ng on the anpbunt of conpeting adnitted
traffic on a hop at any point in time packets of a flow may
experience zero to maxi nrum del ay across the hop. This is the per-hop
jitter. This jitter is additive across nultiple hope, resulting in
the inability for applications requiring (near) synchronous packet
delivery to solely rely on such nechanisns. It likewise linits the
ability of high utilization of networks with | arge nunber of bounded
| at ency fl ows.

The basic principle on which gLBF operates was al ready proposed by
researchers in the early 1990th and call ed "Danpers". These danpers
where not pursued or adopted due to the lack of network equi pnent
capabilities back then. Only with recent and upcom ng inprovenments
in advanced forwarding planes will it be possible to build these
technol ogi es at scal e and cost.
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Contrary to other proposals, gLBF does not require network w de cl ock
synchroni zation. Likewise, it does not need to maintain per-flow
state at network nodes, as del ay budget and the queui ng del ay
variations that are to be absorbed are carried as part of the packets
t hensel ves, nmaking them "self-contained". This elimnate the for the
per-fl ow, per-hop state naintenance required by TSN ATS, which

i nvol ves scaling problens of signaling this per-flow state to every
hop fromthe controller-plane as well as the high-speed networking
hardwar e inpl ementati on cost of high-speed speed read/wite nenory
access to retrieve, process and update these per-flow state vari abl es
for |arge nunber of flows.

Opposed to other danper proposals, gLBF al so supports the queuing
model and cal cul us of Urgency Based Scheduling (UBS, [UBS]), which is
used by TSN-ATS. gLBF is intended to be a plug-in replacenent for
TSN- ATN or as a parallel mechani sm beside TSN-ATS because it all ows
to keeping the sanme controller-plane design which is selecting paths
for TSN-ATS, sizing TSN ATS queues, calculating | atencies and
admtting flows to cal cul ated paths for cal cul ated | atenci es.

VWil e gLBF as presented here is intended for use with | ETF forwarding
protocols and to provi de Det Net QS for bounded | atency and | ower
bounded jitter, it would equally applicable to other forwarding

pl anes, such as | EEE 802.1 Et hernet switching - assum ng appropriate
packet headers are defined to carry the hop-by-hop and end-to-end

met adata required by the nechani sm

1.3. Application scenarios and use cases

gLBF addresses the same use cases that are targeted by determnistic
net wor ki ng and hi gh-preci si on networking services in general. Conmmon
requi renents of those services involve the need to provide service
levels within very tightly defined service | evel bounds, in
particular very specific |atencies without the possibility of
congestion-induced | oss. The ability to provide services with
correspondi ng service | evel guarantees enables many applications that
woul d sinply not be feasible without such guarantees. The follow ng
descri bes sone use cases and application scenari os.

The devel opnent towards autononobus driving vehicles | eads to new
requi renents and a high demand of conputational resources that are
often not available within a car. A solution is to reduce the in-car
processing to a minimum and to offload nore conputational expensive
tasks to the cloud environment. Due to the safety inplications and
use cases, a delay in the transport of message fromthe cloud to the
car and vice versa is often not acceptable. This includes
application scenarios such as trajectory planning for driverless
vehi cl es, but also enmergency notifications to surrounding cars that
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require a fast delivery of nmessages to prevent a del ayed action in
case of an accident. \While the usage of TSN for in-vehicle networks
is already investigated and nore mature, the usage of a real-time
conmuni cation with guaranteed | atencies for vehicles with to the
cloud is still an open chall enge.

Anot her use case that is inportant for the autonotive industry is to
further optim se the manufacturing process by taking into account
nmore data sources. Since nost of the SCADA systens and PLCs cannot
connect to large data | akes and perform nore advanced conputati ona
jobs, a real-tinme comunication to the shop floor froma cloud

i nstance does have several benefits. First of all does it integrate
nmore data into the decision naking process, since the contro

al gorithms to automate manufacturing sites located in a cloud

envi ronment can take into account nore variables than single plant
control systens. Another aspect is also to reduce the resources on a
particular factory floor or plant by transferring conplex, recurring
and nore resource conputational jobs to a cloud provider where a | ack
of conputational power is not the limting factor. However, in such
cases it is inportant that associated control can still occur in

real -tinme and according to very precise timng constraints. Such a
devel opnment is already foreseen by trends such as Industry 4.0 and
Control -as-a-Servi ce (CaaS).

1.4. Background

The foll owi ng background introduces and expl ains gLBF step by step
It uses IEEE 802.1 "Tine Sensitive Networking" (TSN) nechani sns for
ref erence, because at the tine of this nmenp, TSN bounded | atency
mechani sns are the nost commonly understood and depl oyed nechani sns
to provide bounded | atency and jitter services.

Al'l mechani sms compared here are as well as those used by TSN based
on the overall service design that traffic flows have a well-defined
rate and burstyness, which are tracked by the controller-plane and
call ed here the "envel ope" of the flow

The traffic nodel used for gLBF is taken from UBS gives the flow a
rate r [bps/sec] and a burst size b [bits] and the traffic envel ope
condition is that the total nunber of bits w(t) over a period t [sec]
of for the flow nust be equal to or smaller than (r * t + b). In one
typical case, a flow wants to send a packet of size b one every
interval of p [sec]. This translates into arater =b / p for the
fl ow because after the flow has sent the first packet of b bits, it
will take p seconds until (r * t) has a size of b again: (r * t) =

((b /7 p) * p).

Eckert, et al. Expires 18 July 2026 [ Page 7]



I nternet-Draft det net - gl bf January 2026

The controll er-plane uses this per-flow information to calculate for
each flow a path with sufficient free bandw dth and per-hop buffers
so that the bounded end-to-end | atency of packets can be guaranteed.
It then allocates bandw dth and buffer resources to the flow so that
further flows will not inpact it.

Wthin this framework, bounded | atency nmechanisns can in general be
divided into "on-time" and "in-tine" nechani sns.

1.4.1. In-tinme nmechani sns

"In-tinme" bounded | atency nmechani sms forward packets in an (al nost)
wor k conservi ng manner

VWhen there is no conpeting traffic in the network, packets of traffic
flows that conply to their admtted envel ope are forwarded w t hout
any nechani smintroduced queuing | atency. Wen the nmaxi num anount of
admitted traffic is present, then packets of admitted flows wll
experi ence the maxi num guarant eed, so-called bounded |latency. In
result, in-time mechani smintroduce the maxi num anount of jitter
because the amount of conpeting traffic can quickly change and then
the | atency of packets will change greatly.

| EEE TSN Asynchronous Traffic Shaping is the prine exanple of an in-
time mechanism | ETF [ RFC2212], "Integrated Services" is an ol der
mechani sm based on the sane principles. In-tine nechani sns have the
benefit of not requiring clock-synchronization between nodes to
support their queuing.

1.4.2. On-tine nmechani sns

On-time bounded | atency mechani sms do deliver packets (near)
synchronously with zero or a small maximumjitter - significantly
smal l er than that of in-time nechanisns.

EEE TSN Cyclic Queuing and Forwarding (CQF) is an exanple of an on-
time mechanismas is the Tagged Cyclic Queui ng and Forwardi ng ( TCQF)
mechani sm proposed to Det Net .

Unli ke the before nentioned in-tinme nechani sns, these nechanisns
require clock synchroni zati on between router

1.4.3. Control loops vs. in-tine and on-tine
One set of applications that require or prefer on-time (low jitter)

delivery of packets are control |loops in vehicles or industria
environnments and hence | ow speed and short-range networKks.
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Emer gi ng or future use-cases such as renote PLC or renote driving
extend these requirements also into nmetropolitan scale networks. In
these environnents, on-time forwarding is also called synchronous
forwardi ng for synchronous control | oops.

Typically, in synchronous control |oops, central units such as
Programmabl e Logic Controllers (PLC) do control a set of sensors and
actors, polling or periodically receiving status information from
sensors and sending action instructions to actors. Wen packet
forwarding is on-tine (synchronous), this central unit does exactly
know the tinme at which sensors sent a packet and the tinme at which
packets are received by actors and they can react on it.

These sol utions do not require sensors and actors to have accurate,
synchroni sed clocks. |Instead, the central unit can control the tine
at which sensor and actors performtheir operations within the
accuracy of the (zero/low) jitter of the network packet transm ssion

When bounded | atency forwarding is (only) in-tine, edge nodes in the
net wor k and/ or sensors and actors need to convert the packets
arriving with high jitter into an on-time arrival nodel to continue
supporting this application required nodel.

This conversion is typically called a playout-buffer nechani smand
i nvol ves the need to synchronizing tinme between senders and

recei vers, and hence nost conmonly the need for the network to
support clock synchronization to support these edge devices and/ or
sender receivers

In result, existing bounded | atency nechani sns to support

synchronous, on-tinme delivery of packets do require clock
synchroni zati on across the network. In the existing mechanisns |ike
CQF for the forwarding nechanismitself, in the on-time nechanisns to
synchroni ze edge-devi ces and hosts.

1.4.4. Challenges with network wi de cl ock synchronization

Wi |l e cl ock synchronization is a well understood technol ogy, it is
al so a significant operational if not device equi pnment cost factor
[ TBD: Add details if desired].

Therefore, clock synchronization with e.g.: |EEE 1588 PTP is only
depl oyed where no sinpler solutions exist that provide the sane
benefits but w thout clock synchronization. Today this for exanple
means that in nobile networks, only the so-called fronthaul deploys
cl ock synchronization, but not the backhaul
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Inresult, it could be a challenge to introduce new applications such
as the above nmentioned renmpte PLC, driving applications if they
wanted to rely on a bounded | atency network service. But even for

exi sting markets such as in-car or industrial networks, renoval or
reduction of the need for clock synchronization could be a
significant evolution to reduce cost and increase sinplicity of
sol uti ons.

gLBF introduction (informative)
1. Danpers

The principle of the mechani smpresented here is the so-called
"Danper" nechanism first nmentioned in the early 1990th, but never

st andardi zed back then, primarily because the required forwardi ng was
considered to be too advanced to be supportable in equipnent at the
time. These limtations are not starting to be resol ved, and hence
it seenms like a good tine to re-introduce this mechani sm

The principle of danper based forwarding is easily explained: Wen a
packet is sent by a node A this node will have neasured the | atency
L, how |l ong the packet was processed by the node. The nain factor of
L is the queuing |latency of the packet in A because of conpeting
traffic sent to the same outgoing interface. Based on the adnission
control and queuing algorithms used in the node, there can be a known
upper bound Max) for this processing | atency though, and when the
packet then arrives at the next-hop receiving node B, this node will
sinmply further delay the packet by (B-L), and in result the packet

wi || have synchronously been forwarded fromA to B with a constant

| at ency of Max).

oo + oo +

| Node A | | Node B |

| +- + +- + | +- + +- + |

|- x| Fl-mme e e |1Q------ |------ |- x| Fl-mme e e |1Q------ |

| +-+ +-+ | Link | +-+ +-+ |

o -+ oo +
| <=-------- Hop A/B latency --->

Figure 1: Forwardi ng w thout Danper

Figure 1 shows a single hop fromnode A to node B w thout Danpers.
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A receives a packet. The F)orwarding nodul e deterni nes sone outgoi ng
interface towards node B where it is enqueued into Q because
competing packets may already be in line to be sent fromQto B

This is because packets may be arriving simltaneously fromnultiple
different input interfaces on A (not shown in picture), and/or the
speed of the receiving interface on A is higher than the speed of the
link to B.

Forwarding F can be L2 switching and/or L3 routing, the choice does
not inpact the considerations described here.

When the packet is finally sent fromQover link to B, B repeats the
same steps towards the next (not shown) node.

(x) is the reception tinme of the packet in A and B, and the per-hop

| atency of the packet is xB - xA, predom nantly determ ned by the
time the packet has to wait in Q plus any other rel evant processing

| atency, fixed or variable fromF plus the propagation |atency of the
packet across link, which is predoninantly determni ned by the
serialization | atency of the packet plus the propagation |atency of
the link, which is the speed of light in the material used, for
exanpl e fiber, where the speed of light is 31 percent slower than
across vacuum

Al the factors inpacting the hop A/B latency other than Qin A are
natural |y bounded: A well defined maxi num can be cal cul ated or
overestimated. The transmi ssion of the packet fromAto Bis
conposed fromthe serialization |atency of the packet which can be
cal culated fromthe packet |ength of the packet and per-packet-bit
speed of the packet. The propagation |atency through the |ink can be
cal cul ated from speed of light and material (speed of light is 31%

sl ower through fiber than vacuum for exanple). And so on

To have a guaranteed bounded | atency through Q an adm ssion contro
systemis required that tracks, accounts and limts the total anount
of traffic through Q Admission control nechanisns rely on know ng
t he maxi mum anount of bursts that each traffic flow can cause and
addi ng up those bursts to determ ne the maxi mum amount of

si mul t aneous packet data in Qthat therefore inpacts the maxi num

| at ency of each individual packet through Q
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Wth such an adm ssion control system one can therefore calculate a
maxi mum hop A/ B propagation | atency MAX for a packet, but packets
will naturally have variable hop A/B latency | ower than MAX, based on
differences in packet size and differences in conpeting traffic. In
result, their relative arrival times xBin Bwll be different from
their relative arrival tines xXAin A This leads to so-called

"bur st - aggregati on" and hence the problemthat the adm ssion control
system can not easily cal cul ate the maxi num burst and | atency through
QinBas it can do for Qin A

I f however packets could be nmade to be forwarded such that their Hop
A/B latency would all be the sanme (synchronous, on-tine), then the
admi ssion control systemcould apply the sane calculus to B as it was
able to apply to A This is what danper mechanisns attenpt to

achi eve.
R + R +
| Node A | | Node B |
| +- + +- + +- + | +- + +- + +- + |
| -X-1Dl-y-| Fl---]Q------ |------ | -X-1Dl-y-| Fl---]Q------ |
| +- + +- + +- + | Link | +- + +- + +- + |
R + R +
|<- A/Bin-tine |atency ->|
| <--A/B on-tine latency ------- >|

Figure 2: Forwarding with Danper

Figure 2 shows the npbst sinple to explain, but not inplenent, Danper
mechanismto achieve exactly this. Node A neasures the tinme at XA,
sends this value in a packet header to B. B neasures the tine
directly at reception of the packet in xB. It then delays the packet
for atinme (MAX-(xB-yA)). In result, the latency (yB-yA) wll
exactly be MAX, up to the accuracy of the danper.

The first challenge with sinple approach is the need to synchronize
the cl ocks between A and B, so that (xB-yA) can correctly be
cal cul at ed.

R + R +
| Node A | | Node B |
| +- + +- + +- + | +- + +- + +- + |
|-x- 1D -y-1 Fl-- -] Q- --- 2] -- - - |-x-1Df-y- Fl--- Q- ---2-]
| +-+ +-+ +-+ | Link | +-+ +-+ +-+ |
T TSR + T TSR +

|<- A/Bin-tine |atency ->|

|<--A/B on-time latency ------- >|

Figure 3: Forwarding with Danper and neasuring
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Figure 3 shows how this can be resolved by al so nmeasuring the tinme at
z. Acalculates d = (MAX1-(zA-yA)) and sends d in a header of the
packet to B. B then delays the packet in Dby d relative to the al so
| ocally neasured tinme xB. Because the calculation of d in A and the
delay by d in D does not depend on cl ock synchroni zati on between A
and B anynore, this approach elimnate the need for clock
synchroni zati on.

But in result of this change, the neasurenent of |atency incurred by
transmtting the packet over link is also not included in this
appr oach.

MAX1 in this approach is the bounded | atency for all processing of a
packet except for this link propagation latency P, equivalent to the
speed of light across the transm ssion nmediumtines the I ength of the
medi um and MAX = MAX1 + P.

The serialization |latencies |atency across the sending interface on A
and the receiving interface on B can be included in MAX1 though. It
is only necessary for the measured tinmestanps zA and xB to be the
logically for the sane point in time assunming the link had a m ni mum
Il ength, e.g.: for a back to back connection. For exanple, the
reference tine is the tinme when the first bit of the packet can be
observed on the shortest wire between A an B. A can nost likely
measure zA only sonme fixed offset o of tine before r, hence needs to
correct zA += o before calculating d. Likewi se, B could for exanple
only nmeasure xB exactly after the whol e packet arrived. this would be
I *r later than the reference tinme, where r is the serialization
rate of the receiving interface on Band | is the length of the
packet. B would hence need to adjust d -=1 * r to subtract this
time fromthe time the packet needs to be delayed in D

e + e +
| Node A | | Node B |
| ++ +- + +- + ++ | | ++ +- + +- + ++ |
|1 Fl--x- 1Dl -y-| Q-z-| M- |------ | -1 Fl--x-1Dl-y-| Q-2-| M -]
| +-+ +- + +- + ++ | | +-+ +- + +- + ++ |
L + L +
| <- Dampened Q ->| | <- Dampened Q ->
|<- A'Bin-time latency ->|
| <--A/B on-tine latency ------- >|

Fi gure 4: gLBF refined node
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Figure 4 shows a further refined nodel for sinpler inplenentation
Larger routers/switches are typically nmodul ar, and forwardi ng happens
on a different nmodul ar conponent (such as a linecard) than the
queui ng for the outgoing interface. Expecting clock synchronization
even within such a |arge device is undesirable.

In result, Figure 4 shows danper operation as occurring solely before
enqueui ng packets into Q and after dequeuing them The Danper nodul e
measures the x tinestanp, extracts d fromthe packet header, adjusts
it according to the above described considerations and then del ays
the packet by that value and enqueues the packet afterwards. After
the packet is dequeued, the Marking nodul e neasures the tine z,
adjusts it according to the previously described considerations

cal cul ates the value of d and overwites the packet header before
sendi ng the packet.

2.2. Danpers and controller-pl ane

Control | er-pl ane:
Path Control and
Adm ssi on Control

#oood bieob 4ok oot Srceso| Alsec| B|--o| Cl---] D
e T LR S Hpupe
I I I I
T R R S UPUpURY SRR
| Ef-=-] Fl---] Gl---] H|--- Dst
T i S SR

Figure 5: Path selection and gLBF exanpl e

VWi | e the danper mechani sm described so far can be realized with

di fferent queui ng nechani sms and hence different cal culus for every
interface for which bounded | atency can be supported, the role of the
controll er plane involves other conponents beside adni ssion control,
and those need to be possible to tightly be coupled with adnission
control for efficient use of resources.
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3.

3.

Figure 5 shows the nmobst conmon problem The controll er-plane needs
to provide for a newtraffic flowfromSrc to Dst a path through the
network and reserve the resources. The nost sinple formfor just
bandwi dth reservation is called Constrained Shortest Path First
(CSPF). Wth the need to al so provide end-to-end | atency guarantees
in support of bounded | atency, not only does the path cal cul ation
becones nore conpl ex, but many per-hop bounded | at ency queui ng
mechani sms support also to select nore than one per-hop | atency on
the hop, and the controller-plane needs to determ ne for each hop of
a possi bl e hop, which one is best.

In result, the controller-plane needs to know exactly what paraneters
t he bounded | at ency queui ng nmechani sm on each hop/interface can have
to performthese operations, and standardi zation of these paraneters
ultimately results in standardi zing the bounded | atency queui ng
mechani sm - and not only the danper part.

gLBF specification (normative)
1. Damper with UBS queuing/cal cul us

guar ant eed Latency Based Forwarding (gLBF) is using the queui ng nodel
of Urgency Based Scheduling (UBS), which is also used in TSN
Asynchronus Traffic Shaping (TSN-ATS). This allows gLBF to re-use or
co-devel op one and the sane controller-plane and its optim zation

al gorithms for bandwi dth and latency control for TSN-ATS or a Det Net
L3 equi val ent thereof and gLBF. Hence, gLBF should provide the nost
easily operationalised on-tinme solution for networks that want to
evolve froman in-time nodel via TSN-ATS, or that even would want to
operate both options in parallel

Ef fectively, gLBF replaces the per-flow interl eaves regul ators of UBS
with per-flow statel ess danper operations. Where UBS only provides
for in-time | atency guarantees, gLBF provides in result in-tine

| at ency service, but with fundanmentally the sane cal cul us as UBS

I I
| |
| R + TS + |
| +------- + [-|] Prio 1 queue |---]| | |
| | Packet| [ A-------------- + | Strict | |
--> | Prio [-> o -] Priority | |--->

| | enque | \  A-------------- + | Schedul e |

| +------- + \-| Prio 8 queue |---| | |
| R + TS + |
o m o o e +
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Figure 6: Path selection and gLBF exanpl e

Strict Priority Scheduling renoves packets always fromthe highest
priority queue (1 is highest) that has a pendi ng packet and forward
it. UBS defines two options for the traffic nodel traffic fl ows.

The nore flexible one defines that each flow specifies a rate r and a
maxi mum burst size b (in bits).

In result, the bounded | atency of a packet in priority 1 is (roughly)
the latency required to serialize the sumof the bursts of all the
flows admtted into priority 1. The bounded | atency of a packet in
priority 2 is that priority latency plus the latency required to
serialize the sumof the bursts of all the flows admitted into
priority 2. And so on.

3.2. gLBF processing

The foll owi ng text extends/refines the danper processing as necessary
for gLBF.

o e e e e e o oo + o e e e e e o oo +
| Node A | | Node B |
| ++ +- + +- + ++ | | ++ +- + +- + ++ |
o L e o R R e B R | -1 Fl--x-1D-y-|Q-2z-|M-]--->
IF +-+ +-+ +-+ ++ |OF IIF| ++ +-+ +-+ +-+ |OF
o m e e e e e e e aao o + o m e e e e e e e aao o +
| <- Dampened Q ->| | <- Dampened Q ->
|<- AABin-time latency -->
| <--A/B on-tine latency -------- >|

Figure 7: refined gLBF processing di agram

The Del ay nodul e retrieves the delay froma packet header fields,
requirenents for that packet header field are defined in Section 3.4.

Because serialization speeds on the Incomng InterFace (I1F) will be
different for different Il1F, and because D wll likely need to
compensate the measured time x based on the packet |ength and
serialization speed, an internal packet header should maintain this
information. Note that this is solely an inplenmentation

consi deration and should not inpact the configuration nodel of gLBF.
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The Queuing nodule is logically as described in UBS, except that the
priority of a packet in gLBF is not selected based on per-flow state,
but instead an appropriate packet header field of the packet is

| ooked up in the Packet Prio Enque stage of Q and the packet

accordi ngly enqueued based on that fields value. Possible options
for indicating such a priority in a packet header field are defined
bel ow in Section 3. 4.

Like Q Malso needs to | ook up the packet priority to know MAXL for
the packet and hence calculate d that it rewites in the packet
header .

The overall configuration data nodel to be defined for gLBF is hence
the configuration data nodel for UBS, which is a set of priority
queues and their maxi mum size, and in addition for gLBF for each of
these queues a controller-plane cal cul ated MAX maxi mum | at ency val ue
to be used by M

G ven how the node knows the serialization speed of OF, MAX1 for
each of the queues could automatically be derived fromthe nmaxi mum
length in bytes for each of the UBS priority queues, but this nmay not
provi de enough flexibility for fine-tuning (TBD), especially when
packet downgrade as describe below is used.

TBD: paint a small yang-like data nodel, even though its trivial,
like in the TCQF draft. This should primarily include additiona

di agnostic data nodel el ements, such as nmaxi mum occupancy of any of
the priority queus and nunber of overruns.

3.3. FError handling

A wel |l specified standard for a danper nechani sm such as described in
this docunment needs to take care of error cases as well. The prine
error condition is, when the sending node A of a gLBF packet

recogni zes that the packet was enqueued for |onger than MAX1 and
hence the to-be-calculated delay to be put into the packet woul d have
to be < 0.

In this case, error signaling, such as | CWPv6/I CVMP needs to be
triggered (throttled !), and the packet be discarded - to avoid
failure of adm ssion control / congestion further down the path for
ot her packets as well.

The data nodel (below) describes an optional data nodel that allows

i nstead of discarding of the packet to signal an ECN |ike mechani sm
together with lower-priority forwardi ng of such packet to informthe
receiver directly about the problemand allow the application to dea
with such conditions better than through other error signaling.
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3.4. Data Mdel for gLBF packet netadata

gLBF is specifically designated to support per-hop, per-flow
statel ess operations because it does not require any per-flow, but
only per-packet netadata for its processing. Wile it is possible to

3.4.1. danper: 24 bit value, unit 1 usec.

This is a value potentially different for every packet in a flow and
it isrewitten by every gLBF forwarder al ong the path.

gLBF requires a packet header indicating the delay that the danper on
the next hop needs to apply to the packet. Danpening only needs to
be accurate to the extent that synchronous delivery needs to be
accurate. A unit of 1 usec is considered today to be sufficient for
al | purposes. The maxi num size of delay is the naximum per-hop
queui ng |l atency. 65 nsec is considered to be nuch nore than ever
desirable. Therefore, a 16 bit header field is sufficient.

Note that |ink propagation |atency does not imnpact delay. Hence the
size of delay does not create any constraint on the length of |inks.

3.4.2. end-to-end-priority: 3 bits

This is a field that needs to be the sanme for all packets of a flow
so that they will be forwarded with the sane | atency processi ng and
hence do not incur different |atencies and therefore possible
reordering. This field is witten when the packet enters the gLBF
path and only read.

8 Priorities and hence 8 different |atencies per hop are considered
sufficient on a per-hop basis. |If prio is an end-to-end packet
header field such as by using 8 different DSCP in IPv6/1P, this
results in 8 different latency traffic classes.

3.4.3. hop-by-hop-priority: 3 bits (per hop)

This is a better, nore advanced alternative to the end-to-end-
priority. This data is optional. |If it is present for a particular
hop, then it supersedes the end-to-end-priority.

Because this data is per-hop, it should not be encoded in an end-to-
end part of the packet header, but into a hop-by-hop part of the
header :

Because Det Net traffic needs the resources of each flow to be

controlled, re-routing of DetNet flows w thout the controller-plane
is highly undesirable and could easily result in congestion. A per-
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hop, per-flow statel ess forwardi ng mechani smsuch as SR-MPLS or SRv6
is therefore highly desirable to provide a per-hop steering field.
The priority could easily be part of such a per-hop steering field by
al l ocating dynamcally, or on-demand up to 8 different SID (Segnent

I Dentifiers), such as up to 8 MPLS | abels, or using 3 bits of the
paraneter field of |Pv6e SIDs.

When such per-hop priority is indicated, the controller-plane can
support much nore than 8 end-to-end | atencies, sinply by using
different per-hop latencies. For exanple one flow may use priority
1-1-1-1-1 across four hops, the new slower flow may use 1-2-1-2
across 4 hops, the next one may use 2-2-2-2, and so on.

3.4.4. phop-prio: 3 bits

This field is re-witten on every hop when hop-by-hop-priorities are
used.

This is an optional field which may be beneficial in and end-to-end
header if hop-by-hop priorities are used for forwarding in gLBF and
the hop-by-hop-priority of the packet on the prior hop is not
avai l abl e fromthe hop-by-hop packet header anynore. This is
typically the case in MPLS based forwardi ng, such as SR-MPLS because
this informati on woul d have been renoved. Note that this header
field is only required in support of optional sinplified high-speed
forwardi ng i npl enentation options.

3.4.5. FError handling data itens
Di: one bit

Downgrade intent. This bit is set when the packet enters the gLBF
domai n and never changed.

Ds: one bit

Downgrade status. This bit is set to 0 when the packet enters the
gLBF domain and potentially changed to 1 by one gLBF forwarder as
described in the foll ow ng.

When the Di bit is not set, and a gLBF forwarder recognizes that the
packet can not be forwarded within its guaranteed | atency, the packet
i s discarded and forwardi ng plane specific error signaling is
triggered (such as 1GwW/ 1 Cwv6). Discarding is done to avoid causing
| atency errors further down the path because of this packet.
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When this bit is set, the packet will not be discarded, but instead
the Ds bit is set to indicate that the packet must not be forwarded
wi th gLBF guaranteed | atency anynore, but only with best or even

| ower -t han-best effort.

D and DS may be encoded into the two ECN bits for |P/IPv6

dat apl anes. The required behavi or should be backward conpatible with
exi sting ECN i npl ementati ons should the packet unexpected pass a
router that processes the packet not as gLBF.

3.4.6. Accuracy and sizing of the danper field considerations

This menmo recomrends that the danper field in packet headers has a
size of 24 bits or larger and represents the danpening tinme with a
resolution of 1 nsec. The follow ng text explains the reasoning for
this recomendati on.

The accuracy needed for the danper value in the packet header as well
as the internal calculations perforned for gLBF depends on a variety
of factors. The npbst important factor is the accuracy of the

provi ded bounded | atency as desired/required by the applications.

Even though Ethernet is defined as an asynchronous nedi um the clock
accuracy is required to be +- 100 ppm (part per nillion). For a 1500
byt e packet across a 100 Mops Et hernet the propagation |atency

di fference between fastest and slowest clock is 24 nsec. |If gLBF is
to be supported al so on such sl ower speed networks with nmultiple
hops, then these errors may add up (?), and it is likely not possible
to provide end-to-end propagation | atency accuracy much better than 1
usec without requiring nore transm ssion accuracy through nmechani sns
such as PTP - which gLBF attenpts to avoid/ ninimze. For higher
speed links, errors in short term propagation |atency variation
becones irrel evant though

In WAN network depl oynents, propagation latency is in the order of
msec such as ca. 1 nsec for 250 Kmof fiber. Serialization |atency
on a 1gbps Ethernet is ca. 1 usec for a 128 byte packet. It is
likely that an accuracy of propagation latency in the order of 1 usec
is sufficient when the round-trip-time is potentially 1000 tines
faster.

In result of these two sinple data points, we consider that the
accuracy of end-to-end propagation |atency of interest is 1 usec. To
avoi d introducing additive errors, the resolution of the damper val ue
needs to be higher. This meno therefore considers to use 1 nsec
resolution to represent danper values. This too is the value used in
PTP.
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The maxi mum val ue and hence the size of the danmper field in packets
depends on the maxi num | atency introduced in buffering on the sending
node plus smaller factors such as serialization latency. This
maximumis primarily depending on the slowest |inks to be supported.
A 128 byte packet on a 100 Mops |ink has ca. 10 usec propagation
latency. Wth just 16 bit danper value with nsec accuracy this would
allow only 6 packet buffers. This may be too |ow. Hence the danper
field should at m nimum be at |east 24 bits.

3.5. Ingress and Egress processing
3.5.1. Network ingress edge policing

When packets enter a gLBF domain froma prior hop, such as a node
froma different domain or a sending host, and that prior hop is
sendi ng gLBF packet markings, then the timng of the packet arriva
as well as the markings in packet header(s) for gLBF MJUST only be
observed when that prior hop is trusted by the gLBF donmain

If the prior hop can not be trusted for correct marking and/or timng
of the packets, the first-hop gLBF node in the gLBF domai n MJST

i mpl ement a per-flow policer for the flowto avoid that packets from
such a prior hop will cause problens with gLBF guarantees in the gLBF
domai n.

A policer is to be placed logically after the damper nodul e of gLBF
and before the queui ng nodul e.

Instead of a policer, the ingress edge node of the gLBF domain MAY

i nstead use a per-flow shaper or interleaved regulator. Wen a prior
hop sends for exanple packets of a flowwith too high a rate, a
shaper would attenpt to avoid discard packets fromsuch a flow unti

al so the burst size of the flowis exceeded, by further del aying
them A policer would inmmedi ately di scard any packets that does not
meet their flows envel ope.

3.5.2. (¢gLBF sender types

3.5.2.1. Sinple gLBF senders
Senders are expected to send their traffic flows such that their
relative timng conplies to the adnmitted traffic envel ope. Senders

that for exanple only send one flow, such as sinple sensors or
actors, typically will be able to do this.
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When senders can actually do this (send packets for gLBF with the
right timng), then these packets do not need to have gLBF packet
header elenents. |Instead, this ingress network node can cal cul ate
the danper tine locally fromthe follow ng consideration to avoid any
need for gLBF processing in the sender

The maxi num gLBF damper tine in this case is the serialization tine
of the | argest packet for gLBF received fromthe sender. Thus, when
the sender sends small er packets than the maxi mum admi tted packet
size, then the first hop network node needs to danpen packets based
on that difference in serialization tine.

3.5.2.2. Normal gLBF senders

When senders can not fully conply to send packets with their admtted
envel ope, then they need to inplenment gLBF and indicate in the packet
header the gLBF danper value. For exanple, when the sender can not
ensure that at the target sending time of a gLBF packet the outgoing
interface is free, then that other still serializing packet wll
impact the timng of the foll owi ng packet(s) for gLBF. Another
reason i s when the sender has to send packets fromnultiple flows and
those can not or are are not generated in a coordinated fashion to
avoi d delay, then they could conpete on the outgoing interface of the
sender, introducing del ay.

Nor mal gLBF senders sinply need to inplement the queue and marKki ng
stage of gLBF, but not the danpeni ng stage, because that only applies
to receivers/forwarders.

3.5.2.3. Non gLBF senders
When senders can not be sinple gLBF senders but can al so not
i mpl ement the gLBF queui ng and marki ng stage, then the foll ow ng
first hop node of the gLBF domain needs to treat themlike untrusted
prior hop but always use a shaper or interleaved regulator so as not
to discard their packets.

3.5.3. receivers and gLBF

3.5.3.1. Nornmal gLBF receivers

Nor mal gLBF receivers can process packet gLBF markings and need to
therefore inplement the gLBF danpeni ng bl ock
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3.5.3.2. (gLBF incapabl e receivers

When receivers can not inplenment the gLBF danpeni ng stage, then the
wor st -case burst that may arrive at the receiver is to be counted as
added jitter to the end-to-end service.

It is inmpossible to et the network elimnate such bursts w thout
addi tional coordination and gating of packets across all senders and
their network ingress nodes by gating of those packets. This is not
a gLBF specific issue, but sinply a limtation of the (near)
synchronous service nodel offered by gLBF and equally exists in any
delay and | atency nodel with this type of service:

Consi der a set of N senders conspire to generate a burst at the sane
receiver. They do know fromthe adm ssion control nodel the |atency
each of themhas to that receiver and can thus tinme the generation of
packets such that the last-hop router would have to send all those N
packets (one from each sender) in parallel on the interface. Wich

i s obviously not possible.

Wth gLBF capable receivers, this possible burst is taken into
account by including the Iatency introduced by such a worst-case
burst into the end-to-end | atency through the controller-plane, and

i ndicating the actual latency that the packet needs to be danpened in
the gLBF header field to the receiver. But when the receiver does
not support such danpening, then that maxi mum | ast-hop burst-size
simply turns into possible jitter

3.5.4. Further considerations

A host may be a different type of gLBF sender than it is gLBF
receiver. |In a comon case in cloud applications, a container or VM
in a data center may the a sender/receiver, and such an application
may be considered to be trusted by the gLBF domain if it is an
application of the network operator itself (such as part of a higher
| evel service of the network operator), but not when it is a customner
appl i cation.

gLBF mar ki ng needs to happen after contention of packets from al
applications, so it is something that can considered to happen inside
the operating system This operating system of such a host may not
(yet) inplenment gLBF, so it nay not be possible to correctly generate
the gLBF marking as a sender. |Instead, the application nmay generate
the appropriate packet markings for steering and gLBF, but may need
to | eave the danper marking incorrect.
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3.

4.

4.

On the other hand, dampening received gLBF packets on a receiver can
happen at the application level, so that the operating system does
not need to do it. Such danpening is exactly the same functionality
that in applications is normally called "playout buffering", except
that it will be a rmuch snaller anpbunt of delay tinme because pl ayout
buffering needs to take the whole path delay into account, whereas
gLBF danmpening is only for the prior hop

5.5. Summary

There is a non-trivial set of options for ingress/egress processing
that could be beneficial to sinplify and secure dealing with
different type of sender and receivers.

Later versions of this neno can attenpt to define specific profiles
of edge behavior to limt the recommended set of inplenmentation
options for sender/receivers and gLBF edge nodes.

Control |l er-plane considerations (informative)
1. gLBF versus UBS / TSN ATS

By relying on [UBS] for both the traffic nodel as well as the bounded
| at ency cal cul us, gLBF should be easy to operationalize by relying on
controll er-plane inplenentations for TSN-ATS: UBS/ TSN- ATS and gLBF
provi de the same bounded | atency and use the same nodel to nmanage
bandwi dth for different flows: By cal cul ating which fl ow needs to go
on which hop into which priority queues.

The main change to a UBS/ TSN- ATS control | er-pl ane when using gLBF is
that when a flowis to be admitted into the network, renoved, or
rerouted. In UBS, each of these operations inply that the
control | er-plane needs to signal to each node along the path the
traffic fl ow paraneters so the forwardi ng pl ane can establish the
per-hop, per-flow state for the flow. Depending on network
configuration this will also inply configuration of the next-hop for
the flow for the routing.

For gLBF hop-by-hop operations, the first hop needs to receive the
per-path or per-hop priority information that is then inposed into an
appropri ate packet header for the flows packets.
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4.2. first-hop policing
In gLBF, the controller-plane has to performthis action only against
the ingress node to the gLBF domain. The traffic paraneters such as
rate and burst size are only relevant to establish a policer so that
the flow can not violate the admtted traffic paraneters for the
flow. This "policing" on the first hop is actually a function
i ndependent of gLBF, UBS or any other nethod used across the path.
4.3. path steering
gLBF operated independently of the path steering nechanism but the
controller-plane will very likely want to ensure that gLBF (or for
that matter any DetNet) traffic does not unexpectedly gets rerouted
by in-networking routing nechani sns because normally it will or can
not reserve resources for such re-routed flows on such arbitrary
failure paths without significant additional effort and/or waste of
resour ces
5. | ANA consi derations
None yet.
6. Changel og
[ RFC-editor: please renove]
00 Initial version
01 Added use cases from Stefan
02 refresh only, waiting for progress in WG di scussion
03 refresh, affiliation change of co-author
04 refresh, still waiting for nore discuss in detnet

05 refresh, still waiting for nore discuss in detnet

06 added Sol ution Scope, Taxonony and Status for Det Net adoption
consi derations

07 Fixed aut hor address (homes)
7. References
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Appendi x A.  High speed inpl enentation considerations
A. 1. High speed exanpl e pseudocode instead of reference pseudocode

This meno does not describe a normative reference code that aligns
with the normative functional description above Section 3. The
primary reason is that a naive 1:1 inplenentation of the functiona
description would lead to inferior performance. Neverthel ess, the
feasibility of high speed inplenmentations is an inportant factor in
the ability to depl oy mechanisms |ike gLBF. Therefore, this appendi x
descri bes considerations for such high speed inpl enentations

i ncl udi ng pseudocode for on possible option

[ gLBF] describes two approaches for possible optimzed hardware

i mpl ement ati on approaches for gLBF. One using "Push In First CQut"
(PIFO queues, the other one tinmes FIFO queues. The following is a
representation and expl anation of that second approach because it is
hopefully nore feasible for nearer term hardware inplenentations
given the fact that scal able FI FO hi gh-speed hardware inpl enentations
are still a matter for research.

However, the tined FIFO style algorithmpresented here is al so

subj ect to possible scalability chall enges for hardware because it
requires for each outgoing interface (Il F * priorities®2) nunber of
FI FO queues, where IIF is the nunber of (incomng) interfaces on the
node, and priorities is the nunber of priority levels desired (TSN
allows up to 8). |If however the priority of flows (packets) used is
not per-hop but the same for every hop (per-path), then the nunber is
just (IIF * priorities).

A.2. UBS high speed inpl enentations

The al gorithm for the pseudocode shown in this appendix further down
in this section is based on the analysis of gLBF behavior done in and
for [gLBF]. This analysis re-applies the sanme type of anal ysis and
algorithmthat was done in [UBS] and can be used to inplenment TSN ATS
in high speed switching hardware. Therefore, this appendix wll

start by explaining the UBS nmechani sns.

UBS (see [UBS], Figure 4), logically consists of two separate stages.
The first stage is a per priority, per incomng interface (I1F)
interleaved regulator. An interleaved regulator is a FIFO where
dequeui ng of the queue head packet (ghead) is based on the per-flow
state of ghead.
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A target departure tine for that ghead is calculated fromthe fl ow
state of the packet maintained on the router across packets and once
that departure time is reached, the packet is passed to one of the
egress strict priority queues. This is called interleaved regul ator,
because the FIFO will have packets frommultiple flows (all fromthe
same incomng interface and outgoing priority), hence 'interleave',
and regul ator because of the delaying of the packet up to the target
departure tine.

The innovation of interleaved regul ators as opposed to the prior per-
fl ow shapers as used in [ RFC2210] is the recognition and mathenati cal
proof that the arrival and target departure tines of all packets
received fromthe sane Il F (prior hop node) and the sane egress
priority will be in order and that they can be enqueued into a single
FI FO where the per-fl ow processing only needs to happen for the
ghead. Wthout (anything but negligible) added | atency vs. per-flow
shapers

Wth this understanding, the interleaved regulator and foll ow ng
strict priority stage can easily be conbined into a single queuing
stage with appropriate scheduling. 1In this "flattened" approach,
each logical egress strict priority queue consists of the per-I1IF
i nterl eaved regul ator (FlIFO queue) for that priority.

Schedul i ng of packets on egress does now need to performthe per-
queue processing of the per-flow state of the ghead, and then take
the target departure tinme of that packet into account, selecting the
interleaved regulator with the highest priority and earliest target
departure time ghead.

A. 3. gLBF conpared to UBS

In gLBF, the very sanme |ine of thoughts as in UBS can be applied and
are the basis for the described al gorithm and shown pseudocode.

In gl BF, the order of packets in their arrival and target departure
ti mes depends on the egress priority, the IIF, but also on the
priority the packet had on the prior hop (pprio). Al packets with
the same (IIF, prio,prio) will arrive in the same order in which they
need to depart, and in which it is therefore possible to use a FIFO
to enqueue the packets and only do tined dequeui ng of the ghead.

Both prio and pprio are of interest, because when gLBF uses an
encapsul ation allow ng per-hop priority indications, its priority on
each hop can be different. 1In UBS, priority can equally be different
across hops for the sane packet, but the prior hop priority is not
necessary to put packets into separate interleaved regul ators because
UBS targets in-tinme delay, where the interleaved regul ator does
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(only) need to conpensate for burst accumul ation, but in gLBF the
del ay to be introduced depends on the danper val ue which depends on
the prior hop priority and in result, the order in which in gLBF
packets shoul d depart (absent any burst accunul ati on) depends al so on
the prior hop priority.

Because gLBF does not deal with per-flow state on the router as UBS
does in its interleaved regulators, the FIFGCs for gLBF are called
timed FIFGs in this memo and not interleaved regul ators

A.4. Conparison to normative behavi or

Whereas the normative description described D, Q and M bl ocks, where
the D bl ock perfornms the danpening, and the Q bl ock perforns the
priority queuing block, in the high speed hardware optim zati on,
these are replaced by a single DQ bl ock where the packets are
enqueued into a single stage per-(lIF, pprio,prio) FIFO (simlar to
UBS) and then the danpeni ng happens (sinilar to UBS) on dequeui ng
fromthat stage by the danper tinme but scheduling/prioritizing
packets based on their prio.

R + R +
| Node A | | Node B |
| ++ - + ++ | | ++ - + ++ |
|- Fl-ox-] DQY |-z | M-|-se---- |-IFl--x-] QY [-z-|M-|--->
IF +-+ e + +-+ |OF IIF| +-+ e + ++ |OF
I e + I e +
| <- Danpened Q ->| | <- Danpened Q ->
|<- A/Bin-tine |atency ->|
| <--A/B on-tine latency -------- >|

Figure 8: H gh Speed single stage gLBF

In the normative definition, the danper value to be put into the
packet depended on the tine y, where the packet |eft the danper stage
D and entered the priority queue stage Q Sinplified, the danper
value is (MAXL - (z - v)).

In the high-speed i mpl enentation, the packets are not passed froma
danper state queue to a priority queue. Instead they stay in the
same queue. This is on one hand one of the core reasons why this
approach can support high speed - it does not require two-stage
enqueui ng/ dequei ng/ But it elimnates also the ability to take a time
stanp at tine vy.

To therefore be able to replicate the normati ve gLBF behavior with a

single stage, it is necessary in the marking stage M (where the new
danper value is calculated), to sonmehow know vy.
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Luckily, y is exactly the target departure time of the packet for the
D and therefore also the DQ stage, so already needs to be cal cul ated
on entry to DQ by calculation: y = (x + danper - <details>), as
expl ai ned bel ow.

The pseudocode consists of gl bf _enqueue() describing the enqueuing
into the DQ stage, and gl bf _dequeue() describing the dequeuing from
the DQ stage. gl bf_dequeue() (synchronously) calls gl bf_send() which
represents the marking stage M

A. 5. Pseudocode

A.5.1. gl bf_enqueue()

voi d gl bf _enqueue(pak, oi f) {

tdanp = pak. header.tdanp // danper val ue from packet
prio = pak.header.prio // this hops packet prio

ppri o = pak. header.pprio // previous hops packet prior
iif = pak.context.iif // incom ng interface of packet
ta = adj _rcv_time(now), \[1]

pak. context.iif.speed,
pak. cont ext. | engt h)

td = nowm) + ta // (danpened earliest) departure tinme
pak. context. max1l = max1\[oif, pri 0]
enqueue(pak, td, q(oif,iif,prio,pprio))

Figure 9: Reference pseudocode for gl bf_enqueue()

pak. header are parsed fields fromthe received gLBF packet. tdamp is
the danper value. pak.context is a node |ocal header of the packet.
iif is the interface on which the packet was received.

prio and pprio are current prior hop priority fromthe packet header
If for exanple SRH ([ RFC8754]) is used in conjunction with gLBF, and
[ RFC8986] formatting of SIDs is used, then the priority for each hop
could be expressed as a 4-bit SID ARG field (see [ RFC8986], section

3.1) toindicate 16 different priorities per hop

Parsing the prior hop priority is not a normative requirenent of

gLBF, but a specific requirement of the high speed al gorithm
presented here to allow the use of single stage timed Fl FOs instead
of PIFGCs. This type of parsing is not required for SRH but would be
a benefit of a packet header which |ike SRH keeps the prior hops

i nformati on, opposed to the SR-MPLS approach where past hop SD/ Label s
are di scarded
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now() takes a timestanp froma local (unsynchronised) clock at the
time of execution.

[1] pak.context.ta (tinme of arrival) is the calculated tine at which
the first bit of the packet was entering the incoming interface of
the node. adj rcv_ tinme() is defined in the next subsection. td is the
target departure tine calculated fromthe current time and the danper
value fromthe packet. It sinply convert the relative danper val ue
to an absol ute timestanp.

max1[oif,prio] is the only gLBF specific interface |evel state

mai nt ai ned (read-only) across packets. It is the maxinumtine

cal cul ated by adni ssion control in the controller-plane for each
priority. It is transferred into a context header field here even
though it will only be used further down in dequeuing because of the
assunption that access to state information is not desirable at the
time critical stage of dequeuing/serialization, whereas such state

| ookup is very common for many forwarding plane features before
enqueui ng.

Finally, the packet is enqueued into a per-oif,iif,prio,pprio tinmed
FI FO queue.

A.5.2. adj _rcv_tine()

To calculate the reference tinme against which the danper value in the
packet is to be used, this specification assunes the time when the
first bit of the packet is seen on the nedia connecting to the
incom ng interface.

time_t adj_rcv_time(now, speed, length) {
time_t now
int speed, length

return now - length * 8 / speed - FUDGE
}

Fi gure 10: Examnpl e pseudocode for adv_rcv_tine()

In nost sinple node equiprent, the primary variable | atency

i ntroduced between that (first bit) neasurenment point and the tine
when the tine paraneter t for adj _rcv_time() can be taken is the
deserialization time of the packet. This can easily be cal cul ated
fromthe packet |ength as assumed to be known from pak.context.length
and the bitrate of the incom ng interface known from

pak. context.iif.speed plus fixed neasured or cal cul ated ot her |atency
FUDGE t hrough internal processing. The exanpl e pseudocode, those are
assunmed to be static.
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If other internal factors in prior forwarding within the node do
create significant enough variation, then those nay need conpensati on
through additional nechanisns. In this case, instead of as shown in
gl bf _enqueue(), the reference tine for calculation should be taken
directly upon receipt of the packet, before entering the forwarding
stage F, and then used as the now paraneter for adj_rcv_tine(). This
is explicitly not shown in the code so as to highlight the nost
sinmple inplenentation option that should be sufficient for nbpst node

types.
A.5.3. gl bf _dequeue()

voi d gl bf _dequeue(oif) {
next packet: while(1) {
tnow = now()
ftd =tnow+ 1 // time of first packet to send
fg = NULL /1l queue of first packet to send
foreach prio in maxpriority...mnpriority {
foreach iif iniifs {
foreach pprio in priorities}
/1 find ghead with earliest departure tine
if (q =g9qg(oif,iif,prio,pprio).qghead) {
td = q.ghead. td /1 target (departure) tine

if td < ftd
ftd = td
fg =g

}
}
}

}

if fg { // found packet
pak = dequeue(q, oif)
gl bf _send(oi f, t now, pak)
break next packet

}

}
}
}

Figure 11: Pseudocode for gl bf_dequeue()

gl bf _dequeue() finds the gLBF packet to send as the enqueued packet
with the highest priority and the earliest departure tine td (as

cal culated in gl bf _enqueue()), where td nust also not in the future,
because ot herw se the packet still needs to be danpened.
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The outer | oops across this hops prio will find the packet with
exactly those properties, dequeues and sends it. For this, the
strict priority is expressed through the term
maxpriority...mnpriority, which first searches from maxi numto
mninmumopriority..

The two inner loops sinply ook for the packet with the earliest
target departure tine across all the (IIF, pprio) timed FIFO queues
for the same prio and O F.

In ASIC/ FPGA i npl ementations, finding this packet is not a
sequential operation as shown in the pseudocode, but can be a single
cl ock-cycle parallel compare operation across the td val ues of al
queues gheads - at the expense of chip space, sinmlar to how TCAMs
wor K.

A.5.4. gl bf_send()

voi d gl bf _send(oi f, t now, pak) {
gqtime = tnow - pak.context.td [ \[1]
td = pak.context.max1l - qtime - FUDGE2 // \[2]
pak. header.tdanp = td
serialize(oif, pak)

Figure 12: Reference pseudocode for gl bf dequeue

Sendi ng packet pak represents the marking block Min the
specification. This needs to calculate the new danping value t and
update it in the packet header before sending the packet.

td needs to be the maximumtine nax1l that the packet could have
stayed in priority queuing mnus the time qtine that it actually did
stay in the queue and minus any additional tinme FUDGE2 that the
packet will still needs to be processed by the router before its
first bit will show up on the sending interface. This is calculated
as shown in in [1] and [2] of Figure 12.

The primary factor inpacting FUDGE2 is whether or not this

cal cul ation and updating of the packet header td field can be done
directly before serialization starts, or whether it potentially would
need to be done while there is still another packet in the process of
being serialized on the interface. Taking the added |latency of a
currently serializing packet into account can for exanple be

i mpl ement ed by renenbering the tinestanp of when that packet started
to be serialized and its length - and then taking that into account
to cal cul ate FUDGE2.
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A. 6. Performance consi derations

| EEE 802.1 PTP cl ock synchroni zati on does need to capture the
accurate arrival tinme of PTP packets. It is also neasuring the
residency tine of PTP packets between receiving and sending the
packet with an accuracy of nsec and add this to a PTP packet header
field (correctionField). Gven howthis needs to be a hardware
supported functionality, it is unclear whether there is a rel evant

di fference supporting this for few PTP signaling packets as conpared
to a nmuch | arger nunber of gLBF data packets - or whether it is a
good indication of the feasibility packet processing steps gLBF
requires.

Appendi x B. History and conparison with other bounded | atency net hods

Preceding this work, the best solution to solve the requirenents
outlined in this docurment, where [TCQF] and [ SCQF], which are proven
to be feasible for high speed forwarding pl anes, because of vendor

hi gh-speed forwardi ng pl ane inpl enentati on using | ow cost FPGA for
cyclic queuing. On the other hand, it was concluded from

i npl ementation analysis, that [UBS] was infeasible for the sane type
of high-speed, | ow cost hardware due to the need for high-speed flow
state operations, especially read/wite cycles to update the state
for every packet at packet processing speeds.

VWil e TCQF and [ SCQF] are very good solution proven to work at high-
speed, | ow cost, available for deploynment and ready for

st andardi zati on, the need for network w de and hop-by-hop cl ock
synchroni zation (al beit at | ower accuracy than required for other
mechani sns feasible at high-speed, lowcost) as well as the need to
find network wi de good conprom se clock cycle tinmes makes pl anni ng
and managi ng themin dynanic, |arge-scale and/or |ow cost network
solutions still nmore conplex to operationalize than what the authors
wi shed for.

In parallel to short term operationalizable solutions [ TCQF] and

[ SCQF], [LBF] was researched, which is exploring a w de range of
options to signal and control |atency through advanced per-hop
processing and in-packet |atency rel ated new header el ements.
Unfortunately, with the flexibility of [LBF] it was inpossible to
find a calculus for sinple adm ssion control. Utimtely, [gLBF] was
desi gned out of the desire to have a mechani sm derived from [ LBF]
that al so provi des guaranteed bounded | atency, has the flexibility
benefits of [UBS] with respect to fine-grained and per-hop

i ndependent | atency nanagenment but does hopefully still fits the
limts of what can be inplenmented in high-speed, |ow cost forwarding/
queui ng har dwar e
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Thi s hi gh-speed hardware forwarding feasibility of gLBF has yet to be
proven. Here are sone considerations, why the authors think that
this should be well feasible:

The total nunber of FIFO that a platformneeds to support is
conparabl e to the nunber of queues already supportable in the sane
type of devices today, except that service provider core nodes nay
not all inplement that many, because absent of DetNet services, there
is no requirement for them

The need to inplenent tined FIFGs (if the proposed hi gh-speed

i npl ementati on approach is used) is equal or |ess conplex to shapers,
whi ch by now have also started to appear on high-speed (100Gops and
faster) core routers, primarily due to high-speed virtual |eased line
type of services

The re-marki ng of packet header fields derived fromthe cal cul ated

| atency of the packet experienced in the node is arguably somnething
where i OAM type functionality likely provides also prior evidence of
feasibility in high speed hardware forwarding planes. Simlarily,
processing of PPT tim ng protocol packets al so have simlar
requirenents.

Even when i npl enentation chall enges at hi gh-speed, |ow cost nake gLBF
a longer termoption in those networks, inplenentation at |ow speed
(1/10 CGbps) such as in manufacturing or cars may be an interesting
option to explore given how it has the no-jitter benefits of [ CQF]

wi t hout the need for cycle managenent or cl ock-synchronization: Best
of both worlds [CQF] and TSN ATS ??

Appendi x C. Solution Scope, Taxonony and Status for DetNet adoption
consi derati ons

C.1. Solution scope

gLBF is proposed as a solution not standal one, but in conjunction
with [1-D. eckert-detnet-flowinterleaving] as a per-flow mechanismto
be used on the ingress gLBF router to allow nore flexible per-flow
managenent of admi ssion of flow bursts into cycles than presented in
this docunment. The reason for splitting up the proposal into two
docunents is because [|-D. eckert-detnet-flowinterleaving] can be
conbined with all "nostly-synchronous" per-hop nmechani sns, for
exanpl e beyond gLBF al so (of course) CQF and [ TCQF].
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C. 2. Taxonony

Usi ng the section nunmber/titles of the taxonony docunent
[1-D.ietf-detnet-datapl ane-taxonony] the TCQF technol ogy can be
classified as follows. In sumary, gLBF is very much |ike TCQF
except that it renoves cycles and replaces themw th Danpers, hence
even further reducing the end-to-end jitter, reducing clock accuracy
requirenents (only phase synchronization, not clock synchronization
required) and renoved the conplexity of end-to-end cycl e managenent.
In conparison to ol der Danper based proposals, gLBF re-uses ATS

cal culus, which allows to re-use ATS admi ssion control and

del aycal cul ations and to use sinmple FIFOwith timed schedul er based
i mpl ementation (like ATS)

* 4.1 Per Hop Doni nant Factor for Latency Bound

The per-hop dom nant |atency bound is Category 3. The per-hop
| atency for each class is deternined by the configured burst size
cycl e size.

* 5.1 Periodicity

gLBF is not periodic. |Its fundanental node of operation is not
based on cycles to manage bursts but instead by using per-hop per-
packet synchronous delivery to allow rmaintaining the burst sizes
across all hops end-to-end.

* 5.2, Traffic Ganularity

Factually, gLBF is class-level granularity. However, the
description in [I-D.ietf-detnet-datapl ane-taxonony], revision 04
claiming that all packets within a class are treated the sane is
questionabl e for gLBF (and in general all Danper solutions). In
Danper solutions |ike gLBF, packets latency is calcul ate per-
packet (within the same class) based on prior experienced per-hop
| atency - to conpensate it.

* 5.3. Tinme Bounds

gLBF is per-hop bounded. It is Right Bounded by the configured

burst size for the hop and class the packet is in. It is Left
bounded by the signalled remaining |atency to achi eve synchronous
forwarding. |f observation of bound was not taken on e.g.: the

wire but instead in a specific forwarding step in the router(after
reception, before enqueuing), then the per-hop bound woul d be
extrenely tight bounded, Iimted only by inplenentation accuracy.

* 5.4 Service Oder
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gLBF service order is solely arrival based.
* 1. Suitable Categories for Det Net

TCQF is "6.5. dCass |level non-periodic bounded category"
according to the categorization.

C 3. St at us

gLBF has primarily an open source sinulation |evel validation

i npl ementation as described in [gLBF]. Additional inplenentations
where done in Linux kernel by University (TBD reference) and a second
university in conjunction with a Prol og based Admni ssion Control

Server inmplenentation (TBD reference).
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