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Abst r act

Thi s docunment provides a framework overview for the Deterministic

Net wor ki ng (DetNet) controller plane. 1t discusses concepts and
requirenents for DetNet controller plane which could be the basis for
a future solution specification.
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1.

I nt roducti on

Det Net (Determ nistic Networking) provides the ability to carry
specified unicast or nmulticast data flows for real-tine applications
with extrenmely | ow packet |oss rates and assured nmaxi num end-t o-end
delivery latency. A description of the general background and
concepts of DetNet can be found in [ RFC8655].

The Det Net data plane is defined in a set of documents that are
anchored by the Det Net Data Pl ane Franmework [RFC8938] (and the
associ ated Det Net MPLS defined in [ RFC8964] and DetNet | P defined in
[ RFC8939] and ot her data plane specifications defined in [ RFC9023],

[ RFC9024], [RFC9025], [RFC9037] and [ RFC9056]).

Note that in the DetNet overall architecture, the controller plane

i ncludes what are nore traditionally considered separate control and
managenment pl anes (see section 4.4.2 of [RFC8655]). Traditionally,

t he managenment plane is primarily involved with fault managenent,
configurati on managenent and perfornmance managenent (somnetines
accounti ng managenent and security nmanagement is al so considered in
the managenent plane (see section 4.2 of [RFC6632]), but not in the
scope of this docunent), while the control plane is primarily
responsible for the instantiation and nmai ntenance of flows, MPLS

| abel allocation and distribution, and active in-band or out-of -band
signaling to support DetNet functions. |In the DetNet architecture,
all of this functionality is conbined into a single controller plane.
See Section 4.4.2 of [RFC8655] and the aggregation of control and
managenent planes in [RFC7426] for further details.

Wil e the DetNet Architecture and Data Pl ane docunents are primarily
concerned with data plane operations, they do contain sone

requi renents, and considerations for functions that woul d be required
in order to automate Det Net service provisioning and nonitoring via a
Det Net controller plane (e.g., section 4 of [ RFC8938]). The purpose
of this docunent is to take these requirenents and considerations
into a single document and extend and di scuss how vari ous possibl e
Det Net controller plane architectures could be used to satisfy these
requirenents, while not providing the protocol details for a Det Net
controll er plane solution. Such controller plane protocol solutions
will be the subject of subsequent docunents. Therefore, this
docunment shoul d be considered as the authoritative reference to be
consi dered if/when protocol work on the DetNet controller plane
starts.
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Det Net Controller Plane Requirenents

O her Det Net docunents, including [RFC8655] , [RFC8938], [RFC9551]
and [ RFC9055], anpbng others, contain requirenments for the Controller
Pl ane. For conveni ence, these requirenments have been conpil ed here.
These requirenents have been organi zed into 3 groups requirenments
primarily applicable to the control plane, requirements primrily
appl i cable to the managenent plane and requirenments applicable to
both planes. |In addition, security requirenments for the DetNet
Control |l er Pl ane have been discussed in [ RFC9055], and a summary of
those requirenents is provided in Section 2.4. For the sake of
clarity, when applicable, the docunent where the requirenments
originally appears is referenced.

1. DetNet Control Plane Requirements
The primary requirenents for the Det Net Control Plane include:

* Support the dynanic instantiation, nodification, and del etion of
Det Net flows. This may include sone or all of explicit path
determ nation, |ink bandwi dth reservations, restricting flows to
specific links (e.g., |EEE 802.1 Tine-Sensitive Networking (TSN)
Iinks), node buffer and other resource reservations, specification
of required queuing disciplines along the path, ability to manage
bidirectional flows, etc., as needed for a flow [ RFC3938].

* Support DetNet flow aggregation and de-aggregation via the ability
to dynamically create and delete fl ow aggregates (FAs), and be
able to nodify existing FAs by adding or deleting participating
flows [ RFC8938].

* Alowflowinstantiation requests to originate in an end
application (via an Application Progranmng Interface (APl), via
static provisioning, or via a dynam c control plane, such as an
SDN ( Sof t war e- Defi ned Networking). See Section 3 for further
di scussi on of these options.

* In the case of the DetNet MPLS data plane, manage Det Net Service
Label (S-Label), Forwarding Label (F-Label), and Aggregati on Labe
(A-Label) [RFC8964] allocation and distribution [ RFC8938].

* Also in the case of the Det Net MPLS data pl ane, support the Det Net
service sub-layer, which provides DetNet service functions such as
protection and reordering through the use of packet replication,
elimnation, and ordering functions (PRECF) [RFC8655].
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Support queue control techniques defined in Section 4.5 of
[ RFC8655] and [ RFC9320] that require tine synchronization anong
net wor k data pl ane nodes.

Advertise static and dynam c node and |ink characteristics such as
capabilities and adjacencies to other network nodes (for dynamc
si gnal i ng approaches) or to network controllers (for centralized
approaches) [ RFC8938].

Scal e to handl e the nunber of DetNet flows expected in a domain
(which may require per-flow signaling or provisioning) [RFC8938].

Provision flow identification informati on at each of the nodes
along the path. Flow identification my differ depending on the
|l ocation in the network and the DetNet functionality (e.g.,
transit node vs. relay node) [ RFC8938].

Det Net Managenent Pl ane Requirenents

The primary requirenents of the Det Net managenent plane are that it
must be able to:

*

3.

Moni tor the perfornmance of DetNet flows and nodes to ensure that
they are neeting required objectives, both proactively and on-
demand [ RFC9551].

Support DetNet flow continuity check and connectivity verification
functions [ RFC9551].

Support testing and nonitoring of packet replication, duplicate
elimnation, and packet ordering functionality in the Det Net
domai n [ RFC9551].

Requi renments For Both Pl anes

The followi ng requirenents apply to both the Det Net control and
managemnent pl anes:

*

Operate in a converged network domain that contains both DetNet
and non-Det Net flows [RFCB8655].

Adapt to Det Net domai n topol ogy changes such as |inks or nodes

failures (fault recovery/restoration), additions and renovals
[ RFC8655] .
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2.4. Security Requirenents For Controller Plane

In addition to the above, the DetNet controller Plane should al so
satisfy security requirenents derived from [ RFC9055], which defines
the security franmework for DetNet. The followi ng requirenents are
especially rel evant:

* Integrity and authenticity of control/signaling packets: The
control |l er plane should ensure that signaling and control nessages
cannot be nodified or injected by unauthorized entities and
prevent spoofing and segnentation attacks.

* Protection against controller conprom se: Mechani sns shoul d exi st
to verify the legitimcy of controllers and prevent unauthorized
components from inpersonating them

* Systemw de security design: The architecture nust account for the
possibility of conprom sed nodes or controllers, ensuring
resilience so that the failure or subversion of a single conponent
does not cause catastrophic inpact.

* Tinely delivery of control plane nessages: The controller plane
shoul d ensure control and signaling nessages are delivered without
undue delay to prevent disruption of DetNet services without
resour ce | eakage

3. Det Net Control Plane Architecture

As noted in the Introduction, the DetNet control plane is responsible
for the instantiation and mai ntenance of flows, allocation and
distribution of flowrelated information (e.g., MPLS |abel), and
active in-band or out-of-band information distribution to support
these functi ons.

The foll owi ng sections define three types of DetNet control plane
architectures: a fully distributed control plane utilizing dynamc
signaling protocols, a fully centralized SDN-1ike control plane, and
a hybrid control plane containing both distributed protocols and
centralized controlling. This docunent describes the various

i nformati on exchanges between entities in the network for each type
of these architectures and the correspondi ng advant ages and

di sadvant ages.

In each of the follow ng sections, there are exanples to illustrate
possi bl e mechani sns that could be used in each type of the
architectures. They are not nmeant to be exhaustive or to preclude
any ot her possible nechanismthat could be used in place of those
used in the exanpl es.
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3.1. Distributed Control Plane and Signaling Protocols

In a fully distributed configuration nodel, User-to-Network Interface
(UNI') information is transmtted over a DetNet UNI protocol fromthe
user side to the network side. Then UNI and network configuration

i nformati on propagate in the network via distributed control plane
signaling protocols. Such a DetNet UNI protocol is not necessary in
the case that the End-systens are Det Net capabl e.

Taki ng an RSVP-TE [ RFC3209] MPLS network as an exanpl e, where end
systens are not part of the DetNet donain:

1. Network nodes collect topology information and Det Net
capabilities of the network nodes through | GP

2. The ingress edge node receives a flow establishnment request from
the UNI and cal cul ates one or nore valid path(s);

3. The ingress node sends a PATH nessage with an explicit route
through RSVP-TE. After receiving the PATH nmessage, the egress
edge node sends a RESV message with the distributed | abel and
resource reservation request.

In this exanple, both | GP and RSVP-TE may require extensions for
Det Net .

3.2. SDNFully Centralized Control Plane

In the fully SDN/ centralized configuration nodel, flow UN

information is transnmitted froma centralized user controller or from
applications via an API/ northbound interface to a centralized
controller. Network node configurations for DetNet flows are
performed by the controller using a protocol such as NETCONF

[ RFC6241]/ YANG [ RFC6020] [ RFC7950] Det Net YANG [ RFC9633] or PCE-CC

[ RFCB8283] .

Take the followi ng case as an exanpl e:

1. Acentralized controller collects topology information and Det Net
capabilities of the network nodes via NETCONF/ YANG

2. The controller receives a flow establishment request froma UN
and cal cul ates one or nore valid path(s) through the network;

3. The controller chooses the optimal path and configures the
devices along that path for DetNet flow transm ssion via PCE-CC

Protocols in the above exanple may require extensions for DetNet.
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3.3. Hybrid Control Plane (partly centralized, partly distributed)

In the hybrid nodel, controller and control plane protocols work
together to provide DetNet services, and there are a nunber of
possi bl e conbi nati ons.

In the follow ng case, RSVP-TE and controller are used together

1. A controller collects topology information and Det Net
capabilities of the network nodes via an | GP and/or BGP-LS
[ RFC9552] ;

2. A controller receives a flow establishment request through API
and cal cul ates one or nore valid path(s) through the network;

3. Based on the calculation result, the controller distributes flow
path information to the ingress edge node and confi gures network
nodes along the path with necessary DetNet information (e.g., for
replication/duplicate elimnation)

4. Using RSVP-TE, the ingress edge node sends a PATH message with an
explicit route. After receiving the PATH nessage, the egress
edge node sends a RESV nessage with the distributed | abel and
resource reservation request.

There are many ot her variations that could be included in a hybrid
control plane. The requested Det Net extensions for a protocol in
each possible case is for future work.

4., DetNet Control Plane for Det Net Mechani sns

Thi s section discusses requested control plane features for Det Net
mechani sms as defined in [ RFC8655], including explicit path, resource
reservation, service protection (PREOF). Different DetNet services
may i nplenent any or all of them based on the requirenents.

4.1. Explicit Paths

Explicit paths are required in DetNet to provide a stable forwarding
service and guarantee that DetNet service is not inpacted when the
net wor k topol ogy changes. The followi ng features are necessary in
the control plane to inplement explicit paths in DetNet:

* Path computation: DetNet explicit paths need to nmeet the SLA
(Service Level Agreenent) requirenents of the application, which
i ncl ude bandwi dt h, maxi nrum end- to-end del ay, nmaxi num end-to-end
del ay variation, naximumloss ratio, etc. In a distributed
network system an |GP with CSPF (Constrained Shortest Path First)
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may be used to conpute a set of feasible paths for a Det Net
service. In a centralized network system a controller can
comput e paths satisfying the requirements of Det Net based on the
network information collected fromthe DetNet domain.

* Path establishnent: The conputed path for the DetNet service has
to be sent/configured/signaled to the network device, so the
correspondi ng Det Net flow could pass through the network domain
foll owi ng the specified path.

Resource Reservation

Det Net flows are supposed to be protected from congestion, so
sufficient resource reservation for a DetNet service could protect
services fromcongestion. There are nultiple types of resources in
the network that could be allocated to DetNet flows, e.g., packet
processi ng resources, buffer resources, and bandw dth of the output
port. The network resource requested by a specified DetNet service
is determined by the SLA requirements and network capability.

* Resource Allocation: Port bandwidth is one of the basic attributes
of a network device which is easy to obtain or calculate. In
current traffic engineering inplenentations, network resource
all ocation is synonynmous with bandwi dth allocation. A DetNet flow
is characterized with a traffic specification as defined in
[ RFC9016], including attributes such as Interval, Maxi mum Packets
Per Interval, and Maxi mum Payl oad Size. The traffic specification
descri bes the worst case, rather than the average case, for the
traffic, to ensure that sufficient bandw dth and buffering
resources are reserved to satisfy the traffic specification
However, in the case of DetNet, resource allocation is nore than
si mpl e bandwi dth reservation. For exanple, allocation of buffers
and required queuing disciplines during forwarding nmay be required
as well. Furthernore, resources nmust be ensured to execute Det Net
service sub-layer functions on the node, such as protection and
reordering through the use of packet replication, duplicate
elimnation, and packet ordering functions (PREOF).

* Device configuration with or without flow discrimnnation: The
resource allocation can be guaranteed by device configuration
For exanple, an output port bandw dth reservation can be
configured as a paraneter of queue nmanagenent and the port
scheduling algorithm Wen DetNet flows are aggregated, a group
of DetNet flows share the allocated resource in the network
device. Wen the DetNet flows are treated i ndependently, the
devi ce should maintain a mapping rel ati onship between a Det Net
flow and its correspondi ng resources.

is, et al. Expi res 28 February 2026 [ Page 9]
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4.3. PRECF Support

Det Net path redundancy is supported via packet replication, duplicate
elimnation, and packet ordering functions (PRECF). A DetNet flowis
replicated and goes through nultiple networks paths to avoi d packet

| oss caused by device or link failures. |In general, current contro
pl ane mechani sms that can be used to establish an explicit path,

whet her distributed or centralized, support point-to-point (P2P) and
poi nt-to-mul ti point (P2MP) path establishnent. PRECF requires the
ability to conmpute and establish a set of nmultiple paths (e.g.,
multiple LSP segnents in an MPLS network) fromthe point(s) of packet
replication to the point(s) of packet nerging and ordering. Mpping
of DetNet (nenber) flows to explicit path segnents has to be ensured
as well. Protocol extensions will be required to support these new
features. Termnology will also be required to refer to this

coordi nated set of path segnents (such as an 'LSP graph’ in the case
of the DetNet MPLS data pl ane).

4.4. Data Plane specific considerations
4.4.1. DetNet in an MPLS Domain

For the purposes of this docunent, 'traditional MPLS is defined as
MPLS wi t hout the use of segnment routing (see Section 4.4.3 for a
di scussion of MPLS with segnment routing) or MPLS-TP [ RFC5960] .

In traditional MPLS domains, a dynamic control plane using
distributed signaling protocols is typically used for the
distribution of MPLS | abels used for forwardi ng MPLS packets. The
dynani ¢ signaling protocols nost conmonly used for |abel distribution
are LDP [ RFC5036], RSVP-TE[ RFC4875], and BGP [ RFC8277] (which enables
BGP/ MPLS- based Layer 3 VPNs [ RFC4384] Layer 2 VPNs [ RFC4664] and EVPN
[ RFC7432]).

Any of these protocols could be used to distribute DetNet Service
Label s (S-Label s) and Aggregation Labels (A-Labels) [RFC8964]. As
di scussed in [RFC8938], S-Labels are similar to other MPLS service

| abel s, such as pseudowire, L3 VPN, and L2 VPN | abels, and coul d be
distributed in a simlar manner, such as through the use of targeted
LDP or BG. |If these were to be used for DetNet, they would require
extensions to support DetNet-specific features such as PREOF
aggregation (A-Labels), node resource allocation, and queue

pl acenent .
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4.4, 2. Det Net in an | P Donmin

For the purposes of this docunent, 'traditional IP is defined as IP
wi t hout the use of segment routing (see Section 4.4.3 for a

di scussion of IP with segnment routing). This section will discuss
possi bl e protocol extensions to existing IP routing protocols. It
shoul d be noted that a DetNet | P data plane [RFC8939] is sinpler than
a Det Net MPLS data pl ane [ RFC8964], and doesn’t support PREOF, so
only one path per flow or flow aggregate is required.

4.4.3. DetNet in a Segnent Routing Domain

Segment Routing [RFC8402] is a scal able approach to buil di ng network
domai ns that provides explicit routing via source routing encoded in
packet headers and it is combined with centralized network control to
conpute paths through the network. Forwarding paths are distributed
with associated policy to network edge nodes for use in packet
headers. Segment Routing reduces the anmpunt of network signaling
associated with distributed signaling protocols such as RSVP-TE, and
al so reduces the amount of state in core nodes conpared with that
required for traditional MPLS and IP routing, as the state is nowin
the packets rather than in the routers. This could be useful for
Det Net, where a very large nunber of flows through a network domain
are expected, which would otherw se require the instantiation of
state for each flow traversing each node in the network.

Note that the DetNet MPLS and | P data pl anes described in [ RFC8964]
and [ RFC8939] were constructed to be conpatible with both types of
segnment routing, SR MPLS [ RFC8660] and SRv6 [ RFC8754] [ RFC8986].

4.5. Encapsul ati on and netadata support

To effectively manage Det Net flows, the controller plane will need
have a cl ear understandi ng of the encapsul ati on and net adat a
capabilities of the underlying network nodes. This will require a
control mechani smthat can di scover, configure, and nmanage these
paraneters for each flow
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The controll er plane needs to understand and nmanage the encapsul ati on
and netadata capabilities of the network nodes to provision Det Net
flows effectively. This process mght need a discovery phase, in
which the controller discovers which encapsul ation types (e.g., MLS,
I P) and netadata schenes (e.g., sequencing, tinestanping) each node
supports. After discovery, the controller m ght instruct nodes on
the specific encapsul ation and conpani on netadata to apply for a
given flow This ensures that DetNet packets are handl ed

consi stently across the network. For example, the controller mght
instruct a node to use an MPLS header and add a sequence nunber for a
particul ar fl ow.

5. Managenent Pl ane Overview

The managenent plane includes the ability to statically provision
network nodes and to use QAMto nonitor DetNet performance and detect
outages or other issues at the DetNet |ayer

5.1. DetNet Qperations, Adm nistration and Mintenance (QOQAM
Thi s docunent covers the general considerations for OAM

5.1.1. OAMfor Perfornmance Mnitoring (PM

5.1.1.1. Active PM

Active PMis perfornmed by injecting OAM packets into the network to
estimate the performance of the network by neasuring the performance
of the OAM packets. Adding extra traffic can affect the delay and

t hroughput performance of the network, and for this reason active PM
is not recormended for use in operational DetNet donains. However,
it is a useful test tool when comm ssioning a new network or during
troubl eshoot i ng.

5.1.1.2. Passive PM
Passive PM such as | OAM [ RFC9197], nonitors the actual service
traffic in a network domain in order to neasure its perfornmance
wi t hout having a detrimental effect on the network. As conpared to
Active PM Passive PMis nuch preferred for use in DetNet donmains.
5.1.2. CQOAMfor Connectivity and Faul t/Defect Managenent (CFM
The detailed requirements for connectivity and fault/defect detection

and managenment in DetNet |IP domain and Det Net MPLS donmain are defined
in [RFC9551] [ RFC9634] and [ RFC9546], respectively.
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Mul ti domai n Aspects

VWhen there are multiple domains involved, one or multiple controller
pl ane functions (CPF) would have to coll aborate to i nplenent the
requests received fromthe fl ow managenent entity (FME, as defined in
[ RFC8655]) as per-flow, per-hop behaviors installed in the DetNet
nodes for each individual flow. Adding multi-domain support m ght
require sone support at the CPF. For exanple, CPFs of different
domai ns, e.g., PCEs need to discover each other, authenticate and
negoti ate per-hop behaviors. Furthernore, in the case of wreless
domai ns, the per-domain RAW[I-D.ietf-raw architecture] specific
functions like the PLR (Point of Local Repair)s have to be al so
considered, e.g., in addition to the PCEs. Depending on the nulti-
domai n support provided by the application plane, the controller

pl ane m ght be relieved fromsone responsibilities (e.g., if the
application plane takes care of splitting what needs to be provided
by each donain).

| ANA Consi der ati ons
Thi s docunment has no actions for | ANA

Note to RFC Editor: this section may be renoved on publication as an
RFC.

Security Considerations
Thi s docunent provides a framework for the DetNet controller plane,
and does not include any protocol specifications. Any future
specification that is defined to support the DetNet controller plane
is expected to include appropriate security considerations. For
overal |l security considerations of DetNet see [ RFC8655] and [ RFC9055]
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