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Abst r act

Aut horitative control of parts of the Domain Nane System nanespace
are indicated with a special record type, the NS record, that can
only indicate the name of the server which a client resolver should
contact for nore information. Any other features of that server nust
then be discovered through other nechanisns. This draft considers
the limtations of the current system benefits that could be gai ned
by changing it, and what requirenments constrain an updated design.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 10 April 2026.
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1. Introduction

In the Domai n Name System [ STD13], subtrees within the donmain nane
hi erarchy are indicated by del egations to servers which are
authoritative for their portion of the namespace. The DNS records
that do this, called NS records, can only represent the nane of a
nameserver. |In practice, clients can expect nothing out of this
del egated server other than that it will answer DNS requests on UDP
port 53.

As the DNS has evol ved over the past four decades, this has proven to
be a barrier for the efficient introduction of new DNS technol ogy,
particularly for interacting with servers other than via UDP or TCP
on port 53. Many features that have been conceived cone with

addi tional overhead as they are linmted by this | east conmon
denoni nat or of nanmeserver functionality.

Vari ous nechani sns have been proposed for comunicating additiona

i nformati on about authoritative nanmeservers. This docunent

i nvestigates problens that could be addressed with a new del egati on
mechani sm and the factors that need to be considered in the design of
a sol ution.
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2. Term nol ogy

Thi s docunent assunes fam liarity with DNS terns as defined in
[BCP219]. Additionally, the following new terns are introduced:

DELEG A new net hod of DNS del egation, matching the requirenents in
this document but not presum ng any particul ar nechani sm
i ncludi ng previous specific proposals that used this name

zone operator: The person or organi zation responsible for the
nanmeserver whi ch serves the zone

3. Requirenments Franework

The requirenents constraining any proposed changes to DNS del egati ons
fall broadly into two categories.

"Hard requirenments" are those that nust be followed by a successfu
protocol [RFC5218], because violating themwould present too rmuch of
an obstacle for broad adoption. These will primarily be related to
the way the existing Domain Name System functions at all |evels.

"Soft requirenents" are those that are desirable, but the absence of
whi ch does not intrinsically elimnate a design. These will largely
be descriptive of the problens that are trying to be addressed with a
new net hod, or features that woul d ease adoption

The context used here will be for the Domain Nane Systemas it exists
under the I ANA root and the Registry/ Regi strar/Regi strant nodel

[ BCP219], and sone conditions will only be relevant there. VWhile it

i s expected that any design which satisfies the requirements of put
forth here woul d be broadly applicable for any uses of the DNS
outside of this environment, such uses are not in scope.

3.1. Hard Requirenents
The following strictures are necessary in a new del egation design

* Hl. DELEG nust not disrupt the existing registration nodel of
domai ns.

* H2. DELEG nust be backwards conpatible with the existing
ecosystem Legacy zone data rmust function identically with both
DELEG awar e and DELEG unaware software. Nanmeserver (NS) records
will continue to define the del egation of authority between a
parent zone and a child zone exactly as they have.
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*

3. 2.

H3. DELEG must not negatively inpact nost DNS software. This is
intentionally a bit vague with regard to "nost", because it can't
be absolutely guaranteed for all possible DNS software on the
networ k. However, the DNS community should strive to test any
proposed nechani sm agai nst a wi de range of |egacy software and
cone to a consensus as to what constitutes adherence to this
requi renent.

H4. DELEG must be able to secure del egati ons with DNSSEC

H5. DELEG must support updates to del egation information with the
same relative ease as currently exists with NS records. Changes
shoul d take the sane anpbunt of tine (eg, controlled by a DNS TTL)
and allow a snooth transition between different operationa

pl at f or ns.

H6. DELEG must be increnmentally depl oyable and not require any
sort of flag day of universal change

H7. DELEG must allow multiple i ndependent operators to
si mul t aneously serve a zone.

Soft Requirenents

The following itens are the aspirational goals for this work,
describing the features that are desired beyond what current NS-based
del egati ons provi de.

*

S1. DELEG should facilitate the use of new DNS transport

mechani sns, including those already defined by DNS-over-TLS (DoT

[ RFC7858]), DNS-over-HITPS (DoH [ RFC8484]), and DNS-over-QU C (DoQ
[ RFC9520]). It should easily allow the adopti on of new transport
mechani sns.

S2. DELEG should nake clear all of the necessary details for
contacting a service -- its protocol, port, and any other data
that would be required to initiate a DNS query.

S3. DELEG should minimze transaction cost in its usage. This
includes, but is not linmted to, packet count, packet vol une, and
the amount of tine it takes to resolve a query.

S4. DELEG should sinplify managenment of a zone's DNS service
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* S5. DELEG should allow for backward compatibility to the
conventi onal NS-based del egati on nechanism That is, a zone
operator who wants to maintain a single source of truth of
del egation informati on usi ng DELEG should be able to easily have
Do53 del egations derived fromit.

* S6. DELEG should be extensible and allow for the easy increnental
addition of new delegation features after initial deploynent.

* S7. DELEG should be able to convey a security nodel for
del egati ons stronger than currently exists w th DNSSEC

Non- Requi rement s

Several potential areas of requirement have been raised that are
bei ng explicitly acknow edged here as not being in the scope of this
hi gher | evel docunent.

*  Whether NS records must continue to be the primary nmeans by which
resol uti ons happen.

* \Whether information for a new del egation nechanismis stored in at
the zone nane or el sewhere in the domai n nane hierarchy.

* |f a new del egation protocol is based on a DNS resource record,
that record nmust not appear in both the parent and child with the
same name and type. The protocol should clearly describe howto
handl e an occurrence of that record appearing in the child.

I ANA Consi derations
This meno i ncludes no request to | ANA

Security Considerations
Updating the neans by which DNS del egation information is
conmuni cated has trenmendous inplications for the security of the
Internet. There will security considerations that acconpany proposed
solutions. This section will be made nore robust in future drafts.
Contri butions wel cone.
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