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Abst ract

Thi s docunent proposes a new extensible nethod for the del egation of
authority for a domain in the Domain Nane System (DNS) using DELEG
and DELEGPARAM r ecor ds.

A del egation in the DNS enabl es efficient and distributed managenent
of the DNS nanmespace. The traditional DNS del egation is based on NS
records which contain only hostnanes of servers and no ot her
paraneters. The new del egation records are extensible, can be
secured with DNSSEC, and elim nate the problem of having two sources
of truth for del egation information.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://github. con
ietf-wg-deleg/draft-ietf-del eg-base/treel/ gh-pages. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-ietf-deleg/.

Di scussion of this docunent takes place on the del eg Wrking G oup
mailing list (mailto:dd@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/dd/. Subscribe at
https://wwv. ietf.org/ mailman/listinfo/dd/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wy-deleg/draft-ietf-del eg-base/.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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The original DNS record that does this, called an NS record, contains
only the hostname of a single name server and no ot her paraneters.
The resol ver needs to resolve these names into usabl e addresses and
infer other required paraneters, such as the transport protocol and
any other protocol features. Myreover, the NS record set exists in
two pl aces--one at the del egation point, and the other at the apex of
t he del egated zone, which nmight not match the NS records at the

del egation. The DNS Security Extensions (DNSSEC) protect only one
copy, those in the apex.

These properties of NS records limt resolvers to unencrypted
messages on UDP and TCP port 53, and this initial contact cannot be
protected with DNSSEC. These limitations are a barrier for the
efficient introduction of new DNS technol ogy.

The proposed DELEG and DELEGPARAM resource record (RR) types renedy
this probl em by providing extensible paraneters to indicate
authoritative name server capabilities and additional information,
such as other transport protocols that a resol ver may use.

The DELEG record creates a new delegation. It is authoritative at
the del egation point and thus can be signed with DNSSEC. This nakes
it possible to validate all del egation paraneters, including those of
future extensions.

The DELEGPARAM record is an auxiliary record which does not create a
del egati on provides an optional |ayer of indirection. It can be used
to share the sane del egation information across any nunber of zones,
sinmplifying operati ons managenent by reduci ng the nunber of
situations for which the delegation information for a donmain woul d
need to be changed at the del egation point. For exanple, if the
custonmers of a DNS operator point their delegations to a DELEGPARAM
record managed by the DNS operator, then the operator can make
changes without requiring the custoners to have to update the

del egati on point.

The DELEG record can be used al ongside, or even instead of, an NS
record to create a del egation. The conbination of DELEGHNS is fully
conmpatible with old resolvers, facilitating the increnental rollout
of this new nethod.

Future documents can use the extensibility mechanismfor nore

advanced features, |like connecting to a name server with an encrypted
transport.

paek, et al. Expires 6 Decenber 2026 [ Page 4]
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1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Term nol ogy regardi ng the Domai n Nane System comes from [ BCP219],
with additional terns defined here:

* | egacy delegation: A delegation that is done with an NS RRset

* DELEG aware: A DNS software that follows the protocol defined in
thi s docunent

*  DELEG unaware: A DNS software that does not follow the protocol
defined in this docunent

* non- DELEG specifications: DNS protocols that predate this
protocol, or are witten after this protocol is published but are
not related to this protocol

* Delegation NS RRset: An NS RRset that del egates authority of
subdonmain to a set of authoritative servers

* Authoritative NS RRset: An NS RRset at the apex of a zone.

2. Protocol Overview
This section is a brief overview of the protocol. It is meant for
peopl e who want to understand the protocol before they dive deeper
into the specifics.
When a DELEG aware resol ver sends queries, it sets the DE bit in the
EDNSO header to 1 in queries to authoritative servers, as a signal
that it is DELEG aware (Section 4).
DELEG unawar e aut horitative servers intrinsically ignore this signal.

A DELEG aware authoritative server uses that signal to determ ne the

type of response it will send. |If the response is not a referral,
the authoritative server doesn’'t change anything about how it
responds (Section 5.2.1.3). |If the response is a referral, the

authoritative server checks if there is a DELEG RRset for the queried
zone. |If so, it returns the DELEG RRset instead of any NS RRset in
the response (Section 5.2.1).

paek, et al. Expires 6 Decenber 2026 [ Page 5]
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Records in the DELEG RRset for a zone describe how to find name
servers for that zone (Section 3). The RDATA for DELEG records has
key=val ue pairs (Section 3.4).

* "server-ipv4" and "server-ipve" keys contain one or nore |IP
addresses for the del egated nane servers

* "gserver-nane" key contains one or nore hostnames for the del egated
nane servers; the addresses nust be fetched separately

* "jinclude-del egparam' key contains one or nore domai n nanes which
in turn have nore information about the del egation

*  "mandatory" key contains a list of other keys which nust be
present in the sane record, and which the resol ver nust understand
in order to use that record

The DELEG aware resolver uses the information in the DELEG RRset to
formthe list of best servers to ask about the original zone
(Section 5.1.3). |If the DELEG RRset contains "include-del egparani,
the resol ver queries those hostnames for DELEGPARAM RRsets.
DELEGPARAM r ecords have the sane format as DELEG records; thus, they
can have the sane key=val ue pairs.

The DELEG protocol changes how zones are signed (Section 5.3) and
validated (Section 5.4). The changes are primarily because DELEG
RRsets are authoritative at the del egation point and thus are signed
and validated as authoritative data, simlar to DS records.

A zone might be delegated with only DELEG records but no NS records.
Such a zone woul d be invisible to DELEG unaware resol vers.

In order to protect validators from downgrade attacks, this docunent
i ntroduces a new DNSKEY flag called ADT (Authoritative Del egation
Types), described in Section 5.4.3.

There are many parts of the DELEG protocol that are not included in
this brief overview For exanple, DELEG aware authoritative servers
have choi ces to make dependi ng both on the request and the contents
of the zone file. For those readers who | earn better from exanples
than the definitive text, see Appendi x A

3. DELEG and DELEGPARAM Resource Record Types
The DELEG record, RR type TBD, and the DELEGPARAM record, RR type
TBD2 (different fromthat of DELEG, have the sane wire and

presentation formats, but their semantics are different as described
in a following section. These records are defined for the IN class.

paek, et al. Expires 6 Decenber 2026 [ Page 6]
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The record format is based on the extensible key=value list that was
originally defined as "SvcParans" for the SVCB record type [ RFC9460].
Unl i ke SVCB, the DELEG protocol does not have "SvcPriority" and
"Target Nane" fields. The keys in the DELEG protocol are al so
different than those used in SVCB. To avoid confusion between the
two protocols, the Iist of key=val ue paraneters used by the DELEG
protocol are called Del egilnfos and are tracked in their own | ANA
registry for Delegation Information

The followi ng rules are adapted from SVCB, but w th changed nanes:
*  The whol e RDATA consists of a single list called "Del egl nfos".
* Del eglnfos consists of individual Del eglnfo key=val ue pairs.

* Each Del eglnfo pair has a Del egl nfoKey and a possibly optiona
Del egl nf oVal ue.

* Each Del eglnfo has a specified presentation format and wire
encodi ng.

* Each Del egl nfoKey has a presentation nanme and a regi stered key
number .

* Each DeleglnfovValue is in a format specific to its Del egl nf oKey.
I mpl enent ati ons can reuse the same code to parse SvcParans and

Del eglnfos and only plug in a different list of key=value pairs for
t he SVCB/ HTTPS and DELEG DELEGPARAM record fanili es.

The initial set of Del eglnfoKeys and their formats are defined in
Section 3.4.

3.1. Presentation Fornmat

The RDATA presentation format of the DELEG and DELEGPARAM resource
records consists of a single list, Deleglnfos.

The Del egl nfos presentation format is defined exactly the same as

SvcParans in Section 2.1 of [RFC9460]. The following rules are

adapted from SVCB, but w th changed nanes:

* Deleglnfos is a whitespace-separated list with each Del eglnfo
consi sting of a Del egl nf oKey=Del egl nf oVal ue pair, or a standal one
Del egl nf oKey.

* Individual elenent definitions are the sane as [ RFC9460]:

paek, et al. Expires 6 Decenber 2026 [ Page 7]



Internet-Draft DELEG June 2026

3.

2.

- The Deleglnfo syntax is the same as SvcParam but it references
Del egl nfo el enents instead of SvcParam el enents.

- The Del egl nfoKey syntax is the sane as SvcParanKey.

- The syntax for unknown keys in Section 2.1 of [RFC9460]
appl i es.

- The Del egl nfoVal ue syntax is the sane as SvcPar anVal ue.
- The rules from Appendi x A of [ RFC9460] apply.
* Al the requirements in Section 2.1 of [RFC9460] apply.

Del egl nf os MAY be zero-length; this is simlar to what is allowed in
SVCB records.

RDATA Wre For mat

The RDATA portion of the DELEG and DELEGPARAM resource record is
variable length and entirely consists of a single "Del egl nfos"
el ement :

I S i o T s S S S e s s T
/ Del egl nf os /
B i aT T e e o S o S S S I T et sl o ST S S S S S S

The format of the Deleglnfos elenent is identical to the format of
the SvcParans el ement defined in [ RFC9460] Section 2.2, including the
requirenents for strictly increasing nunmeric order to keys and no key
duplication all owed.

Al the requirenments in Section 2.2 of [RFCI9460] apply.

The Del egl nfos elenent is a sequence of individual Del eglnfo el enents
and MAY be enpty. The wire format of an individual Del eglnfo el enent
is the same as for a SvcParam el enent, but it references Del eglnfo

el ements instead of SvcParam el enents.

+0 ( MSB) +1 (LSB)
i e T S S i i T s i S S S S i
0: | Del egl nf oKey |
i e e R e o o e i ol S N S S
2: | I ength of Del egl nfoVal ue |
B i s T T i i o S o T Ji I
4: |/ Del egl nf oVal ue . .. /

T T T S i T T S A e S
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The permi ssible | engths depend on the Del egl nfoKey val ue. Sone
future keys may have no Del egl nf oVal ue, which would be indicated with
an explicit O |ength.

3. 3.

Semanti cs

The following is a brief summary of semantic differences between the
DELEG and DELEGPARAM types.

*

DELEG creates a delegation for its owner nane, simlar to the NS
RR type.

DELEG and NS RR types can coexi st at the same owner nane.

DELEG is authoritative at the delegation point, simlar to the DS
RR type, and unlike the NS RR type.

DELEG i s signed when using DNSSEC, similar to the DS RR type, and
unlike the NS RR type.

DELEG cannot be present at the apex of the del egated zone, simlar
to the DS RR type, and unlike the NS RR type.

DELEG has special processing for being included in answers.

Conversel y,

*

DELEGPARAM i s an ordinary RR and doesn’'t require any speci al
processi ng.

DELEGPARAM does not create a delegation for its owner nane.
DELEGPARAM cannot exi st at a del egati on point.

DELEGPARAM DNSSEC- si gni ng and record-pl acenent rules are the sane
as for any ordinary RR type.

DELEGPARAM i s used as the target of the DELEG protocol’s "include-
del egparant’ nmechani sm as described in section Section 5.1.4.

Not e that neither DELEG nor DELEGPARAM tri gger Additional
Section processing like NS does. The significance of this difference
is addressed nore in the next section.

paek,

et al. Expires 6 Decenber 2026 [ Page 9]



Internet-Draft DELEG June 2026

3.4. Nanme Server Information for Del egation

The DELEG and DELEGPARAM records have four keys that describe

i nformati on about nane servers. The purpose of this information is
to populate the SLIST (see Section 5.1.4) with I P addresses of the
nane servers for a zone

The types of information defined in this docunent are:

* server-ipv4: an unordered collection of |Pv4 addresses for nane
servers

* server-ipv6: an unordered collection of |IPv6 addresses for name
servers

* server-nane: an unordered coll ection of hostnanmes of nanme servers;
the addresses nust be fetched separately

* include-del egparam an unordered collection of donai n nanes that
poi nt to DELEGPARAM RRsets, which in turn have nore information
about the del egation

These keys MUST have a non-enpty Del egl nf oval ue.

The presentation values for server-ipv4 and server-ipv6 are comma-
separated lists of one or nore | P addresses of the appropriate famly
in standard textual format [RFC5952] [RFC4001]. The wire formats for
server-ipv4 and server-ipv6é are a sequence of |P addresses, in
network byte order, for the respective address fanily.

The presentation values for server-nane and incl ude-del egparam are an
unordered collection of fully-qualified domain nanes and rel ative
domai n nanes, separated by comms. Relative nanmes in the
presentation format are interpreted according to the origin rules in
Section 5.1 of [RFC1035]. Parsing the comm-separated list is
specified in Section A 1 of [RFC9460].

The DELEG protocol allows the use of all valid domain nanes, as
defined in [ RFC1035] and Section 11 of [RFC2181]. The presentation
format for nanes with special characters requires both doubl e-
escapi ng by applying rules of Section 5.1 of [ RFC1034] together with
the escaping rules from Section A 1 of [RFC9460].

TODO. add an exanple that requires this escaping.
The wire format for server-nane and incl ude-del egparam are each a

concat enat ed unordered col |l ection of wire-format domai n nanes, where
the root | abel provides the separation between nanes:

paek, et al. Expires 6 Decenber 2026 [ Page 10]
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R ok SRk o S R
| name | name | nane | ...
B ih T (T I S S S S S

The nanes in the wire format MJUST NOT be conpressed, per [RFC3597].

For interoperability with the resolver algorithmdefined in section
Section 5.1.4, a DELEG or DELEGPARAM record that has a non-enpty
Del egl nf os MJUST have one, and only one, set of server information
keys, chosen fromthe foll ow ng:

* one server-ipv4 key

* one server-ipv6 key

* a pair consisting of one server-ipv4 key and one server-ipv6 key
* one server-nanme key

* one include-del egparam key

This restriction only applies to a single DELEG or DELEGPARAM record;
a DELEG or DELEGPARAM RRset can have records with different server
informati on keys. Authoritative servers MAY refuse to | oad zones

whi ch have a disall owed conbi nati on of keys in a single record.

When usi ng server-nanme or include-del egparam the addresses for the
nanes in the set nust be fetched as if they were referenced by NS
records. Because of the |ack of Additional Section processing, there
are no "glue" records provided for these nanes, so they cannot be for
nanes inside the del egated donai n.

Wth this initial DELEG specification, servers are still expected to
be reached on the standard DNS port for both UDP and TCP, 53. Wile
a future specification is expected to address other transports using
other ports, its eventual semantics are not covered here.

3.5. Metadata keys
Thi s specification defines a key which serves as a protoco
extensibility nmechanism but is not directly used for contacting DNS

servers.

Any DELEG or DELEGPARAM record can have key named "mandat ory" which
is simlar to the key of the same name in [ RFC9460].

paek, et al. Expires 6 Decenber 2026 [ Page 11]
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The presentation format for the value MJUST be a comma-separated |i st
of one or nore valid Del egl nfoKeys, either by their registered name
or in the unknown-key format.

The wire format for the value is a sequence of Del egl nfoKey nuneric
val ues in network byte order, concatenated, in strictly increasing
numeri c order.

The "mandatory” key is optional, but when it is present, the RRin
which it appears MJST al so contain all of the Del egl nf oKeys
referenced in its Del egl nfoVal ue. Resolvers MJST handl e non-
compliant RRs as specified in Section 5.1.4.

A resolver MJUST NOT use an RRwith a "mandatory" key in the

resol ution process unless all of the Del egl nfoKeys referenced by the
"mandat ory" Del egl nfoVal ue are supported in the resolver’'s

i npl ementation. See Section 5.1.4.

4. Signaling DELEG Support

Thi s docunent defines a new EDNS flag to signal that an initiator and
responder are DELEG awar e.

This flag is referred to as the "DELEG' (DE) bit, expected to be
assigned by 1ANA as Bit 2 in the EDNS Header Flags registry. It is
part of OPT RR TTL as described in [ RFC6891], as foll ows:

+0 (MBB) +1 (LSB)
i

0: |  EXTENDED- RCCDE | VERS| ON |
L i S S S e

2: | D] Cq DE| z I

T T S e S

If a query has the DE bit set to 1, and the responder is DELEG awar e,
the responder MJST set the DE bit in the response to 1, independent
of whether the response includes any DELEG or DELEGPARAM recor ds.

5. Use of DELEG Records
The DELEG RRset MAY contain multiple records. A DELEG RRset MAY be
present with or without NS or DS RRsets at the del egation point,

t hough without NS records then DELEG unaware software will not be
able to resolve records in the the del egated zone.

paek, et al. Expires 6 Decenber 2026 [ Page 12]
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DELEG RRsets MUST NOT appear at a zone's apex. The erroneous

i nclusion of DELEG RRset at zone's apex will cause DNSSEC validation
failures. Servers MAY refuse to |oad such an invalid zone, simlar
to the DS RR type.

Bot h the DELEG protocol and | egacy del egations (that is, NS records)
will be used for delegation for a long time. Both |egacy del egations
and t he DELEG protocol enable recursive resolution. A DELEG aware
resol ver therefore does not need the NS records or glue information
in a DELEG referral response, and MJST NOT get them see Section 7.2.

5.1. Resol vers

A resolver that is DELEG aware MJST signal in queries that it
supports the DELEG protocol by setting the DE bit to 1 in (see
Section 4). This indicates that the resol ver understands the DELEG
semantics and does not need NS records to follow a referral.

The DE bit set to O indicates the resolver is not DELEG aware, and
therefore can only be served referrals with NS records and other data
according to non-DELEG specifications. Qher special scenarios with
DE=0 queries to DELEG aware authorities are addressed in Section 5. 2.

5.1.1. Referra
The DELEG record creates a delegation point simlar to the NS record.

If one or nore DELEG records exist at a given del egation point, a
DELEG awar e resol ver MJST treat the name servers fromthose DELEG
records as authoritative for the del egated zone. |n such a case, a
DELEG awar e resol ver MUST NOT use NS records for the zone if they are
| earned, even if resolution using DELEG records has failed. Such
fall back from DELEG to NS woul d invalidate the security guarantees of
the DELEG protocol; see Section 7.2.

If no DELEG record exists at a given del egation point, DELEG aware
resol vers MJST use NS records as specified by [ RFC1034].

5.1.2. Delegation point types, QIYPE=DELEG

Record types defined as authoritative at a del egati on point,
currently the DS and DELEG types, retain the sane special handling as
described in Section 2.6 of [RFC4035].

DELEG unawar e resol vers can get different types of answers for
QI'YPE=DELEG queri es based on the configuration of the server, such as
whether it is DELEG aware and whether it also is authoritative for
subdoneai ns. For exanple, a DELEG unaware authoritative nanme server
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whi ch has | oaded DELEG records via the [ RFC3597] unknown types
mechani sm woul d answer with themonly if there were no NS records at
the owner name, and answer with an NS del egation ot herw se. See
Section 5.2.2.2 for nmore infornation.

5.1.3. Agorithmfor "Finding the Best Servers to Ask"

Thi s docunent updates instructions for finding the best servers to
ask. It was covered in Section 5.3.3 of [RFC1034] and Section 3.4.1
of [RFC6672] with the text "2. Find the best servers to ask.".
These instructions were informally updated by section 4.2 of

[ RFC4035] for the DS RR type but the al gorithm change was not nade
explicit. This docunent sinmply extends this existing behavior from
the DS RR type to the DELEG RR type as well, and makes this special
case explicit.

When a DELEG RRset exists for a delegation in a zone, DELEG aware
resol vers ignore any NS RRset for the del egated zone, whether from
the del egation point or fromthe apex of the del egated zone.

Each del egation | evel can have a m xture of DELEG and NS RR types,
and DELEG aware resolvers MJST be able to follow chains of
del egati ons whi ch conbines both types in arbitrary ways.

An example of a valid delegation tree

; root zone with NS-only del egations
. SOA ...
test. NS ...

; test. zone with NS+DELEG del egati ons
test. SOA ...

sld.test. NS ...

sld.test. DELEG...

; sld.test. zone with NS-only del egati on
sld.test. SOA ...
nssub.sld.test. NS ...

; nssub.sld.test. zone with DELEG only del egation
del egsub. sub. sl d.test. DELEG ..

TODO after the text below, refer back to this figure and show the
order that a DELEG aware resol ver woul d take when there is a failure
to find any good DELEG addresses at sub.sld.test, then any usable
nane servers at sub.sld.test, and then maybe a good DELEG record at
test.
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The terns SNAME and SLI ST used here are defined in Section 5.3.2 of
[ RFC1034]. CQuote:

* SNAME is the domain nane we are searching for

* SLIST is a structure which describes the nane servers and the zone
which the resolver is currently trying to query.

Thi s docunent defines SLIST to be a set. Each individual value MJST
be represented only once in the final SLIST even if it was
encountered nultiple times during SLIST construction

Nei t her [ RFC1034] nor this docunent define how a resol ver uses SLI ST;
they only define how to populate it.

A DELEG aware SLI ST needs to be able to hold two types of

i nformati on, del egations defined by NS records and del egati ons
defined by DELEG records. DELEG and NS del egations can create cyclic
dependenci es and/or | ead to duplicate entries which point to the same
server. Resolvers SHOULD enforce suitable limts to prevent runaway
processing even if someone has incorrectly configured sonme of the
data used to create an SLIST; this is the same recommendation to
bound the anmount of work as is made in Section 5.3.3 of [ RFC1034].

Step 2 of Section 5.3.3 of [RFC1034] is just "2. Find the best
servers to ask." For DELEG aware resolvers, this description
becones:

2. Find the best servers to ask

2.1. Determ ne deepest possible zone cut which can potentially hold
the answer for a given (query nane, type, class) conbination

2.1.1. Start with SNAME equal to QNAME

2.1.2. If QIYPE is a type that is authoritative at the del egation
point (currently, DS or DELEG, renove the |eftnost |abel from SNAME
For exanple, if the ONAME is "test.exanple." and the QIYPE i s DELEG
or DS, set SNAME to "exanple.".

2.2. Look for locally-available DELEG and NS RRsets, starting at
current SNAME

2.2.1. For a given SNAVE, check for the existence of a DELEG RRset.

If it exists, the resolver MJST use its content to popul ate SLI ST.
However, if the DELEG RRset is known to exist but is unusable (for

paek, et al. Expires 6 Decenber 2026 [ Page 15]



Internet-Draft DELEG June 2026

exanple, if it is found in DNSSEC BAD cache, or content of individual
RRs is unusable for any reason), the resolver MJST NOT instead use an
NS RRset; instead, the resolver MJST treat this case as if SLIST is
popul ated wi th unreachabl e servers.

2.2.2. If a given SNAME is proven to not have a DELEG RRset but does
have an NS RRset, the resolver MJST copy the NS RRset into SLI ST.

2.2.3. If SLIST is now popul ated, stop wal king up the DNS tree.

2.2.4. However, if SLIST is not popul ated, renove the | eftnost | abel
from SNAME and go back to step 2.2, using the newly shortened SNAME.

The rest of Step 2's description in Section 5.3.3 of [RFC1034] is not
af fected by this docunent.

Resol vers MUST respond to "QNAME=. / QIYPE=DELEG' queries in the sane
fashi on as they respond to "OQNAME=. / QIYPE=DS"' queri es.

5.1.4. Populating the SLIST from DELEG and DELEGPARAM Recor ds

Each i ndi vi dual DELEG record i nside a DELEG RRset, or each individual
DELEGPARAM record in a DELEGPARAM RRset, can cause the addition of
zero or nore entries to SLIST.

A resol ver processes each individual DELEG record within a DELEG
RRset, or each individual DELEGPARAM record in a DELEGPARAM RRset ,
using the follow ng steps:

1. Discard all Deleglnfo elenments with Del egl nfoKey val ues that are
not supported by the resolver inplenentation. |If no Deleglnfo
el ements remain after this filtering, stop processing the record.
O herwi se, continue using only the supported Del egl nfo el enents.

2. If a Deleglnfo element with the "mandatory" Del egl nfoKey is
present, check its Del egl nfovalue. The Del eglnfovalue is a |ist
of keys which MJUST have correspondi ng Del eglnfo el ements in the

record after the filtering in the previous steps. |[If any of the
listed Deleglnfo elenents is not present, stop processing this
record.

3. If arecord has nore than one type of server information key

(excluding the |1 Pv4/1Pv6 case, see Section 3.4), or if it has
multiple server information keys of the sane type, that record is
mal formed. Stop processing this record.
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4. 1f any DNS nane referenced by server-nane key or the include-
del egparam key is equal to or is a subdonmain of the del egated
domain (i.e. the DELEG record owner), that record is nualformed
St op processing this record.

Thi s check MJUST be perforned agai nst the original owner nane of
the DELEG record even if the currently-processed record is a
DELEGPARAM record that was included by the original DELEG record.
The purpose of this check is to ensure determ nistic behavior

Not performng this check would all ow del egati ons to be reachabl e
only with certain cache content and/or a specific algorithmfor
server selection from SLI ST.

5. If server-ipv4 and/or server-ipv6 keys are present inside the
record, copy all of the address values into SLIST. Stop
processing this record.

6. |If a server-nane key is present in the record, resolve each nane
in the value into I Pv4 and/or | Pv6 addresses. Copy these
addresses into SLIST. Stop processing this record.

7. If an include-del egparam key is present in the record, resolve
each name in the value using the DELEGPARAM RR type. Recursively
apply the algorithmdescribed in this section, after checking
that the nmaxi num | oop count described in Section 7.1 has not been
r eached.

8. If none of the above applies, SLIST is not nodified by this
particul ar record.

A DELEG aware resol ver MAY inplenent lazy filling of SLIST, such as
by deferring processing of remaining records, or even individua
nanes or query types, if SLIST already has what the resol ver
considers a sufficiently | arge pool of addresses to contact.

The order in which to try the servers in the final SLIST is outside
the scope of this docunent.

5.2. Authoritative Servers

The DELEG RR type defines a zone cut in simlar way as the NS RR
type. Behavior defined for zone cuts in existing non-DELEG
specifications apply to zone cuts created by the DELEG record. A
not abl e exanple of this is that the occlusion (usually accidentally)
created by delegation NS records would al so be created by DELEG
records at a delegation point (see Appendix A 4.1.3). Rules for
setting Authoritative Answer (AA) bit in answers also renmain
unchanged: the DELEG RR type has the same special treatnment as DS RR
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t ype.

DELEG aware authoritative servers act differently when handling
queries from DELEG unaware clients (those with DE=0) than from DELEG
aware clients (those with DE=1). See Section 4 and Section 5.1

5.2.1. DELEG aware Cients

When the client indicates that it is DELEG aware by setting DE=1 in
the query, DELEG aware authoritative servers treat DELEG records as
del egations, and the servers are authoritative. This new zone cut
has priority over a | egacy del egati on.

5.2.1.1. DELEG aware dients Requesting QTYPE=DELEG

An explicit query for the DELEG RR type at a del egati on point behaves
much Iike a query for the DS RR type: the server answers
authoritatively fromthe del egating zone. All non-DELEG
specifications for the special handling of queries wth QIYPE=DS
apply equally to QI'YPEEDELEG. I n summary, the server either provides
an authoritative DELEG RRset or declares its non-existence, with

rel evant DNSSEC proofs when requested and avail abl e.

5.2.1.2. Delegation with DELEG

If the delegation has a DELEG RRset, the authoritative server MJST

put the DELEG RRset into the Authority section of the referral. In
this case, the server MJST NOT include the NS RRset in the Authority
section.

Non- DELEG DNSSEC specifications for RRSIG inclusion in answers with
authoritative RRsets ({!RFC4035} section 3.1.1) MJIST be foll owed.
Simlarly, rules for DS RRset inclusion in referrals apply as

speci fied by the DNSSEC pr ot ocol

5.2.1.3. DELEG aware Clients with NS RRs Present but No DELEG RRs

If the del egati on does not have a DELEG RRset, the authoritative
server MJST put the NS RRset into the authority section of the
referral. The absence of the DELEG RRset MJST be proven as specified
by the DNSSEC protocol for authoritative data.

Simlarly, rules for DS RRset inclusion into referrals apply as
specified by the DNSSEC protocol. Please note, in practice the sane
process and records are used to prove the non-exi stence of both DELEG
and DS RRsets.
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5.2.2. DELEG unaware dients

A general principle for DELEG aware authoritative servers is that
they respond to a DELEG unaware client by follow ng non- DELEG
speci fications.

DELEG unaware clients do not recogni ze DELEG records as a del egati on
poi nt and are not aware of the special handling rules for DELEG
records. They understand a DELEG RRset as an ordi nary unknown RR

t ype.

In summary, DELEG records are not returned in referral responses to
DELEG unaware clients, and DELEG unaware clients do not consider
DELEG records authoritative at a del egati on point.

An authoritative server responding to DELEG unaware clients has to
handl e three distinct situations:

* No DELEG RRset is present. |In this case, the authoritative server
foll ows the non- DELEG speci ficati ons.

* An NS RRset and a DELEG RRset are both present. |In this case, the
authoritative server uses the NS RRset when constructing referra
responses, follow ng the non-DELEG specifications. See also
Section 5.3 and Appendi x A

* A DELEG RRset is present, but an NS RRset is not. This is
addressed in the next section.

5.2.2.1. DELEG unaware Cients with DELEG RRs Present but No NS RRs

Aut horitative servers may receive requests from DELEG unaware clients
for which the child zone is authoritative and is del egated with DELEG
RRs only (that is, without any NS RRs). Such a zone is, by
definition, not resolvable for DELEG unaware clients. Fromthe
perspective of a DELEG unaware client, the zone cut created by the
DELEG RRs is invisible. The authoritative server should respond in a
way that makes sense to DELEG unaware clients.

The current, primary use case for zone owners that have zones to have
DELEG records but no NS records is that they want resol ution of those
zones only if the resolver uses future features of the DELEG
protocol, such as encrypted DNS transports.

The authoritative server is RECOWENDED to suppl ement its responses
to DELEG unaware resolvers with an [ RFC8914] Extended DNS Error using
the (I ANA-TBD) val ue "New Del egati on Only" fromthe Extended DNS
Error Codes registry.
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When there is no NS records for a del egated zone, a DELEG aware
authoritative server MIST respond to DELEG unaware clients with an
answer that accurately describes the situation to a DELEG unaware
resolver. For a query of the del egated zone itself, the response has
an RCODE of NCERROR; for a query that has nore |abels than the

del egat ed zone, the response has an RCODE of NXDOMAIN; this is no
different than what is already specified by algorithms in [ RFCL034]
and subsequent updates. NSEC and DS records are returned foll ow ng
the existing rules in [ RFC4035].

.2.2. DELEG unaware dients Requesting QIYPE=DELEG

Fromthe perspective of DELEG unaware clients, the DELEG RR type does
not have special semantics and shoul d behave like an old ordinary RR
type such as TXT. Thus, queries with DE=0 and QTYPE=DELEG MJST
result in a response which can be validated by a DELEG unaware
client.

* |f there is an NS RRset, this will be a legacy referral. Fromthe
perspective of a DELEG unaware client, the DELEG RR is effectively
occluded by NS RRset. The DELEG unaware resol ver can then obtain
a final answer which can be validated fromthe del egated zone in
simlar fashion as described in [ RFC4035] section 3.1.4.1.

* |f there is no NS RRset but there is a DELEG RRset, this will be a
normal authoritative response with the DELEG RRset, foll ow ng non-
DELEG speci ficati ons.

* If there is no NS RRset and no DELEG RRset, this will be a
standard negative response foll ow ng non- DELEG speci ficati ons.

TODO. Shoul d we have an exanple with auth having parent+child zone at
the sanme tine, and DE=0 QI'YPE=DELEG query? What about QT'YPE=ANY?

DNSSEC Si ghers

The DELEG record is authoritative at the del egation point and needs
to be signed as such. Existing rules fromthe DNSSEC specifications

appl y.

In summary: for DNSSEC signing, treat the DELEG RR type the sane way
as the DS RR type.

The DELEG RR type defines a zone cut in simlar way as the NS RR

type. This has several consequences which stem from exi sting non-
DELEG speci ficati ons:
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* Al owner nanes bel ow zone cut are occluded and thus not present
i n NSEC chai ns.

* Al RRsets which are not pernissible at the del egation point are
occl uded too and not represented in NSEC chain type bitmap.

See exanples in Appendix A .1 and Appendix A 4.2.3.

In order to protect validators from downgrade attacks (see

Section 7.2) this draft introduces a new DNSKEY flag ADT
(Authoritative Del egation Types, see Section 5.4.3). To achieve
downgr ade resi stance, DNSSEC-signed zones which contain a DELEG RRset
MJUST set ADT flag to 1 in at |east one of the DNSKEY records

publi shed in the zone.

5.4. DNSSEC Val i dators
DELEG awar eness i ntroduces additional requirenments on validators.
5.4.1. darifications on Nonexistence Proofs

Thi s docunent updates Section 4.1 of [RFC6840] to include "NS or
DELEG' types in the type bitmap as indication of a del egati on point,
and generalizes applicability of ancestor del egation proof to all RR
types that are authoritative at a delegation point (that is, both DS
and DELEG. The text in that section is updated as foll ows:

An "ancestor delegation" NSEC RR (or NSEC3 RR) is one wth:
* the NS and/or DELEG bit set,
* the Start of Authority (SQA) bit clear, and

* a signer field that is shorter than the owner nane of the NSEC RR
or the original owner nanme for the NSEC3 RR

Ancest or del egati on NSEC or NSEC3 RRs MJST NOT be used to assune
nonexi stence of any RRs bel ow that zone cut, which include all RRs at
that original owner name, other than types authoritative at the

del egation point (DS and DELEG, and all RRs bel ow t hat owner nane
regardl ess of type.

5.4.2. Insecure Del egation Proofs
Thi s docunent updates Section 4.4 of [RFC6840] to include securing
DELEG records, and explicitly states that Opt-Qut is not applicable

to the DELEG protocol. The first paragraph of that section is
updated to read:
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Section 5.2 of [RFC4035] specifies that a validator, when proving a
del egation is not secure, needs to check for the absence of the DS
and SCA bits in the NSEC (or NSEC3) type bitmap; this was clarified
in Section 4.1 of [RFC6840]. This docunent updates [ RFC4035] and

[ RFC6840] to specify that the validator MJST al so check for the
presence of the NS or the DELEG bit in the matching NSEC (or NSEC3)
RR (proving that there is, indeed, a delegation). Alternately, the
val i dator rmust make sure that the delegation with an NS record is
covered by an NSEC3 RRwith the Opt-Qut flag set. Opt-Qut is not
applicable to DELEG RR type because DELEG records are authoritative
at the delegation point in the same way that DS RR types are.

5.4.3. Referral downgrade protection

If the zone is DNSSEC-secure, and if any DNSKEY of the zone has the
ADT flag (Section 5.4.3) set to 1, a DELEG aware val i dator MJST prove
the absence of a DELEG RRset in referral responses fromthis
particul ar zone.

Wthout this check, an attacker could strip the DELEG RRset from a
referral response and replace it with an unsigned (and potentially
mal i ci ous) NS RRset (Section 7.2). The reason for this is that
according to non- DELEG DNSSEC specification, a referral response with
an unsigned NS and signed DS RRsets does not require additiona

proof s of nonexi stence.

5.4.4. Positive responses

An existing DELEG RRset is authoritative in, and signed by, the
del egating zone, simlarly to a DS RRset (see Section 5. 3).

A validator SHOULD NOT treat a positive response with a DELEG RRset
as DNSSEC-bogus only because all DNSKEYs in the zone have the ADT
flag set to 0. Such a zone would not be protected from downgrade
attacks (Section 7.2) but this behavior is consistent with other non-
DELEG DNSSEC specifications: validators are not expected to detect

i nconsistencies in data if a chain of trust can be established.

5.4.5. Chaining

A Validating Stub Resolver that is DELEG aware MJST only use
security-aware resolvers that are DELEG aware. A DELEG aware

Val i dating Resol ver that uses forwarders MJST only use DELEG aware
and security-aware forwarders. O herw se DNSSEC-secure zones mi ght
fail to validate (see Appendi x A 4.2.2) and DNSSEC-i nsecure zones
m ght observe inconsistent answers (see Section 6).
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[ RFC9606] specifies a DNS resource record type, RESINFO, to allow
resol vers to publish information about their capabilities and
policies. This can be used to informDNS clients that DELEG is
supported by the DNS resol ver.

A resol ver which supports [ RFC9606] SHOULD add the "del eg" key if it

supports DELEG protocol. A resolver that uses forwarders MAY use a
RESI NFO query to deternmine if the configured forwarders are DELEG
awar e.

Note that, per the rules for the keys defined in Section 6.4 of
[ RFC6763], if there is no ' = in a key, then it is a bool ean
attribute, sinply identified as being present with no val ue.

6. Operational Considerations

When DELEG i s depl oyed, new operational considerations will apply.
While the majority of these relate to the operation of DELEG aware
servers or resolvers, there is a nore general set of operationa
practices which will need to apply because not all resolvers will be
DELEG aware. This section gives an overvi ew of some of those

consi derati ons.

6.1. NS Not Required by Protoco

A zone del egat ed exclusively using DELEG records is not resol vable by
non- DELEG aware resolvers. 1In that case the zone is not required to
have NS RRset in the apex of the del egated zone. Software to nanage
zone content or check the validity of zones needs to be updated to
all ow zones without an NS RRset at the apex.

6.2. NS Maybe Required in Practice

Al t hough DELEG renpves the protocol requirenment for NS records,

resol ver support for DELEG will not be universal for a long tine
after this protocol is first deployed. The depl oynent of DELEG only
del egation creates a new situation in which DNS servers that are
authoritative for a particular set of donmains provide partly or
completely different answers. Were "split DNS' or "split-horizon
DNS" RFC9499 differences depend on the source of the query,

resol ution of DELEG only del egations will depend on whether or not
the resolver is aware of and using DELEG  Conpare exanpl es of DELEG
only del egation and respective answers for DELEG unaware client in
Appendi x A . 4.2.2 and DELEG aware client in Appendix A 4.4.2.
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For any part of the namespace that is intended to be globally
reachabl e, operators should avoid DELEG only del egati ons, as some
resolvers will be unaware of DELEG  For other parts of the
nanespace, operators should take care to ensure that any variability
in responses introduced maps correctly to the client capabilities.

DELEG only del egation is appropriate only where all intended users
are known to use DELEG capabl e resolvers. This m ght be the case
when a zone operator wants a zone be reachable only over secure
transport, for exanple. The decision to drop NS records should be
gui ded by operational neasurenents of resolver adoption of the DELEG
pr ot ocol .

6. 3. NS and DELEG Conbi ned

Thi s docunent explicitly allows zones to be del egated using DELEG
records w thout also using NS records; delegating a zone with both
DELEG and NS records is also allowed. Software that manages

del egati ons or checks the validity of zones need to be updated to
all ow del egations with all conbinations of (with, without) * (NS,

DELEG records.

If both NS and DELEG records are present, zone nanagers mght want to
check consi stency across both RRsets, subject to |ocal policy. This
specification treats both NS and DELEG RRsets as conpletely

i ndependent on the protocol level, but it does not prohibit a

provi sioni ng system from generating one record type fromthe other.

6.4. Authoritative Depl oynent

Before adding a first DELEG record into a DNS zone, these steps need
to be taken, in this order:

1. |If zone checkers are used: ensure that the zone checkers are
DELEG awar e.

2. Ensure that all authoritative servers serving (and transfering)
the zone are DELEG awar e.

3. If a zone is DNSSEC-signed: ensure that the signer is DELEG
awar e.

4. |1f a zone is DNSSEC-signed: ensure that at |east one DNSKEY
record has the ADT flag set to 1. Failure to do so results in
| oss of downgrade resistence of the DELEG protocol for this zone;
see Section 7. 2.
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6.4.1. Enabling ADT Fl ag

According to the DNSSEC specification, changing flags of a DNSKEY
record changes its Key Tag and thus requires a key rollover. For
this reason, the ADT flag cannot be sinply enabled on an existing key
wi t hout other changes to the record. Qperators are advised to set
the ADT flag at the time of generating a new key, as part of a
regul ar key rollover using established procedures. A zone can safely
have keys with the ADT flag set to 1 even if the zone does not have
any DELEG records. Turning on the ADT flag can be done nonths or
even years before a first DELEG record is introduced into the zone

Downgrade protection is effective if any DNSKEY with ADT flag set to
1 is present, even if this key does not sign any RRset. In other
words, it is sufficient to pre-publish new key, as described in stage
2 of Pre-Publish Zone Signing Key Rollover, section 4.1.1.1 of

[ RFC6781] .

An extrenely conservative approach m ght be:
1. Lower DNSKEY TTL to shorten tine to rollback

2. Add a new DNSKEY with ADT flag set to 1, but do not sign any
RRsets with this key.

3. Monitor deploynment for issues.

4. Experinent with addi ng DELEG records at this point, even if the
key rollover is not finished. If there is a problem withdraw
the new, otherw se unused key.

5. Finish the key rollover.
6. Restore the original DNSKEY TTL.

Such an approach requires changing only to DNSKEY RRset and resigning
it. Consequently, the tine required to withdraw t he new DNSKEY
record is limted only by DNSKEY TTL + tine to sign + tine to
transfer nodified DNSKEY RRset.

6.5. Interaction with Dynami c DNS Upate ( [ RFC2136] )

DELEG records can be updated |ike other regular zone data at the

del egation point, simlar to NS records, as dynanic updates work on
zone data and not queries. A DELEG only del egati on woul d not need an
NS record in the del egated zone, but the NS record in the del egated
zone can not be del eted because of section RFC2136 section 7.13.

Thi s shoul d cause no i nmedi ate probl ens as dynami ¢ DNS updates with
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DELEG are nost useful at the del egation point. DELEGPARAM will be
handl ed |i ke any other record.

7. Security Considerations
TODO More peopl e should check this section is conplete!
7.1. Preventing Over-work Attacks

Resol vers MUST prevent situations where accidental msconfiguration
of zones or nmalicious attacks cause themto performtoo nuch work
when resol ving. This docunent describes two sets of actions that, if
not controlled, could lead to over-work attacks.

Long chai ns of include-del egparaminformation (Section 3.4), and
those with circul ar chains of include-del egparaminfornmation, can be
burdensone. To prevent this, the resol ver SHOULD NOT foll ow nore
than 3 incl ude-del egparam chains in an RRset when popul ating SLI ST.
Not e that include-del egparam chai ns can have CNAME steps in then in
such a case, a CNAME step is counted the sane as a DELEGPARAM st ep
when determ ning when to stop foll owing a chain.

TODO. No other DNS spec specifies hard maxi num nunber of
indirections. Perhaps we should not specify it either? After al
DELEG val ue can contain a nanme in NS-only del egation and then we get
into realmof 'count DELEG but NS is uncounted’ and other fun
combinations like this. Perhaps this is better dealt with for the
whol e DNS protocol within draft-fujiwara-dnsop-dns-upper-limt-

val ues?

7.2. Preventing Downgrade Attacks

During the rollout of the DELEG protocol, the operator of an
authoritative server can upgrade the server software to be DELEG
awar e before changing any DNS zones. Such depl oynent should work and
provi de DELEG aware clients with correct DELEG aware answers.

However, the deployment will not be protected from downgrade attacks
agai nst the DELEG protocol
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To protect DNSSEC-secure DNS zones that contain DELEG del egati ons,
the del egating zone needs to have at | east one DNSKEY with the ADT
flag set to 1. Failure to set this flag in a DNSKEY record in the
zone allows an attacker to renpve the DELEG RRset fromreferrals
whi ch contain the DS RRset, and replace the original signed DELEG
RRset with an arbitrary unsigned NS set. Doing so would be a
downgrade fromthe strong protection offered by DNSSEC for DELEG
That is, the DELEG protocol when used wth upgraded DNSKEY records
gives the sane protection to DELEG that the zone’'s DS RRset has.
Wthout DELEG there are no security guarantees for delegation NS
Recor ds

Pl ease note that a full DNSKEY rollover is not necessary to achieve
the downgrade protection for DELEG Any single DNSKEY with the ADT
flag set to 1 is sufficient; the zone can introduce an otherw se
unused record into the DNSKEY RRset.

7.3. DELEG Is Stronger Than NS

8.

8.

DELEG RRtype has stronger protection (by DNSSEC) than del egati on NS
records and glue records. A zone that does not need to be resol vabl e
by DELEG unaware clients (see {operational -considerations}), and is
del egated only with DELEG records, will have a snaller attack surface
conpared to a zone del egated with both DELEG and NS records

The additional attack surface of |egacy del egations stenms fromthe
possibility of replacing NS and glue records in referrals with
arbitrary val ues, which is not detectable by DNSSEC (by design in
[ RFC4035] Section 2.2).

For exanple, this allows redirecting a referral to names and/or
addresses under an attacker’s control. Even for DNSSEC-secure zones,
an attacker can use this ability to continuously proxy queries and
responses, observe traffic, and also nonitor the network addresses

i nvol ved, which nmight be a privacy concern for roanming clients.

The feasibility and inmpact of such attacks depend on the threat
model , which is outside the scope of this docunent.

| ANA Consi der ati ons
1. Changes to Existing Registries
Al'l new all ocations should reference this docunent.

I ANA is requested to assign two types in the Resource Record (RR)
TYPEs registry ([ RFC6895]):
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* TYPE DELEG Meani ng "Extensible Del egation", Value equal to 61440.

* TYPE DELEGPARAM Meani ng "Ext ensi bl e Del egation Indirection”,
Val ue TBAl inside one of the ranges marked as "data TYPEs".

I ANA is requested to assign a new bit in the DNSKEY RR Flags registry
([ RFC4034]): Nunber 14, Description "Authoritative Del egation Types
(ADT)". For conpatibility reasons, we request the Nunber 14 to be
used. This value has been proven to work whereas bit nunber 0 was
proven to break in practical deploynents (because of bugs).

IANA is requested to assign a bit in the EDNS Header Flags registry
([ RFC6891]): Bit TBA2, Flag DE, with the description "DELEG enabl ed"

I ANA is requested to assign a value in the Extended DNS Error Codes
registry ([RFC8914]): INFO CODE TBA3, with the Purpose "New
Del egation Only".

I ANA is requested to create this assignment in the DNS Resol ver
I nformati on Keys registry ([RFCO606]): Nane "del eg", Description "The
presence of the key indicates that DELEG protocol is supported.”

8.2. New Registry for Delegation Infornmation

I ANA is requested to create the "DELEG Del egati on | nformation"
registry. This registry defines the namespace for del egation

i nformati on keys, including string representations and numeric key
val ues.

8.2.1. Procedure
A registration MIST include the follow ng fields:

Nunber: Wre-format nuneric identifier (range 0-65535) Nane: Uni que
presentati on nane Meani ng: A short description Reference: Location of
specification or registration source Change Controller: Person or
entity, with contact information if appropriate

To enabl e code reuse from SVCB parsers, the requirenents for

regi stered Name exactly copy requirenments set by [ RFC9460] section
14.3.1: The characters in the registered Nane field entry MJST be

| ower case al phanuneric or "-". The nane MJUST NOT start with "key" or
"invalid".

The registration policy for new entries is Expert Review ([ RFC8126]).
The desi gnated expert MJST ensure that the reference is stable and
publicly available and that it specifies howto convert the

del egation information’s presentation format to wire fornmat. The
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reference MAY be any individual’s Internet-Draft or a document from
any other source with simlar assurances of stability and
availability. An entry MAY specify a reference of the form"Sane as
(other key name)" if it uses the sane presentation and wire fornats
as an existing key.

Thi s arrangenent supports the devel opnent of new paraneters while
ensuring that zone files can be made interoperable.

8.2.2. Initial Contents

The "DELEG Del egation Information" registry should be populated with
the following initial registrations:

Nunber: O

Nane: rmandatory

Meani ng: Mandatory keys in this RR

Ref erence: {{mandatory}} of this docunent
Change Controller: |ETF

Nunber: 1

Nane: server-ipv4

Meani ng: An unordered collection of |IPv4 addresses of nane servers
Ref erence: {{naneserver-info}} of this docunent

Change Controller: |ETF

Nunber: 2

Nane: server-ipv6

Meani ng: An unordered collection of |IPv6 addresses of nane servers
Ref erence: {{naneserver-info}} of this docunent

Change Controller: |ETF

Nunber: 3

Name: server-nane

Meani ng: An unordered col |l ection of donmain nanmes of nane servers
Ref erence: {{naneserver-info}} of this docunent

Change Controller: |ETF

Nunber: 4

Nanme: incl ude-del egparam

Meani ng: An unordered collection of donain nanes of DELEGPARAM records
Ref erence: {{naneserver-info}} of this docunent

Change Controller: |ETF

The registration for numbers 65280-65534 is reserved for private use.
The registration for nunber 65535 is reserved.
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8.3. Tenporary Assignnents

This section gives the values that can be used for interoperability
testing before | ANA nakes permanent assignnents. The section will be
renoved when | ANA nmakes permanent assignnents.

* DELEG RR type code is 61440

* DELEGPARAM RR type code is 65433

* DELEG EDNS DE flag bit is 2

* DNSKEY ADT (Authoritative Del egation Types) flag bit is 14
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Appendi x A.  Exanpl es
A.1l. Root zone file

The foll owi ng exanpl e shows an excerpt froma signed root zone. It
shows the del egation point for "exanple." and "test."

The "exanple." del egation has DELEG and NS records. The "test."
del egati on has DELEG but no NS records

TODO. Add exanpl es that have incl ude-del egparam bei ng sets of nore
t han one nane.

exanpl e. DELEG server-ipv4=192.0.2.1 server-i pv6=2001: DB8:: 1
exanpl e. DELEG server - nane=ns2. exanpl e. net., ns3. exanpl e. org.
exanpl e. RRSI G DELEG 13 1 300 20260101000000 (

20250101000000 33333 . Si gExanpl eDELEG )

exampl e. NS nsl. exanpl e.

exanpl e. NS ns2. exanpl e. net .

exanpl e. NS ns3. exanpl e. org.
DS

exanpl e. 44444 13 2 ABCDEF01234567. .
exanpl e. RRSI G DS 13 1 300 20260101000000 (
20250101000000 33333 . Si gExanpl eDS )

example.  NSEC net. NS DS RRSI G NSEC DELEG
exanpl e.  RRSI G NSEC 13 1 300 20260101000000 (
20250101000000 33333 . Si gExanpl eNSEC+ )

; unsigned glue for legacy (NS) del egation
; it is NOT present in NSEC chain

nsl. exanple. A 192.0.2.1

nsl. exanpl e. AAAA 2001:DB8::1

The "test." delegation point has a DELEG record and no NS or DS
records.

Pl ease note: This is an exanple of an unnecessarily conplicated setup
to denonstrate the capabilities of the DELEG and DELEGPARAM RR types.
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test. DELEG server-i pv6=3fff::33
test. DELEG i ncl ude- del egpar an=Acf g. exanpl e. org., chame. exanpl e. org
test. DELEG i ncl ude- del egpar an=conf i g2. exanpl e. net .
test. RRSI G DELEG 13 1 300 20260101000000 (
20250101000000 33333 . SigTest DELEG )
test. NSEC . RRSI G NSEC DELEG
test. RRSI G NSEC 13 1 300 20260101000000 (

20250101000000 33333 . SigTest NSEC/ )
; a forgotten glue record from |l egacy (NS) del egation
; it is NOT present in NSEC chain and it is occl uded
a.test. A 192.0.2.1
Del egations to org and net zones onmitted for brevity.

A.2. Example.org zone file

The foll owi ng exanpl e shows an excerpt from an unsi gned exanple.org

zone.

Acf g. exanpl e. org. DELEGPARAM ser ver -i pv6=2001: DB8: : 6666

Acf g. exanpl e. org. DELEGPARAM ser ver - nane=ns3. exanpl e. or g.

Acf g. exanpl e. or g. DELEGPARAM i ncl ude- del egpar anrsubcf g. exanpl e. org
; unhel pful but technically |egal CNAVE

chane. exanpl e. or g. CNAME Acf g. exanpl e. org.

ns3. exanpl e. org. AAAA 3fff::33

subcf g. exanpl e. org. DELEGPARAM server-ipv4=203.0.113.1 server-ipv6e=3fff::
A. 3. Example.net zone file

The foll owi ng exanpl e shows an excerpt from an unsi gned exanpl e. net
zone.

ns2. exanpl e. net . A 198.51.100.1
confi g2. exanpl e. net. DELEGPARAM ser ver - name=h. exanpl e. or g.
A. 4. Responses

The foll owi ng sections show referral exanples:
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A.4.1. DO Dbit clear, DE bit clear

A 4.1.1. CQuery for foo.example

i, Header: QR RCODE=NCERROR

()

7 Question
foo.exanple. |IN MX

;o Answer
;o (enpty)

7 Authority

exanpl e. NS nsl. exanpl e.
exanpl e. NS ns2. exanpl e. net .
exanpl e. NS ns3. exanpl e. org.

7, Additiona
nsl. exanple. A 192.0.2.1
nsl. exanpl e. AAAA 2001:DB8::1

A 4.1.2. CQuery for foo.test

See Section 5.2.2.1.

7, Header: QR AA RCODE=NXDOVAI N

(N

;7 Question
f oo. test. I'N MX

co Answer
;o (enpty)

;7 Authority
SOA ...

;; Additiona

;7 OPT with Extended DNS Error: New Del egation Only

A 4.1.3. Query for a.test

A forgotten glue record under the "test.'

occl uded by DELEG RRset.

del egati on point
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i, Header: QR AA RCODE=NXDOVAI N

(IR

;7 Question
a.test. IN A

oo Answer
1 (enpty)

;7 Authority
. SOA ...

7, Addi tional
;7 OPT with Extended DNS Error: New Del egation Only

A.4.2. DO bit set, DE bit clear
A 4.2.1. CQuery for foo.exanple
;; Header: QR DO RCODE=NOCERROR
i Question
f oo. exanpl e. I'N MX

;o Answer
5 (enpty)

;7 Authority

exampl e. NS nsl. exanpl e.
exanpl e. NS ns2. exanpl e. net .
exanpl e. NS ns3. exanpl e. or g.
exanpl e. DS 44444 13 2 ABCDEF01234567. .
exanpl e. RRSI G DS 13 1 300 20260101000000 (
20250101000000 33333 . SigExanpl eDS )
i Additiona
nsl. exanple. A 192.0.2.1
nsl. exanpl e. AAAA 2001:DB8::1

A 4.2.2. CQuery for foo.test
See Section 5.2.2.1.

DELEG unaware validators would treat this answer as DNSSEC-secure.
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DELEG aware validators would treat it as DNSSEC- bogus because the
DELEG bit in NSEC type bitmap woul d trigger downgrade attack
detection (see Section 5.4.3).

., Header: QR DO AA RCODE=NXDQOVAI N

()

7 Question

f oo. test. I'N MX

;o Answer

;5 (enpty)

7 Authority

. SQA ...

. RRSI G SQA . ..

t est. NSEC . RRSI G NSEC DELEG

t est. RRSI G NSEC 13 1 300 20260101000000 (
20250101000000 33333 . SigTest NSEC/ )

;; Addi tional

;7 OPT with Extended DNS Error: New Del egation Only

A 4.2.3. Query for a.test

A forgotten glue record under the "test." delegation point is
occl uded by DELEG RRset. This is indicated by NSEC chain which
"ski ps" over the owner name with A RRset.

i, Header: QR DO AA RCODE=NXDOVAI N

LR

7 Question

a.test. IN A

7 Answer

;7 (enpty)

7 Authority

. SQA . ..

. RRSI G SQA . ..

test. NSEC . RRSI G NSEC DELEG

test. RRSI G NSEC 13 1 300 20260101000000 (
20250101000000 33333 . SigTest NSEC/ )

;; Addi tional

;7 OPT with Extended DNS Error: New Del egation Only
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A 4. 3.

A 4.3. 1.

DO bit clear, DE bit set

Query for foo.exanple

., Header: QR DE RCODE=NCERROR

()

7 Question
foo.exanple. |IN MX

;o Answer
;o (enpty)

7 Authority

exanpl e.
exanpl e.

;. Addi tional
;5 (enpty)

A 4.3. 2.

Query for foo.test

i, Header: QR RCODE=NCERROR

()

7 Question

foo.test. I'N MX

vy Answer

;7 (enpty)

7 Authority

test. DELEG server-i pv6=3fff::33

test. DELEG i ncl ude- del egpar anrAcf g. exanpl e. or g.
test. DELEG i ncl ude- del egpar am=confi g2. exanpl e. net .
7, Addi tional

;5 (enpty)

June 2026

DELEG server-ipv4=192.0.2.1 server-ipv6=2001: DB8::1
DELEG server - nane=ns2. exanpl e. net., ns3. exanpl e. org.

A followup exanple in Appendix A 5 explains the ultimte nmeani ng of
this response.

A 4.4.

A 4.4. 1.
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i, Header: QR DO DE RCODE=NCERROR

(IR

;7 Question
foo.exanmple. |IN M

oo Answer
1 (enpty)

;7 Authority
exanpl e. DELEG server-ipv4=192.0.2.1 server-ipv6=2001: DB8:: 1
exanmpl e. DELEG server - nane=ns2. exanpl e. net., ns3. exanpl e. or g.
exanpl e. RRSI G DELEG 13 1 300 20260101000000 (

20250101000000 33333 . Si gExanpl eDELEG )
exanpl e. DS 44444 13 2 ABCDEF01234567. .
exanpl e. RRSI G DS 13 1 300 20260101000000 (

20250101000000 33333 . Si gExanpl eDS )

7, Additiona
;5 (enpty)
A 4.4.2. CQuery for foo.test

;; Header: QR DO DE RCODE=NCERROR

LR

7 Question

foo. test. I'N MX

7 Answer

;7 (enpty)

7 Authority

test. DELEG server-i pv6=3fff::33

test. DELEG i ncl ude- del egpar anxAcf g. exanpl e. or g.

test. DELEG i ncl ude- del egpar amrconf i g2. exanpl e. net .

test. RRSI G DELEG 13 1 300 20260101000000 (
20250101000000 33333 . SigTest DELEG )

test. NSEC . RRSI G NSEC DELEG

test. RRSI G NSEC 13 1 300 20260101000000 (
20250101000000 33333 . SigTest NSEC/ )

i Additiona

;5 (enpty)

A followup exanple in Appendix A 5 explains the ultinmte nmeani ng of
this response.
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A 5.

DELEGPARAM I nterpretation

In the exanpl es above, the test. DELEG record uses indirection and
points to other domain nanes w th DELEGPARAM A, AAAA, and CNAME
records. During resolution, a resolver will gradually build set of
nane servers to contact, as defined in Section 5.1.4.

To visualize the end result of this process, we represent full set of
name servers in formof a ’virtual’® DELEG RRset.

test. DELEG server-ipv4=198.51.100.1
test. DELEG server-ipv4=203.0.113.1
test. DELEG server-ipv6=2001: DB8: : 6666
test. DELEG server-ipv6=3fff::2

3

| Pv6 address 3fff::33 was de-duplicated (input RRsets listed it tw ce)

test. DELEG server-ipv6=3fff::33

A 6.

Note the "cnane. exanple.org." value in "include-

del egpar an=Acf g. exanpl e. org., cnane. exanpl e.org." DELEG record has no
visible effect. The included nane | oops via CNAME back to
"Acfg.exanple.org.” which is already included. This would have
caused duplication of all values if each SLIST was not treated as a
set.

I mpl enentations are free to use alternative representations for this
data, as it is not directly exposed via DNS protocol

Fai | ure Cases

Several exanpl es of mi sconfigured del egati ons which cannot be
resol ved foll ow

Self-references to names wi thout any addresses:

.invalid. DELEG incl ude-del egparanrparans.invalid., sub. parans.invalid.
.invalid. DELEG server-nanme=nsl.invalid.,ns2.sub.invalid.
Cycl es:

cl.invalid. DELEG server-nane=nsl.c2.invalid.
c2.invalid. DELEG incl ude-del egparam=parans.cl.invalid.,c3.invalid.
c3.invalid. CNAME c2.invalid.

Syntactically valid DELEG records w thout any Section 3.4 keys:

00.invalid. DELEG key65280=\ 032\ 037\ 041\ 045
00.invalid. DELEG key65281="char-string w th whitespace"
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A del egation m ssing the value for a nandatory key:
mlL. i nval i d. DELEG mandat or y=key65534

Records which are not even allowed in zone file (see al so [ RFC9460]
appendi x D.3) but might be sent in wire format:

m2.invalid. DELEG mandat ory
ik.invalid. DELEG invalid

Appendi x B. Test Vectors

TODO. In what format? Machine readable would be a win. Perhaps a
combi nation of [RFC8427] and [I|-D.peltan-edns-presentation-format]?
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