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Abstract

Thi s docunent proposes a new extensible nethod for the del egati on of
authority for a domain in the Domain Name System (DNS) using DELEG
and DELEG records

A del egation in the DNS enables efficient and distributed managenent
of the DNS nanespace. The traditional DNS del egation is based on NS
records which contain only hostnanes of servers and no ot her
paraneters. The new del egation records are extensible, can be
secured with DNSSEC, and elim nate the problem of having two sources
of truth for del egation informtion

About Thi s Docunent

This note is to be renoved before publishing as an RFC
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Status of This Meno
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1. Introduction

In the Domai n Name System responsibility for each subdomain wthin
the domai n nane hi erarchy can be del egated to different servers,
whi ch nakes them authoritative for their portion of the nanespace.

The original DNS record that does this, called an NS record, contains
only the hostname of a single nanme server and no ot her paraneters.
The resol ver needs to resolve these nanmes into usabl e addresses and
infer other required paraneters, such as the transport protocol and
any other protocol features. Myreover, the NS record set exists in
two places--one at the del egation point, and the other, possibly
different, in the child zone. The DNS Security Extensions (DNSSEC)
protect only one copy, those in the child zone.
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These properties of NS records limt resolvers to unencrypted UDP and
TCP port 53, and this initial contact cannot be protected with
DNSSEC. Even if these two probl ems were sonehow sol ved, the NS
record does not offer extensibility for any other paraneters. This
limtation is a barrier for the efficient introduction of new DNS

t echnol ogy.

The proposed DELEG and DELEG resource record (RR) types renedy this
probl em by provi di ng extensible paraneters to indicate server
capabilities and additional information, such as other transport
protocols that a resolver may use

The DELEG record creates a new delegation. It is authoritative in
the parent side of delegation and thus can be signed with DNSSEC
This makes it possible to validate all del egation paraneters,

i ncluding those of future extensions.

The DELEGQ record is an auxiliary record which does not create a
del egation by itself but provides an optional layer of indirection
It can be used to share the sanme del egation information across any
nunber of zones. DELEQ is treated |ike regular authoritative
record

The DELEG record can be used instead of or alongside a NS record to
create a delegation. The conbination of DELEGHNS is fully conpatibl e
with old resolvers, facilitating the increnental rollout of this new
met hod of del egati on

Future docunments can use the extensibility mechanismfor nore
advanced features like connecting to a nanme server with an encrypted
transport.

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Term nol ogy regardi ng the Domai n Nane System cones from [ BCP219],
with addition ternms defined here:

* | egacy del egation: A delegation that is done with an NS resouce
record set (RR set)

* | egacy response: A response that does not take the specia
semantics of the DELEG record into account
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* Jlegacy referral response: A response with an NS RR set in the
AUTHORI TY section, plus all rel evant DNSSEC records

* |egacy resolver: A resolver which does not follow the DELEG
pr ot ocol

* DELEG aware: An authoritative server or resolver that follows the
protocol defined in this docunent

*  DELEG unaware: An authoritative server or resolver that does not
follow the protocol defined in this docunent

2. DELEG and DELEG@ Resource Record Types

The DELEG record, RR type TBD, and the DELEG record, RR type TBD2
(different fromthat of DELEG, have the sane wire and presentation
formats, but their semantics are different as described in a

foll owi ng secti on.

TODO. Deci de about class: IN or class independent? SVCBis IN
speci fic.

The record format is based on the extensible key=value list that was
originally defined as "SvcParans" for the SVCB record type [ RFC9460].
Unl i ke SVCB, the DELEG protocol does not have "SvcPriority" and
"Target Nane" fields. The keys in the DELEG protocol are different
than those used in SVCB. To avoid confusion between the two
protocols, the list of key=value paraneters used by the DELEG
protocol are called Deleglnfos and will be tracked in their own | ANA
regi sty for Del egation Infornation.

The followi ng rules are adapted from SVCB, but w th changed nanes:
* The whol e RDATA consists of a single list called "Del egl nfos".
* Del eglnfos consists of individual Deleglnfo key=val ue pairs.

* Each Del eglnfo pair has Del egl nfoKey and a possibly optional
Del egl nf oVal ue.

* Each Del eglnfo has a specified presentation format and wire
encodi ng.

* Each Del egl nfoKey has a presentation nane and a regi stered key
number .

* Each DeleglnfoValue is in a format specific to its Del egl nf oKey.
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| mpl enent ati ons can reuse the same code to parse SvcParans and
Del eglnfos and only plug in a different |ist of key=value pairs for
SVCB/ HTTPS and DELEGQ DELEQ record famlies.

The initial set of Del eglnfoKeys and their formats are defined in
Section 3.1.5.

2. 1. Present ati on For mat

The RDATA presentation format of the record consists of a single
l'ist, Deleglnfos.

The Del egl nfos presentation format is defined exactly the same as

SvcParans in Section 2.1 of [RFC9460]. The following rules are

adapted from SVCB, but w th changed nanes

* Deleglnfos is a whitespace-separated |ist with each Del eglnfo
consi sting of a Del egl nfoKey=Del egl nfoVal ue pair, or a standal one
Del egl nf oKey.

* Individual elenent definitions are the sanme as [ RFC9460]:

- The Deleglnfo syntax is the same as SvcParam but it references
Del egl nfo el ements instead of SvcParam el ements.

- Del eglnfoKey syntax is the sane as SvcParanKey.

- The syntax for unknown keys in Section 2.1 of [RFC9460]
appl i es.

- The Del egl nfoVal ue syntax is the sane as SvcParanVal ue.
- The rules from Appendi x A of [ RFC9460] apply.
* Al the requirenents in Section 2.1 of [RFC9460] apply.

TODO. SVCB allows an enpty list. | guess it is not a problem it is
small and will sinply be ignored?

2.2. RDATA Wre Fornmat

The RDATA portion of the RR types has variable length and entirely
consists of a single "Del eglnfos" el enent:

i S S T i S S e e i S S S S

/ Del egl nf os /
i i i T i I S i e s o o i i
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The format of the Deleglnfos element is identical to the format of
the SvcParans el ement defined in [RFC9460] Section 2.2, including the
requirenments for strictly increasing nunmeric order to keys and no key
duplication all owed.

Al'l the requirenents in Section 2.2 of [RFC9460] apply.

The Del egl nfos element is a sequence of individual Deleglnfo

el ements. The wire format of an individual Deleglnfo element is the
same as for a SvcParam el enent, but it references Del eglnfo el enents
i nstead of SvcParam el enents. Note that though SVCB al |l ows SvcParans
to be absent, DELEG will always require at | east one Deleglnfo in

Del egl nf os.

+0 ( MSB) +1 (LSB)
B T S i T s i i e e SEI S
0: | Del egl nf oKey |
I S i o T s S S S e s s T
2: | I ength of Del egl nfoVal ue |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
4: |/ Del egl nf oVal ue . .. /

B T S i T s i i e e SEI S
The perm ssible | engths depend on the Del egl nfoKey val ue. Sone
future keys may have no Del egl nf oVal ue, which would be indicated with
an explicit O | ength.
2.3. Overview of Differences between DELEG and DELEG Senantics

The following is a brief summary of semantic differences between the
DELEG and DELEG types.

* DELEG creates a delegation for its ower nanme, simlar to the NS
RR type.

* DELEG and NS RR types can coexi st at the same owner nane.

* DELEGis authoritative in the parent zone of the del egated zone,
simlar to the DS RR type, and unlike the NS RR type.

* DELEG is signed by the parent zone of the del egated zone when
usi ng DNSSEC, sinmilar to the DS RR type, and unlike the NS RR

t ype.

* DELEG cannot be present at the apex of the del egated zone, simlar
to the DS RR type, and unlike the NS RR type.

* DELEG has special processing for being included in answers.
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Conversely,

* DELEG is like any normal RR and doesn’t require any speci al
processi ng.

* DELEG does not create a delegation for its owner nane.

* DELEA cannot coexist at the same owner name with DELEG or NS RR
types.

* DELEG@ DNSSEC signing and record placenent rules are the sane as
for any ordinary RR type.

* DELEG is used as the target of the DELEG protocol’s "include"
mechani sm as described in section Section 3.1.6.

TODO. Add sone introduction conparing how resol vers see | egacy
del egation (set of NS and A/ AAAA records) and DELEG del egati on (DELEG
and DELEG records with server-ipv4 and server-ipvé keys)

3. Use of DELEG Records

The DELEG RR set MAY contain nultiple records. A DELEG RR set MAY be
present with or without NS or DS RR sets at the del egation point,

t hough without NS records then DELEG unaware software will not be
able to resolve records in the the del egated zone.

DELEG RR sets MJST NOT appear at a zone's apex. The erroneous

i nclusion of DELEG RR set at zone’'s apex will cause DNSSEC validation
failures. Servers MAY refuse to |load such an invalid zone, simlar
to the DS RR type.

3.1. Resolvers
3.1.1. Signaling DELEG Support

There will be both DELEG and NS needed for delegation for a |ong
time. Both |egacy del egation and the DELEG protocol enable recursive
resolution. This docunment defines a new EDNS flag to signal that a
resolver is DELEG aware and therefore does not need NS records or
glue information in a referral response.

A resolver that is DELEG aware MJST signal in queries that it
supports the DELEG protocol by setting a bit in the OPT RR TTL as
described in [RFC6891]. This bit referred to as the "DELEG' (DE)
bit, expected to be assigned by ANA at Bit 2 in the EDNS Header
Flags registry, as follows:
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+0 ( MSB) +1 (LSB)
T I S T S T =
0: | EXTENDED- RCCDE | VERS| ON |
T e
2: | Dg Cg DE| z I

T S S S S

Setting the DE bit to one in a query indicates the resol ver
under st ands the DELEG semantics and does not need NS records to
follow a referral. The DE bit set to O indicates the resolver is not
DELEG aware, and therefore can only be served referrals with NS
records and other data according to pre-DELEG specifications.

3.1.2. Referra
The DELEG record creates a zone cut simlar to the NS record

If one or nore DELEG records exist at a given del egation point, a
DELEG aware resolver MIST treat the name servers fromthose DELEG
records as authoritative for the child zone. |n such a case, a
DELEG awar e resol ver MJUST NOT use NS records for the zone if they are
present, even if resolution using DELEG records has failed. Such
fall back from DELEG to NS woul d invalidate the security guarantees of
t he DELEG pr ot ocol

If no DELEG record exists at a given del egation point, DELEG aware
resol vers MJUST use NS records as specified by [ RFC1034]. See
Section 3.4 for nore informati on about protection from downgrade
attacks.

3.1.3. Parent-side types, QTYPE=DELEG

Record types defined as authoritative on the parent side of zone cut,
currently the DS and DELEG types, retain the sane special handling as
described in Section 2.6 of [RFC4035].

DELEG unawar e resol vers can get different types of answers for
QI'YPE=DELEG queri es based on the configuration of the server, such as
whether it is DELEG aware and whether it also is authoritative for
subdonmi ns. For exanple, a DELEG unaware authoritative nane server
whi ch has | oaded DELEG records via the [ RFC3597] unknown types
mechani sm woul d answer with themonly if there were no NS records at
the owner nanme, and answer with an NS del egation otherw se.
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3.1.4. Agorithmfor "Finding the Best Servers to Ask"

Thi s docunent updates instructions for finding the best servers to
ask. That information currently is covered in Section 5.3.3 of

[ RFC1034] and Section 3.4.1 of [RFC6672] with the text "2. Find the
best servers to ask." Section 3.1.4.1 of [RFC4035] shoul d have
explicitly updated Section 5.3.3 of [RFCL034] for the DS RR type, but
failed to do so. This docunent sinply extends this existing behavior
to DELEG RR type as well, and makes this special case explicit.

When a DELEG RR set exists for a delegation in a zone, DELEG aware
resol vers ignore any NS RR set for the del egated zone, whether from
the parent or fromthe apex of the child.

Each del egation | evel can have a m xture of DELEG and NS RR types,
and DELEG aware resolvers MJST be able to foll ow chains of
del egati ons whi ch conbines both types in arbitrary ways.

An example of a valid delegation tree:

; root zone with NS-only del egations
. SOA ...
test. NS ...

; test. zone with NS+DELEG del egati ons
test. SOA ...

sld.test. NS ...

sld.test. DELEG...

; sld.test. zone with NS-only del egati on
sld.test. SOA ...
nssub.sld.test. NS ...

; nssub.sld.test. zone with DELEG only del egation
del egsub. sub. sl d.test. DELEG ...

TODO after the text below, refer back to this figure and show the
order that a DELEG aware resolver woul d take when there is a failure
to find any good DELEG addresses at sub.sld.test, then any usable
nane servers at sub.sld.test, and then maybe a good DELEG record at
test.

The terms SNAME and SLI ST used here are defined in Section 5.3.2 of
[ RFC1034]:

SNAME is the domain nane we are searching for.
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SLIST is a structure which describes the nane servers and the zone
which the resolver is currently trying to query. Neither [RFC1034]
nor this document define how a resol ver uses SLIST; they only define
how to popul ate it.

A DELEG aware SLI ST needs to be able to hold two types of

i nformati on, del egations defined by NS records and del egati ons
defined by DELEG records. DELEG and NS del egations can create cyclic
dependenci es and/or lead to duplicate entries which point to the same
server. Resolvers need to enforce suitable lints to prevent danmage
even if sonmeone has incorrectly configured sone of the data used to
create an SLI ST

This leads to a nodifications of the description fromearlier
docunents for DELEG aware resolvers can find the best servers to ask
That description becones:

1. Determ ne deepest possible zone cut which can potentially hold
the answer for a given (query nane, type, class) comnbination

1. Start with SNAME equal to OQNAME

2. If QIYPE is a type that is authoritative at the parent side
of a zone cut (currently, DS or DELEG, renove the | eftnost
| abel from SNAME. For exanple, if the QNAME is
"test.exanple." and the QTYPE is DELEG or DS, set SNAME to
"exanpl e.".

2. Look for locally-available DELEG and NS RR sets, starting at
current SNAME

1. For a given SNAME, check for the existence of a DELEG RR set.
If it exists, the resolver MIST use its content to popul ate
SLIST. However, if the DELEG RR set is known to exist but is
unusable (for exanple, if it is found in DNSSEC BAD cache),
the resolver MUST NOT instead use an NS RR set; instead, the
resolver MJUST treat this case as if no servers were
avai | abl e.

2. If a given SNAME is proven to not have a DELEG RR set but

does have an NS RR set, the resolver MJST copy the NS RR set
into SLI ST.

April, et al. Expires 20 March 2026 [ Page 11]



I nternet-Draft DELEG Sept enber 2025

3. If SLIST is now popul ated, stop wal king up the DNS tree.
However, if SLIST is not popul ated, renmove the |eftnost |abe
from SNAME and go back to the first step, using the newy
shortened SNAME. Do not go back to the first step if doing
so woul d exceed the amobunt of work that the resolver is
configured to do when processi ng nanes; see Section 4.1

The rest of Step 2's description is not affected by this docunent.

TODO. Determ ne what to do about "ONAME=. QTYPE=DELEG' or " QNAME=
QIYPE=DS" queries, which by definition do not have answers in the
DNS.

3.1.5. Name Server Information for Del egation

The DELEG and DELEG records have four keys that describe information
about nane servers. The purpose of this information is to popul ate
the SLIST with | P addresses of the nane servers for a zone. The
types of information defined in this docunent are:

* server-ipv4d: a set of |Pv4 addresses for nanme servers
* server-ipv6: a set of |IPv6 addresses for nane servers

* server-nane:. a set of hostnanes of nane servers; the addresses
must be fetched

* include-delegi: a set of domain nanes that point to a DELEG RR
sets, which in turn have nore infornation about the del egation

These keys MJUST have a non-enpty Del egl nf oVal ue.

The presentation values for server-ipv4 and server-ipv6 are comra-
separated list of one or nore |IP addresses of the appropriate famly
in standard textual format [RFC5952] [RFC4001]. The wire formats for
server-ipv4 and server-ipv6é are a sequence of |P addresses, in
network byte order, for the respective address fanily.

The presentation values for server-nane and include-del egi are sets
of fully-qualified domain nanes, separated by conmas. The wire
format for server-nane and include-del egi are each a concatenated set
of a wire-format donmai n nanes, where the root |abel provides the
separati on between nanmes. The nanes in the wire format MJUST NOT be
compr essed

TODO. Are they? Are we going to forbid normal zone file expansion
where nanes without trailing . get current origin appended to then?
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A DELEG or DELEG record MJST have one, and only one, set of server
i nformati on, chosen fromthe follow ng:

* one server-ipv4 key

* one server-ipv6 key

* a pair consisting of one server-ipv4d key and one server-ipv6 key
* one server-nane key

* one include-del egi key

This restriction only applies to a single DELEG or DELEG record; a
DELEG or DELEG RR set can have records with different server
i nformati on keys.

When using server-nanme, the addresses for all the names in the set
must be fetched using normal DNS resolution. This neans the names in
the val ue of the server-nanme key or the include-del egi key MJST NOT
be inside the del egated domai n.

Wth this initial DELEG specification, servers are still expected to
be reached on the standard DNS port for both UDP and TCP, 53. Wile
a future specification is expected to address other transports using
other ports, its eventual semantics are not covered here.

3.1.6. Populating the SLIST from DELEG and DELEA Records

Each i ndi vi dual DELEG record i nside a DELEG RR set, or each
individual DELEA record in a DELEG RR set, can cause the addition
of zero or nore entries to SLI ST.

A resol ver processes each individual DELEG record within a DELEG RR
set, or each individual DELEG record in a DELEG RR set, using the
fol |l owi ng steps:

1. If a record has nore than one type of server information key
(excluding the |1 Pv4/1PV6 case), or has nultiple server
informati on keys of the same type, that record is nalforned.
St op processing this record.

2. |If server-ipv4 and/or server-ipv6 keys are present inside the

record, copy all of the address values into SLIST. Stop
processing this record.
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3. If a server-nanme key is present in the record, resolve each nane
in the value into I Pv4 and/or |Pv6 addresses. Copy these
addresses into SLIST. Stop processing this record.

4. 1f an include-delegi key is present in the record, resolve each
name in the value using the DELEG RR type. Recursively apply
the algorithmdescribed in this section, after checking that the
maxi mum | oop count described in Section 4.1 has not been reached.

5. If none of the above applies, SLIST is not nodified by this
particul ar record.

A DELEG aware resol ver MAY inplenent lazy filling of SLIST, such as
by deferring processing remaining records if SLIST al ready has what
the resol ver considers a sufficiently |large pool of addresses to
contact.

The order in which to try the servers in the final SLIST is outside
the scope of this docunent.

3.2. Authoritative Servers

DELEG aware authoritative servers act differently when handling
queries from DELEG unaware clients (those with DE=0) than from DELEG
aware clients (those with DE=1).

The server MJIST copy the value of the DE bit fromthe query into the
response, to signal that it is a DELEG aware server

3.2.1. DELEG unaware Cients

DELEG unaware clients do not use DELEG records for del egation. When
a DELEG aware authoritative server responds to a DELEG unaware
client, any DELEG record in the response would not signal a zone cut,
is not returned in referral responses, and is not considered
authoritative on the parent side of a zone cut. Because of this,
DELEG aware authoritative servers MIST answer as if they are DELEG
unaware to DELEG unaware clients. Please note this instruction does
not affect DNSSEC signing, i.e. no special handling for NSEC type
bitmap is necessary and DELEG RR type is accurately represented even
for DELEG unaware clients

Two specific cases of DELEG aware authoritative servers responding in
a DELEG unaware manner are described here.
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3.2.1.1. DELEG unaware dients Requesting QTYPE=DELEG

From the perspective of DELEG unaware clients, the DELEG RR type does
not have special semantics and shoul d behave like an old ordinary RR
type, e.g. TXT. Thus, queries with DE=0 and QTYPE=DELEG MJUST result
in a normal | egacy response. This would be a | egacy referral
response if there are NS records, or the actual DELEG RR type if the
owner name does not have NS records.

TODO. Shoul d we have an exanple with auth having parent+child zone at
the sane tine, and DE=0 QTYPE=DELEG query?

3.2.1.2. DELEG unaware Cients with DELEG RRs Present but No NS RRs

DELEG unaware clients mght ask for a name which belongs to a zone
del egated only with DELEG RRs (that is, without any NS RRs). Such a
zone is not resolvable for DELEG unaware clients. 1In this case, the
DELEG record itself cannot create a zone cut, and the DELEG aware
authoritative server MIST return a | egacy response.

An exanpl e of a | egacy response using NXDOVAIN is in

Appendi x A 4.2.2. This |egacy response night be confusing for
subdonmai ns of zones which actually exi st because DELEG aware clients
woul d get a different answer, nanely a delegation. TODO debate
response code in Ws

The authoritative server is RECOWENDED to suppl ement these responses
to DELEG unaware resolvers with an [ RFC8914] Extended DNS Error using
the (I ANA-TBD) val ue "New Del egati on Only" fromthe Extended DNS
Error Codes registry.

3.2.2. DELEG aware Cients

When the client indicates that it is DELEG aware by setting DE=1 in
the query, DELEG aware authoritative servers treat DELEG records as
zone cuts, and the servers are authoritative on the parent side of
the zone cut. This new zone cut has priority over a |egacy

del egation with NS RR set.

3.2.2.1. DELEG aware dients Requesting QIYPE=DELEG

An explicit query for the DELEG RR type at a del egati on point behaves
much like query for the DS RR type: the server answers
authoritatively fromthe parent zone. Al previous specifications
for special handling queries with QTYPE=DS apply equally to
QIYPE=DELEG. In sumary, the server either provides an authoritative
DELEG RR set or declares its non-existence, with rel evant DNSSEC
proof s when requested and avail abl e.
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3.2.2.2. Delegation with DELEG

If the delegation has a DELEG RR set, the authoritative server MJST

put the DELEG RR set into the Authority section of the referral. In
this case, the server MJST NOT include the NS RR set in the Authority
section. Include the covering RRSIG follow ng the nornmal DNSSEC

procedure for answers with authoritative zone data.

Simlarly, rules for DS RR set inclusion in referrals apply as
speci fied by the DNSSEC pr ot ocol

3.2.2.3. DELEG aware Clients with NS RRs Present but No DELEG RRs

If the del egati on does not have a DELEG RR set, the authoritative
server MJST put the NS RR set into the authority section of the
referral. The absence of the DELEG RR set MJST be proven as
specified by the DNSSEC protocol for authoritative data.

Simlarly, rules for DS RR set inclusion into referrals apply as
specified by the DNSSEC protocol. Please note, in practice the sane
process and records are used to prove the non-exi stence of both DELEG
and DS RR sets.

3.3. DNSSEC Signers

The DELEG record is authoritative on the parent side of a zone cut
and needs to be signed as such. Existing rules fromthe DNSSEC
specifications apply. |In summary: for DNSSEC signing, treat the
DELEG RR type the same way as the DS RR type

In order to protect validators from downgrade attacks this draft
i ntroduces a new DNSKEY flag ADT (Authoritative Del egati on Types).
In zones which contain a DELEG RR set, this flag MJIST be set to 1 in
at | east one of the DNSKEY records published in the zone.
3.4. DNSSEC Validators
DELEG awar eness i ntroduces additional requirements on validators.
3.4.1. Cdarifications on Nonexistence Proofs
Thi s docunent updates Section 4.1 of [RFC6840] to include "NS or
DELEG' types in the type bitmap as indication of a del egati on point,
and generalizes applicability of ancestor del egation proof to all RR
types that are authoritative at the parent (that is, both DS and
DELEG. The text in that section is updated as follows:

An "ancestor delegation" NSEC RR (or NSEC3 RR) is one wth:
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* the NS and/or DELEG bit set,
* the Start of Authority (SOA) bit clear, and

* a signer field that is shorter than the owner nane of the NSEC RR
or the original owner nanme for the NSEC3 RR

Ancest or del egati on NSEC or NSEC3 RRs MJST NOT be used to assumne
nonexi stence of any RRs bel ow that zone cut, which include all RRs at
that (original) owner nane, other than types authoritative at the
parent-si de of a zone cut (DS and DELEG, and all RRs bel ow t hat
owner nane regardl ess of type.

3.4.2. Insecure Del egation Proofs

Thi s docunent updates Section 4.4 of [RFC6840] to include securing
DELEG records, and explicitly states that Opt-Qut is not applicable
to the DELEG protocol. The first paragraph of that section is
updated to read:

Section 5.2 of [RFC4035] specifies that a validator, when proving a
del egation is not secure, needs to check for the absence of the DS
and SOA bits in the NSEC (or NSEC3) type bitmap. The validator also
MUST check for the presence of the NS or the DELEG bit in the

mat chi ng NSEC (or NSEC3) RR (proving that there is, indeed, a

del egation). Alternately, the validator must make sure that the

del egation with an NS record is covered by an NSEC3 RR with the Opt-
Qut flag set. Opt-Qut is not applicable to DELEG RR type because
DELEG records are authoritative at the parent side of a zone cut in
the same way that DS RR types are.

3.4.3. Referral downgrade protection

If the zone is DNSSEC-secure, and if any DNSKEY of the zone has the
ADT flag set to 1, a DELEG aware validator MJST prove the absence of
a DELEG RR set in referral responses fromthis particular zone

Wthout this check, an attacker could strip the DELEG RR set froma
referral response and replace it with an unsigned (and potentially
malicious) NS RR set. A referral response with an unsigned NS and
signed DS RR sets does not require additional proofs of nonexistence
according to pre- DELEG DNSSEC specification, and it woul d have been
accepted as a del egation w thout the DELEG RR set.
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3.4.4. Chaining

A Validating Stub Resolver that is DELEG aware has to use a Security-
Awar e Resolver that is DELEG aware and, if it is behind a forwarder,
that forwarder has to be security-aware and DELEG aware as wel | .

4. Security Considerations
TODO. Add nore here
4.1. Preventing Over-work Attacks

Resol vers MJST prevent situations where accidental msconfiguration
of zones or malicious attacks cause themto performtoo nuch work
when resol ving. This docunent describes two sets of actions that, if
not controlled, could | ead to over-work attacks:

*  Nanmes with nmany subdonmai ns can cause wal king up the tree to
popul ate SLI ST (Section 3.1.4) to be burdensonme. To prevent this,
the resol ver SHOULD NOT wal k up nore than %®dODO. come up with a
nunber %o | abels in order to contribute to SLIST.

* Long chains of include-delegi information (Section 3.1.5), and
those with circular chains of include-delegi information, can be
burdensome. To prevent this, the resolver SHOULD NOT foll ow nore
than 3 include-del egi chains in an RR set when popul ati ng SLI ST.
Not e that include-del egi chains can have CNAME steps in them in
such a case, a CNAME step is counted the sane as a DELEA step
when determ ning when to stop foll owing a chain.

4.2. Preventing Downgrade Attacks

TODO. this section is a bit redundant with "Referral Downgrade
Protection" above; harnoni ze them

During the rollout of the DELEG protocol, the operator of an
authoritative server can upgrade the server software to be DELEG
awar e before changing any DNS zones. Such depl oyment shoul d work and
provi de DELEG aware clients with correct DELEG aware answers.

However, the deploynment will not be protected from downgrade attacks
agai nst the DELEG protocol

To protect DNSSEC-secure DNS zones that use DELEG del egati ons, the
del egati ng zone needs to have at | east one DNSKEY with the ADT fl ag
set to 1. Failure to set this flag in a DNSKEY record in the zone
allows an attacker to renove the DELEG RR set fromreferrals which
contain the DS RR set, and replace the original signed DELEG RR set
with an arbitrary unsigned NS set. Doing so would be a downgrade
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5

5

5

fromthe strong protection offered by DNSSEC for DELEG  That is, the
DELEG protocol when used with upgraded DNSKEY records gives the same
protection to DELEG that the zone’s DS RR set has. W thout DELEG
there are no security guarantees for the |l egacy NS RR set on the
parent side of the zone cut.

Pl ease note that a full DNSKEY rollover is not necessary to achieve
the downgrade protection for DELEG Any single DNSKEY with the ADT
flag set to 1 is sufficient; the zone can introduce an otherw se
unused record into the DNSKEY RR set. This DNSKEY RR can even use an
unknown signing algorithmand zero-length key material to minimze
size increase of the DNSKEY RR set.

| ANA Consi der ati ons

.1. Changes to Existing Registries

I ANA is requested to allocate the DELEG RR and the DELEG RR in the
Resource Record (RR) TYPEs registry, with the meaning "enhanced
del egation informati on" and referencing this docunent.

I ANA is requested to assign a new bit in the DNSKEY RR Fl ags registry
([ RFC4034]) for the ADT bit (N), with the description "Authoritative
Del egati on Types" and referencing this document. For conpatibility
reasons, we request the bit 14 to be used. This value has been
proven to work whereas bit 0 was proven to break in practica

depl oynents (because of bugs).

I ANA is requested to assign a bit fromthe EDNS Header Flags registry
([ RFC6891]), with the abbreviation DE, the description "DELEG
enabl ed", and referencing this docunent.

I ANA is requested to assign a value fromthe Extended DNS Error Codes
([ RFC8914]), with the Purpose "New Del egation Only" and referencing
thi s docunent.
2. New Registry for Delegation Information

IANA is requested to create the "DELEG Del egati on | nformation”
registry. This registry defines the namespace for del egation

i nformati on keys, including string representations and nuneric key
val ues.
2.1. Procedure

A registration MJST include the followi ng fields:
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Nunber: Wre-format nuneric identifier (range 0-65535) Nane: Uni que
presentati on nane Meani ng: A short description Reference: Location of
specification or registration source Change Controller: Person or
entity, with contact information if appropriate

To enabl e code reuse from SVCB parsers, the requirenents for

regi stered Name exactly copy requirenents set by [ RFC9460] section
14.3.1: The characters in the registered Nanme field entry MJST be

| ower case al phanuneric or "-". The nane MJUST NOT start with "key" or
"invalid".

The registration policy for new entries is Expert Review ([ RFC8126]).
The desi gnated expert MJUST ensure that the reference is stable and
publicly avail able and that it specifies howto convert the

del egation information’s presentation format to wire format. The
reference MAY be any individual’s Internet-Draft or a docurment from
any other source with simlar assurances of stability and
availability. An entry MAY specify a reference of the form"Same as
(other key name)" if it uses the sanme presentation and wire formats
as an existing key.

Thi s arrangenent supports the devel opnent of new paraneters while
ensuring that zone files can be nade interoperable.

5.2. 2. Initial Contents

The "DELEG Del egation Information” registry should be populated with
the following initial registrations:
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Nunber: 1

Nane: server-ipv4

Meani ng: A set of |Pv4 addresses of nane servers
Ref erence: {{nameserver-info}} of this docunent
Change Controller: |ETF

Nunber: 2

Nane: server-ipv6

Meani ng: A set of |Pv6 addresses of nane servers
Ref erence: {{nanmeserver-info}} of this docunent
Change Controller: |ETF

Nunber: 3

Name: server-nane

Meani ng: A set of hostnames of nane servers

Ref erence: {{nameserver-info}} of this docunent
Change Controller: |ETF

Nunber: 4

Nane: incl ude-del eg

Meani ng: A set of domain nanes of DELEG records
Ref erence: {{nameserver-info}} of this docunent
Change Controller: |ETF

The registration for nunmbers 65280-65534 is reserved for private use.
The registration for number 65535 is reserved.

5.3. Tenporary Assignnents
This section gives the values that can be used for interoperability
testing before | ANA nmakes pernmanent assignnents. The section will be
renoved when | ANA makes permanent assignments
* DELEG RR type code is 61440
* DELEG RR type code is 65433
* DELEG EDNS DE flag bit is 2
* DNSKEY ADT (Authoritative Del egation Types) flag bit is 14
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Appendi x A.  Exanpl es
A.1. Root zone file

The foll owi ng exanpl e shows an excerpt froma signed root zone. It
shows the del egation point for "exanple." and "test."

The "exanple." del egation has DELEG and NS records. The "test."
del egati on has DELEG but no NS records.

TODO. Add exanpl es that have server-nane and incl ude-del egi being
sets of nore than one nane.

TODO. Exanpl es that show DELEA records in ns2.exanple.net and
ns3. exanpl e. org.
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exampl e. DELEG server-i pv4=192.0.2.1 server-ipv6=2001: DB8: : 1
exanpl e. DELEG server - nane=ns2. exanpl e. net., ns3. exanpl e. org.
exanpl e. RRSI G DELEG 13 4 300 20260101000000 (

20250101000000 33333 . Si gExanpl eDELEG )

exanmpl e. NS a. exanpl e.
exampl e. NS b. exanpl e. net ..
exanpl e. NS c. exanpl e. or g.

exanpl e. DS 44444 13 2 ABCDEF01234567. ..
exanpl e. RRSI G DS 13 4 300 20260101000000 (
20250101000000 33333 . SigExanpl eDS )

exanpl e. NSEC net. NS DS RRSI G NSEC DELEG
exanpl e. RRSI G NSEC 13 4 300 20260101000000 (
20250101000000 33333 . Si gExanpl eNSEC+ )

; unsigned glue for |legacy (NS) del egation
a.exanple. A 192.0.2.1
a. exanpl e. AAAA 2001:DB8::1

The "test." del egation point has a DELEG record and no NS or DS
records.

Pl ease note: This is an exanple of unnecessairly conplicated setup to
demonstrate capabilities of DELEG and DELEA RR types.

test. DELEG server-i pv6=3fff::33

test. DELEG i ncl ude- del egi =Acf g. exanpl e. or g.

test. DELEG i ncl ude- del egi =confi g2. exanpl e. net .

test. RRSI G DELEG 13 4 300 20260101000000 (
20250101000000 33333 . SigTest DELEG)

test. NSEC . RRSI G NSEC DELEG

test. RRSI G NSEC 13 4 300 20260101000000 (

20250101000000 33333 . SigTest NSEC/ )
Del egations to org and net zones onitted for brevity.
A.2. Example.org zone file

The foll owi ng exanpl e shows an excerpt from an unsi gned exanpl e.org
zone.
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Acf g. exanpl e. or g.
Acf g. exanpl e. org.
Acf g. exanpl e. org.

c. exanpl e. org.

DELEG
DELEG
DELEG

AAAA

subcf g. exanpl e. org. DELEG

A. 3. Exampl e. net

zone file

DELEG Sept enber 2025

server-i pv6=2001: DB8: : 6666

server - nanme=c. exanpl e. org

i ncl ude- del egi =subcf g. exanpl e. or g.
3fff::33

server-i pv4=203.0. 113. 1 server-ipv6=3fff::2

The foll owi ng exanpl e shows an excerpt from an unsi gned exanpl e. net

zone.

b. exanpl e. net .

confi g2. exanpl e. net.

A 4. Responses

A

198.51.100.1

DELEGQ server-nanme=h. exanpl e. org

The foll owi ng sections show referral exanples:

A 4.1. DO bit clear,

DE bit clear

A 4.1.1. CQuery for foo.exanple

;. Header: QR RCODE=NCERROR

()

i Question
f 0o. exanpl e.

;o Answer
5 (enpty)

;7 Authority

exanmpl e. NS
exampl e. NS
exanpl e. NS

;; Additiona
a.exanmple. A

I'N MX

a. exanpl e.
b. exanpl e. net .
c. exanpl e. or g.

192.0.2.1

a. exanpl e. AAAA 2001:DB8::1

A 4.1.2. CQuery for foo.test
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i, Header: QR AA RCODE=NXDOVAI N

(IR

;7 Question
foo.test. IN MX

oo Answer
1 (enpty)

;7 Authority
. SOA ...

7, Addi tional
;7 OPT with Extended DNS Error: New Del egation Only

A.4.2. DO bit set, DE bit clear
A 4.2.1. CQuery for foo.exanple

;; Header: QR DO RCODE=NCERROR

i Question

f oo. exanpl e. I'N MX

7y Answer

;5 (enpty)

;7 Authority

exampl e. NS a. exanpl e.
exanpl e. NS b. exanpl e. net .
exanpl e. NS c. exanpl e. or g.

exanpl e. DS 44444 13 2 ABCDEF01234567. ..
exanpl e. RRSI G DS 13 4 300 20260101000000 (
20250101000000 33333 . SigExanpl eDS )
;; Addi tional
a.exanple. A 192.0.2.1
a. exanpl e. AAAA 2001:DBS8::1

A 4.2.2. CQuery for foo.test
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i, Header: QR DO AA RCODE=NXDOVAI N

(IR

;7 Question

f oo. test. IN MX

oo Answer

;5 (enpty)

;7 Authority

. SOA ...

. RRSI G SOA . ..

test. NSEC . RRSI G NSEC DELEG

test. RRSI G NSEC 13 4 300 20260101000000 (
20250101000000 33333 . SigTest NSEC/ )

;; Addi tional

;7 OPT with Extended DNS Error: New Del egation Only
A 4.3. DO bit clear, DE bit set
A 4.3.1. CQuery for foo.exanple

i, Header: QR DE RCODE=NCERROR

LR

7 Question
foo.exanmple. |IN M

i Answer
;5 (enpty)
7 Authority

exanpl e. DELEG server-ipv4=192.0.2. 1 server-i pv6=2001: DB8:: 1
exanpl e. DELEG server - nane=ns2. exanpl e. net., ns3. exanpl e. org.

;o Addi tional
1 (enpty)

A 4.3.2. Query for foo.test
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., Header: QR AA RCODE=NCERROR

(IR

;7 Question

foo.test. I'N MX

vy Answer

;5 (enpty)

;7 Authority

test. DELEG server-ipv6=3fff::33

test. DELEG i ncl ude- del egi =Acf g. exanpl e. org.
test. DELEG i ncl ude- del egi =confi g2. exanpl e. net .
7, Addi tional

;i (enpty)

Fol | ow-up exanple in Appendix A 5 explains ultinate neaning of this
response.

A 4.4. DO bit set, DE bit set
A 4.4.1. CQuery for foo.exanple

i, Header: QR DO DE RCODE=NCERROR

(IR

;7 Question
foo.exanmple. I N MX

oo Answer
1 (enpty)

;7 Authority
exanpl e. DELEG server-ipv4=192.0.2.1 server-i pv6=2001: DB8:: 1
exanmpl e. DELEG server - nane=ns2. exanpl e. net., ns3. exanpl e. or g.
exanpl e. RRSI G DELEG 13 4 300 20260101000000 (

20250101000000 33333 . Si gExanpl eDELEG )
exanpl e. DS 44444 13 2 ABCDEF01234567. ..
exanpl e. RRSI G DS 13 4 300 20260101000000 (

20250101000000 33333 . Si gExanpl eDs )

7, Additional
a.exanple. A 192.0.2.1
a. exanple. AAAA 2001:DBS8::1

A 4.4.2. CQuery for foo.test
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i, Header: QR DO DE AA RCODE=NOERROR

(IR

;7 Question

foo.test. I'N MX

vy Answer

;5 (enpty)

;7 Authority

test. DELEG server-ipv6=3fff::33

test. DELEG i ncl ude- del egi =Acf g. exanpl e. org.

test. DELEG i ncl ude- del egi =confi g2. exanpl e. net .

test. RRSI G DELEG 13 4 300 20260101000000 (
20250101000000 33333 . SigTest DELEG )

test. NSEC . RRSI G NSEC DELEG

test. RRSI G NSEC 13 4 300 20260101000000 (
20250101000000 33333 . SigTest NSEC/ )

7, Additiona

;5 (enpty)

Fol | ow-up exanple in Appendi x A 5 explains the ultimte neaning of
this response.

A.5. DELEGQ Interpretation

In the exanpl es above, the test. DELEG record uses indirection and
points to other domain nanes with DELEA, A, and AAAA records
During resolution, a resolver will gradually build set of nane
servers to contact, as defined in Section 3.1.6.

To visualize end result of this process we represent full set of name
servers in formof a 'virtual’ DELEG RR set.

test. DELEG server-ipv4=198.51.100.1

test. DELEG server-ipv4=203.0.113.1

test. DELEG server-ipv6=2001: DB8: : 6666

test. DELEG server-ipv6=3fff::2

; I Pv6 address 3fff::33 was de-duplicated (input RR sets listed it tw ce)
test. DELEG server-ipv6=3fff::33

I mpl enentations are free to use arbitrary representation for this
data as it is not directly exposed via DNS protocol
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