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Abstract

A del egation in the Domain Nane System (DNS) is a nechani smthat
enabl es efficient and distributed managenent of the DNS nanmespace.
It involves del egating authority over subdomains to specific DNS
servers via NS records, allowing for a hierarchical structure and
distributing the responsibility for maintaining DNS records.

An NS record contains the hostnanme of the naneserver for the

del egat ed nanespace. Any facilities of that nameserver nust be

di scovered through other mechani sms. This docunent proposes a new
extensi ble DNS record type, DELEG for delegation of the authority
for a domain. Future docunents then can use this nechanismto use
additional information about the del egated nanespace and the
capabilities of authoritative naneservers for the del egated
nanmespace

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://github. con
ietf-wg-deleg/draft-ietf-del eg-base/treel/ gh-pages. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-ietf-deleg/.

Di scussion of this docunent takes place on the del eg Wrking G oup
mailing list (mailto:dd@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/dd/. Subscribe at
https://wwv. ietf.org/ mailman/listinfo/dd/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wy-deleg/draft-ietf-del eg-base/.
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1. Introduction

In the Domai n Name System [ STD13], subdomains within the domai n name
hi erarchy are indicated by del egations to servers which are
authoritative for their portion of the nanmespace. The DNS records
that do this, called NS records, contain hostnanes of nameservers,

whi ch resolve to addresses. No other information is available to the
resolver. It is limted to connect to the authoritative servers over
UDP and TCP port 53. This limtation is a barrier for efficient

i ntroduction of new DNS technol ogy.

The proposed DELEG record type remedies this problem by providing
extensi bl e parameters to indicate capabilities and additiona

i nformati on, such as glue that a resolver may use for the del egated
authority. It is authoritative and thus signed in the parent side of
the delegation making it possible to validate all del egation
paraneters (names and glue records) w th DNSSEC
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Thi s document only shows how DELEG can be used instead of or al ong
side a NS record to create a del egation. Future docunents can use
the extensi bl e mechani smfor nore advanced features |ike connecting
to a nane server with an encrypted transport.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

Term nol ogy regardi ng the Domai n Nane System comes from [ BCP219],
with addition terns defined here:

* | egacy nanme servers: An authoritative server that does not support
the DELEG record.

* | egacy resolvers: A resolver that does not support the DELEG
record.

DELEG Record Type

The DELEG record uses a new resource record type, whose contents are
identical to the SVCB record defined in [ RFC9460]. For extensions
SVCB and DELEG use Service Paraneter Keys (SvcParanKeys) and new
SvcPar anKeys that m ght be needed also will use the existing | ANA
Regi stry.

Di fferences from SVCB

* DELEG can only have two priorities O indicating |INCLUDE and 1
indicating a DI RECT del egation. These terns MJST be used in the
presentation format of the DELEG record.

* | NCLUDE and DI RECT del egation can be m xed within an RRSet.

* The final I NCLUDE target is an SVCB record, though there can be
further indirection using CNAME or AliasMde SVCB records.

* There can be nultiple | NCLUDE DELEG records, but further
i ndirections through SVCB records have to conply with [ RFC9460] in
that there can be only one AliasMbde SVCB record per nane.

* |n order to not allow unbounded indirection of DELEG records the
maxi mum nunber of indirections, CNAVE or AliasMdde SVCB is 4.
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* The SVCB | Pvdhint and | Pv6hint paraneters keep their key val ues of
4 and 6, but the presentation format with DELEG MUST be d ue4 and
d ueb

* due4 and d ueb records when present MJST be used to connect to
t he del egat ed nane server

* The target of any DELEG record MJUST NOT be '.

* The target of a DELEG I NCLUDE record MUST be outside of the
del egat ed donai n.

* The target of a DELEG DI RECT record MJST be a domain bel ow the
del egat ed domai n.

3. Use of DELEG record

A DELEG RRset MAY be present at a delegation point. The DELEG RRset
MAY contain multiple records. DELEG RRsets MUST NOT appear at a
zone' s apex.

A DELEG RRset MAY be present with or without NS or DS RRsets at the
del egati on point.

3.1. Resolvers
3.1.1. Signaling DELEG support

A resolver that is DELEG aware MJST signal its support by sending the
DE bit when iterating.

This bit is referred to as the "DELEG' (DE) bit. In the context of
the EDNSO OPT nmeta-RR, the DE bit is the TBD of the "extended RCCDE
and flags" portion of the EDNSO OPT neta-RR, structured as follows

(to be updated when assigned):

+0 (MSB) +1 (LSB)
T I S T S T =
0: | EXTENDED- RCCDE | VERS| ON |
T e
2: | Dg Cg DE| z I

T S S S S

Setting the DE bit to one in a query indicates the resol ver
under st ands new DELEG semantics and does not need NS RRto follow a
referral. The DE bit cleared (set to zero) indicates the resolver is
unprepared to handl e DELEG and hence can only be served NS, DS and
glue in a del egation response.
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Motivation: For a long time there will be both DELEG and NS needed
for delegation. As both methods should be configured to get to a
proper resolution it is not necessary to send both in a referra
response. W therefore purpose an EDNS flag to be use simlar to the
DO Bit for DNSSEC to be used to signal that the sender understands
DELEG and does not need NS or glue information in the referral

3.1.2. Referra
The DELEG record creates a zone cut simlar to the NS record

If a DELEG record exists on a given delegation point, all record
types defined as authoritative in the child zone MJST be resol ved
usi ng the nane servers defined in the DELEG record. |n such case
resol ver MJUST NOT use NS records even if they happen to be present in
cache, even if resolution using DELEG records have failed for sone
reason. Such fallback fromDELEG to NS would invalidate security
guar ant ees of DELEG protocol

If no DELEG record exists on a given del egati on point resol ver MJST
use NS records as specified by RFC1034.

3.1.3. Parent-side types, QITYPE=DELEG

Record types defined as authoritative on the parent side of zone cut
(currently DS and DELEG types) retain the same special handling as
before, i.e. [RFC4035] section 2.6 applies.

DELEG unaware recursive resolvers will not be able to determ ne
correct NS set for QIYPE=DELEG queries. This is not a bug.

3.1.4. Algorithm

This section updates instructions for step "2. Find the best servers
to ask." of RFC1034 section 5.3.3 and [ RFC6672] section 3.4.1

There are two inportant details:

* The al gorithm description should explicitly describe RR types
authoritative at the parent side of a zone cut. This is inplied
by [ RFC4035] section 3.1.4.1 for DS RR type but the text in the
al gorithm description was not updated. DELEG specification sinply
extends this existing behavior to DELEG RR type as well, and makes
this special case explicit.

* \When DELEG RRset exists, NS RRset is ignored on that particul ar
zone cut by DELEG aware resol vers.
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* DELEG and NS RR types can be used differently at each del egation
| evel and resol ver MIUST be able follow chain of del egati ons which
conmbines themin arbitrary ways

Exanpl e of a valid delegation tree

; root zone with NS-only del egations

. SQA ...

test. NS ...

; test. zone with NS+DELEG del egati ons
test. SQOA ...

sld.test. NS ...

sld.test. DELEG...

; sld.test. zone with NS-only del egation
sld.test. SOA ...

nssub.sld.test. NS ..

; nssub.sld.test. zone with DELEG only del egati on
del egsub. sub. sl d.test. DELEG ..

Terns SNAME and SLI ST used in the rest of this section are defined in
RFC 1034 section 5. 3. 2.

SNAME t he domai n name we are searching for.

SLI ST a structure which describes the nane servers and the zone which
the resolver is currently trying to query.

Modi fi ed description of Step 2. Find the best servers to ask
fol | ows:

Step 2 looks for a nane server to ask for the required data.

First determ ne deepest possible zone cut which can potentially hold
the answer for given (query name, type, class) conbination

* Start with SNAME equal to QNAMVE

* |f QTYPE is a type authoritative at the parent side of a zone cut
(DS or DELEGQ, renove |leftnost |abel from SNAME. E.g. if ONAME is
Test. Exanple. and QTYPE is DELEG or DS, set SNAME to Exanpl e.

* TODO what to do about ". DELEG' (or DS) query? That |eaves zero
| abels left. That by definition does not exist
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Furt her general strategy is to |ook for locally-avail abl e DELEG and
NS RRsets, starting at current SNAME. |If none are found, shorten
SNAME by renoving | eftnost |abel and check again. This effectivelly
finds the deepest known del egati on point on the path between SNAME
and the root:

* For given SNAME first check existence of DELEG RrRset. If it
exi sts, resolver MJST use it's content to populate SLIST. If the
DELEG RRset is known to exist but is unusable (e.g. it is found in
DNSSEC BAD cache), resolver MJST NOT fallback to NS RRset, even if
it is locally available. Resolver MIST treat this case as if no
servers were avail abl e/ reachabl e.

* |f a given SNAME is proven to not have a DELEG RRset but has NS
RRset, resolver MJST copy it into SLIST.

* |f SLIST is populated, terminate wal k up the DNS tree.

* |f SLIST is not popul ated, renove |eftnost |abel from SNAME and
i nspect RR types for this new SNAVE

Rest of the Step 2's description is not affected by this docunent.

Pl ease note the instructions to "Bound the amount of work" further
down in the original text to apply. Suitable Iimts MJIST be enforced
to limt damage EVEN | F SOVEONE HAS | NCORRECTLY CONFI GURED SOVE DATA.

3.2. Authoritative Servers

DELEG aware authoritative servers act differently when handling
queries from DELEG unaware clients (those with DE=0) and queries from
DELEG aware clients (those with DE=1).

The server MJUST copy the value of the DE bit fromthe query into the
response. (TODO not really necessary protocol -wi se, but night be
nice for nonitoring the depl oynent?)

3.2. 1. DELEG unaware Cients

DELEG unaware clients do not use DELEG records for del egation. Wen
a DELEG aware authoritative server responds to a DELEG unaware
client, any DELEG RR in the response does not create zone cut, is not
returned in referral responses, and is not considered authoritative
on the parent side of a zone cut. Because of this, DELEG aware
authoritative servers MIST answer as if they are DELEG unaware.

Pl ease note this instruction does not affect DNSSEC signing, i.e. no
special handling for NSEC type bitmap is necessary and DELEG RR type
is accuratelly represented even for DELEG unaware clients.
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Two surprising narrow cases of DELEG aware authoritative respondi ng
i n DELEG unawar e manner are described here.

3.2.1.1. DELEG unaware dients Requesting QTYPE=DELEG

In DELEG unaware clients, records with the DELEG RRtype are not
authoritative on the parent side. Thus, queries with DE=0 and
QIYPE=DELEG MUST result in a |legacy referral response.

3.2.1.2. DELEG unaware Cients with DELEG RRs Present but No NS RRs

DELEG unaware clients might ask for a nane which belongs to a zone
del egated only with DELEG RRs (that is, without any NS RRs). Such
zone is, by definition, not resolvable for DELEG unaware clients. In
this case the DELEG RR itself cannot create a zone cut, and the
DELEG aware authoritative server MIST return a | egacy response.

The | egacy response m ght be confusing for subdonai ns of zones which
actual |y exi st because DELEG aware clients would get a different
answer, namely a del egation. Exanple of a | egacy response is in
Appendi x A. 3. 2.

The authoritative server is RECOWENDED to suppl enment DELEG unawar e
response with Extended DNS Error "New Del egati on Only".

TODO. debate if W5 wants to do explicit SERVFAIL for this case
instead of ’'just’ EDE

3.2.2. DELEG aware Cients

When the client indicates that it is DELEG aware by setting DE=1 in
the query, DELEG aware authoritative servers treat DELEG records as
zone cuts, and the servers are authoritative on parent side of zone
cut. This new zone cut has priority over |egacy delegation with NS
RRset .

3.2.2.1. DELEG aware dients Requesting QIYPE=DELEG

An explicit query for DELEG RR type at a del egati on poi nt behaves
much i ke query for DS RR type: the server answers authortiatively
fromthe parent zone. All previous specifications for special

handl i ng QTYPE=DS apply equally to QTYPE=EDELEG In sunmary, server
either provides authoritative DELEG RRset or proves its non-

exi st ence.
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3.2.2.2. Delegation with DELEG

If the delegation has a DELEG RRset, the authoritative server MJST
put the DELEG RRset into the Authority section of the referral. In
this case, the server MJUST NOT include the NS RRset into the

Aut hority section. Presence of the covering RRSIG foll ows the nornmnal
DNSSEC specification for answers with authoritative zone data.

Simlarly, rules for DS RRset inclusion into referrals apply as
speci fi ed by DNSSEC pr ot ocol

3.2.2.3. DELEG aware Clients with NS RRs Present but No DELEG RRs

If the del egati on does not have a DELEG RRset, the authoritative
server MJST put the NS RRset into the authority section of the
referral. Absence of DELEG RRset mnust be proven as specified by
DNSSEC protocol for authoritative data.

Simlarly, rules for DS RRset inclusion into referrals apply as
specified by the DNSSEC protocol. Please note in practice the same
process and records are used to prove non-existence of DELEG and DS
RRset s.

3.3. DNSSEC Signers
The DELEG record is authoritative on the parent side of a zone cut
and needs to be signed as such. Existing rules from DNSSEC
specification apply. In summary: For DNSSEC signing, treat DELEG RR
type the sane way as DS RR type.
In order to protect validators from downgrade attacks this draft
i ntroduces a new DNSKEY flag ADT (Authoritative Del egati on Types).
In zones which contain a DELEG RRset this flag MJST be set to one in
at | east one DNSKEYs published in the zone.
3.4. DNSSEC Validators
DELEG awar eness i ntroduces additional requirements on validators.
3.4.1. Cdarifications on Nonexistence Proofs
Thi s docunent updates [ RFC6840] section 4.1 to include "NS or DELEG'
types in type bitmap as indication of a del egation point and
generalizes applicability of Ancestor del egation proof to all types
authoritative at parent (i.e. DS and DELEG. Updated text foll ows:

An "ancestor delegation" NSEC RR (or NSEC3 RR) is one wth:
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* the NS and/or DELEG bit set,
* the Start of Authority (SOA) bit clear, and

* a signer field that is shorter than the owner nane of the NSEC RR
or the original owner nanme for the NSEC3 RR

Ancest or del egati on NSEC or NSEC3 RRs MJST NOT be used to assumne
nonexi stence of any RRs bel ow that zone cut, which include all RRs at
that (original) owner nane other types authoritative at the parent-
side of zone cut (DS and DELEG, and all RRs bel ow t hat owner nane
regardl ess of type.

3.4.2. Insecure Del egation Proofs

Thi s docunent updates [ RFC6840] section 4.4 to include secure DELEG
support and explicitly states Opt-Qut is not applicable to DELEG
Updated text foll ows:

Section 5.2 of [RFC4035] specifies that a validator, when proving a
del egation is not secure, needs to check for the absence of the DS
and SOA bits in the NSEC (or NSEC3) type bitmap. The validator also
MUST check for the presence of the NS or DELEG bit in the matching
NSEC (or NSEC3) RR (proving that there is, indeed, a del egation).
Alternately make sure that the delegation with NS record is covered
by an NSEC3 RR with the Opt-Qut flag set. Opt-Qut is not applicable
to DELEG RR type because this it is authoritative at the parent side
of a zone cut in the sane say as DS RR type.

3.4.3. Referral downgrade protection

When DNSKEY flag ADT is set to one, the DELEG aware validator MJST
prove absence of a DELEG RRset in referral responses fromthis zone.

Wthout this check, an attacker could strip DELEG RRset froma
referral response and replace it with an unsigned (and potentially
mal i cious) NS RRset. A referral response with an unsigned NS and
signed DS RRsets does not require additional proofs of nonexistance
according to pre-DELEG DNSSEC specification and it would have been
accepted as a del egation w thout DELEG RRset.

3.4.4. Chaining
A Validating Stub Resolver that is DELEG aware has to use a Security-

Awar e Resolver that is DELEG aware and if it is behind a forwarder
this has to be security and DELEG aware as wel | .
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4.

5.

5.

1.

| ANA Consi der ati ons

I ANA is requested to allocate the DELEG RR in the Resource Record
(RR) TYPEs registry, with the neani ng of "enhanced del egation
i nformati on" and referencing this docunent.

I ANA is requested to assign a new bit in the DNSKEY RR Fl ags registry
([ RFC4034]) for the ADT bit (N), with the description "Authoritative
Del egati on Types" and referencing this docunment. For conpatibility
reasons we request the bit 14 to be used. This value has been proven
to work whereas bit 0 was proven to break in practical deploynents
(because of bugs).

I ANA is requested to assign a bit fromthe EDNS Header Flags registry
([ RFC6891]), with the abbreviation DE, the description "DELEG
enabl ed" and referencing this docunent.

I ANA i s requested to assign a value fromthe Extended DNS Error Codes
([ RFC8914]), with the Purpose "New Del egati on Only" and referencing
this docunent.

For the RDATA paraneters to a DELEG RR, the DNS Service Bindings
(SVCB) registry ([RFC9460]) is used. This docunment requests no new
assignnents to that registry, though it is expected that future DELEG
work will.
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Appendi x A,  Exanpl es

The foll owi ng exanpl e shows an excerpt froma signed root zone. It
shows the del egation point for "exanple." and "test."

The "exanple." del egation has DELEG and NS records. The "test."
del egati on has DELEG but no NS records

exampl e. 300 I N DELEG DI RECT a. exanple. due4=192.0.2.1 (
G ue6=2001:DB8: :1 )

DELEG | NCLUDE ns2. exanpl e. net .

DELEG | NCLUDE ns3. exanpl e. org

RRSI G DELEG 13 4 300 20250214164848 (
20250207134348 21261 . HyDHYVT5KcqWe7J. .

NS a. exanpl e.

NS b. exanpl e. net .

NS c. exanpl e. or g.

DS 65163 13 2 5F86F2F3AE2B02. .

RRSI G DS 13 4 300 20250214164848 (
20250207134348 21261 . Q0k558j Hhyr C21J. .

NSEC a.example. NS DS RRSI G NSEC DELEG

RRSI G NSEC 13 4 300 20250214164848 (
20250207134348 21261 . 1Kl 8vab96g&21Aa.

A 192.0.2.1

AAAA  2001:DB8::1

exanpl e. 300
exanpl e. 300
exanpl e. 300

1
~

exanpl e. 300
exanpl e. 300
exanpl e. 300
exanpl e. 300
exanpl e. 300

1
~

exampl e. 300

I
exanpl e. 300

1
~—

a. exanpl e. 300

N
N
N
N
N
N
N
N
N
N
N
a.exanple. 300 IN

The "test." del egation point has a DELEG record and no NS record.

test. 300 I N DELEG | NCLUDE ns2. exanpl e. net

test. 300 IN RRSI G DELEG 13 4 300 20250214164848 (
20250207134348 21261 . 98Aac9f 7A1Ac26Q . =)

test. 300 IN NSEC a.test. RRSIG NSEC DELEG

test. 300 I N RRSI G NSEC 13 4 300 20250214164848 (

20250207134348 21261 . kj 7YY5tr9h7Ugl K. .

1
~

A. 1. Responses

The foll owi ng sections show referral exanpl es:
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A 2.

A 2.1

b.e

200

A 2. 2.

()

A 3.

A 3. 1.

April,

et-Draft DELEG July 2025

DO bit clear, DE bit clear

Query for foo.exanple
Header: QR RCODE=O0 ;;
Question foo.exanple. IN M
Answer ;; (enpty)

Authority exanple. 300 IN NS a.exanple. exanple. 300 INNS
xanpl e.net. exanple. 300 IN NS c. exanpl e. org.

Addi tional a.exanple. 300 IN A 192.0.2.1 a.exanple. 300 I N AAAA
1:DB8::1

Query for foo.test
Header: QR AA RCODE=3 ;;
Question foo.test. IN MX
Answer ;; (enpty)
Authority . 300 IN SQA ...
Additional ;; OPT with Extended DNS Error: New Del egation Only
DO bit set, DE bit clear

Query for foo.exanple

et al. Expi res 8 January 2026 [ Page 15]
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DELEG

QR DO RCODE=0

;; Header:

;7 Question

f oo. exanpl e.

vy Answer

;5 (enpty)

;7 Authority
exanmpl e. 300
exampl e. 300
exanpl e. 300
exanpl e. 300
exanpl e. 300
7, Additiona
a. exanpl e. 300
a. exanpl e. 300

I'N MX

a. exanpl e.
b. exanpl e. net .

July 2025

65163 13 2 5F86F2F3AE2BO02. .
RRSI G DS 13 4 300 20250214164848 (

I N NS
I N NS
I N NS c. exanpl e. or g.
IN DS
IN RR

20250207134348 21261

A 192.0.2.1

I'N
I'N AAAA  2001:DB8::1

A . 3.2. Query for foo.test

QR DO AA RCODE=3

., Header:

7 Question

f oo. test.

o Answer

;7 (enpty)

7 Authority

. 300
300
300

. 300

test. 300

test. 300

;; Additiona

;o OPT with Extended DNS Error:

I'N MX

SOA ...
RRSI G SQA . ..

Q0k558j Hhyr C21J. .= )

NSEC aaa NS SCA RRSI G NSEC DNSKEY ZONEMD

NSEC a.test. RRSI G NSEC DELEG
RRSI G NSEC 13 4 300 20250214164848 (

I'N
I'N
I'N
I'N RRSI G NSEC 13 4 300
I'N
I'N

20250207134348 21261

A 4. DO bit clear, DE bit set

A 4.1. Query for foo.exanple

April, et al

Expi res 8 January 2026
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i, Header: QR DE RCODE=0
;7 Question
foo.exanmple. |IN M
;o Answer
;5 (enpty)
;7 Authority
exanpl e. 300 I N DELEG DI RECT a.exanple. 3 ued4=192.0.2.1 (
G ue6=2001: DB8: : 1 )

exampl e. 300 I N DELEG | NCLUDE ns2. exanpl e. net .
exanpl e. 300 I N DELEG | NCLUDE ns3. exampl e. org
;; Additiona
;5 (enpty)

A 4.2. Query for foo.test
;; Header: QR AA RCODE=0
;7 Question
foo. test. I'N MX
;s Answer
;i (enpty)
;7 Authority
test. 300 I N DELEG | NCLUDE ns2. exanpl e. net
7, Additiona
;i (enpty)

A.5. DO bit set, DE bit set

A.5.1. Query for foo.example
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., Header: QR DO DE RCODE=0

(IR

;7 Question
foo.exanmple. |IN M

oo Answer
1 (enpty)

;7 Authority

exanmpl e. 300 I N DELEG DI RECT a. exanple. 3 ue4=192.0.2.1 (
G ue6=2001: DB8: : 1 )

N DELEG | NCLUDE ns2. exanpl e. net .

N DELEG | NCLUDE ns3. exanpl e. org.

N RRSI G DELEG 13 4 300 20250214164848 (

N

N

exanpl e. 300

exanpl e. 300

exanpl e. 300
20250207134348 21261 . HyDHYVT5KcqW7J.

DS 65163 13 2 5F86F2F3AE2B02. .

RRSI G DS 13 4 300 20250214164848 (
20250207134348 21261 . Q0k558j Hhyr C21J. .

1
~

exanpl e. 300
exanpl e. 300

1
~

;; Additiona
a.exanple. 300 IN A 192.0.2.1
a. exanpl e. 300 I N AAAA 2001:DB8::1

A.5.2. Query for foo.test

;; Header: QR DO DE AA RCODE=0

(AN

7, Question

foo.test. IN MX

i Answer

;5 (enpty)

7 Authority

test. 300 I N DELEG | NCLUDE ns2. exanpl e. net .

test. 300 I N RRSI G DELEG 13 4 300 20250214164848 (
20250207134348 21261 . 98Aac9f 7A1Ac26Q .= )

test. 300 N NSEC a.test. RRSI G NSEC DELEG

test. 300 IN RRSI G NSEC 13 4 300 20250214164848 (
20250207134348 21261 . kj 7YY5tr9h7Ugl K. . =)

7, Additiona

v (enpty)
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