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Abst ract

Thi s document specifies a TLS and DTLS extension to convey a DNS-
Based Aut hentication of Naned Entities (DANE) Client ldentity to a
TLS or DTLS server. This is useful for applications that perform TLS
client authentication via DANE TLSA records.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 Decenber 2025
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent specifies a Transport Layer Security (TLS) extension

[ RFC6066] to convey a DANE [RFC6698] Client Identity to the TLS
server. This is useful for applications that perform TLS client

aut hentication via DANE TLSA records, as described in [ DANECLI ENT].
The extension could be enpty to indicate to the server that the
client has a DANE record and that the server can perform DANE

aut hentication of the client with the identity extracted fromthe
client certificate. O the extension can contain the full client
identity, in the formof the DNS domain nane that is expected to have
a DANE TLSA record published for it.

Thi s extension supports both TLS [ RFC5246] [ RFC8446] and DTLS

[ RFC6347], and the term  TLS in this document is used generically to
describe both protocols. It is presently defined to work for both
TLS 1.2 and 1.3 versions, and is expected to work with newer versions
goi ng forward.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

2. Overview

When TLS clients use X.509 client certificates or raw public keys
that are authenticated via DANE TLSA records, it is useful for them
to convey their intent to be authenticated via DANE, or even to
convey their conmplete DANE identity to the server. The TLS extension
defined in this docunent is used to acconplish this.
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In the case of X.509 client certificates, a TLS server can learn the
client’s identity by exam ning subject alternative nanes included in
the certificate itself. However, wi thout a mechani smsuch as the one
defined in this extension, the TLS server cannot know apriori that
the client has a published TLSA record, and thus may unnecessarily

i ssue DNS queries for DANE TLSA records in-band with the TLS
handshake even in cases where the client has no TLSA record
associated with it. Wen nmultiple identities are present in the
certificate, a client MJST use this extension to specify exactly

whi ch one the server should use. An additional situation in which
this extension helps is where sone TLS servers nmay need to

sel ectively prompt for client certificate credentials only for
clients that are equi pped to provide certificates.

VWhen TLS raw public keys [RFC7250] are being used to authenticate the
client, the client MJST use this extension to explicitly indicate to
the server what its domain nane identity is (since there is no X 509
certificate fromwhich the identity can be extracted).

Det ai | ed protocol behavior of TLS clients and servers is described in
[ DANECLI ENT] .

3. DANE Cient lIdentity Extension

The DANE Client ldentity Extension type, "dane_clientid", will have a
val ue assigned and registered in the | ANA TLS Extensions registry.
Its extension data (if not enpty) has the foll ow ng format:

opaque Cient Nane<1..2"8-1>;

The ClientNanme field contains the single domain nane of the client in
textual presentation format, as described in RFC 1035 [ RFC1035],
omtting the trailing dot.

The wire format of a domain nane is limted to 255 octets. In
keeping with the practice of nost TLS extensions, this extension
specifies the use of the textual presentation format of domain nanes
instead. 1In theory, the presentation format can exceed 255
characters because it allows the expression of any arbitrary octet
with the "\DDD' sequence of characters (where DDD is the deci nal
value). Applications using this extension (and the DANE TLSA dient
Aut henti cation protocol nore generally) should ensure that client
domai n nanes being used do not need to resort to the \DDD syntax by
limting the al phabet suitably, such as only allowing letters,
digits, hyphens, and underscores. This ensures that the presentation
format client domain name will confortably fit within the 255 octet
limt.

Huque & Dukhovni Expi res 15 Decenber 2025 [ Page 3]



Internet-Draft TLS DANE d i ent| D Ext ension June 2025

A TLS server inplenenting this specification MIST send an enpty
extension of type "dane_clientid" to indicate that it understands the
extension and is capable of perform ng DANE client authentication

In TLS 1.2, the enpty extension is sent in the ServerHell o nessage.
In TLS 1.3, it is sent in the CertificateRequest nessage.

A TLS client inmplementing this specification and intending to use
DANE client authentication the TLS server, MJST send an extension of
type "dane_clientid*. |If the client only needs to indicate that it
has a DANE record and that the client’s domain nane identity can be
obtained fromits certificate, then the extension sent can be enpty.
If the client needs to send its donain nane identity, then the
"extension_data" field of the extension MIST contain a "dient Nane"
data structure populated with the domain nane.

In TLS 1.2, the client extension is sent in the dientHello nessage.
In TLS 1.3, it is sent in the Certificate nessage. Additionally, in
TLS 1.3, the client is only pernmitted to send the extension if it
sees the corresponding enpty extension in the server’s
CertificateRequest nessage.

4. Security Considerations

In TLS 1.3, this extension is sent in the CertificateRequest and
Certificate messages, which are encrypted.

In TLS 1.2, this extension cannot be encrypted. Wen used with TLS
1.2, to prevent unnecessary privacy |eakage of the client’s nane in
cleartext, a TLS client inplenmenting this specification should be
configured to only send this extension to TLS servers it intends to
performclient authentication wth.

5. | ANA Consi der ations

This extension requires the registration of a new value in the "TLS
Ext ensi onsType Val ues" registry, with value TBD and extensi on nane
"dane_clientid".
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