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Abst ract

The DANE TLSA protocol describes how to publish Transport Layer
Security (TLS) server certificates or public keys in the DNS. This
docunent updates RFC 6698 and RFC 7671. It describes how to
additionally use the TLSA record to publish client certificates or
public keys, and also the rules and considerations for using them
with TLS.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I ntroduction and Motivation

The Transport Layer Security (TLS) protocol [RFC5246] [ RFC8446]
optionally supports the authentication of clients using X 509
certificates [RFC5280] or raw public keys [RFC7250]. TLS
applications that perform DANE aut hentication of servers using TLSA
records may al so desire to authenticate clients using the same
mechani sm especially if the client identity is in the formof or can
be represented by a DNS donmmi n nane. Sone design patterns fromthe
Internet of Things (10T) plan to make use of this form of

aut henti cati on, where | arge networks of physical objects identified
by DNS names may authenticate thensel ves using TLS to centralized
devi ce managenent and control platforms. Oher potentia
applications include authenticating the client side of SMIP transport
security.
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A nore detailed treatnent of application architectures for DANE
client authentication is provided in "An Architecture for DNS-Bound
Client and Sender ldentities" [ DANCEARCH]|

In this docurment, the term  TLS is used generically to describe both
the TLS and DTLS (Datagram Transport Layer Security) [RFC6347]
prot ocol s.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2. Associating Cient ldentities in TLSA Records

Different applications may have quite different conventions for
nam ng clients via domain nanes. This docunent thus does not
proscribe a single format, but nmentions a few that may have w de
applicability.

2.1. Format 1: Service specific client identity

In this format, the owner nanme of the client TLSA record has the
foll owi ng structure:

[ _service].[client-donai n-nane]

The first |abel identifies the application service nane. The
remai ni ng | abel s are conposed of the client domain nane.

Encodi ng the application service nane into the ower nane allows the
sane client domain nane to have different authentication credentials
for different application services. There is no need to encode the
transport label - the sane nane formis usable with both TLS and
DTLS

The _service |abel could be a customstring for an application, but
nmore comonly is expected to be a service nane registered in the | ANA
Servi ce Name Regi stry [ SRVREQG .

The RDATA or data field portion of the TLSA record is formed exactly

as specified in [RFC6698] and [ RFC7671], and carries the sane
meani ng.
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2.2. Format 2: Devld: 10T Device ldentity
The DevlD formof the TLSA record has the follow ng structure:
[ devi cenane] . _devi ce. [ or g- dormai n- nane]

It is |loosely based on the proposed PKI Certificate Identifier Format
for Devices [CERTDEVID], but is sinpler in form It nakes no

di stinction between manufacturer issued and |ocally issued
certificates, and does away with the "serial" and "type" |abels. The
" device" |label that precedes the organization domain nane allows all
the device identities to be delegated to a subzone or to anot her

party.
3. Authentication Mdel
The aut henticati on nodel assuned in this docunent is the follow ng:

The client is assigned an identity corresponding to a DNS domai n
nane. This domain name doesn’t necessarily have any relation to its
network | ayer addresses. Cients often have dynanic or unpredictable
addresses, and nmay nove around the network, so tying their identity
to network addresses is not feasible or wise in the general case.

The client has a private and public key pair. Were client
certificates are being used, the client also has a certificate
binding the name to its public key. The certificate or public key
has a correspondi ng TLSA record published in the DNS, which allows it
to be authenticated directly via the DNS (using the DANE-TA or DANE-
EE certificate usage nodes) or via a PKIX public CA system constraint
if the client’s certificate was issued by a public CA (using the
PKI X- TA or PKI X- EE DANE usage nodes).

4. Cdient lIdentifiers in X. 509 certificates
If the TLS DANE Client Identity extension (see Section 5) is not

bei ng used, the client certificate MJIST have have the client’s DNS
nane specified in the Subject Alternative Nane extension s dNSName

type.

If the TLS DANE Client Identity extension is in use, then wth DANE-
EE(3), the subject name need not be present in the certificate.
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5.

6

6

Signaling the Cient’s DANE Identity in TLS

The client SHOULD explicitly signal that it has a DANE identity. The
nost i nmportant reason is that the server nay want an explicit
indication fromthe client that it has a DANE record, so as to avoid
unnecessary DNS queries in-band with the TLS handshake.

The DANE Client ldentity TLS extension [TLSCLIENTID] is used for this
purpose. This extension can also be used to convey the actual DANE
client identity (i.e. domain nane) that the TLS server should attenpt
to authenticate. This is required when using TLS raw public key

aut hentication, since there is no client certificate fromwhich to
extract the client’s DNS identity. It is also helpful when the
client certificate contains multiple identities, and only a specific
one has a DANE record.

An additional case where such client signaling is helpful, is one
where DANE client authentication is optional, and there is a
popul ati on of buggy client software that does not react gracefully to
receipt of a Certificate Request nessage fromthe TLS server. This
extension allows TLS servers to deal with this situation by

sel ectively sending a Certificate Request nessage only to clients
that have sent this extension

Exanpl e TLSA records for clients

The foll owi ng exanples are provided in the textual presentation
format of the TLSA record.

1. Format 1: Service Specific Cient ldentity

An exanpl e TLSA record for the client "devicel. exanple.com" and the
application "sntp-client”. This record specifies the SHA-256 hash of
the subject public key conponent of the end-entity certificate
corresponding to the client. The certificate usage for this record
is 3 (DANE-EE) and thus is validated in accordance with section 5.1
of RFC 7671.

_sntp-client.devicel. exanpl e.com I N TLSA (
3 1 1 d2abde240d7cd3eeb6b4b28c54df 034b9
7983a1d16e8a410e4561ch106618e971 )

2. Format 2: DevlD

An exanpl e TLSA record for the device naned "sensor7" managed by the
organi zation "exanpl e.con' This record specifies the SHA-512 hash of
the subject public key conponent of an EE certificate corresponding

to the client.
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sensor7._devi ce. exampl e.com I N TLSA (

3 1 2 0f8h48ff5fd94117f 21b6550aaee89c8
d8adbc3f 433c8e587a85a14e54667h25
f4dcd8c4ae6162121ea9166984831b57
b408534451f d1b9702f 8de0532ecd03c )

The exampl e bel ow shows a wildcard TLSA record mapped to a TLSA
record with a DANE-TA usage node. This allows all client identifiers
mat ching the wildcard to be authenticated by client certificates

i ssued by an organi zati on managed Certification Authority.

*. _device. exanple.com |IN TLSA (
2 0 1 20efa254ecd5b646e701211095bc3f e4
423e21941b0b29ef b21da57ec944a9b5 )

7. Changes to Client and Server behavior

A TLS Cdient confornming to this specification MJST have a signed DNS
TLSA record published corresponding to its DNS nanme and X 509
certificate or public key. The client presents this certificate or
public key in the TLS handshake with the server. The client should
not offer ciphersuites that are inconpatible with its certificate or
public key. |If the client's certificate has a DANE record with a
certificate usage other than DANE-EE, then the presented client
certificate MJUST have have the client’s DNS nane specified in the
Subj ect Alternative Name extension’ s dNSName type.

Addi tionally, when using raw public key authentication, the client
MUST send the TLS DANE Client ldentity extension [TLSCLIENTID] in its
Client Hello nessage. When using X 509 certificate authentication,

it SHOULD send this extension

A TLS Server inplenmenting this specification perfornms the follow ng
st eps:

* Request a client certificate in the TLS handshake (the "Cient
Certificate Request" message). This could be done
unconditionally, or only when it receives the TLS DANE O i ent
ldentity extension fromthe client.

* |f the client has sent a non-enpty DANE Client Identity extension,
then extract the client’s domain name fromthe extension
O herwi se, extract the client identity fromthe Subject
Al ternati ve Name extension’s dNSNane type.
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* Construct the DNS query nane for the correspondi ng TLSA record.
If the TLS DANE client identity extension was present, then this
nanme should be used. Oherwise, identities fromthe client
certificate are used.

* Look up the TLSA record set in the DNS. The response MJST be
cryptographically validated using DNSSEC. The server could
performthe DNSSEC validation itself. It could also be configured
to trust responses obtained via a validating resolver to which it
has a secure connection

* Extract the RDATA of the TLSA records and nmatch themto the
presented client certificate according to the rules specified in
the DANE TLS protocol [RFC6698] [RFC7671]. |If successfully
mat ched, the client is authenticated and the TLS session proceeds.
I f unsuccessful, the server MIST treat the client as
unaut henticated (e.g. it could term nate the session, or proceed
with the session giving the client access to resources as a
generic unauthenticated user).

* |f there are multiple records in the TLSA record set, then the
client is authenticated as |ong as at | east one of the TLSA
records mat ches, subject to RFC7671 digest agility, which SHOULD
be i npl enent ed.

If the DANE Client ldentity extension is not present, and the
presented client certificate has nultiple distinct reference
identifier types (e.g. a dNSNane, and an rfc822Nane) then TLS servers
configured to perform DANE aut hentication according to this

speci fication should only exam ne and authenticate the dNSNare.

If the presented client certificate has multiple dNSNane identities,
then the client MJST use the TLS DANE client identity extension to
unanbi guously indicate its intended nane to the server

Specific applications my be designed to require additiona
validation steps. For exanple, a server mght want to verify the
client’s I P address is associated with the certificate in sone
manner, e.g. by confirmng that a secure reverse DNS | ookup of that
address ties it back to the sane domain name, or by requiring an

i PAddr ess conponent to be included in the certificate. Such details
are outside the scope of this docunent, and should be outlined in

ot her documents specific to the applications that require this

behavi or.
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10.

11.

12.

12.

Servers may have their own whitelisting and authorization rules for
which certificates they accept. For exanple a TLS server may be
configured to only allow TLS sessions fromclients with certificate
identities within a specific domain or set of domains.

Raw Public Keys

When using raw public keys in TLS [ RFC7250], this specification
requires the use of the TLS DANE Cient ldentity extension. The
associ ated DANE TLSA records enploy only certificate usage 3 (DANE-
EE) and a selector value of 1 (SPKI), as described in [ RFC7671].
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Thi s docunent updates RFC 6698 by defining the use of the TLSA record
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may pose privacy issues for certain applications, depending on the
nature of the clients, and the structure and content of the client
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for this docunent beyond those described in RFC 6698 and RFC 7671 and
in the specifications for TLS and DTLS [ RFC8446], [RFC5246],

[ RFC6347] .
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