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Abstract
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1. Introduction

A digital identity, in an abstract sense, possesses at |east two
features: an identifier (or name), and a nmeans of proving ownership
of the identifier. One of the nost resilient nmechanisnms for tying an
identifier to a nethod for proving ownership of the identifier is the
digital certificate, issued by a well-run Certification Authority
(CA). The CA acts as a nmutually trusted third party, a root of

trust.

Certificate-based identities are limted in scope by the issuing CA
or by the namespace of the application responsible for issuing or
validating the identity.

An example of this limtation is well-illustrated by organi zati ona
Public Key Infrastructure (PKI). Organizational PKI is very often
coupled with email and LDAP systenms, and can be used for associating
a human or machine identity identifier with a public key. Wthin the
organi zation, authentication systens already agree on the roots of
trust for validating entity certificates issued by organizationa

PKI .

Attenpting to use organi zational PKI outside the organization can be
challenging. In order to authenticate a certificate, the
certificate’ s CA nmust be trusted. CAs have no way of controlling
identifiers in certificates issued by other CAs. Consequently,
trusting multiple CAs at the same tinme can enable entity identifier
collisions. Asking an entity to trust your CA inplies trust in
anything that your CA signs. This is why many organi zati ons operate
a private CA, and require users and devices connecting to the

organi zation’ s networks or applications to possess certificates

i ssued by the organization’ s CA
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These limtations nmake the inplenentati on and ongoi ng mai nt enance of
a PKI costly, and have a chilling effect on the broader adoption of
certificate-based 10T device identity and user identity. |If
certificate-based device and user identity were easier to nanage,
nmore broadly trusted, and | ess operationally expensive, nore

organi zati ons and applications would be able to use it.

The lack of trust between PKI domains has lead to a |lack of sinple
and gl obally scal abl e sol utions for secure end-to-end inter-domain
conmmuni cati on between entities, such as SIP phones, email and chat
accounts and | oT devices belonging to different organizations.

DANCE seeks to nake PKI-based user and 10T device identity

uni versal ly di scoverable, nmore broadly recognized, and | ess expensive
to maintain by using DNS as the constrai ni ng nanespace and | ookup
mechani sm  DANCE buil ds on patterns established by the origi nal DANE
RFCs to enable client and sending entity certificate, public key, and
trust anchor discovery. DANCE allows entities to possess a first-
class identity, which, thanks to DNSSEC, may be trusted by any
application also trusting the DNS. A first-class identity is an

appl i cation-independent identity.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

*How to DANCE with ENTITY:* This architecture docunent del egates nany
details of how DANCE can be used with sone specific protocol to a
docunent with the name "How to DANCE with _entity_ ".

*Identity provisioning:* This refers to the set of tasks required to
securely provision an asynmetric key pair for the device, sign the
certificate (if the public credential is not sinmply a raw public
key), and publish the public key or certificate in DNS. These steps
may not be perforned by the sane party or organization. Exanples

* A device manufacturer may instantiate the key pair, and a systens
integrator may be responsible for issuing (and publishing) the
device certificate in DNS

* A device manufacturer publish device identity records in DNS. The

systemintegrator needs to performnetwork and application access
configuration, since the identity already exists in DNS
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* A user may instantiate a key pair, based upon which an
organi zation’s CA may produce a certificate after internally
assuring the user identity, and the systens integrator may publish
the CA root certificate in DNS

*DANCEr:* A DANCEr is the termwhich is used to describe a protoco
that has been taught to use DANE, usually through a _How to DANCE
wi th_ docunent.

*Security Domain:* DNS-bound client identity allows the device to
establish secure communi cations with any server with a DNS-bound
identity, as long as a network path exists, the entity is configured
to trust its comunicating peer by its DNS owner nane, and agreenent
on protocols can be achieved. The act of joining a security domain,
in the past, may have involved certificate provisioning. Now, it can
be as sinple as using a manufacturer-provisioned identity to join the
device to the network and application

*Client:* This architecture docunent adopts the definition of
"Cient" from RFC 8446: "The endpoint initiating the TLS connecti on"

*User:* A client whose nanme consists of a user identity and a DNS
owner nane prefixed with a _user | abel

*Server:* This architecture docunent adopts the definition of
"Server" from RFC 8446: "The endpoint that did not initiate the TLS
connecti on”

*Sendi ng agent:* Software whi ch encodes and transnits nessages. A
sendi ng agent may performtasks related to generating cryptographic
signatures and/or encrypting nmessages before transm ssion

*Recei ving agent:* Software which interprets and processes messages.
A receiving agent may performtasks related to the decryption of
messages, and verification of nessage signatures.

*Store-and-forward system* A nmessage handling systemin-path between
the sendi ng agent and the receiving agent.

*Hardwar e supplier role:* The entity which nanufactures or assenbles

the physical device. |In many situations, nultiple hardware suppliers
are involved in producing a given device. In sone cases, the
hardwar e supplier nmay provision an asymetric key pair for the device
and establish the device identity in DNS. In sone cases, the

hardware supplier may ship a device with software pre-installed
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3.

3.

3.

3.

*Systens integrator:* The party responsible for configuration and
depl oynent of application conmponents. |n some cases, the systens
integrator also installs the software onto the device, and may
provision the device identity in DNS

*Consuner:* The entity or organi zati on which pays for the val ue
provi ded by the application, and defines the success criteria for the
out put of the application

Communi cati on Patterns
1. dient/Server

Client/server comunication patterns inply a direct connection
between an entity which provides a service (the server), and an
entity which initiates a connection to the server, called a client.
A secure inplenmentation of this pattern includes a TLS-protected
session directly between the client and the server. A secure

i mpl erentation may al so i nclude public key-based mnut ual

aut henti cati on.

Extending DANE to include client identity allows the server to
authenticate clients i ndependent of the private PKI used to issue the
client certificate. This reduces the conplexity of managi ng the CA
certificate collection, and nitigates the possibility of client
identifier collision. |If the client is a user, the certificate holds
an additional user identity supplied under the prerogative of a DNS
owner namne, which reduces the conplexity of authenticating both
internal and external users, through protocol nechanisns |ike SASL
EXTERNAL [ RFC4422] .

2. Peer2peer

The extension also allows an application to find an application
identity and set up a secure comruni cati on channel directly. This
pattern can be used in nesh networking, |oT and in nmany comunication
protocols for multinmedi a sessions, chat and nessagi ng, where each
endpoi nt may represent a device or a user.

3. Decoupl ed

Decoupl ed architecture, frequently incorporating store-and-forward
systens, provides no direct connection between the producer and
consuner of information. The producer (or sending agent) and
consumer (or receiving agent) are typically separated by at |east one
host runni ng nessagi ng-oriented m ddl eware. The Messagi ng-oriented

m ddl ewar e conponents may act as a server for the purpose of
establishing TLS sessions for the producer and consuner. This allows
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the assertion of identity between the m ddl eware and sendi ng agent,
and the mddl eware and receiving agent. The trust relationship

bet ween the sendi ng agent and receiving agent is based on the
presunmed trustworthiness of the mddleware, unless an identity can be
attached to the nessage itself, independent of transport and

m ddl ewar e conponents.

Wthin many existing store-and-forward protocols, certificates may be
transmtted within the signed nmessage itself. An exanple of this is
SSMME. Wthin |oT applications, we find that networks nmay be nore
constrained. Including certificates in nessage payl oads can present
an unnecessary overhead on constrained network |inks. Decoupled
applications benefit froman out-of-band public key discovery
mechani sm whi ch may enable the retrieval of certificates only when
needed, and sonetinmes using a | ess expensive network connection

4. dient authentication
4.1. Overview - DANCE usage exanples

The client sets up a TLS connection to a server, attaches a client
certificate with one subject Al tName el enent dNSNanme i ndicating the
DNS owner nane of the client [RFC5280]. |If the client is a user,
their user identity is added in one subject Al tNane el enent ot her Nane
holding their uid attribute [ RFC4519] or emmil address [RFC9598].

In the TLS connection the DANE-client-id extension is used to tel
the server to use the certificate dNSNanme to find a DANE record
including the public key of the certificate to be able to validate.
If the server can validate the DNSSEC response, the server validates
the certificate and conpletes the TLS connection setup

Usi ng DANE to convey certificate information for authenticating TLS
clients gives a not-yet-authenticated client the ability to trigger a
DNS | ookup on the server side of the TLS connection. An opportunity
for DDOS may exi st when nalicious clients can trigger arbitrary DNS

| ookups. For instance, an authoritative DNS server which has been
configured to respond slowy, nmay cause a high concurrency of in-
flight TLS authentication processes as well as open connections to
upstreamresol vers. This sort of attack (of type sloworis) could
have a perfornance or availability inpact on the TLS server

4.1.1. Exanple 1: TLS authentication for HTTPS APl interaction, DANE
pattern assurance

* The client initiates a TLS connection to the server
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* The TLS server conpares the dane_clientid (conveyed via the DANE
Client Identity extension) to a list of allowed client domains.

* |f the dane_clientid is allowed, the TLS server then perforns a
DNS | ookup for the client’s TLSA record. |If the dane clientid is
not allowed, authentication fails.

* |If the client’s TLSA record matches the presented certificate or
public key, the TLS handshake conpl etes successfully and the
aut henticated dane clientid is presented to the web application in
a header field.

Thi

s pattern has the follow ng advant ages:

* This pattern translates well to TLS/ TCP | oad bal ancers, by using a
TCP TLV instead of an HTTP header

* No traffic reaches the application behind the | oad bal ancer unl ess
DANE client authentication is successful

4.1.2. Exanple 2: TLS authentication for HTTPS APl interaction, DANE
mat ching in web application

* The client initiates a TLS connection to the server

* The TLS server accepts any certificate for which the client can
prove possession of the corresponding private key.

*  The TLS server passes the certificate to the web application in a
header fi el d.

* The HTTP request body contains the dane_clientid, and is passed to
the web application.

* The web application conpares the dane clientid to a list of
all owed clients or client domains.

* |f the dane_clientid is allowed, the web application makes the DNS
query for the TLSA records for dane_clientid

* |f the presented certificate (which was authenticated by the TLS
server) matches at | east one TLSA record for dane_clientid,
aut henti cati on succeeds.

This pattern has the foll ow ng advant ages:
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* In a web application where a TLS-term nating | oad bal ancer sits in
front of a web application, the authentication logic in the |oad
bal ancer remains sinple.

* The web application ultimately deci des whether to nake the DNS
query to support DANE authentication. This allows the web
application to reject clients with identifiers which are not
al | oned, before making a DNS query for TLSA retrieval and
compari son. No need to manage an allowlist in the |oad bal ancer

* This can be inplemented with no changes to the TLS handshake.
4.1.3. Exanple 3: TLS user authentication for an LDAP query

* The LDAP client initiates a TLS connection to the server,
conveying the user’s donmain via the DANE Client Identity
ext ensi on.

* |f the dane_clientid is allowed and begins with a _user |abel, the
TLS server then perforns a DNS | ookup for TLSA records hol ding the
user’s CA, and includes them when requesting a client certificate.

* |f the client’s certificate is signed by a CA found in the TLSA
records and the certificate’s dNSNane prefixed with a _user |abe
mat ches the dane_clientid then the client identity is
aut henticated to consist of the |lowercase uid in the certificate,
an "@ synbol and the | owercase UTF-8 representation of the
certificate's dNSNane (which lacks the " _user." prefix).

* The LDAP server responds to SASL EXTERNAL aut hentication by
obtai ning the authenticated user identity in userid@omnain. nane
formand, if so requested, attenpts to change to an authorization
identity.

Thi

s pattern has the follow ng advant ages:

* SASL authentication under TLS encryption is comon to many
prot ocol s, including new ones.

* This LDAP exanpl e denponstrates the potential of authentication
with real mcrossover support as a precursor to fine access contro
to possibly sensitive data.

* User identities cannot be iterated in DNS; TLS 1.3 conceal s the
client certificate; TLS in general conceals the user’s choice of
aut horization identity during SASL EXTERNAL.

* This can be inplenmented with no changes to the TLS handshake.
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4.1.4. Example 4: 10T: Device to cloud

Direct device-to-cloud comunication is conmmon in sinple |oT
applications. Authentication in these applications is usually
acconpl i shed using shared credentials |ike APl keys, or using client
certificates. Cient certificate authentication frequently requires
the consuner to maintain a CA. Before client DANE, the CA trust
anchor certificate would be installed into the cloud application, and
used in the TLS authentication process.

Using client DANE for device identity can allow parties other than
the inplenenter to operate the CA. A hardware manufacturer can
provide a pre-established identity, with the certificate or public
key already published in DNS. This nakes PKI-based identity nore
approachabl e for small organi zati ons which currently |ack the
resources to operate an organi zati onal CA

4.1.5. Example 5: LoRaWAN

For the end-device onboarding in LoRaWAN, the "network server" and
the "join server"” [RFC38376] needs to establish nmutual TLS

aut hentication in order to exchange configuration paraneters.
Certificate Authority based nutual TLS authentication doesn’'t work in
LoRaWAN due to the non availability of the CA trust store in the
LoRaWAN network stack. Self-signed certificate based nmutual - TLS

aut hentication method is the alternative sol ution.

DANE based client identity allows the server to authenticate clients
during the TLS handhsake. Thus, independent of the private PKl used
to issue the client's self-signed certificate, the "network server"
and the "join server" could be nmutually authenticated.

4.1.6. Exanple 6: Edge Computing

[1-D. hong-t2trg-iot-edge-conputing] may require devices to nmutually
authenticate in the field. A practical exanple of this pattern is
the edge conputing in construction use case

[1-D. hong-t2trg-iot-edge-computing], Section 6.2.1 Using traditiona
certificate-based identity, the sensor and the gateway may have
certificates issued by the same organi zational PKI. By using DANE
for client and sender identity, the sensor and the gateway nmay have
identities represented by the equipnent supplier, and still be able
to nmutually authenticate. Inportant sensor neasurenents forwarded by
the gateway to the cloud may bear the DNS owner nane and signhature of
the originating sensor, and the cloud application nmay authenticate

t he nmeasur enent independent of the gateway which forwarded the
information to the application
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4.1.7. Exanmple 7: Dommin Users

The all ocation of user identities is the prerogative of a domain, in
line with the nesting suggested in URI notation. Dommins may even
choose to assign domain user identities to services, possibly with
easily recognised identities |ike +mail +archi ve@onsi n. nane. Donai ns
who publish TLSA records for a CA under a _user nane underneath their
domain allow the validation of user identities as nentioned in a
certificate as TLS client or peer identities. This mechanismis not
restricted to domain-internal users, but can be used to validate
users under any donain.

Si nce ENUM rmaps t el ephone nunbers to DNS owner nanes, it is possible
to enmpl oy these sanme nechani sns for tel ephone nunber users. Any
DANCEr may however define alternate derivation procedures to obtain
the DNS owner nane for a phone nunber from specialised PKIX or LDAP
attributes such as tel ephoneNunber, tel exNunber, honePhone, nobile
and pager.

There is no reason why ot her uses, such as store-and-forward with S/
M ME, could not benefit fromthis DNS-based PKI, as long as they
remain mndful that anything in the certificate is the prerogative of
the donmain publishing the TLSA record, and the only reliable identity
statenents are for resources underneath the domain -- notably, the
assi gnnent of uid nanes.

4.1.8. Exanple 8: SIP and WbRTC i nter-domain privacy

End to end security in SIP is currently based on a classical SIM M
nmodel whi ch has not received nmuch inplenmentation. There are also SIP
standards that build upon a trust chain anchored on the HTTP trust
chain (SIP identity, STIR). WDbRTC has a trust nodel between the web
browser and the servers using TLS, but no inter-domain trust
infrastructure. WDbRTC | acks a definition of namespace to map to
DNS, where SIP is based on an enunil-styl e addressi ng schene. For
WebRTC the application devel oper needs to define the name space and
mappi ng to DNS.

By using DNS as a shared root of trust, SIP and WebRTC end points can
anchor the keys used for DTLS/ SRTP nedi a channel setup. |In addition,
SI P devices can establish security in the SIP nessaging by using DNS
to find the callee’ s and the callers digital identity.

For an exanple, read [|-D.johansson-si pcore-dane-sip] (Sl PDANE)
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4.1.9. Exanple 9: DNS over TLS client authentication

DNS- over-TLS client authentication is applicable to nost portions of
the transport segnents of the DNS infrastructure. Current best
practise for authentication between DNS infrastructure tends to be
based upon a shared secret in the formof TSIG

From authoritative to authoritative secondary, it can be applied to
XFR-over-TLS ("XoT") as an upgrade to TSIG renoving the need for
out - of -band communi cation of shared secrets, currently a weak point
in that portion of the infrastructure.

From authoritative servers to recursive servers, in situations in
whi ch both are part of a common trust-group or have access to the
same non-public or split-horizon zone data, client authentication
all ows authoritative servers to give selective access to specific
recursive servers. Alternatively, sone recursive servers could
authenticate in order to gain access to non-content-rel ated speci al
services, such as a higher query rate-linit quota than is publicly
avail abl e.

Bet ween recursive resolvers and caching/forwarding or stub resol vers,
aut henti cation can be used to gain access to special services, such
as subscription-based nal ware bl ocking, or visibility of corporate
split-horizon internal zone, or to distinguish between subscribers to
different performance tiers.

In the ideal inplenentation, client and server would bidirectionally
aut henticate, using DANE client certificates to bootstrap TLS
transport security.

4.1.10. Exanple 10: SMIP, STARTTLS

SMIP has included the ability to upgrade in-protocol to TLS using the
STARTTLS [ RFC7817] conmmand. Wen upgradi ng the connection, the
client checks the server certificate using the DNS-1D nmechani sns
described in [ RFC9525]. Support for this is very common and nost
email on the Internet is transnmitted in this way.

The use of client TLS certificates has not yet becone conmobn, in part
because it is unclear how or what the server woul d check the
certificate against.

For mail-transfer-agent (MIA) to MIA conmuni cations, the use of a
TLSA RR as described in [I-D.ietf-dance-client-auth] pernmits the SMIP
server to check the identity of the parties trying to send enmil.
There are nmany use cases, but a nmajor one is often dealing with

aut henti cated relaying of email.
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4.1.11. Exanple 11: SSH cli ent

SSH servers have for sone tine been able to put their host keys into
DNS usi ng [ RFC4255] .

In many SSH server inplenentations the list of users that is

aut horized to login to an account is given by listing their public
keys in a per-user file ("authorized_keys"). The file provides both
aut hori zation (who may | ogin), and authentication (how they prove
their identity). Wile this is an inplenentation detail, doing both
in one place has been one of Secure Shell’s nmmjor reason for success.

However, there are downsides to this: a user can not easily repl ace
their key without visiting every host they are authorized to access
and update the key on that host. Separation of authorization and
authentication in this case would involve putting the key material in
a third place, such as in a DANE record in DNS, and then listing only
the DNS owner name in the authorization file:

* A user who wants to update their key need only update DNS in that

case.

* A user who has | ost access to their key, but can still update DNS
(or can have a colleague update it) would nore easily be able to
recover.

* An adm ni strator who controls the donain would be able to renove a
departing user’s key fromDNS, preventing the user from
authenticating in the future.

The DNS record used could be TLSA, but it is possible with sone
protocol work that it could instead be SSHFP. Since SSH can trust CA
certificates from X 509, those may be published for user

aut henti cati on.

4.1.12. Exanple 12: Network Access

Net wor k access refers to an authentication process by which a node is
admtted securely onto network infrastructure. This is nbst conmon
for wireless networks (wifi, 802.15.4), but has also routinely been
done for wired infrastructure using 802.1X nechani sns with EAPQOL.

Wil e there are EAP protocols that do not involve certificates, such
as EAPSI M [ RFC4186], the use of symetric key mechani sms as the
"network key" is common in many homes. The use of certificate based
mechani sns are expected to increase, due to challenges, such as
Random zed and Changi ng MAC addresses (RCM, as described in
[1-D.ietf-nmadi nas-use-cases].

Wl son, et al. Expi res 24 Cctober 2025 [ Page 13]



I nternet-Draft DNS- Bound Identities Architecture April 2025

4.1.12.1. EAP-TLS with RADIUS

Enterpri se EAP nethods use a version of TLS to forma secure
transport. Cient and server-side certificates are used as
credentials. EAP-TLS does not run over TCP, but rather over a
reliable transport provided by EAP. To keep it sinple the EAP

"wi ndow' is always one, and there are various anmpbunts of overhead
that needs to be accounted for, and the EAP segnent size is often
noti ceably smaller than the normal ethernet 1500 bytes. [RFC3748]
does guarantee a m ni mum payl oad of 1020 byt es.

The client side certificates are often larger than 1500 bytes and can
take two or three round trip tinmes to transport fromthe supplicant
to the authenticator. |In worst case scenarios, which are conmmon with
eduroam [ RFC7593], the EAP packets are transported sone distance,
easily across the entire planet. The authenticating system (the
"authentication server" in EAP terns) is a systemat the institute
that issued the client side certificate, and so already has access to
the entire client certificate. Transferring the client certificate
is redundant. That is, the authenticator already has access to the
entire certificate, but the client does not know this to the case, so
it sends the entire certificate anyway.

The use of DANE Cient IDs in TLS as described in
[I-D.ietf-dance-tls-clientid] reduces the redundant bytes of
certificate sent.

4.1.12.1.1. Term nol ogy

*Supplicant:* The entity which acts as the TLS client in the EAP-TLS
aut hentication protocol. This termis defined in | EEE 802. 1x. The
suppliant acts as a client in the EAPOL (EAP over LAN) protocol,
which is terminated at the authenticator (defined bel ow).

*Aut hentication server:* The entity which acts as the TLS server in
the EAP-TLS protocol. RADIUS (RFC 2865) is a frequently-used
aut henti cati on server protocol

*Aut henticator:* The authenticator is the device which acts as a
server in the EAPOL (EAP over LAN) protocol, and is a client of the
aut hentication server. The authenticator is responsible for passing
EAP nessages between the supplicant and the authentication server,
and for ensuring that only authenticated supplicants gain access to
t he network.

https://datatracker.ietf.org/doc/htm/rfc5216 (EAP-TLS) is a mature

and wi del y-used protocol for network authentication, for IoT and IT
equi prent. | EEE 802. 1x defines the encapsul ati on of EAP over LAN
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access technol ogies, like | EEE 802.11 wirel ess and | EEE 802. 3
ethernet. RADIUS is a protocol and server technol ogy frequently used
for supporting the server side of EAP-TLS authentication. Cuidance
for inplementing RADI US strongly encourages the use of a single
common CA for all supplicants, to mitigate the possibility of
identifier collisions across PKIs. The use of DANE for client
identity can allow the safe use of any nunber of CAs. DNS acts as a
const rai ni ng namespace, which prevents two unrelated CAs from i ssuing
valid certificates bearing the sanme identifier. Certificates
represented in DNS are valid, and all others are un-trusted.

4.1.12.2. RADSEC

The RADI US protocol has a few recogni zed security probl ens.
https://datatracker.ietf.org/doc/htm/rfc6614 (RADSEC) addresses the
chal l enges related to the weakness of MD5-based aut hentication and
confidentiality over untrusted networks by establishing a TLS session
bet ween the RADI US protocol client and the RADI US protocol server
RADI US datagranms are then transmtted between the authenticator and
aut hentication server within the TLS session. Updating the RADSEC
standard to include the use of DANE for client and server identity
woul d all ow a RADI US server and client to nutually authenticate,

i ndependent of the client’ s and server’ s issuing CAs. The benefit
for this use case is that a hosted RADI US service may mutual ly

aut henticate any client device, like a WFi access point or ethernet
switch, via RADSEC, wi thout requiring the distribution of CA
certificates.

4.1.13. Exanple 13: Structured data nessages: JOSE/ COSE

JOSE and COSE provide formats for exchangi ng authenticated and
encrypted structured data. JOSE defines the x5u field in [ RFC7515],
Section 4.1.5, and CCSE defines a field of the same nane in
[1-D.ietf-cose-x509], Section 2

However, this URL field points to where the key can be found. There
is, as yet, no URI schene which says that the key can be found via
the DNS | ookup itself.

In order to make use of x5u, a DANCEr would have to define a new UR
schene that explained how to get the right key from DNS
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5.

6

6

6

Prot ocol inplenmentations

For each protocol inplenentation, a specific usage docunent needs to
be published. 1In this docunent, the DANCE protocol requirenents and
usage needs to be specified (this is refered above as the "How to
DANCE" document). These docunents should as a ninimumcontain the
foll owi ng sections:

* Specifics on nami ng: How the nane of the client is defined and how
this is related to the nane in a DNS zone. This defines the
organi zation of the related DNS zone. Wether a flat nanespace is
used, or a way to use a DNS Zone hierarchy is applied to this
usage. (see notes above on DNS zone design)

* Privacy: If the subject nane is a personal identifier, howto
protect that nane from being exposed in the DNS zone. [RFC7929]
descri bes one way to handle privacy for personal identifiers in
DNS.

* TTL: Recommended TTL settings for records in this usage

* Security: Security considerations for this usage
Security Considerations

1. Confidentiality

DNS clients should use DNS over TLS with trusted DNS resol vers to
protect the identity of authenticating peers.

2. Integrity

The integrity of public keys represented in DNS is nobst inportant.

An altered public key can enabl e device inpersonation, and the deni al
of existence for a valid identity can cause devices to becone un-
trusted by the network or the application. DNS records should be
val i dated by the DNS stub resol ver, using the DNSSEC protocol

Conpartnental i zing failure domains within an application is a well-
known architectural best practice. Wthin the context of protecting
DNS- based identities, this conpartnentalization may nanifest by
hosting an identity zone on a DNS server which only supports the
resource record types essential for representing device identities.
This can prevent a conpronised identity zone DNS server from
presenting records essential for inpersonating web sites under the
organi zation” s domai n nane.

Wl son, et al. Expi res 24 Cctober 2025 [ Page 16]



I nternet-Draft DNS- Bound Identities Architecture April 2025

The nami ng pattern suggested in [I-D.ietf-dance-client-auth] includes
an underscore | abel (_device). The underscore is not a valid
character for names used in the Wb PKI. This prevents the issuance
of any Web PKl-validating certificates for these nanes.

This nmeans that even were the authoritative DNS server conprom sed,
it would not be possible to issue Wb PKI certificates using, for
i nstance, the [RFC38555] DNS-01 chal |l enge.

An alternative underscore | abel _user separates the TLSA records with
the domain CA fromthe TLSA records for devices.

6.3. Availability

One of the advantages of DNS is that it has nore than fourty years of
denmonstrated scaling. It is a distributed database with a caching
mechani sm and properly configured, it has proven resilient to many
ki nds of outages and attacks.

A key part of this availability is the proper use of Tine To Live
(TTL) values for resource records. A cache is allowed to hang on to
the data for a set tine, the TTL, after which it nust do a new query
to find out if the data has changed, or perhaps been del et ed.

There is therefore a tension between resilience (higher TTL val ues),
and agility (lower TTL values). A lower TTL value allows for
revocation or replacement of a key to become known nmuch faster. This
allows for a nore agile security posture

The TTL value is not enforced, which may | ead to unexpected
responses, like a nmalicious server caching responses for a long tine
after the TTL for the record has expired. This nay lead to a
situation where a revocation by renoving the record from DNS doesn’t
conme in to effect as expected.

On the other hand, |ower TTLs cause the queries to occur nore often,
whi ch may reveal nore information to an observer about which devices
are active. Encrypted transports |ike DoT/ DoH DoQ nake these queries
far less visible. 1In addition to the on-path observer being able to
see nore, the resolver logs also may be a source of information. It
also allows for nore opportunities for an attacker to affect the
response tine of the queries.
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6.4. TLS Server availability

6

6

TLS servers supporting DANCE should inplement a |ist of domains that
are valid for client authentication, in order not to be open to DDOS
attacks where a large nunber of clients force the server to do random
DNS | ookups. More inplenmentation details are to be found in the

prot ocol specific docunents.

5. Privacy

If the DNS owner nane of the identity proven by a certificate is
directly or indirectly relatable to a person, privacy needs to be
consi dered when form ng the nane of the DNS resource record for the
certificate. This privacy is inplied for domain users inasfar as the
domai n CA does not nention users. Wien creating the DNS owner narme,
effects of DNS zone wal ki ng and possi bl e harvesting of identities in

the DNS zone will have to be considered. The DNS owner nanme may hot
have to have a direct relation to the name of the subject or the
subj ect Alt Name of the certificate. |If there is such a relation, a

DANCEr may specify support for CA certificates, stored under a
wi | dcard in DNS.

Further work has do be done in this area.
5.1. DNS Scalability

In the use case for 1oT an inplementation nust be scalable to a |arge

anmount of devices. |In nmany cases, identities may al so be very short
lived as revocation is perfornmed by sinply renoving a DNS record. A
zone will have to nmanage a | arge anount of changes as devices are

constantly added and de-acti vat ed.

In these cases it is inportant to consider the architecture of the
DNS zone and when possible use a tree-like structure with many
subdonai n parts, nuch |ike reverse DNS records or how tel ephone
nunbers are represented in the ENUM standard (RFC 6116).

If an authoritative resolver were configured to respond quite slowy
using TCP, (for instance, a [sloworis] attack), it possible that
this woul d cause a TLS server to exhaust all it’'s TCP sockets.

The availability of a client identity zone is essential to permtting
clients to authenticate. |If the DNS infrastructure hosting client
identities becones unavail able, then the clients represented by that
zone cannot be aut henti cat ed.
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6

8.

8.

5.2. Change of ownership for |0oT devices

One of the significant use cases is where the devices are identified
by their manufacturer assigned identities. A significant savings was
that enterprises would not have to run their own (private) PK
systens, sonetinmes even one system per device type. But, with this
usage style for DANCE there is no private PKI to run, and as a result
there is no change of ownership required. The device continues to
use the manufacturer assigned identity.

The devi ce OmerQperator is therefore at risk if the device's
manuf act urer goes out of business, or decides that they no | onger
wi sh to manufacturer that device. Should that happen then the
Onner Operator of the device may be in trouble, and may find
thensel ves having to repl ace the devices.

[ RFC8995], Section 10.4 (BRSKI) deals with concerns about

manuf acturers influence on devices. |In the case of BRSKI, the
concern was limted to when the device ownership transfer was
performed (the BRSKI transaction itself). There was no concern once
the Oaner Operator had taken control over the device through an

[ RFC8366] voucher

In the case of DANCE, the manufacturer is continuously involved with
the day to day operation of the device.

If this is of concern, then the Oaner Operator should perform sone
kind of transfer of ownership, such as using DPP, [RFC8995](BRSKI),
[ RFC9140] (EAP-NOOB), and others yet to cone.

The DANCE net hod of using manufacturer assigned identities would
therefore seemto be best used for devices which have a short
lifetime: one nmuch smaller than the uncertainty about the anticipated
|ifespan of the manufacturer. For instance, some kind of battery
operated sensor which nmight be used in a large quantity at a
construction site, and which can not be recharged.
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